National Critical Information Infrastructure Protection Centre

Common Vulnerabilities and Exposures(CVE) Report

16 - 31 Jul 2020 Vol. 7 No. 14
Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Application

360totalsecurity

360_total_security

In version 12.1.0.1004 and
below of 360 Total
Security,when TPI calls the
browser process, there
exists a local privilege
21-Juk20 6.9 | escalation vulnerability. N/A
An attacker who could
exploit DLL hijacking could
execute arbitrary code on
the Local system.

CVE ID : CVR2020-15722

In the version 12.1.0.1004
and below of 360 Total
Security, when the main
process of 360 Total
Security calls
GameChrome.exe, there

Untrusted exists a local privilege A-360-360 -
Search Path 21-Juk20 6.9 | escalation vulnerability. N/A 190820/2

An attacker who could
exploit DLL hijacking to
bypass the hips could
execute arbitrary code on
the Local system.

CVE ID : CVR2020-15723

In the version 12.1.0.1005
and below of 360 Total

Untrusted 21-Juk20 6.9 Security’ when the N/A A-360-360 -

Search Path Gamefolde calls 190820/3

GameChrome.exe, there
exists a local privilege

Untrusted
Search Path

A-360-360_-
190820/1
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
escalation vulnerability.
An attacker who could
exploit DLL hijacking to
bypass the hips could
execute arbitrary code on
the Local system.
CVE ID : CVR020-15724
Adobe
download_manager
Improper
Neutralizatio Adobe Download Manager
. : https://help
n of Special version 2.0.0.518 have a
Elements in command injection x.adobe.com | p
Output Used | 17-Juk20 vulnerability. Successful fsecurity/pr DOWN
by a exploitation could lead to oducts/adm/ 190820/4
Downstream arbitrary code execution. jgsr?[zﬂ}
.htm
Component CVE ID : CVE2020-9688
('Injection’)
coldfusion
Adobe ColdFusion 2016
update 15 and earlier
versions, and ColdFusion | https://help
2018 update 9 and earlier | x.adobecom
Untrusted 17-3ul20 W versions have a dll search | /security/pr | AAADO-COLD
Search Path " | order hijacking oducts/coldf | 190820/5
vulnerability. Successful usion/apsb2
exploitation could lead to | 0-43.html
privilege escalation.
CVE ID : CVR2020-9672
Adobe ColdFusion 2016
updgte 15 and earlier | https://help
versions, and ColdFusion
2018 update 9 and earlier x.adobe.com
Untrusted 17-Jut20 4.4 versionF')s have a dll search fsecuritylpr | AADOCOLD
Search Path ' L oducts/coldf | 190820/6
order hijacking .
. usion/apsb2
vulnerability . Successful
o 0-43.html
exploitation could lead to
privilege escalation.
[ CVSS Scoring Scal 34 [ 45 [ 56 | 67 | 78 | 8o [HCEOM
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CVE ID : CVER2020-9673
creative_cloud
Adobe CreativeCloud
Desktop Application https://help
versions 5.1 and earlier x.adobe.com
have a lack of exploit '
Im.proper wvea p t Isecurity/pr A-ADOCREA
Privilege 17-Juk20 7.5 | mitigations vulnerability. | oducts/creat 190820/7
Management Successful exploitation ive-
could lead to privilege C|0ud/apsb2
escalation. 0-33.html
CVE ID : CVR020-9669
adobe_reader
In.”lp.rop.er Adobe Reader Mobile https://help
Limitation of versions 20.0.1 and earlier | x.adobe.com
a Pathname have a directory traversal | /security/pr
toa 22_Juk20 5 vulnerability. Successful | oducts/read | - POAPOB
Restricted exploitation could lead to | gr- 19082078
(DFI)retCr;tory information disclosure. mobile/apsb
'‘Pa
Traversal) CVE ID : CVR2020-9663 | 20-50.html
creative_cloud_desktop_application
Adobe Creative Cloud
Desktop Application https://help
:_m[:l)(roper versions 5.1 and earlier x.adobe.com
in .
. have a symlink Isecurity/pr
Resolution 112 juk20 [ 7.5 | vulnerability vulnerability. | oductsicreat | 20O CREA
Before Ff'? Successful exploitation ive- 190820/9
ACC€S§ ( Il_|nk could lead to privilege cloud/apsb2
Following’) escalation. 0-33.html
CVE ID : CVER2020-9670
creative_cloud_desktop_applocation
Adobe Creative Cloud https://help
Desktop Application x.adobe.com
Improper versions 5.1 and earlier | /securitylpr |\ )\ oo oy
Pr|V|Iege 17-Juk20 7.5 have an insecure file oducts/creat
ha - . 190820/10
Management permissions vulnerability. | IVe-
Successful exploitation cloud/apsb2
could lead to privilege 0-33.html
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
escalation.
CVE ID : CVR2020-9671
Adobe Creative Cloud
Desktop Application https://help
: security/pr
:eso'“t'c_’” 17-Juk20 vulnerability vulnerability. oducts,ﬁrgat A-ADOCREA
efore F'le. Successful exploitation ive- 190820711
ACC€S$ ('F'nk could leadto arbitrary file | cloud/apsb2
Following’) system write. 0-33.html
CVE ID : CVR2020-9682
prelude
Adobe Prelude versions
9.0 and earlier have an https://help
Out-of- out-of-bounds read x.adok?e.com
bounds 22-Juk20 6.8 | vulnerability. Successful fsecurity/pr | A-ADOPREL
Write exploitation could lead to oducts/prelu | 190820/12
arbitrary code execution. de/apsb20-
46.html
CVE ID : CVR2020-9677
AdobePrelude versions
9.0 and earlier have an | Nttpsi//help
Out-of- out-of-bounds write x.adok?e.com
bounds 22_Juk20 6.8 | vulnerability. Successful /security/pr | A-AADOPREL
Write exploitation could lead to oducts/prelu | 190820/13
arbitrary code execution . de/apsb20-
46.html
CVE ID : CVR2020-9678
Adobe Prelude versions
9.0 and earlier have an | Nttps://help
out-of-bounds read x.adol?e.com
Outof- 22-Juk20 4.3 | vulnerability. Successful /security/pr | A-ADOPREL
bounds Read exploitation could lead to oducts/prelu | 190820/14
arbitrary code execution. de/apsb20-
46.html
CVE ID : CVR2020-9679
Adobe Prelude versions https://help
Out-of- 9.0 and earlier have an x.adobe.com | A ApOPREL
bounds 22-Jul20 6.8 | out-of-bounds write Isecurity/pr | 190820/15
Write vulnerability. Successful oducts/prelu
exploitation could lead to | de/apsb20-
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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arbitrary code execution . | 46.html
CVE ID : CVE2020-9680
photoshop
Adobe Photoshop versions
Photoshop CC 2019, and | https://help
Outof Photoshop 2020 have an | x.adobe.com
ut-of-
out-of-bounds read i - o
bounds 99-3uk20 6.8 u I/security/pr | AADOPHOT
' vulnerability. Successful oducts/phot | 190820/16
Write exploitation could lead to | oshop/apsh?2
arbitrary code execution. | 0-45.html
CVE ID : CVER2020-9683
Adobe Photo$iop versions
Photoshop CC 2019, and | https://help
Outof Photoshop 2020 have an | x.adobe.com
ut-of- -
out-of-bounds write i - o
bounds 99-3uk20 6.8 u /security/pr | AADOPHOT
_ vulnerability. Successful oducts/phot | 190820/17
Write exploitation could lead to | oshop/apsh?2
arbitrary code execution . | 0-45.html
CVE ID : CVER2020-9684
Adobe Photoshop versions
Photoshop CC 2019, and | https://help
Outof Photoshop 2020 have an | x.adobe.com
ut-of- :
out-of-bounds write i - o
bounds 99-3uk20 6.8 u I/security/pr | AADOPHOT
_ vulnerability. Successful oducts/phot | 190820/18
Write exploitation could lead to | oshop/apsh?2
arbitrary code execution . | 0-45.html
CVE ID : CVE2020-9685
Adobe Photoshop versions
Photoshop CC 2019, and | https://help
Photoshop 2020 have an | x. adobe.com
Out-of- 99.3UL20 v out-of-bounds read /security/pr | AADOPHOT
bounds Read = | vulnerability. Successful | oducts/phot | 190820/19
exploitation could lead to | pshop/apsb2
arbitrary code execution. | 0-45.html
CVE ID : CVE2020-9686
Adobe Photo$op versions | https://help
Out-of- A-ADOPHOT
uto 22-Juk20 6.8 | Photoshop CC 2019, and | x.adobe.com
bounds : 190820/20
Photoshop 2020 have an | /security/pr
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Write out-of-bounds write oducts/phot
vulnerability. Successful oshop/apsb2
exploitation could lead to | 0-45.html
arbitrary code execution .
CVE ID : CVR2020-9687
media_encoder
Adobe Media Encoder _
versions 14.2 and earlier https://nelp
have an outof-bounds x.adope.com
Out-of- write vulnerability. fsecurity/pr | AADOMEDF
bognds 17-Juk20 6.8 | syccessful exploitation oducts/medi 190820/21
Write could lead to arbitrary a&
codeexecution. encoder/aps
b20-36.html
CVE ID : CVE2020-9646
Adobe Media Encoder _
versions 14.2 and earlier https://nelp
have an outof-bounds ;(.adok?e./com
_of- read vulnerability. security/pr _
Out-of 17-Jut20 4.3 ful |y- - oducts/medi A-ADOMED}
bounds Read Successful exploitation 190820/22
could lead to information | &
disclosure. encoder/aps
b20-36.html
CVE ID : CVR2020-9649
Adobe Media Encoder _
versions 14.2 and earlier https://nelp
have an outof-bounds x.adok?e.com
Outof- write vulnerability. Isecurity/pr | AAADOMEDF
\kj\(l)L_mds 17-Juk20 6.8 | syccesstul exploitation oducts/medi 190820/23
rite could lead to arbitrary &
code execution. encoder/aps
b20-36.html
CVE ID : CVR2020-9650
photoshop_cc
Adobe Photoshop versions
https://hel
Photoshop CC 2019, and xt;%Sogeecgm
-of- Ph hop 2020 h ' L
outo otoshop 2020 have an |\ iemr | A-ADOPHOT
bounds 22-Jul20 6.8 | out-of-bounds read oducts/phot | 190820/24
Write vulnerability. Successful osho /ap b2
exploitation could lead to pap
: . 0-45.html
arbitrary code execution.
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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CVE ID : CVR2020-9683
Adobe Photoshop versions
Photoshop CC 2019, and | https://help
Photoshop 2020 have an | x.adobe.com
Out-of- out-of-bounds write Isecurity/pr | AADOPHOT
bounds 22-Juk20 6.8 .
_ vulnerability. Successful oducts/phot | 190820/25
Write exploitation could lead to | gshop/apsh?2
arbitrary code execution . | 0-45.html
CVE ID : CVR2020-9684
Adobe Photoshop versions
Photoshop CC 2019, and | https://help
Photoshop 2020 have an | x.adobe.com
Out-of- out-of-bounds write /security/pr | AADOPHOT
bounds 22-Juk20 6.8 o
_ vulnerability. Successful oducts/phot | 190820/26
Write exploitation could lead to | pshop/apsb2
arbitrary code execution . | 0-45.html
CVE ID : CVR2020-9685
AdobePhotoshop versions
Photoshop CC 2019, and | https://help
Photoshop 2020 have an | x.adobe.com
Out-of- 99 3UL20 43 out-of-bounds read Isecurity/pr | AAADO-PHOT
bounds Read "= | vulnerability. Successful | oducts/phot | 190820/27
exploitation could lead to | pshop/apsb2
arbitrary code execution. | 0-45.html
CVE ID : CVR2020-9686
Adobe Photoshop versions
Photoshop CC 2019, and | https://help
outof Photoshop 2020 have an | x. adobe.com
ut-of- :
out-of-bounds write /security/pr | AADOPHOT
bo‘_’nds 22-Juk20 6.8 vulnerability. Successful oducts/phot | 190820/28
Write exploitation could lead to | gshop/apsb2
arbitrary code execution . | 0-45.html
CVE ID : CVR2020-9687
bridge
Out-of- Adobe Bridge versions https://help
bounds 29-3uk20 6.8 | 10.0.3and earlier have an | x.adobe.com | A-ADOBRID-
Write out-of-bounds write /security/pr | 190820/29
vulnerability. Successful oducts/bridg
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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exploitation could lead to
arbitrary code execution.

CVE ID : CVR2020-9674

elapsb20-
44 .html

Out-of-
bounds Read

22-Jul20

6.8

Adobe Bridge versions
10.0.3 and earlier have an
out-of-bounds read
vulnerability. Successful
exploitation could lead to
arbitrary code execution.

CVE ID : CVE2020-9675

https://help
x.adobe.com
/security/pr
oducts/bridg
elapsb20-
44 .html

A-ADOBRID-
190820/30

Out-of-
bounds
Write

22-Jul20

6.8

Adobe Bridge versions
10.0.3 and earlier have an
out-of-bounds write
vulnerability. Successful
exploitation could lead to
arbitrary code execution.

CVE ID : CVE2020-9676

https://help
x.adobe.com
[/security/pr
oducts/bridg
elapsb20-

44 .html

A-ADO-BRID-
190820/31

AMD

radeon_directx_11 driver_atidxx64.dll

Out-of-
bounds
Write

20-Jul20

6.5

An exploitable memory
corruption vulnerability
exists in AMD atidxx64.dl|
26.20.15019.19000
graphics driver. A specially
crafted pixel shader can
cause memory corruption
vulnerability. An attacker
can provide a specially
crafted shader file to
trigger this vulnerability.
This vulnerability
potentially could be
triggered from guest
machines running
virtualization
environments (ie. VMware,
gemu, VirtualBox etc.) in
order to perform guestto-
host escape as it was

N/A

A-AMD-
RADE
190820/32

| CVSS Scoring Scals

23 |

34 | 45 | 56 |

67 | 78
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demonstrated before
(TALOS2018-0533,
TALOS2018-0568, etc.).
Theoretically this
vulnerability could be also
triggered from web
browser (using webGL and
webassembly). This
vulnerability was triggered
from HYPERV guest using
RemoteFX feature leading
to executing the
vulnerable code on the
HYPERV hod (inside of
the rdvgm.exe process).

CVE ID : CVE2020-6100

Out-of-
bounds
Write

20-Juk20

6.5

An exploitable code
execution vulnerability
exists in the Shader
functionality of AMD
Radeon DirectX 11 Driver
atidxx64.dll
26.20.15019.19000. An
attacker can provide a
specially crafted shader
file to trigger this
vulnerability, resulting in
code execution. This
vulnerability can be
triggered from a HYPERV
guest using the RemoteFX
feature, leading to
executing the vulnerable
code on the HYPEH host
(inside of the rdvgm.exe
process). Theoretically this
vulnerability could be also
triggered from web
browser (using webGL and
webassembly).

N/A

A-AMD-
RADE
190820/33

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7

| 78

89 |HSHON
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CVE ID : CVR2020-6101

Improper
Input
Validation

20-Jul20

6.5

An exploitable code
execution vulnerability
exists in the Shader
functionality of AMD
Radeon DirectX 11 Driver
atidxx64.dll
26.20.15019.19000. An
attacker can provide a a
specially crafted shader
file to trigger this
vulnerability, resulting in
code execuiton. This
vulnerability can be
triggered from a HYPERV
guest using the RemoteFX
feature, leading to
executing the vulnerable
code on the HYPEH host
(inside of the rdvgm.exe
process). Theoretically this
vulnerability could be also
triggered from web
browser (using webGL and
webassembly).

CVE ID : CVR2020-6102

N/A

A-AMD-
RADE
190820/34

Out-of-
bounds
Write

20-Jul20

6.5

An exploitable code
execution vulnerability
exists in the Shader
functionality of AMD
Radeon DirectX 11 Driver
atidxx64.dll
26.20.15019.1900. An
attacker can provide a a
specially crafted shader
file to trigger this
vulnerability, resulting in
code execution. This
vulnerability can be
triggered from a HYPERV

N/A

A-AMD-
RADE
190820/35

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7

| 78

89 |HSHON
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
guest using the RemoteFX
feature, leading to
executing the vulnerable
code on theHYPERV host
(inside of the rdvgm.exe
process). Theoretically this
vulnerability could be also
triggered from web
browser (using webGL and
webassembly).
CVE ID : CVR2020-6103
Apache
airflow
Improper An issue was found in
Neutralizatio Apache Airflow versions
n of Input 1.10.10 and below. A
During Web stored XSS vulnerability A-APAAIRK
pageg 17-Juk20 4.3 | \vas discovered in the N/A 190820/36
Generation Chart pages of the the
(‘'Crosssite "classic" UL.
Scripting’) CVE ID : CVE2020-9485
An issue was found in
Apache Airflow versions
1.10.10 and below. A
remote code/command
Improper injection vulnerability was
Neutralizatio discovered in one of the
n of Special example DAGs shipped
with Airflow which would
ieerg?: tjn 0S 17-Juk20 SIS allow any authenticated | ;5 AAPAAIRE
Command user to run arbitrary 190820/37
(0S commands as the user
Command running airflow
Injection’) worker/scheduler
(depending on the
executor in use). If you
already have examples
disabled by setting
load_examples=False in
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
the config then you are not
vulnerable.
CVE ID : CVR020-11978
An issue was found in
Apache Airflow versions
Impropgr _ 1.10.10 and below. When
Neutralizatio using CeleryExecutor, if an
;Of Speimal attacker can connect to the
ements - -
_ broker (Redis, RabbitMQ) A-APAAIRF
used in an O 17-Jul20 7.5 directly, it is possible to N/A 190820/38
CI:ommand inject commands, resulting
(0S in the celery worker
Cgmrpar'ld running arbitrary
Injection’) commands.
CVE ID : CVR020-11981
An issue was found in
Apache Airflow versions
1.10.10 and below. When
using CeleryExecutor, if an
attack can connect to the
Deserializati broker (Redis, RabbitMQ)
on of directly, it was possible to A-APAAIRF
Untrusted 17-Juk20 73 | insert a malicious payload N/A 190820/39
Data directly to the broker
which could lead to a
deserialization attack (and
thus remote code
execution) on the Worker.
CVE ID : CVR2020-11982
An issue was found in
Improper Apache Airflow versions
Neutralizatio 1.10.10 and below. It was
n of Input discovered that many of
During W ' A-APAAIRF
uring Web 17-Juk20 35 the adml_n management N/A
Page screens in the new/RBAC 190820/40
Generation Ul handled escaping
(‘Crosssite incorrectly, allowing
Scripting) authenticated users with
appropriate permissions
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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to create stored XSS
attacks.
CVE ID : CVER2020-11983
activemq_artemis
In Apache ActiveMQ
Artemis 2.5.0t0 2.13.0, a
specially crafted MQTT
Improper packetwhich has an XSS
Neutralizatio payload as clientid or
n of Input topic name can exploit this
' vulnerability. The XSS N
During Web 20-Juk20 43 ! Yy the A N/A A-APAACTH
Page payload is being injected 190820/41
Generation into the admin console's
('Cross.site browser. The XSS payload
Scripting’) is triggered in the diagram
plugin; queue node and the
info section.
CVE ID : CVR020-13932
articatech
artica_proxy
Improper
Neutralizatio An issue was discovered in
n of Special Artica Proxy CE before
4.28.030.418. SQL
Elements S A-ART-ARTE
used in an 20-Juk20 5 Injection exists via the N/A
SQL Netmask, Hostname, and 190820/42
Command Alias fields.
('SQL CVE ID : CVR020-15052
Injection’)
An issue was discovered in
Impropgr _ Artica Proxy CE before
Neutralizatio 4.28.030.418. Reflected
n of Input XSS exists via these searcl
During Web 20-Juk20 4.3 | fields: real time request, N/A A-ART-ARTEH
Page _ System Events, Proxy 190820/43
Claeneratl_on Events, Proxy Objects, and
(Crosssite Firewall objects.
Scripting’)
CVE ID : CVR020-15053
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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Artifex
ghostscript
A memory corruption
iIssue was found in Artifex
Ghostscript 9.50 and 9.52.
Use of a norstandard
Improper PostScript operator can
Restriction allow overriding of file https://artif
of access controls. The ex.com/secu
Operations 283Ul 20 e 'rsearch’ calculation for rity - A-ART-GHOS
within the — | the 'post’ size resulted in a| advisories/C | 190820/44
Bounds of a size that was too large, ang vE-2020-
Memory could underflow to max 15900
Buffer uint32_t. This was fixed in
commit
5d499272b95a6b890a139
7€11d20937de000d31b.
CVE ID : CVR2020-15900
Asus
screenpad2_upgrade_tool
AsusScreenXpertServicec.!
xe and
ScreenXpertUpgradeServid
eManager.exe in https://ww
ScreenPad2_Upgrade_Tod w.asus.com/
msi V1.0.3 for ASUS PCs | Static WebPg
with ScreenPad 1.0 ge/ASUS
(UX450FDX, UX550GDX | product-
Untrusted 20-Juk20 4.4 | and UX550GEX) could leaq security- A-ASUSCRE
Search Path to unsigned code Advisory/, 190820/45
execution with no https://ww
additional restrictions w.asus.com/
when a user puts an support/FAQ
application at a particular | /1043674
path with a particular file
name.
CVE ID : CVE2020-15009
Atlassian
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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data_center
Affected versions of
Atlassian Confluence
Server and Data Center
Improp§r . allow remote attackers to
Neutralizatio inject arbitrary HTML or
BOf. 'np\l;\; b JavaScript via a CrosSite AATLDATA
P“”ng ® 1 24-3ur20 3.5 | Scripting (XSS) N/A o0820/46
age vulnerability in user macro
Claeneratlgn parameters. The affected
(Crps§S|lte versions are before
Scripting’) version 7.4.2, and from
version 7.5.0 before 7.5.2.
CVE ID : CVR2020-14175
confluence
Affected versions of
Atlassian Confluence
Server and Data Center
Improper allow remote attackers to
Neutralizatio inject arbitrary HTML or
BOf_ lnp\‘/’\; 5 JavaScript via &rossSite AATLCONE
P“””g ® 1 24-3ur20 3.5 | Scripting (XSS) N/A o0820/47
age . vulnerability in user macro
CI;eneratl_on parameters. The affected
(Crps§S|lte versions are before
Scripting’) version 7.4.2, and from
version 7.5.0 before 7.5.2.
CVE ID : CVR020-14175
authO
authO
In authO (npm package)
versions before 2.27.1, a | https://githu
Information DenyList of specific keys | b.com/authO
Exposure that should be sanitized | /node- |\ )\ o\ oy
Through an | 29-Jul20 4 from the request object authO/securi 190820/48
Error contained in the error ty/advisories
Message object is used. The key for | /GHSASpf-
Authorization header is pj32-xx53
not sanitized and in
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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certain cases the
Authorization header
value can be logged
exposing a bearer token.
You are affected by this
vulnerability if you are
using the authO npm
package, and you are using
a Machine to Machine
application authorized to
use AuthO's management
API
CVE ID : C¥-2020-15125
Automattic
canvas
A buffer overflow is
B%Jffef Copy present in canvas version
Vc\:"r:hoﬁ_t <= 1.6.9, which could lead
ecking to a Denial of Service or A-AUT-CANV
SI'Ze of Input | 20-Juk20 6.8 | execution of arbitrary code | VA 190820/49
(Classic when it processes a user
Buffer provided image.
Overflow")
CVE ID : CVR2020-8215
bitwarden
server
Bitwarden Server 1.35.1
allows SSRF because it
does not consider certain
Server-Side IPv6 addresses (ones
beginning with fc, fd, fe, or -BIT-
Request 21-Juk20 5 g g X N/A A-BIT-SERV
Forgery ff, and the :: address) and 190820/50
(SSRF) certain IPv4 addresses
(0.0.0.0/8, 127.0.0.0/8,
and 169.254.0.0/16).
CVE ID : CVR2020-15879
cauldrondevelopment
c\!
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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'WPTOF’_er tar/TarFileReader.cpp in
Limitation of Cauldron cbang (aka €
a Pathname Bang or C!) before 1.6.0
toa _ 23-Juk20 5 allows Directory Traversal | N/A A-CAUQ -
R_eSt“Cted during extraction from a 190820/51
Directory TAR archive.
('Path
Traversal’) CVE ID : CVR2020-15908
centos-webpanel
centos_web_panel
This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
el7-0.9.8.891.
Authentication is not
Impropgr . required to exploit this
Neutrallza}tlo vulnerability. The specific
Elzfmiaigal flaw exists within
_ loader_ajax.php. When A-CENCENTF
used in an OF 28-Jul20 parsing the line parameter, N/A 190820/52
Command the process does not
(0S properly validate a user
Cgmmand supplied string before
Injection’) using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9259.
CVE ID : CVR2020-15420
Improper This vulnerability allows
Neutralizatio remote attackers to
n of Special execute arbitrary code on
Elements 28-Juk20 affected installations of N/A A-CENCENF
used in an OS CentOS Web Panel cwp 190820/53
Command €17.0.9.8.923.
(OS Authentication is not
Command required to exploit this
45 [ 56 | 67 | 78 | 8o [HSEOM

7




Weakness

Publish Date

Injection’)

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('Os
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements

28-Jul20

[ VS Scoring Sca | OEININEZNES 5 |
1

CVSS

Description & CVE ID

Patch

NCIIPC ID

vulnerability. The specific
flaw exists within
ajax_mod_security.php.
When parsing the check_ip
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
canleverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9707.

CVE ID : CVR2020-15421

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_mod_security.php.
When parsing the archivo
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9731.

CVE ID : CVR2020-15422

N/A

A-CENCENT
190820/54

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of

N/A

A-CENCENT
190820/55

45 | 56 |

6-7

[ 78 [ 8o |NISHON

8




Weakness

Publish Date

used in an OS
Command
('OS
Command
Injection’)

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
(‘OS
Command
Injection’)

28-Jul20

[ VS Scoring Sca | OINIEENNEE] 5 |
1

CVSS

Description & CVE ID

Patch

NCIIPC ID

CentOS Web Panel cwp
€17.0.98.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_mod_security.php.
When parsing the dominio
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9732.

CVE ID : CVR2020-15423

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_mod_security.php.
When parsing the domain
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9735.

CVE ID : CVR2020-15424

N/A

A-CENCENTF
190820/56

45 | 56 |

6-7

[ 78 [ 8o |NISHON
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Weakness

Publish Date

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('OS
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('OS
Command
Injection’)

28-Jul20

[ VS Scoring Sca | OININEENES 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

This vulnerability allows
remote attackers to
execute arbitrary code on
affectedinstallations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_mod_security.php.
The issue results from the
lack of proper validation of
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9742.

CVE ID : CVR2020-15425

N/A

A-CENCENTF
190820/57

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw existswithin
ajax_migration_cpanel.php
When parsing the serverip
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute

code in the context of rod.

N/A

A-CENCENTF
190820/58

45 | 56 |

6-7

[ 78 [ 8o |NISHON
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Weakness

Publish Date

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('Os
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements
used in an OY
Command
(OSs
Command
Injection’)

28-Jut20

[ VS Scoring Sca | OEINIEENEE] 5 |

CVSS

Description & CVE ID

Patch

NCIIPC ID

Was ZDICAN9709.
CVE ID : CVR2020-15426

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
e17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_disk_usage.php. Whe
parsing the folderName
parameter, the process
does not properly validate
auser-supplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9713.

CVE ID : CVR2020-15427

N/A

A-CENCENT
190820/59

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_crons.php. When
parsing the line parameter,
the process does not
properly validate a user
supplied string before

using it to execute a

N/A

A-CENCENTF
190820/60

45 | 56 |

6-7

[ 78 [ 8o |NISHON
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Weakness

Publish Date

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('OS
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
(OSs
Command
Injection’)

28-Jul20

[ VS Scoring Sca | OEINIEANES] 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9714.

CVE ID : CVE2020-15428

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.93.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_crons.php. When
parsing the user
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An atacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9716.

CVE ID : CVE2020-15429

N/A

A-CENCENTF
190820/61

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_list_accounts.php.

When parsing the

N/A

A-CENCENTF
190820/62

45 | 56 |

6-7

[ 78 [ 8o |NISHON

22




Weakness

Publish Date

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('OS
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
(OS
Command

28-Jul20

[ VS Scoring Sca | OININEEZNNEE] 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

username parameter, the
process does not properly
validate a usersupplied
string before using it to
execute a system call. An
attacker can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9736.

CVE ID : CVR2020-15430

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panewp-
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_crons.php. When
parsing the user
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9740.

CVE ID : CVR2020-15431

N/A

A-CENCENT
190820/63

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this

N/A

A-CENCENTF
190820/64

45 | 56 |

6-7
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Publish Date

Injection’)

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('Os
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements

28-Jul20

[ VS Scoring Sca | OINIEEENES 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

vulnerability. The specific
flaw exists within
ajax_migration_cpael.php.
When parsing the filespace
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9743.

CVEID : CVE2020-15432

This vulnerability allows
remote attackers to
execute arbitrary code on
affectedinstallations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_php_pecl.php. When
parsing the phpversion
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9715.

CVE ID : CVR2020-15433

N/A

A-CENCENT
190820/65

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of

N/A

A-CENCENT
190820/66

45 | 56 |

6-7
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Weakness

Publish Date

used inan OS
Command
('OS
Command
Injection’)

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
(‘OS
Command
Injection’)

28-Jul20

[ VS Scoring Sca |OINIEEANES] 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

CentOS Web Panel cwp
e17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_php_pecl.php. When
parsing the canal
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9745.

CVE ID : CVR2020-15434

This vulnerability allows
remote attackers to
execut arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_dashboard.php. Wher
parsing the service_start
parameter, the process
does rot properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9719.

CVE ID : CVR2020-15435

N/A

A-CENCENTF
190820/67

45 | 56 |

6-7
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Weakness

Publish Date

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('OS
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
(OSs
Command
Injection’)

28-Jul20

[ VS Scoring Sca | OEININEEANES 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_admin_apis.php. The
issue results from the lack
of proper validation of a
user-supplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9720.

CVE ID : CVR2020-15606

N/A

A-CENCENTF
190820/68

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_admin_apis.php.
When pasing the line
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute

code in the context of root.

N/A

A-CENCENTF
190820/69

45 | 56 |

6-7
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Weakness

Publish Date

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('Os
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements
used in an OY
Command
(OSs
Command
Injection’)

28-Jut20

[ VS Scoring Sca | OEIIEZNNES] 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

Was ZDICAN9721.
CVE ID : CVR2020-15607

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.98.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_dashboard.php. Wher
parsing the ai_service
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9724.

CVE ID : CVR2020-15608

N/A

A-CENCENT
190820/70

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_dashboard.php. When
parsing the service_stop
parameter, the process
does not properly validate
a usersupplied string

before using it to execute a

N/A

A-CENCENTF
190820/71

45 | 56 |

6-7
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Weakness

Publish Date

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('OS
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements
used in anOS
Command
(OSs
Command
Injection’)

28-Jul20

[ VS Scoring Sca |OEINIEEENES 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN-9726.

CVE ID : CVE2020-15609

This vulnerability allows
remote attackers to
execute arbitrary code on
affectedinstallations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_php_pecl.php. When
parsing the modulo
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9728.

CVE ID : CVR2020-15610

N/A

A-CENCENTF
190820/72

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_dashboard.php. Wher

parsing the service_restart

N/A

A-CENCENTF
190820/73

45 | 56 |

6-7
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Publish Date

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('OS
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
(OS
Command

28-Jul20

[ VS Scoring Sca | OEINIEENEE 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in thecontext of root.
Was ZDICAN9734.

CVE ID : CVR2020-15611

This vulnerability allows
remote attackers to
executearbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_ftp_manager.php.
When parsing the
userLogin parameter, the
process does not poperly
validate a usersupplied
string before using it to
execute a system call. An
attacker can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9737.

CVE ID : CVR2020-15612

N/A

A-CENCENT
190820/74

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this

N/A

A-CENCENTF
190820/75

45 | 56 |

6-7
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Injection’)

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('Os
Command
Injection’)

28-Jul20

Improper
Neutralizatio
n of Special
Elements

28-Jul20

[ VS Scoring Sca | OINIEEENEE 5|

CVSS

Description & CVE ID

Patch

NCIIPC ID

vulnerability. The specific
flaw exists within
ajax_admin_apis.php.
When pasing the line
parameter, the process
does not properly validate
a usersupplied string
before using it to execute a
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9739.

CVE ID : CVR2020-15613

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of
CentOS Web Panel cwp
€17.0.98.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_php_pecl.php. When
parsing the cha parameter,
the process does not
properly validate a user
supplied string before
using it to execute a
system call.An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9718.

CVE ID : CVR2020-15614

N/A

A-CENCENT
190820/76

This vulnerability allows
remote attackers to
execute arbitrary code on
affected installations of

N/ A

A-CENCENT
190820/77

45 | 56 |

6-7
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Publish Date

CVSS

used in an OS
Command
('OS
Command
Injection’)

Improper
Neutralizatio
n of Special
Elements
used in an
SQL
Command
('SQL

Injection’)

28-Juk20

7.8

Description & CVE ID

Patch

NCIIPC ID

CentOS Web Panel cwp
e17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_ftp_managephp. The
issue results from the lack
of proper validation of a
user-supplied string
before using it to execute &
system call. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9746.

CVE ID : CVR2020-15615

This vulnerability allows
remote attackers to
disclose sensitive
information on affected
installations of CentOS
Web Panelcwp-
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_list_accounts.php.
When parsing the package
parameter, the process
does not properly validate
a usersupplied string
before using it to castruct
SQL queries. An attacker
can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9706.

N/A

A-CENCENTF
190820/78

[_CVSS Scoring Scal (IO T2 ]

34 | 45 | 56 |
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
CVE ID : CVR2020-15616
This vulnerability allows
remote attackers to
disclose sensitive
information on affected
installations of CentOS
Web Panel cwp
€17.0.9.8.923.
Authentication is not
Impropgr . required to exploit this
Neutrallza_ltlo vulnerability. The specific
n of Special flaw exists within
ieerg?: t:n 28-Juk20 7.8 ajax_list_accounts.php. N/A A-CENCENT
soL When parsing the status 190820/79
parameter, the process
Command does not properly validate
('S_QL. a usersupplied string
Injection’) before using it to construct
SQL queries. An attacker
can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9708.
CVE ID : CVR020-15617
This vulnerability allows
remote attackers to
disclose sensitive
Improper information on affected
Neutralizatio installations of CentOS
n of Special Web Panel cwp
Elements e17.0.9.8.923. A-CENCENT
used in an 28-Jul20 7.8 Authentication is not N/A
190820/80
SQL required to exploit this
Command vulnerability. The specific
('SQL flaw exists within
Injection’) ajax_list_accounts.fop.
When parsing the
username parameter, the
process does not properly
[ CVSS Scoring Scal{N0S 23 | 34 | 45 [ 56 67 | 78 | 8o |0
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
validate a usersupplied
string before using it to
construct SQL queries. An
attacker can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9717.
CVE ID : CVE2020-15618
This vulnerability allows
remote attackers to
disclose sensitive
information on affected
installations of CentOS
Web Panel cwp
€17.0.9.8.923.
Authentication is not
Impropgr . required to exploit this
Neutrallzgtlo vulnerability. The specific
n of Special flaw exists within
Elemgnts ajax_list_accounts.php. A-CENCENTF
used in an 28-Jul20 7.8 When parsing the type N/A 190820/81
SQL parameter, the process
Command does not properly validate
('S_QL_ a usersupplied string
Injection’) before using it to construct
SQL queries. An attacker
can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9723.
CVE ID : CVR2020-15619
Improper This vulnerability allows
Neutralizatio remote attackers to
n of Special disclose sensitive )
Elements 28-Jul20 7.8 | information on affected N/A i\ggg;;/:;NT
used in an installations of CentOS
SQL Web Panel cwp
Command €17.0.9.8.923.
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

(SQL

Injection’)

Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_list_accounts.php.
When parsing the id
parameter, the process
does not properly validate
a usersupplied string
before using it to construct
SQL queries. An attacker
can leverage this
vulnerability to disclose
inform ation in the context
of root. Was ZDICAN
9741.

CVE ID : CVR2020-15620

Improper
Neutralizatio
n of Special
Elements
used in an
SQL
Command
('SQL

Injection’)

28-Juk20

7.8

This vulnerability allows
remote attackers to
disclose sensitive
information on affected
installations of CentOS
Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_mail_autoreply.php.
When parsing the email
parameter, the pracess
does not properly validate
a usersupplied string
before using it to construct
SQL queries. An attacker
can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9711.

N/A

A-CENCENTF
190820/83

| CVSS Scoring Scaln

23 |

34 | 45 | 56

6-7
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

CVE ID : CVR2020-15621

Improper
Neutralizatio
n of Special
Elements
used in an
SQL
Command
('SQL

Injection’)

28-Juk20

7.8

This vulnerability allows
remote attackers to
disclose sensitive
information on affected
installations of CentOS
Web Panelcwp-
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_mail_autoreply.php.
When parsing the search
parameter, the process
does not properly validate
a usersupplied string
before using it to castruct
SQL queries. An attacker
can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9712.

CVE ID : CVR2020-15622

N/A

A-CENCENT
190820/84

Exposed
Dangerous
Method or
Function

28-Jul20

This vulnerability allows
remote attackers to write
arbitrary files on affected
installations of CentOS
Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_mod_security.php.
When parsing the archivo
parameter, the process
does not properly validate
a usersupplied path prior

N/ A

A-CENCENTF
190820/85

[_CVSS Scoring Scal (IO T2 ]

34 | 45 | 56

|
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
to using it in file
operations. An attacker
can leverage this
vulnerability to execute
code in the context of root.
Was ZDICAN9722.
CVE ID : CVR020-15623
This vulnerability allows
remote attackers to
disclose sensitive
information on affected
installations of CentOS
Web Panelcwp-
€17.0.9.8.923.
Authentication is not
Impropgr _ required to exploit this
Neutrallza.ltlo vulnerability. The specific
n of Special flaw exists within
ieerg?: t:n 28-Juk20 7.8 ajax_new_account.php. N/A A-CENCENT
soL When parsing the domain 190820/86
parameter, the process
Command does not properly validate
('S_QL_ a usersupplied string
Injection’) before using it to constuct
SQL queries. An attacker
can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9727.
CVE ID : CVR2020-15624
Improper This vulnerability allows
Neutralizatio remote attackers to
n of Special disclose sensitive
Elemgnts information on affected A-CENCENT
used in an 28-Jul20 7.8 installations of CentOS N/A 190820/87
SQL Web Panel cwp
Command e17.0.9.8.923.
(‘SQL Authentication is not
Injection’) required to exploit this
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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vulnerability. The specific
flaw exists within
ajax_add_mailbox.php.
When parsing the
username parameter, the
process does not properly
validate a usersupplied
string before using it to
construct SQL queries. An
attacker can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9729.

CVE ID : CVR2020-15625

Improper
Neutralizatio
n of Special
Elements
used in an
SQL
Command
('SQL

Injection’)

28-Jul20

7.8

This vulnerability allows
remote attackers to
disclose sensitive
information on affected
installations of CentOS
Web Panel cwp
€17.0.9.8.923.
Authentication is not
required to exploit this
vulnerability. The specific
flaw exists within
ajax_dashboard.php. Wher
parsing the term
parameter, the process
does not properly vdidate
a usersupplied string
before using it to construct
SQL queries. An attacker
can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9730.

CVE ID : CVR2020-15626

N/A

A-CENCENTF
190820/88

Improper

28-Jul20

7.8

This vulnerability allows

N/A

A-CENCENT

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7

| 78

89 |HSHON
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Neutralizatio remote attackers to 190820/89
n of Special disclose sensitive
Elements information on affected
used in an installations of CentOS
SQL Web Panel cwp
Command €17.0.9.8.923.

('SQL Authentication is not

Injection’) required to exploit this
vulnerability. The specific
flaw exists within
ajax_mail_autoreply.php.
When parsing the account
parameter, the process
does not properly validate
a usersupplied string
before using it to construct
SQL queries. An attacker
can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9738.
CVE ID : CVR2020-15627
This vulnerability allows
remote attackers to
disclose sensitive
information on affected

Improper installations of CentOS

Neutralizatio Web Panel cwp

n of Special ilzr'lo'i'_&gi_za _ :

uthentication is no

ieerg?: tjn 28-Jul20 7.8 | required to exploit this N/A A-CENCENT

soL vulnerability. The specific 190820/90

Command flaw exists within

('SQL ajax_mail_autoreplyphp.

Injection’) When parsing the user
parameter, the process
does not properly validate
a usersupplied string
before using it to construct
SQL queries. An attacker

[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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can leverage this
vulnerability to disclose
information in the context
of root. Was ZDICAN
9710.
CVEID : CVE2020-15628
Cherokee-project
cherokee
Cherokee 0.4.27 to 1.2.104
is affected by a denial of
service due to a NULL
pointer dereferences. A
remote unauthenticated
attacker cancrash the
server by sending an HTTH
request to protected
NULL resources using a
Pointer 27-Juk20 5 malformed Authorization | N/A A-CHECHER
Dereference header that is mishandled 190820/91
during a
cherokee_buffer_add call
within
cherokee_validator_parse |
basic or
cherokee_validator_parse |
digest.
CVE ID : CVR2020-12845
Cisco
data_center_network _manager
A vulnerability in the web-
Improper based management
Neutralizatio interface of Cisco Data
n of Input Center Network Manager
During Web A-CISDATA
uring 31-Juk20 43 (DCNM) cpuld allow an N/A
Page unauthenticated, remote 190820/92
Generation attacker to conduct a
(Crosssite cross-site scripting (XSS)
Scripting) attack against a user of the
interface. The vulnerability
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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exists becawse the web
based management
interface does not
properly validate user-
supplied input. An attacker
could exploit this
vulnerability by
intercepting a request
from a user and injecting
malicious data into an
HTTP header. A successfu|
exploit could allow the
attacker to execute
arbitrary script code in the
context of the affected
interface or access
sensitive browser-based
information.

CVE ID : CVE2020-3460

Missing
Authenticati
on for
Critical
Function

31-Jul20

A vulnerability in the web-
based management
interface of Cisco Data
Center Network Manager
(DCNM) could allow an
unauthenticated, remote
attacker to obtain
confidential information
from an affected device.
The vulnerability is due to
missing authenticationon
a specific part of the web
based management
interface. An attacker
could exploit this
vulnerability by sending a
crafted request to the
interface. A successful
exploit could allow the
attacker to read
confidential information

N/A

A-CISDATA
190820/93

| CVSS Scoring Scaln

2-3

| 34 | 45 | 56 |

6-7

| 78

89 |HSHON
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from an affected device.
CVE ID : CVE2020-3461
A vulnerability in the web-
based management
interface of Cisco Data
Center Network Manager
(DCNM) couldallow an
authenticated, remote
attacker to conduct SQL
injection attacks on an
affected system. The
Improper vulnerability is due to
Neutrallza.ltlo improper validation of
n of Special user-submitted
Elem?nts parameters. An attacker A-CISDATA
used in an 31-Juk20 6.5 could exploit this N/A 190820/94
SQL vulnerability by
Command authenticating to the
('S_QL_ application and sending
Injection’) malicious requests to an
affected system. A
successful exploit could
allow the attacker to
obtain and modify
sensitive information that
is stored in the underlying
database.
CVE ID : CVR020-3462
Multiple vulnerabilities in
the web-based
Improper management interface of
Neutralizatio Cisco Data Center Network
n of Input Manager (DCNM) could
DuringWeb | . 5 150 35 | allow an authenticated, N/A A-CISDATA
Page remote attacker to conduct 190820/95
Generation acrosssite scripting (XSS)
(Crosssite attack against a user of the
Scripting’) interface on an affected
device. These
vulnerabilities are due to
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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insufficient validation of
user-supplied input by the
web-based management
interface. An attacker
could exploit these
vulnerabilities by
persuading a user of the
interface to click a
customized link. A
successful exploit could
allow the attacker to
execute arbitrary script
code in the context of the
interface or access
sensitive browser-based
information.

CVE ID : CVR2020-3348

Improper
Neutralizatio
n of Input
During Web
Page
Generation
('Crosssite
Scripting’)

16-Jut20

3.5

Multiple vulnerabilities in
the web-based
management interface of
Cisco Data Center Network
Manager (DCNM) could
allow an authenticated,
remote attacker to conduct
a crosssite scripting (XSS)
attack against a user of the
interface on an affected
device. These
vulnerabilities are due to
insufficient validation of
user-supplied input by the
web-based management
interface. An attacker
could exploit these
vulnerabilities by
persuading a user of the
interface to click a
customized link. A
successful exploit cold
allow the attacker to

execute arbitrary script

N/A

A-CISDATA
190820/96

| CVSS Scoring Scaln

2-3

| 34 | 45 | 56 |

6-7

| 78

89 |HSHON
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code in the context of the
interface or access
sensitive browser-based
information.

CVE ID : CVR2020-3349

Missing
Authenticati
on for
Critical
Function

31-Jul20

7.5

Avulnerability in the
Device Manager
application of Cisco Data
Center Network Manager
(DCNM) could allow an
unauthenticated, remote
attacker to bypass
authentication and execute
arbitrary actions on an
affected device. The
vulnerability is due to a
failure in the software to
perform proper
authentication. An attacker
could exploit this
vulnerability by browsing
to one of the hosted URLs
in Cisco DCNM. A
successful exploit could
allow the attacker to
interact with and use
certain functions within
the Cisco DGIM.

CVE ID : CVR2020-3376

N/A

A-CISDATA
190820/97

Improper
Neutralizatio
n of Special
Elements
used in an OS
Command
('Os
Command
Injection’)

31-Jul20

6.5

A vulnerability in the
Device Manager
application of Cisco Data
Center Network Manager
(DCNM) coud allow an
authenticated, remote
attacker to inject arbitrary
commands on the affected
device. The vulnerability is
due to insufficient
validation of user-supplied

N/A

A-CISDATA
190820/98

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7

| 78

89 |HSHON
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input. An attacker could
exploit this vulnerability

by sending crafted
arguments to a specit
field within the

application. A successful
exploit could allow the
attacker to run commands
as the administrator on the
DCNM.

CVE ID : CVR2020-3377

Argument
Injection or
Modification

16-Jut20

7.2

A vulnerability in the CLI
of Cisco Data Center
Network Manager (DCNM)
could allow an
authenticated, local
attacker to elevate
privileges to root and
execute arbitrary
commands on the
underlying operating
system. The vulnerability
is due to insufficient
restrictions during the
exectution of an affected
CLI command. An attacker
could exploit this
vulnerability by
authenticating as the
fmserver user and
submitting malicious input
to a specific command. A
successful exploit could
allow the attacker to
elevate privileges to root
and execue arbitrary
commands on the
underlying operating
system.

CVE ID : CVR2020-3380

N/A

A-CISDATA
190820/99

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7

| 78

89 |HSHON
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Use of Hard
coded
Credentials

31-Jul20

Improper
Limitation of
a Pathname
to a
Restricted
Directory
('Path
Traversal')

31-Jut20

[ VS Scoring Sca|OINIEEANES] 5 |
4

CVSS

Description & CVE ID

Patch

NCIIPC ID

A vulnerability in the REST
API of Cisco Data Center
Network Manager (DCNM)
could allow an
unauthenticated, remote
attacker to bypass
authentication and execute
arbitrary actions with
administrative privileges
on an affected device. The
vulnerability exists
because different
installations share a static
encryption key. An
attacker could exploitthis
vulnerability by using the
static key to craft a valid
session token. A successfu
exploit could allow the
attacker to perform
arbitrary actions through
the REST API with
administrative privileges.

CVE ID : CVR2020-3382

N/A

A-CISDATA
190820/100

A vulnerability in the
archive utility of Cisco
Data Center Network
Manager (DCNM) could
allow an authenticated,
remote attacker to conduct
directory traversal attacks
on an affected device. The
vulnerability is due to a
lack of proper input
validation of paths that are
embedded within archive
files. An attacker could
exploit this vulnerability

by sending a crafted
request to an affected

device. A successful exploi

N/A

A-CISDATA
190820/101

45 | 56 |

6-7

[ 78 [ 8o |NISHON

5




Weakness

Publish Date

N/A

31-Jul20

Incorrect
Authorizatio
n

31-Jul20

[_CVSS Scoring Scal (IO T2 ]

CVSS

Description & CVE ID

Patch

NCIIPC ID

could allow the attacker to
write arbitrary files in the
system with the privileges
of the loggedin user.

CVE ID : CVR2020-3383

A vulnerability in specific
REST API endpoints of
Cisco Data Center Network
Manager (DCNM) could
allow an authenticated,
remote attacker to inject
arbitrary commands on
the underlying operating
system with the privileges
of the loggedin user. The
vulnerability is due to
insufficient validation of
user-supplied input to the
API. A attacker could
exploit this vulnerability
by sending a crafted
request to the API. A
successful exploit could
allow the attacker to inject
arbitrary commands on
the underlying operating
system.

CVE ID : CVR2020-3384

N/A

A-CISDATA
190820/102

A vulnerability in the REST
API endpoint of Cisco Data
Center Network Manager
(DCNM) could allow an
authenticated, remote
attacker with a low-
privileged account to
bypass authorization on
the API of an affected
device. The vulnerdility is
due to insufficient
authorization of certain

N/A

A-CISDATA
190820/103

34 | 45 | 56 |

6-7

| 78

89 |HSHON
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API functions. An attacker
could exploit this
vulnerability by sending a
crafted request to the API
using low-privileged
credentials. A successful
exploit could allow the
attacker to perform
arbitrary actions through
the REST API with
administrative privileges.

CVE ID : CVE2020-3386

Insufficiently
Protected
Credentials

16-Jut20

Incorrect
Authorizatio

31-0uk20 .

[_CVSS Scoring Scal (IO T2 ]

7.2

A vulnerability in Cisco SD
WAN Solution Software
could allow an
unauthenticated, local
attacker to access an
affected device by using an
account that has a default,
static password. This
account has root
privileges. The
vulnerability exists
because the affected
software has a user
account with a default,
static password. An
attacker could exploit this
vulnerability by remotely
connecting to an affected
system by using this
account. A successful
exploit could allow the
attacker to log in by using
this account with root
privileges.

CVE ID : CVR2020-3180

N/A

A-CISSDW-
190820/104

A vulnerability in the web-

based management

N/A

A-CISSDW-

34 | 45 | 56 |

6-7

| 78

89 |HSHON
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Improper
Restriction
of
Operations
within the
Bounds of a
Memory

31-Jut20

interface of Cisco SBWAN
vManage Software could
allow an authenticated,
remote attacker to bypass
authorization, enabling
them to access sensitive
information, modify the
system configuration, or
impact the availability of
the affected system. The
vulnerability is due to
insufficient authorization
checking on the affected
system. An attacker could
exploit this vulnerability
by sending crafted HTTP
requests to the webbased
management interface of
an affected system. A
successful exploit could
allow the attacker to gain
privileges beyond what
would normally be
authorized for their
configured user
authorization level. The
attacker may be able to
access sensitive
information, modify the
system configuration, or
impact the availability of
the affected system.

CVE ID : CVR2020-3374

190820/105

A vulnerability in Cisco SD
WAN Solution Software
could allow an
unauthenticated, remote
attacker to cause a buffer
overflow on an affected
device. The vulnerability is
due to insufficient input

N/A

A-CISSDW-
190820/106

|

6-7

[ 78 [ 8o |NISHON
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adaptive_security_appliance

validation. An attacker
could exploit this
vulnerability by sending
crafted traffic to an
affected device. A
successful exploit could
allow the attacker to gain
access to information that
they are not authorized to
access, make chages to
the system that they are
not authorized to make,
and execute commands on
an affected system with
privileges of the root user.

CVE ID : CVR2020-3375

Improper
Input
Validation

22-Juk20

A vulnerability in the web
services interface of Cisco
Adaptive Security
Appliance (ASA) Software
and Cisco Firepower
Threat Defense (FTD)
Software could allow an
unauthenticated, remote
attacker to conduct
directory traversal attacks
and read sensitive fies on
a targeted system. The
vulnerability is due to a
lack of proper input
validation of URLs in HTTP
requests processed by an
affected device. An
attacker could exploit this
vulnerability by sending a
crafted HTTP request
containing directory
traversal character
sequences to an affected

N/A

A-CISADAR
190820/107

| CVSS Scoring Scalf 34 | 45 | 56 |

6-7

7-8

89 |HSHON
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device. A successful exploi
could allow the attacker to
view arbitrary files within
the web services file
system on the targeted
device. The web services
file system is enabled
when the affected device ig
configured with either
WebVPN or AnyConnect
features. This vulnerability
cannot be used to obtain
accessto ASA or FTD
system files or underlying
operating system (OS)
files.

CVE ID : CVR2020-3452

email_security_appliance

Improper
Input
Validation

16-Jut20

A vulnerability in URL
filtering of Cisco Content
Security Management
Appliance (SMA) could
allow an unauthenticated,
remote attacker to bypass
URL filtering on an
affected device. The
vulnerability is due to
insufficient input
validation. An attacker
could exploit this
vulnerability by sending a
crafted, malicious HTTP
request to an affected
device. A successful exploi
could allow the attacker to
redirect users to malicious
sites.

CVEID : CVE2020-3370

N/A

A-CISEMAI-
190820/108

webex_meetings_server

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

67 | 78

89 |HSHON
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Improper
Input
Validation

16-Jut20

4.3

A vulnerability in certain
web pages of Cisco Webex
Meetings and Cisco Webex
Meetings Server could
allow an unauthenticated,
remote attacker to modify
a web page in the context
of a browser. The
vulnerability is due to
improper checks on
parameter values within
affected pages. An attackel
could exploit this
vulnerability by

persuading a user to

follow a crafted link that is
designed topass HTML
code into an affected
parameter. A successful
exploit could allow the
attacker to alter the
contents of a web page to
redirect the user to
potentially malicious web
sites, or the attacker could
leverage this vulnerability
to conduct further client-
side attacks.

CVE ID : CVE2020-3345

N/A

A-CISWEBE
190820/109

vision_dynamic_signage_director

Improper
Neutralizatio
n of Special
Elements
used in an
SQL
Command
('SQL

Injection’)

16-Jut20

A vulnerability in the web-
based management
interface of Cisco Vision
Dynamic Signage Director
could allow an
authenticated, remote
attacker with
administrative credentials
to conduct SQL injection

attacks on an affected

N/A

A-CISVISE
190820/110

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7

| 78

89 |HSHON
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system. The vulnerability
is due toimproper
validation of user-
submitted parameters. An
attacker could exploit this
vulnerability by
authenticating to the web
based management
interface and sending
malicious requests to an
affected system. A
successful exploit could
allow the attacker to
obtain data that is stored
in the underlying database,
including hashed user
credentials. To exploit this
vulnerability, an attacker
would need valid
administrative credentials.

CVE ID : CVE2020-3450

prime_license_

manager

Incorrect
Authorizatio
n

16-Jut20

[_CVSS Scoring Scal (IO T2 ]

A vulnerability in the web
management interface of
Cisco Prime License
Manager (PLM) Software
could allow an
unauthenticated, remote
attacker to gain
unauthorized access to an
affected device. The
vulnerability is due to
insufficient validation of
user input on the web
management interface. An
attacker could exploit this
vulnerability by

submitting a malicious
request to an affected
system. An exploit could

N/A

A-CISPRIM-
190820/111

34 | 45 | 56 |

6-7

| 78

89 |HSHON

52




Weakness

Publish Date

vedge_cloud

_router

CVSS

Description & CVE ID

Patch

NCIIPC ID

allow the attacker to gain
administrative -level
privileges on the system.
The attacker needs a valid
username to exploit this
vulnerability.

CVE ID : CVR2020-3140

Uncontrolled
Resource
Consumption

16-Jut20

7.8

A vulnerability in Cisco SB
WAN Solution Software
could allow an
unauthenticated, remote
attacker to cause a denial
of service (DoS) condition.
The vulnerability is due to
improper validation of
fields in Cisco SBANVAN
peering messages that are
encapsulated in UDP
packets. An attacker could
exploit this vulnerability

by sending crafted UDP
messages to the targeted
system. A successful
exploit could allow the
attacker to cause services
on the device to fail,
resulting in a DoS
condition that could
impact the targeted device
and other devices that
depend on it.

CVEID : CVE2020-3351

N/A

A-CISVEDG
190820/112

N/A

16-Jul20

7.8

A vulnerability in the deep
packet inspection (DPI)
engine of Cisco SBVAN
vEdge Routers could allow
an unauthenticated,
remote attacker to cause a
denial of service (DoS)

N/A

A-CISVEDG
190820/113

[_CVSS Scoring Scal (IO T2 ]

34 | 45 | 56 |

6-7
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condition on an afected
device. The vulnerability is
due to improper
processing of FTP traffic.
An attacker could exploit
this vulnerability by
sending crafted FTP
packets through an
affected device. A
successful exploit could
allow the attacker to make
the device reboot
continuously, causing a
DoS condition.

CVE ID : CVR2020-3369

N/A

16-Jut20

6.1

A vulnerability in the deep
packet inspection (DPI)
engine of Cisco SBWAN
vEdge Routers could allow
an unauthenticated,
adjacent attacker tocause
a denial of service (DoS)
condition on an affected
system. The vulnerability
is due to insufficient
handling of malformed
packets. An attacker could
exploit this vulnerability

by sending crafted packets
through an affected device.
A successful expldicould
allow the attacker to cause
the device to reboot,
resulting in a DoS
condition.

CVE ID : CVE2020-3385

N/A

A-CISVEDG
190820/114

vbond_orchestrator

Improper
Input

16-Jul20

7.2

A vulnerability in Cisco SB
WAN Solution Software
could allow an

N/A

A-CISVBON
190820/115

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7

| 78

89 |HSHON
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Validation

authenticated, local
attacker to elevate
privileges to Administrator
on the underlying
operating system. The
vulnerability is due to
insufficient input
validation. An attacker
could exploit this
vulnerability by sending a
crafted request to an
affected system. A
successful exploit could
allow the attacker to gain
administrative privileges.

CVE ID : CVR2020-3379

vsmart_controller

Uncontrolled
Resource
Consumption

16-Jut20

7.8

A vulnerability in Cisco SB
WAN Solution Software
could allow an
unauthenticated, remote
attacker to cause a denial
of service (DoS) condition.
The vulnerability is due to
improper validation of
fields in Cisco SBANAN
peering messages that are
encapsulated in UDP
packets. An attacker could
exploit this vulnerability

by sending crafted UDP
messages to the targeted
system. A successful
exploit could allow the
attacker to cause services
on the device to fail,
resulting in a DoS
condition that could
impact the targeted device
and other devices that

N/A

A-CISVSMA
190820/116

| CVSS Scoring Scaln

2-3

| 34 | 45 | 56

6-7
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depend on it.
CVE ID : CVR020-3351

Improper
Input
Validation

16-Jut20

7.2

A vulnerability in Cisco SB
WAN Solution Software
could allow an
authenticated, local
attacker to elevate
privileges to Administrator
on the underlying
operating system. The
vulnerability is due to
insufficient input
validation. An attacker
could exploit this
vulnerability by sending a
crafted request to an
affected sysem. A
successful exploit could
allow the attacker to gain
administrative privileges.

CVE ID : CVR2020-3379

N/A

A-CISVSMA
190820/117

firepower_threat_defense

Improper
Input
Validation

22-Juk20

A vulnerability in the web
services interface of Cisco
Adaptive Security
Appliance (ASA) Software
and Cisco Firepower
Threat Defense (FTD)
Software could allow an
unauthenticated, remote
attacker to conduct
directory traversal attacks
and read sensitive fies on
a targeted system. The
vulnerability is due to a
lack of proper input
validation of URLs in HTTP
requests processed by an
affected device. An

attacker could exploit this

N/A

A-CISFIRE
190820/118

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7

| 78

89 |HSHON

56




Weakness Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

vulnerability by sending a
crafted HTTP request
containing directory
traversal character
sequences to an affected
device. A successful exploi
could allow the attacker to
view arbitrary files within
the web services file
system on the targeted
device. The web services
file system is enabled
when the affected device is
configured with either
WebVPN or AnyConnect
features. This vulnerability
cannot be used to obtain
accessto ASA or FTD
system files or underlying
operating system (OS)
files.

CVE ID : CVR2020-3452

meeting_server

Improper
Authenticati
on

16-Jut20

A vulnerability in the API
subsystem of Cisco
Meetings App could allow
an unauthenticated,
remote attacker to retain
and reuse the Traversal
Using Relay NAT (TURN)
server credentials that are
configured in an affected
system. The vulnerability
is due to irsufficient
protection mechanisms for
the TURN server
credentials. An attacker
could exploit this
vulnerability by

intercepting the legitimate

N/A

A-CISMEET-
190820/119

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7
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traffic that is generated by
an affected system. An
exploit could allow the
attacker to obtain the
TURN server creentials,
which the attacker could
use to place audio/video
calls and forward packets
through the configured
TURN server. The attacker
would not be able to take
control of the TURN server
unless the same
credentials were used in
multiple systems.

CVE ID :CVE2020-3197

webex_meetings

Improper
Input
Validation

16-Jut20

4.3

A vulnerability in certain
web pages of Cisco Webex
Meetings and Cisco Webex
Meetings Server could
allow an unauthenticated,
remote attacker to modify
a web page in the context
of a browser. The
vulnerability is due to
improper checks on
parameter values wthin
affected pages. An attackel
could exploit this
vulnerability by

persuading a user to

follow a crafted link that is
designed to pass HTML
code into an affected
parameter. A successful
exploit could allow the
attacker to alter the
contents of a web pag to

redirect the user to

N/A

A-CISWEBE
190820/120

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7
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potentially malicious web
sites, or the attacker could
leverage this vulnerability
to conduct further client-
side attacks.

CVE ID : CVR2020-3345

Citrix

workspace

Improper
Authenticati
on

24-Jul20

Improper access control in
Citrix Workspace app for
Windows 1912 CU1 and
2006.1 causes privilege
escalation and code
execution when the
automatic updater service
iS running.

CVE ID : CVR2020-8207

N/A

A-CIT-WORK
190820/121

Clamav

clamav

NULL
Pointer
Dereference

20-Jut20

A vulnerability in the EGG
archive parsing module in
Clam AntiVirus (ClamAV)
Software versions 0.102.0
-0.102.3 could allow an
unauthenticated, remote
attacker to cause a denial
of service condition on an
affected devce. The
vulnerability is due to a
null pointer dereference.
An attacker could exploit
this vulnerability by
sending a crafted EGG file
to an affected device. An
exploit could allow the
attacker to cause the
ClamAV scanning process
crash, resulting in a deral

N/A

A-CLACLAM
190820/122

| CVSS Scoring Scals

23 |

34 | 45 | 56

6-7

| 78

89 |HSHON
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of service condition.
CVE ID : CVR020-3481
Claws-mail
claws-mail
In
imap_scan_tree_recursive
in Claws Mail through
3.17.6, a malicious IMAP
Uncontrolled server can trigger stack A-CLACLAW
Recursion | 229UF20 ° consumption because of | N/A 190820/123
unlimited recursion into
subdirectories during a
rebuild of the folder tree.
CVE ID : CVR2020-16094
common/session.c in
Claws Mail before 3.17.6
has a protocol violation A-CLACLAW
N/A 23-Juk20 75 | hecausesuffix data after | VA 190820/124
STARTTLS is mishandled.
CVE ID : CVR2020-15917
cloudfoundry
cf-deployment
https://grou
ps.google.co
m/forum/#!t
Concurrent Go before 1.13.13 and opic/gol ang
1.14.x before 1.14.5 has a | ;nnouncer/X
Execution .
_ data race in some net/http ZNfaiwgt2w
using Shared servers, as demonstrated | pins://
Resource ps-/isecu
ith 17-Juk20 43 by the rity.netapp.c | A-CLOCFD-
wit ~u ' httputil. ReverseProxy om/advisory | 190820/125
Improper : j y
_ Handler, because it reads ¢ Intap -
Synchronizat request body and writes a | 3000731
ion (Race response at the same time
Condition") 0005/,
CVE ID : CVR2020-15586 | https://ww
w.cloudfoun
dry.org/blog
/cve-2020-
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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15586/
routing -release
https://grou
ps.google.co
m/forum/#1t
Go before 1.13.13 and opic/golang-
Concurrent 1.14.x before 1.14.5 has a | @hnounce/X
Ex.ecut|on data race in some net/http ZNfaiwgt2w,
using Shared servers, as demonstrated hitps://secu
Resource rity.netapp.c
. by the _ A-CLOGROUT
\I/wth 17-Jul20 4.3 httputil. ReverseProxy /om/adwsory 190820/126
mproper. Handler, because it reads ¢ ntap -
Syn?hronlzat request body and writes a 20200731-
lon (Rgce response at thesame time. 0005/,
Condition") _ https://ww
CVE ID : CVE2020-15586 |\ 1oudfoun
dry.org/blog
/cve-2020-
15586/
codecov
codecov
In codecov (npm package)
before version 3.7.1 the
upload method has a
command injection
vulnerability. Clients of the
Improper codecowvnode library are
Neutralizatio un|ike|y to be aware of httpS://githU
n of Special this, so they might b.com/codec
Elements unwittingly write code ov/codecov-
. . | AACODCODE
used in an O 20-Jut20 6.8 | that contains a node/securit
< o . 190820/127
Command vulnerability. A similar yladvisories
(OS CVE (CVE2020-7597 for | /GHSAXp63-
Command GHSA5q88-cjfg-g2mh) 6vf5-xf3v
Injection’) was issued but the fix was
incomplete. It only blocked
&, and command injection
Is still possible using
backticks instead to
bypass the sanitizer. The
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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attack surface is low in this
case. Particularly in the
standard use of codecov,
where the module is used
directly in a build pipeline,
not built against as a
library in another
application that may
supply mdicious input and
perform command
injection.
CVE ID : CVR020-15123
Codesys
control_for_plcnext
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
system before 3.5.16.10 ile&t=f&f=
Rgsources y pFile&t=f&f A-COBCONT
Without 22-Juk20 allows Uncontrolled 13199&toke | o o0 o0
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVER020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_for_wago_touch_panels_600
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
system before 3.5.16.10 ile&t=f&f=
R(—?sources y pFile&t=f&f A-COBCONT
Without 22-Juk20 allows Uncontrolled 13199&toke | o oo oo
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVR020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_for_beaglebone
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
system before 3.5.16.10 ile&t=f&f=
Rgsources y pFile&t=f&f A-COBCONT
Without 22-Juk20 allows Uncontrolled 13199&toke | o o0 o0
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVR020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_for_empc -a\ /imx6
https://custo
mers.codesys
.com/index.p
Allocation of CODESY8&ontrol runtime | hp?elD=dum
R system before 3.5.16.10 File&t=f&f=
eSOUTees lows U lod priie A-CODCONT
Without 22-Juk-20 allows Uncontrolle 13199&toke 190820/131
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVR020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_for_iot2000
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
R system before 3.5.16.10 File&t=f&f=
gsources f ¥ o pFile&t=f& A-COBCONT
Without 22-Juk-20 allows Uncontrolle 13199&toke 190820/132
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVR020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_for_linux
Allocation of CODESYS Control runtime| https://custo A-CODCONT
Resources | 22-Jut20 system before 3.5.16.10 | mers.codesys| 190820/133
Without allows Uncontrolled .com/index.p
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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Limits or Memory Allocation. hp?elD=dum
13199&toke
n=3e283c3e
73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_for_pfc100
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
system before 3.5.16.10 ile&t=f&f=
Rgsources y pFile&t=f&f A-COBCONT
Without 22-Juk20 allows Uncontrolled 13199&toke | o oo 0oy
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVR020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_for_pfc200
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Contralintime | hp?elD=dum
system before 3.5.16.10 ile&t=f&f=
Rgsources y pFile&t=f&f A-COBCONT
Without 22-Juk20 allows Uncontrolled 13199&toke | oo 0o
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVER020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_for_rasp berry_pi
Allocation of CODESYS Control runtime| https:/custo
Resources system before 3.5.16.10 mers.codesys
Without 22_Jul-20 allows Uncontrolled .com/index.p | ACODCONF
Limits or Memory Allocation. hp?elD=dum | 190820/136
Throttlin - ] pFile&t=f&f=
g CVE ID : CVER2020-15806 13199&toke
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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n=3e283c3e
73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_rte
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
system before 3.5.16.10 ile&t=f&f=
Rgsources y pFile&t=f&f A-COBCONT
Without 22-Juk20 allows Uncontrolled 13199&toke | o on0 oo
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVER020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_runtime_system_t oolkit
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
system before 3.5.16.10 ile&t=f&f=
R(—?sources y pFile&t=f&f A-CODCONT
Without 22-Juk20 allows Uncontrolled 13199&toke | o o000
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVER020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
control_win
https://custo
~ | mers.codesys
Allocation of CODESYS Control runtime .com/index.p
system before 3.5.16.10 -
Resources Y hp?elD=dum | o copcoNT
Without 22-Juk20 allows Uncontrolled PFile&t=f&f= | 100850/139
Limits or Memory Allocation. 13199&toke
Throttling CVE ID : CVR2020-15806 | n=3e283c3e
73fed61f7cl
8la7fall694
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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77efaf0c58&
download=
embedded_target_visu_toolkit
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
system before 3.5.16.10 ile&t=f&f=
Rgsources y pFile&t=f&f A-COBEMBE
Without 22-Juk20 5 | allows Uncontrolled 13199&toke | o o000
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVER020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
hmi
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
Resources systembefore 3.5.16.10 pFile&t=f&f= A-CODBHMI-
Without 22-Juk20 5 allows Uncontrolled 13199&toke | o o0 4
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID : CVR020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
remote_target_visu_toolkit
https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
Resources system before 3.5.16.10 | pFile&t=f&f= | A-COD
Without 22-Juk20 5 allows Uncontrolled 13199&toke | REMQ
Limits or Memory Allocation. n=3e283c3e | 190820/142
Throttling CVE ID : CVR020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
simulation_runtime
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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https://custo
mers.codesys
.com/index.p
Allocation of CODESYS Control runtime| hp?elD=dum
system before 3.5.16.10 ile&t=f&f=
Rgsources y pFile&t=f&f A-CODSIMU-
Without 22-Juk20 5 | allows Uncontrolled 13199&toke | o oo 4
Limits or Memory Allocation. n=3e283c3e
Throttling CVE ID :CVE2020-15806 | 73fed61f7cl
8la7fall694
77efaf0c58&
download=
collaboraoffice
collabora_online_development_edition
The WOPI API integration
for Vereign Collabora
CODE through 4.2.2 does
not properly restrict
delivery of JavaScript to a
victim's browser, and lacks
proper MIME type access
Improper control, which could lead
Neutralizatio to XSS that steals account
n Of_ Input credentials via cookies or
During Web | ., 5 150 4.3 |local storage. The attacker| N/A A-COLCOLL
Page . must first obtain an API 1908207144
CI;eneratl_on access token, which can be
(Crps§S|lte accomplished if the
Scripting’) attacker is able to upload a
.docx or .odt file. The
associated API endpoints
for exploitation are
/wopi/files and
/wopi/getAccessToken.
CVE ID : CVR020-12432
Concrete5
concrete5S
Unrestricted Concrete5 before 8.5.3 https://githu A-CONCONG
Upload of 28-Jutk20 allows Unrestricted b.com/concr | 190820/145
File with Upload of File with ete5/concret
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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Dangerous Dangerous Type such as a| e5/pull/871
Type .phar file. 3,

CVE ID : CVE2020-11476 | httpsi//githu
b.com/concr
eteb/concret
e5/releases/
tag/8.5.3

connectwise
automate

ConnectWise Automate

through 2020.x has

insufficient validation on

I certain authentication
mproper -

o paths, allowing A-CONAUTG
Authenticati | 16-Jul20 7.5 | Juthentication bypass via N/A 190820/146
on a series of attempts. This

was patched in 2020.7 and

in a hotfix for 2019.12.

CVE ID : CVR2020-15027

containous
traefik

In Traefik before versions

1.7.26, 2.2.8, and 2.3:€c3,

there exists a potential

open redirect vulnerability

in Traefik's handling of the

"X-Forwarded-Prefix" https://githu

URL header. The Traefik API b.com/contai

Redirection dashb'oard_component nous/traefik A-CONTRAE
to Untrusted | 30-Jul20 4 doesn't validate that"the /security/ad 190820/147
Site ('Open value of the heqde_r X | visories/GHS

Redirect) Forwarded-Prefix" is a site A-64q8-

relative path and will 5Wq3-86rp

redirect to any header

provided URI. Successful

exploitation of an open

redirect can be used to

entice victims to disclose

sensitive information.

[ CVSS Scoring Scal 34 [ 45 [ 56 | 67 | 78 | 8o [HCEOM
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Active Exploitation of this
issue is unlikely as it
would require active
header injection, however
the Traefik team
addressed this issue
nonetheless to prevent
abuse in e.g. cache
poisoning scenarios.
CVE ID : CVR020-15129
Dell
emc_openmanage_server_administrator
Dell EMC OpenManage
Server Administrator
(OMSA) versions 9.4 and
prior contain multiple path
traversal vulnerabilities.
"_”p_mp_er An unauthenticated
Limitation of remote attacker could
a Pathname potentially exploit these
g) a cted 28-Juk20 6.4 | vulnerabilities by sending | N/A '2‘9[;?2‘051'\1(;—
estricte a crafted Web API request
El)lrectory containing directory
(Path . traversal character
Traversal) sequences to gain file
system access on the
compromised
management station.
C\E ID : CVE2020-5377
devspace
devspace
The Ul in DeVSpace 4.13.0 httpS//g|thU
allows web sites to execute b.com/devsp
I i '
ﬂfﬁ?ﬁimi 23-Juk20 75 | e on hods Lon behall] ace ADEVDEVS
® | ofavictim) because ofa | 1o q/devsp | 190820/149
on lack of authentication for | _ .o/ eleases
the WebSocket protocol. ftag/v4.14.0
This leads to remote code
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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execution.
CVE ID : CVR020-15391
docsifyjs
docsify
docsify priorto 4.11.4 is
susceptible to Crosssite
Scripting (XSS)Docsify.js
uses fragment identifiers
Improper (parameters after # sign)
Neutralizatio to load resources from
n of Input server-side .md files. Due
During Web to lack of validation here, it A-DOGDOCS
Page 20-Juk20 43 s possible to provide N/A 190820/150
Generation external URLs after the
(‘Cross-site 1#l
Scripting) (domain.com/#//attacker.
com) and render arbitrary
JavaScriptHTML inside
docsify page.
CVE ID : CVR2020-7680
dp3t -backend -software_development_kit_project
dp3t -backend -software _development_Kkit
An issue was discovered in
DP3T-BackendSDK before
1.1.1 for Decentralised
Privacy-Preserving
Improper Proximity Tracing (DP3T).
Verification When it is Configured to
of 30-Juk20 5 check JWT before N/A A-DP3DP3T
Cryptograpm uploadlng/publlshlng 190820/151
c Signature keys, it is possible to skip
the signature check by
providing a JWT token
with alg=none.
CVE ID : C¥-2020-15957
duo
duoconnect
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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The DuoConnect client
enables users to establish
SSH connections to hosts
protected by a DNG
instance. When a user
initiates an SSH connectior|
to a DNGprotected host
for the first time using
$O01 #1171 AAON
browser is opened to a
login screen inorder to
complete authentication
determined by the
contents of the *relay’
AocoOi AT 68 ) &
OAl Auvyoa EO
beginning with "http://",
then the browser will
initially attempt to load
the URL over an insecure
HTTP connection, before
being immedately
redirected to HTTPS (in
addition to standard
redirect mechanisms, the
DNG uses HTTP Strict
Transport Security
headers to enforce this).
After successfully
authenticating to a DNG,
DuoConnect stores an
authentication token in a
local system cache, so
users do not have to
complete this browser
based authentication
workflow for every
subsequent SSH
connection. These tokens
are valid for a configurable

N/A

period of time, which

A-DUGDUOG
190820/152

| 45 | 56 |

67 [ 78 [ &9 |NISHON
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Elasticsearch

defaults to 8 hours. If a
user running DuoConnect
already has a valid token,
then instead of opening a
web browser, DuoConnect
directly contacts the DNG,
again using the configured
"-relay' value, and sends
this token, as well as the
intended SSH server
hostname and port
numbers. If the *relay'
argument begins with
"http://", then thi s request
will be sent over an
insecure connection, and
could be exposed to an
attacker who is sniffing the
traffic on the same
network. The DNG
authentication tokens that
may be exposed during
SSH relay may be used to
gain network-level access
to the seners and ports
protected by that given
relay host. The DNG
provides network-level
access only to the
protected SSH servers. It
does not interact with the
independent SSH
authentication and
encryption. An attacker
cannot use a stolen token
on its own to authenticate
against a DN&rotected
SSH server.

CVE ID : CVR2020-3442

[_Cvss Scoring Scal{INOIIERTT28T 34 | 45 [ 56 |

67 [ 78 [ &9 |NISHON
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kibana
Kibana versions before
6.8.11 and 7.8.1 contain a
denial of service (DoS)
flaw in Timelion. An
attacker can construct a
| t URL that when viewed by A-ELA-KIBA-
neorrec 27-Juk20 4.3 - N/A
Comparison a Kibana user can lead to 190820/153
the Kibana process
consuming large amounts
of CPU and becoming
unresponsive.
CVE ID : CVR020-7016
In Kibana versions before
6.8.11 and 7.8.1 the region
map visualization in
Impropgr _ contains a stored XSS flaw
Neutralizatio An attacker who is able to
n Of_ Input edit or create a region map
During Web 27-Juk20 3.5 | visualization could obtain | N/A AELAKIBA
Page _ sensitive information or 190820/154
(ISeneratlpn perform destructive
(Crps§S|lte actions on behalf of Kibana
Scripting’) users who view the region
map visualization.
CVE ID : CVR020-7017
Embedthis
goahead
The HTTP Digest
Authentication in the
GoAhead web server
Authenticati before 5.1.2 does not
on Bypass by completely protect against A-EMB-
Capture 23-Juk20 6.8 | replay attacks. This allows | N/A GOAH
replay an unauthenticated remote 190820/155
attacker to bypass
authentication via capture
replay if TLS is not used to
protect the underlying
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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communication channel.
CVE ID : CVR2020-15688

encode

uvicorn

Improper
Neutralizatio
n of Special
Elements in
Output Used
by a
Downstream
Component
('Injection’)

27-Juk20

This affects all versions of
packageuvicorn. The
request logger provided by
the package is vulnerable
to ASNI escape sequence
injection. Whenever any
HTTP request is received,
the default behaviour of
uvicorn is to log its details
to either the console or a
log file. When attackers
request aafted URLs with
percent-encoded escape
sequences, the logging
component will log the
URL after it's been
processed with
urllib.parse.unquote,
therefore converting any
percent-encoded
characters into their
single-character
equivalent, which can have
specid meaning in
terminal emulators. By
requesting URLs with
crafted paths, attackers
can: * Pollute uvicorn's
access logs, therefore
jeopardising the integrity
of such files. * Use ANSI
sequence codes to attempt
to interact with the
terminal emulator that's
displaying the logs (either
in real time or from a file).

N/A

A-ENGUVIG
190820/156

| CVSS Scoring Scaln

2-3

| 34 | 45 | 56 |
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CVE ID : CVR2020-7694
Uvicorn before 0.11.7 is
vulnerable to HTTP
response splitting. CRLF
Impropgr . sequences are not escapec
Neutral|za_1t|o in the value of HTTP
;Of Spiugl headers. Attackers can
ements in o
exploit this to add A-ENGUVIG
Output Used | 27-Juk20 5 arbitrary headers to HTTP N/A 190820/157
by a responses, or even return
Downstream an arbitrary response
Cllornpgnelnt body, whenever crafted
(Injection’) input is used to construd
HTTP headers.
CVE ID : CVR2020-7695
espressif
esp-idf
An encryption-bypass
issue was discovered on
Espressif ESADF devices
through 4.2,
ESP8266 _NONOS_SDK
devices through 3.0.3, and
ESP8266 RTOS SDK
Improper , . ~ A-ESRESP-
Authenticati | 23-Juk20 4.3 | devices through 3.3. N/A 190820/158
on Broadcasting forged
beacon frames forces a
device to change its
authentication mode to
OPEN, effectively disabling
its 802.11 encryption.
CVE ID : CVR2020-12638
esp8266_nonos_sdk
An encryption-bypass
[ discovered on
Improper issue was
L i i A-ESRESP
Authenticati | 23-Juk20 4.3 | Espressif ESRDF devices | \;a SPESPS
on through 4.2, 190820/159
ESP8266 _NONOS_SDK
devices through 3.0.3, and
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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ESP8266 RTOS_SDK
devices through 3.3.
Broadcasting forged
beacon frames forces a
device to change its
authentication mode to
OFEN, effectively disabling
its 802.11 encryption.
CVE ID : CVR2020-12638
esp8266_rtos_sdk
An encryption-bypass
iIssue was discovered on
Espressif ESRDF devices
through 4.2,
ESP8266_NONOS_SDK
devices through 3.0.3, and
ESP8266 RTOS SDK
Improper = A-ESRESP8
Authenticati | 23-Juk20 4.3 | devices through 3.3. N/A 190820/160
on Broadcasting forged
beacon frames forces a
device to change its
authentication mode to
OPEN, effectively disabling
its 802.11 encryption.
CVE ID : CVR2020-12638
express-fileupload_project
express-fileupload
https://githu
Improper This affects the package b.gom/ richar
Neutralizatio expressfileupload before dgirges/expr
n of Special 1.1.8. If theparseNested (?ss _
Elements in option is enabled, sending f'leu‘;lzc’;:/'s AEXREXPR
Output Used | 30-Jul20 7.5 | acorrupt HTTP request rs]ues.// ’ K 15-30820/161
by a can lead to denial of nttps:/isnyx.
Downstream service or arbitrary code IIS/\\]/;W SNY
execution. ]
Eizgzgﬁ,?t EXPRESSFIL
595969
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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eyesurfer
bflyinstallerx.ocx
EyeSurfer
BflylnstallerX.ocx
v1.0.0.16 and earlier
versions contain a
vulnerability that could _
allow remote files to be https:/fww
Download of download by setting the w.boho.or.kr
nge arguments to the /krcert./secN AEVEBELY.
Wltho_ut 17-Jut20 7.5 vulnerable method. This 2t|ceV|§W.d9 190820/162
Integrity can be leveraged for code | ~oulletin_wri
Check execution. When the ting_sequenc
vulnerable method is =35512
called, they fail to properly
check the parameters that
are passed to it.
CVE ID : CVR2020-7826
fast-http_project
fast-http
Improper
Limitation of This affects all versions of
a Pathname package fasthttp. There is
to a no path sanitization in the A-FASFAST
Restricted | 22 0UF20 ® | path provided at N/A 190820/163
Directory fs.readFile in index.js.
(‘Path CVE ID : CVE2020-7687
Traversal'’)
fastify
fastify
A denial of service
vulnerability exists in
Fastify v2.14.1 and v3.0.0
uncontrolled rc.4 that allows a malicious A-FASFAST
Resource 30-Jut20 4 _ N/A
Consumption user to trigger resource 190820/164
exhaustion (when the
allErrors option is used)
with specially crafted
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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schemas.
CVE ID : CVR2020-8192

faye project

faye

Improper
Certificate
Validation

31-Jul20

6.4

Faye before version 1.4.0,
there is a lack of
certification validation in
TLS handshakes. Faye use
em-http-request and faye
websocket in the Ruby
version of its client. Those
libraries both use the
"EM::Connection#start_tls’
method in EventMachine
to implement the TLS
handshake whenever a
‘wss:” URL is used for the
connection. This method
does not implement
certificate verification by
default, meaning that it
does not check that the
server presents a valid and
trusted TLS certificate for
the expected hostmme.
That means that any
“https:” or “wss:”
connection made using
these libraries is
vulnerable to a manin-
the-middle attack, since it
does not confirm the
identity of the server it is
connected to. The first
request a Faye client
makes is always sent via
normal HTTP, but later
messages may be sent via
WebSocket. Therefore it is
vulnerable to the same

https://githu

b.com/faye/f
aye/security
/advisories/

GHSA3q49-
h8f9-9fr9

A-FAY-FAYE
190820/165

| CVSS Scoring Scaln
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problem that these
underlying libraries are,
and we needed both
libraries to support TLS
verification before Faye
could claim to do the same|
Your client would still be
insecure if its initial HTTPS
request was verified, but
later WebSocket
connections were not. This
is fixed in Faye v1.4.0,
which enables verification
by default. For further
background information

on this issue, please see
the referenced GitHup
Advisory.

CVE ID : CVR2020-15134

faye-websocket_project

faye-websocket

Improper
Certificate
Validation

31-Jul20

5.8

In faye-websocket before
version 0.11.0, there is a
lack of certification
validation in TLS
handshakes. The
"Faye::WebSocket::Client’
class uses the
"EM::Connection#start_tls’
method in EventMachine
to implement the TLS
handshake whenever a
‘'wss:” URL is sed for the
connection. This method
does not implement
certificate verification by
default, meaning that it
does not check that the
server presents a valid and
trusted TLS certificate for

https://githu
b.com/faye/f
aye-
websocket
ruby/securit
yladvisories
IGHSA2v5c-
755p-p4gv

A-FAY-FAYE
190820/166

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |
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the expected hostname.

connection made usg
this library is vulnerable to
a manin-the-middle
attack, since it does not
confirm the identity of the
server it is connected to.
For further background
information on this issue,
please see the referenced
GitHub Advisory.
Upgrading “faye
websocket” b v0.11.0 is
recommended.

CVE ID : CVR2020-15133

That means that any ‘wss:"

flexera

flexnet_publisher

Information
Exposure

31-Jul20

An information disclosure
vulnerability has been
identified in FlexNet
Publisher Imadmin.exe
11.14.0.2. The web portal
link can be used to access
to system files or other
important files on the
system.

CVE ID : CVR2020-12081

https://com
munity.flexer
a.com/t5/Fle
XNet-
Publisher-
Knowledge
Base/CVE
2020-12081-
Remediated
in-FlexNet
Publisher/ta -
p/153505

A-FLEFLEX
190820/167

freediameter

freediameter

Integer
Underflow
(Wrap or
Wraparound

)

28-Jul20

An exploitable denial of
service vulnerability exists
in the freeDiameter
functionality of
freeDiameter 1.3.2. A
specially crafted Diameter
request can trigger a

N/A

A-FREFREE
190820/168

| CVSS Scoring Scals
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memory corruption
resulting in denial-of-
service. An attacker can
send a malicious packet to
trigger this vulnerability.

CVE ID : CVR2020-6098

freemedsoftware

openclinic_ga

N/A

29-Jul20

7.5

OpenClinic GA 5.09.02
contains a hidden default
user account that may be
accessed if an
administrator has not
expresslyturned off this
account, which may allow
an attacker to login and
execute arbitrary
commands.

CVE ID : CVE2020-14487

N/A

A-FREOPEN
190820/169

Unrestricted
Upload of
File with
Dangerous

Type

29-Jul20

OpenClinic GA 5.09.02 ang
5.89.05b does nofproperly
verify uploaded files,

which may allow a low
privilege user to upload
and execute arbitrary files
on the system.

CVE ID : CVE2020-14488

N/A

A-FREOPEN
190820/170

freerdp

freerdp

Improper
Input
Validation

27-Juk20

3.5

In FreeRDP less than or
equal to 2.1.2, an integer
overflow exists due to
missing input sanitation in
rdpegfx channel. All
FreeRDP clients are
affected. The input
rectangles from the server
are not checked against

https://githu
b.com/FreeR
DP/FreeRDP
/security/ad
visories/GHS
A-4r38-
6hqg7-j3j9

A-FREFREE
190820/171

[_CVSS Scoring Scal (IO T2 ]
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local surface coordinates
and blindly accepted. A
malicious server can send
data that will crash the
client later on (invalid
length arguments to a
‘memcpy’) This has been
fixed in 2.2.0. As a
workaround, stop using
command line arguments
/gfx, /gfx-h264 and
/network:auto
CVE ID : CVR020-15103
Gambio
gambio_gx
Improper
Neutralizatio
n of Special Gambio GX before 4.0.1.0
Elemgnts allows SQLInjection in A-GAM
used in an 28-Jul20 4 admin/gv_mail.php. N/A GAMB
SQL 190820/172
Command CVE ID : CVR2020-10982
(‘SQL
Injection’)
Improper
Neutralizatio
n of Special Gambio GX before 4.0.1.0
Elemgnts allows SQL Injection in A-GAM
used in an 28-Jul20 4 admin/mobile.php. N/A GAMB
SQL 190820/173
Command CVE ID : CVR2020-10983
('SQL
Injection’)
' Gambio GX before 4.0.1.0
CrossSite _ : A-GAM
Request allows admin/admin.php
28-Juk20 6.8 N/A GAMB
Forgery CSRF.
190820/174
(CSRF) CVE ID : CVR2020-10984
Impropgr | 28-Juk20 3.5 Gambio GX_before 4.0.1.0 N/A A-GAM
Neutralizatio allows XSS in GAMB
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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n of Input admin/coupon_admin.php. 190820/175
During Web CVE ID : CVE2020-10985
Page
Generation
(‘'Crosssite
Scripting’)
gerapy
gerapy
Improper This affects the package
Neutral|za}tlo Gerapy from 0 and before
EIOf Spetc@ 0.9.3. The input being
ements in :
passed to Popen, via the A-GERGERA
Output Used | 29-Jul20 7.5 project_configure N/A 190820/176
by a AT ADT ET OR EO]
Downstream sanitized.
Component
(Injection’) CVEID : CVE2020-7698
Glpi-project
glpi
Improper
Neutrallza}tlo In glpi before 9.5.1, there https://g|thu
n of Special is a SQL injection for all b.cgm/glpll-
Elemgnts usages of "Clone" feature. prolecj‘t/glpll. A-GLRGLP}
used in an 17-Juk20 4 This has been fixed in sec_urlty/adw 190820/177
SQL 951 sories/GHSA
Command -qvew-68g0-
('SQL CVE ID : CVE020-15108 | .5,
Injection’)
Gnome
balsa
In GNOME Balsa before
2.6.0, a malicious server
NULL operator or man in the
Pointer 29-Juk20 5 middle can trigger a NULL | \;/a A-GNGBALS
Dereference pointer dereference and 190820/178
client crash by sending a
PREAUTH response to
imap_mbox_connect in
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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libbalsa/imap/imap -
handle.c.
CVE ID : CVR020-16118
evolution -data-server
In GNOME evolutiordata-
server before 3.35.91, a
malicious server can crash
the mail client with a NULL
NULL pointer dereference by
. sending an invalid (e.g., A-GNOEVOI-
Pointer 29-Juk20 4.3 | minimal) CAPABILITY line | N/A 190820/179
Dereference on a connection attempt.
This is related to
imapx_free_capability and
imapx_connect_to_server.
CVE ID : CVR020-16117
https://bugz
illa.suse.com
/show_bug.c
gi?id=11739
10,
evolution-data-server https://gitla
(eds) through 3.36.3 has a b_gnome_org
Improper T
- STARTTLS buffering issue| \GNOME//e
Neutrallzgtlo that affects SMTP and volution -
EIOf Special POP3. When a server data-
Ojtmjtnltsz]d 173420 43 sends a "begin TLS" server/com | A-GNQEVOI-
b P ' response, eds reads mit/ba82be7 | 190820/180
ya additional data and 2cfd427b5d7
Downstream evaluates it in a TLS 2121f929b3
Cliompgnelnt context, aka "response a6d8529c4df
(Injection’) injection.” ,
CVE ID : CVE2020-14928 | https:/lists.
debian.org/d
ebian-lts-
announce/2
020/07/msg
00012.html
GNU
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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grub2

Buffer Copy
without
Checking
Size of Input
(‘'Classic
Buffer
Overflow")

30-Jul20

4.6

A flaw was found in grub2,
prior to version 2.06. An
attacker mayuse the GRUE
2 flaw to hijack and
tamper the GRUB
verification process. This
flaw also allows the bypass
of Secure Boot protections.
In order to load an
untrusted or modified
kernel, an attacker would
first need to establish
access to the system such
as ganing physical access,
obtain the ability to alter a
pxe-boot network, or have
remote access to a
networked system with
root access. With this
access, an attacker could
then craft a string to cause
a buffer overflow by
injecting a malicious
payload that leads to
arbitrary code execution
within GRUB. The highest
threat from this
vulnerability is to data
confidentiality and

integrity as well as system
availability.

CVE ID : CVR2020-10713

https://secu
rity.netapp.c
om/advisory
Intap -
20200731-
0008/

A-GNUGRUB
190820/181

Integer
Overflow or
Wraparound

29-Jul20

4.4

In grub2 versions before
2.06 the grub memory
allocator doesn't check for
possible arithmetic
overflows on the
requested allocation size.

This leads the function to

https://secu
rity.netapp.c
om/advisory
/ntap -
20200731-
0008/

A-GNUGRUB
190820/182

| CVSS Scoring Scaln
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return invalid memory
allocations which can be
further used to cause
possible integrity,
confidentiality and
availability impacts during
the boot process.

CVE ID : CVE2020-14308

Integer
Overflow or
Wraparound

30-Jul20

4.6

There's an issue with
grub2 in all versions
before 2.06 when handling
squashfs filesystems
containing a symbolic link
with name length of
UINT32 bytes in size. The
name size leads to an
arithmetic overflow
leading to a zeresize
allocation further causing
a heapbased buffer
overflow with attacker
controlled data.

CVE ID : CVE2020-14309

https://secu
rity.netapp.c
om/advisory
Intap -
20200731-
0008/

A-GNUGRUB
190820/183

Out-of-
bounds
Write

31-Jut20

3.6

There is an issue on grub2
before version 2.06 at
function
read_section_as_string(). If
expeds a font name to be
at max UINT32_MAX 1
length in bytes but it
doesn't verify it before
proceed with buffer
allocation to read the value
from the font value. An
attacker may leverage that
by crafting a malicious font
file which has a name with
UINT32_MAX, leading to
read_section_as_string() to

an arithmetic overflow,

https://bugz
illa.redhat.co
m/show_bug
.cgi?id=CVE
2020-14310

A-GNUGRUB
190820/184

| CVSS Scoring Scaln
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zero-sized allocation and
further heap-based buffer
overflow.
CVE ID : CVR020-14310
There is an issue with
grub2 before version 2.06
while handling symlink on
ext filesystems. A
filesystem containing a https://bugz
Out-of- symbolic link with an illa.redhat.co
bounds  |31-Juk20 |36 |inode size of UINT32_MAX mishow_bug | ~orr oo™
Write causes an arithmetic .Cgi?id=CVE 1908207185
overflow leading to a zere | 2020-14311
sized menory allocation
with subsequent heap
based buffer overflow.
CVE ID : CVR020-14311
https://lists.
gnu.org/arch
GRUB2 fails tovalidate ive/html/gru
kernel signature when b-
booted directly without devel/2020 -
shim, allowing secure boot| 07/msg0003
to be bypassed. This only | 4 html,
affects systems where the | hitps://port
Improper kernel signing certificate | al msrc.micr
Verification has been imported directly | gsoft.com/en | A-GNUGRUR
OCfryptographi 29-Juk20 44 into the secure boot _US/security- | 190820/186
_ database and the GRUB | guidance/ad
¢ Signature image is booted directly visory/ADV?2
without the use of shim. 00011,
This issue affects GRUB2 | https://secu
version 2.04 and prior rity.netapp.c
versions. om/advisory
CVE ID : CVR020-15705 | /ntap -
20200731-
0008/
Concurrent GRUB2 contains a race https://lists. A-GNUGRUB
Execution 29-Juk20 4.4 | condition in gnu.org/arch | 190820/187
using Shared grub_script_function_creat| ive/html/gru
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Resource e() leadingto a useafter- | b-
with free vulnerability which devel/2020-
Improper can be triggered by 07/msg0003
Synchronizat redefining a function 4.html,
ion ('Race whilst the same function is | https://port
Condition’) already executing, leading | al.msrc.micr

to arbitrary code execution | osoft.com/en

and secure boot restriction | -US/security-

bypass. This issue affects | guidance/ad

GRUB2 version 2.04 and | visory/ADV2

prior versions. 00011,

CVE ID : CVR2020-15706 | Ntps://secu
rity.netapp.c
om/advisory
Intap -
20200731-
0008/

Integer overflows were

discovered in the functions

grub_cmd_initrd and https://lists.

grub_initrd_init in the gnu.org/arch
efilinux component of ive/html/gru

GRUB2, as shipped in b-

Debian, RecHat, and devel/2020 -

Concurrent Ubuntu (the functionality | 07/msg0003

Execution is not included in GRUB2 | 4.html,

using Shared upstream), leading to a https://por.t

Resource heap-based buffer al.msrc.micr

with 29-Juk20 4.4 | overflow. These could be | osoft.com/en | A-GNUGRUB

Im triggered by an extreme|y -US/Security- 190820/188
proper .

Synchronizat large number of gIU|dance/ad

ion (Race arguments to the initrd visory/ADV2

Condition’) command on 32bit 00011,

architectures, or a crafted | https://secu

filesystem with very large | fity.netapp.c

files on any architecture. | om/advisory

An attacker could use this | /ntap -

to execute arbitrary code | 20200731-

and bypass UEFI Secure | 0008/

Boot restrictions. This

issue affects GRUB2

[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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version 2.04 and prior
versions.
CVE ID : CVR020-15707
libredwg
GNU LibreDW®efore
0.11 allows NULL pointer
NU.LL : g A-GNULIBR-
Pointer 17-Juk20 4.3 | dereferences via crafted N/A 190820/189
Dereference input files.
CVE ID : CVR2020-15807
gofiber
fiber
In Fiber before version
1.12.6, the filename that is
given in c.Attachment()
(https://docs.gofiber.io/ct
x#attachment) is not
escaped, and therefore
vulnerable for a CRLF
Impropgr . injection attack. l.e. an o
Neutrallzgtlo attacker could upload a https.//g|th_u
n of Spemgl custom filename and then b.f:om/goflbe
Elements in give the linkto the victim. !’/flbel’/.SGCL-JI’ A-GOFFIBE
Output Used | 20-Jut20 5.8 | With this filename, the ity/advisorie 190820/190
by a attacker can change the SIGHSA
Downstream name of the downloaded | 2¢X9-X29p-
(Ilornpgnelnt file, redirect to another 9qvh
(Injection’) site, change the
authorization header, etc.
A possible workaround is
to serialize the input
before passing it to
ctx.Attachment().
CVE ID : CVR020-15111
Golang
go
Improper " In Go before 1.13.13 and | https://grou A-GOLGO
. 17-Juk20 S 1.14.x before 1.14.5, ps.google.co
Certificate . . 190820/191
Certificate.Verify may lack | m/forum/#1t
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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Validation a check on the opic/golang-
VerifyOptions.KeyUsages | announce/X
EKU requirements (if ZNfaiwgt2w,
VerifyOptions.Roots equalg https://secu
nil and the installation is rity.netapp.c
on Windows). Thus, X.509 | om/advisory
certificate verification is Intap -
incomplete. 20200731-
CVE ID : CVE2020-14039 | 0005/
https://grou
ps.google.co
m/forum/#!t
Go before 1.13.13 and opic/golang-
Concurrent 1.14.x before 1.14.5 has a | &nnounce/X
Ex.ecutlon data race in some net/http ZNfaiwgt2w,
;smg Shared servers, as demonstrated h:tps./i secu
esource rity.netapp.c
. by the . A-GOL-GO
with 17-Juk20 4.3 httputil. ReverseProxy om/advisory 190820/192
Improper. Handler, because it reads ¢ /ntap -
Syn?hronlzat request body and writes a 20200731-
on (I_?gce response at the same te. 0005/,
Condition’) _ https://ww
CVE ID : CVE2020-15586 |\ c|oudfoun
dry.org/blog
/cve-2020-
15586/
Google
chrome
Use after free in speech in
Google Chrome prior to
83.0.4103.106 allowed a
Use After remote attacker to A-GOQCHRO
22-Jul2 : - N/A
Free Juk20 ®8 | potentially perform a / 190820/193
sandbox escape via a
crafted HTML page.
CVE ID : CVER2020-6505
Incorrect Insufficient policy
L _ _ A-GOGCHRQG
Authorizatio 22-Juk20 4.3 .enforcement in WebView N/A 190820/194
n in Google Chrome on
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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Android prior to
83.0.4103.106 allowed a
remote attacker to bypass
site isolation via a crafted
HTML page.

CVE ID : CVR2020-6506

Out-of-
bounds
Write

22-Juk20

6.8

Out of bounds write in V8
in Google Chrome prior to
83.0.4103.106 allowed a
remote attacker to
potentially exploit heap
corruption via a crafted
HTML page.

CVE ID : CVR2020-6507

N/A

A-GOGCHRO
190820/195

Use After
Free

22-Jul20

6.8

Use after free in extensions
in Google Chrome prior to
83.0.4103.116 allowed an
attacker who convinced a
user to install a malicious
extension to potentially
perform a sandbox escape
via a craftedChrome
Extension.

CVE ID : CVR2020-6509

N/A

A-GOGCHRO
190820/196

Out-of-
bounds
Write

22-Juk20

6.8

Heap buffer overflow in
background fetch in
Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to
potentially exploit heap
corruption via a crafted
HTML page.

CVE ID : CVR2020-6510

N/A

A-GOGCHRG
190820/197

Information
Exposure

22-Jul20

4.3

Information leak in
content security policy in
Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to leak

cross-origin data via a

N/A

A-GOGCHRO
190820/198

| CVSS Scoring Scaln

23 |

34 | 45 | 56 |

6-7

| 78

89 |HSHON

91




Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

Access of
Resource
Using
Incompatible
Type (‘Type
Confusion’)

22-Juk20

crafted HTML page.
CVE ID : CVR020-6511

Out-of-
bounds
Write

22-Jul20

Type Confusion in V8 in
Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to
potentially exploit heap
corruption via a crafted
HTML page.

CVE ID : CVR2020-6512

N/A

A-GOGCHRO
190820/199

N/A

22-Juk20

Heap buffer overflow in
PDFium in Google Chrome
prior to 84.0.4147.89
allowed a remote attacker
to potentially exploit heap
corruption via a crafted
PDF file.

CVE ID : CVR2020-6513

N/A

A-GOGCHRO
190820/200

4.3

Use After
Free

22-Jul20

Inappropriate
implementation in
WebRTC in Google Chrom
prior to 84.0.4147.89
allowed an attacker in a
privileged network

position to potentially
exploit heap corruption via
a crafted SCTP stream.

CVE ID : CVR2020-6514

N/A

A-GOGCHRG
190820/201

N/A

22-Jul20

Use after free in tab strip
in Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to
potentially exploit heap
corruption via a crafted
HTML page.

CVE ID : CVR2020-6515

N/A

A-GOGCHRO
190820/202

4.3

Policy bypass in CORS in

Google Chrome prior to

N/A

A-GOGCHRG
190820/203

[ VS Scoring Sca | OEINIEZNES 5 |
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Out-of-
bounds
Write

22-Juk20

84.0.4147.89 allowed a
remote attacker to leak
cross-origin data via a
crafted HTML page.

CVEID : CVE2020-6516

Use After
Free

22-Juk20

Heap buffer overflow in
history in Google Chrome
prior to 84.0.4147.89
allowed a remote attacker
to potentially exploit heap
corruption via a crafted
HTML page.

CVE ID :CVE2020-6517

N/A

A-GOGCHRO
190820/204

N/A

22-Juk20

Use after free in developer
tools in Google Chrome
prior to 84.0.4147.89
allowed a remote attacker
who had convinced the
user to use developer tools
to potentially exploit heap
corruption via a crafted
HTML page.

CVE ID : CVR2020-6518

N/A

A-GOGCHRG
190820/205

4.3

Buffer Copy
without
Checking
Size of Input
(‘'Classic
Buffer
Overflow')

22-Jul20

Policy bypass in CSP in
Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to bypass
content security policy via
a crafted HTML page.

CVEID : CVE2020-6519

N/A

A-GOGCHRG
190820/206

[ VS Scoring Sca | OEINIEENES 5 |

Buffer overflow in Skia in
Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to
potentially exploit heap
corrupti on via a crafted
HTML page.

CVE ID : CVR2020-6520

N/A

A-GOGCHRO
190820/207

45 | 56 |
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Information
Exposure

22-Juk20

4.3

Side-channel information
leakage in autofill in
Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to obtain
potentially sensitive
information from process
memory via a crafted
HTML page.

CVE ID : CVR2020-6521

N/A

A-GOGCHRO
190820/208

N/A

22-Juk20

6.8

Out-of-
bounds
Write

22-Jul20

Inappropriate
implementation in
external protocol handlers
in Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to
potentially perform a
sandbox escape via a
crafted HTML page.

CVE ID : CVR2020-6522

N/A

A-GOGCHRO
190820/209

Out-of-
bounds
Write

22-Jul20

Out of bounds write in Skia
in Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to
potentially exploit heap
corruption via a crafted
HTML page.

CVE ID : CVR2020-6523

N/A

A-GOGCHRO
190820/210

Out-of-
bounds

22-Jul20

Heap buffer overflow in
WebAudio in Google
Chrome prior to
84.0.4147.89 allowed a
remote attacker to
potentially exploit heap
corruption via a crafted
HTML page.

CVE ID : CVR2020-6524

N/A

A-GOGCHRO
190820/211

6.8

Heap buffer overflow in
Skia in Google Chrome

N/A

A-GOGCHRO

[_CVSS Scoring Scal (IO T2 ]
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Write

prior to 84.0.4147.89
allowed a remoteattacker
to potentially exploit heap
corruption via a crafted
HTML page.

CVE ID : CVR2020-6525

190820/212

N/A

22-Jul20

4.3

Inappropriate
implementation in iframe
sandbox in Google Chrome
prior to 84.0.4147.89
allowed a remote attacker
to bypass navigation
restrictions via a crafted
HTML page.

CVE ID : CVE2020-6526

N/A

A-GOGCHRG
190820/213

Incorrect
Default
Permissions

22-Jul20

4.3

Insufficient policy
enforcement in CSP in
Google Chrome prior to
84.0.4147.89 allowed a
remote attacker to bypass
content security policy via
a crafted HTML page.

CVE ID : CVR2020-6527

N/A

A-GOGCHRO
190820/214

Incorrect
Authorizatio
n

22-Juk20

4.3

Incorrect security Ul in
basic auth in Google
Chrome on iOS prior to
84.0.4147.89 allowed a
remote attacker to spoof
the contents of the
Omnibox (URL bar) via a
crafted HTML page.

CVE ID : CVR2020-6528

N/A

A-GOGCHRO
190820/215

Improper
Input
Validation

22-Juk20

4.3

Inappropriate
implementation in
WebRTC in Google Chrom|
prior to 84.0.4147.89
allowed an attacker in a
privileged network

position to leak cross

N/A

A-GOGCHRO
190820/216

| CVSS Scoring Scaln
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origin data via a crafted
HTML page.
CVE ID : CVR2020-6529
Out ofbounds memory
access in developer tools
Impro_pe_r in Google Chrome prior to
Restriction 84.0.4147.89 allowed an
of . attacker who convinced a
O.pe.ranons 22_Juk20 6.8 | userto install a malicious | N/A A-GOGCHRG
within the extension to potentially 1908207217
Bounds of a exploit heap corruption via
Memory a crafted Chrome
Buffer Extension.
CVE ID : CVR2020-6530
Side-channel information
leakage in scroll to text in
Information Google Chrome prior to
84.0.4147.89 allowed a n
Exposure 99-Juk20 43 N/A A-GOOGCHRO
Through remote attacker to leak 190820/218
Discrepancy cross-origin data via a
crafted HTML page.
CVE ID :CVE2020-6531
Type Confusion in V8 in
Access of Google Chrome prior to
Resource 84.0.4147.89 allowed a
Using remote attacker to A-GOGCHRO
Incompatible 22-Juk20 88 | potentially exploit heap N/A 190820/219
Type (‘Type corruption via a crafted
Confusion’) HTML page.
CVE ID : CVR2020-6533
Heap buffer overflow in
WebRTC in Google Chrom|
Outof prior to 84.0.4147.89
ut-of-
allowed a remote attacker A-GOQCHRQ
bOl_JndS 22-Juk20 68 | o potentially exploit heap N/A 190820/220
Write corruption via a crafted
HTML page.
CVE ID : CVR2020-6534
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Insufficient data validation
in WebUI in Google
Chrome prior to
84.0.4147.89 allowed a
Improper remote attacker who had
Input 22_Juk20 4.3 | compromised the renderer | N/A A-GOGCHRG
Validation process to inject scripts or 1908207221
HTML into a privileged
page via a crafted HTML
page.
CVE ID : CVR2020-6535
Incorrect security Ul in
PWAs in Google Chrome
prior to 84.0.4147.89
allowed a remote attacker
who had persuaded the A-GOQCHRQ
N/A 22-Juk20 4.3 | User to install a PWA to N/A 190820/222
spoof the contents of the
Omnibox (URL bar) via a
crafted PWA.
CVE ID : CVER2020-6536
grafana
grafana
Grafana through 6.7.1
allows stored XSS due to
Impropgr . insufficient input _
Neutralizatio protection in the https.//secu
n of Input originalUr! field, which rity.netapp.c
During Web 27-3uk20 4.3 | allows an attacker to inject om/advisory | A-GRAGRAF
Page _ JavaScript code that will be /ntap - 190820/223
(IE-eneratl_on executed after clicking on 20200810-
(Crps§5|lte Open Original Dashboard | 900%/
Scripting’) after visiting the snapshot.
CVE ID : CVR020-11110
graylog
graylog
A-CRAGRAY
Impr_o_per 17-Jul-20 6.8 Graylog pgfore 3.3..3 Iapks N/A
Certificate SSL Certificate Validation 190820/224
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Validation

for LDAP servers. It allows
use of an external
user/group database
stored in LDAP. The
connection configuration
allows the usage of
unencrypted, SStor TLS
secured connections.
Unfortunately, the Graybg
client code (in all versions
that support LDAP) does
not implement proper
certificate validation
(regardless of whether the
"Allow self-signed
certificates"” option is
used). Therefore, any
attacker with the ability to
intercept network traffic
between aGraylog server
and an LDAP server is able
to redirect traffic to a
different LDAP server
(unnoticed by the Graylog
server due to the lack of
certificate validation),
effectively bypassing
Graylog's authentication
mechanism.

CVE ID : CVR2020-15813

grin

grin

Insufficient
Verification
of Data
Authenticity

28-Jul20

Grin 3.0.0 before 4.0.0 has
insufficient validation of
data related to
Mimblewimble.

CVE ID : CVE2020-15899

https://githu
b.com/mimb
lewimble/gri
n_
security/blo
b/master/CV
Es/CVE
2020-

A-GRIGRIN
190820/225

| CVSS Scoring Scaln

23 |
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15899.md
grundfos
cim_500
Grundfos CIM 500
v06.16.00 stores plaintext
credentials, which may
. allow sensitive hitps://us -
Insufficiently information to be read or Fert.msg.ggv/ A-GRUCIM -
Protectgd 27-Juk20 5 allow modification to |c_s/adV|sor|e 190820/226
Credentials system settings by slicsa-20-
someone with access to 189-01
the device.
CVE ID : CVR2020-10609
hashicorp
terraform_enterprise
HashiCorp Terraform
Enterprise up to v202006-
1 contained a default
signup page that allowed
Improper gnup IO_ g _ A-HASTERR
Input 30-Juk20 5 user registration even N/A
Validation when disabled, bypassing 1908207227
SAML enforcement. Fixed
in v202007-1.
CVE ID .CVE2020-15511
hcltech
bigfix_platform
"BigFix Platform is storing
clear text credentials
within the system's
memory. An attacker who
Insufficiently IS ab_lg to gfaun o
Protected 16-Juk-20 administrative privileges | \;/a A-HCL:BIGF
Credentials can use a program to 190820/228
create a memory dump
and extract the credentials.
These credentials can be
used to pivot further into
the environment. The
[ cvss Scoring Scal{ IR0 G228 34 [ 45 [ 56 [ 67 [ 78 [eo |SHON




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
principle of least privilege
should be applied to all
BigFix deployments,
limiting administrative
access."
CVE ID : CVE2020-4095
bigfix_webui
HCL BigFix WebUI is
vulnerable to stored cross
site scripting (XSS) within
the Apps>Software
module. An attacker can
Impropgr . use XSS to send a https://supp
Nelfjtlrallz;atlo malicious script to an ort. heltechs
h ot Inpu unsuspecting user. This w.com/csm?i
During Web 17-Juk20 3.5 | affects allversions priorto | d=kb_article A-HCL-BIGF
Page _ latest releases as specified| g&sysparm_ar 190820/229
Gg ”erat'.ct’ n in ticle=KB008
( r.os.s-st € https://support.hcltechsw. | 0855
Scripting’) com/csm?id=kb_article&sy
sparm_article=KB0080855
&sys_kb_id=971d99ed1b8
ed01c086dcbfcOadbcbba.
CVE ID : CVR020-4104
hmtalk
daviewindy
DaviewIndy 8.98.9 and
earlier has a Heagbased _
overflow vulnerability, https://ww
triggered when the user w.kreert.or.
Out-of- opens a malformed PDF r/krc.:ert/\f,ec A-HMT-DAVI
bOl_Jnds 17-Jut20 6.8 file that is mishandled by N:tlcev!ew.d 190820/230
Write Daview.exe Attackers 0_ i bulletin_w
could exploit this and riting_seque
arbitrary code execution. nce=35521
CVE ID : CVR2020-7818
Use After DaviewIndy 8.98.7 and A-HMT-DAVF
30-Jut20 6.8 e N/A
Free earlier version contain 190820/231
[ CVSS Scoring Scall 34 [ 45 | 56 | 67 | 78 g9 [1ed0 ]
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UseAfter-Free
vulnerability, triggered
when the user opens a
malformed specific file
that is mishandled by
Daview.exe. Attackers
could exploit this and
arbitrary code execution.

CVE ID : CVR2020-7827

Out-of-
bounds
Write

30-Jul20

6.8

Daviewlndy 8.98.4 and
earlier version contain
Heap-based overflow
vulnerability, triggered
when the user opens a
malformed specific file
that is mishandled by
Daview.exe. Attackers
could exploit thisand
arbitrary code execution.

CVE ID : CVR2020-7828

N/A

A-HMT-DAVI
190820/232

Out-of-
bounds
Write

30-Jul20

6.8

Daviewlndy 8.98.4 and
earlier version contain
Heap-based overflow
vulnerability, triggered
when the user opens a
malformed specific file
that is mishandled by
Daview.exe. Attackers
could exploit this and
arbitrary code execution.

CVE ID : CVR2020-7829

N/A

A-HMT-DAVI
190820/233

HP

nagios-plugins -hpilo

Improper
Control of
Generation
of Code
(‘'Code

17-Jul20

7.5

HP nagiosplugin for iLO
(nagios-plugins-hpilo
v1.50 and earlier) has a
php code injection
vulnerability.

https://githu
b.com/Hewle
ttPackard/na
gios-plugins-
hpilo/commi
t/7617b273

A-HP-NAGH
190820/234

| CVSS Scoring Scaln
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Injection’)

CVE ID : CVE2020-7206

6a95c7f3541
98f092febe3
7e7005c677

hpe

intelligent_provisioning

Improper
Control of
Generation
of Code
('Code
Injection’)

30-Jul20

7.2

A potential security
vulnerability has been
identified in HPE
Intelligent Provisioning,
Service Pack for ProLiant,
and HPE Scripting ToolKit.
The vulnerability could be
locally exploited to allow
arbitrary code execution
during the boot process.
**Note:** This

vulnerability is related to
using insmod in GRUB2 in
the specific impacted HPE
product and HPE is
addressing this issue. HPE
has made the following
software updates and
mitigation information to
resolve the vulnerability in
Intelligent Provisioning,
Service Pack for ProLiant,
and HPE Scripting ToolKit.
HPE provided latest
Intelligent Provisioning,
Service Pack for ProLiant,
and HPE Scripting Toolkit
which includes the GRUB2
patch to resolve this
vulnerability. These new
boot images will update
GRUB2 ad the Forbidden
Signature Database (DBX),
After the DBX is updated,
users will not be able to

N/A

A-HPEINTE-
190820/235

| CVSS Scoring Scals
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boot to the older IP, SPP ol
Scripting ToolKit with
Secure Boot enabled. HPE
have provided a
standalone DBX update
tool to work with

Microsoft Windows, and
supported Linux Operating
Systems. These tools can
be used to update the
Forbidden Signature
Database (DBX) from
within the OS. **Note:**
This DBX update mitigates
the GRUB2 issue with
insmod enabled, and the
"Boot Hole" issue for HPE
signed GRUB2
applications.

CVE ID : CVR2020-7205

service_pack_for_proliant

A potential security
vulnerability has been
identified in HPE
Intelligent Provisioning,
Service Pack for ProLiant,
and HPE Scripting ToolKit.
The vulnerability could be

Improper .

Control of Iozglly expl?jlted to aII.ow

Generation arbitrary code execution A-HPESERVY
of Code 30-Juk20 12 during the boot process. N/A 190820/236
(‘Code Note: -jl_hl-S

Injection’) vulnerability is related to

using insmod in GRUB2 in
the specific impacted HPE
product and HPE is
addressing this issue. HPE
has made the following
software updates and
mitigation information to

[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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resolve the vulnerability in
Intelligent Provisioning,
Service Pack for ProLiant,
and HPE Scripting ToolKit.
HPE provided latest
Intelligent Provisioning,
Service Pack for ProLiant,
and HPE Scripting Toolkit
which includes the GRUB2
patch to resolve this
vulnerability. These new
boot images will update
GRUB2 ad the Forbidden
Signature Database (DBX),
After the DBX is updated,
users will not be able to
boot to the older IP, SPP ol
Scripting ToolKit with
Secure Boot enabled. HPE
have provided a
standalone DBX update
tool to work with

Microsoft Windows, and
supported Linux Operating
Systems. These tools can
be used to update the
Forbidden Signature
Database (DBX) from
within the OS. **Note:**
This DBX update mitigates
the GRUB2 issue with
insmod enabled, and the
"Boot Hole" issue for HPE
signed GRUB2
applications.

CVE ID : CVE2020-7205

smartstart_scripting_toolkit

Improper
Control of
Generation

30-Jut20

7.2

A potential security
vulnerability has been

identified in HPE

N/A

A-HPESMAR
190820/237

| CVSS Scoring Scaln
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of Code
(‘'Code
Injection’)

Intelligent Provisioning,
Service Pack for ProLiant,
and HPE Scripting ToolKit.
The vulnerability could be
locally exploited to allow
arbitrary code execution
during the boot process.
**Note:** This

vulnerability is related to
using insmod in GRUB2 in
the specific impacted HPE
product and HPE is
addressing this issue. HPE
has made the following
software updates and
mitigation information to
resolve the vulnerability in
Intelligent Provisioning,
Service Pack for ProLiant,
and HPE Scripting ToolKit.
HPE provided latest
Intelligent Provisioning,
Service Pack for ProLiant,
and HPE Scripting Toolkit
which includes the GRUB2
patch to resolve this
vulnerability. These new
boot images will update
GRUB2 ad the Forbidden
Signature Database (DBX),
After the DBX is updated,
users will not be able to
boot to the older IP, SPP ol
Scripting ToolKit with
Secure Boot enabled. HPE
have provided a
standalone DBX update
tool to work with

Microsoft Windows, and
supported Linux Operating

Systems. These tools can

| CVSS Scoring Scaln
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be used to update the
Forbidden Signature
Database (DBX) from
within the OS. **Note:**
This DBX update mitigates
the GRUB2 issue with
insmod enabled, and the
"Boot Hole" issue for HPE
signed GRUB2
applications.

CVE ID : CVE2020-7205

Huawei

fusioncompute

Incorrect
Authorizatio
n

31-Jul20

4.6

Huawei FusionComput
8.0.0 have an improper
authorization

vulnerability. A module
does not verify some input
correctly and authorizes
files with incorrect access.
Attackers can exploit this
vulnerability to launch
privilege escalation attack.
This can compromise
normal service.

CVE ID : CVR2020-9248

N/A

A-HUA-FUSH
190820/238

IBM

planning_analytics_local

Improper
Input
Validation

29-Jul20

5.8

IBM Planning Analytics
Local 2.0.0 through 2.0.9.1
could allow a remote
attacker to hijack the
clicking action of the
victim. By persuading a
victim to visit a malicious
Web site, a remote
attacker could exploit this
vulnerability to hijack the
victim's click actions and

https://ww
w.ibm.com/s
upport/page
s/node/6253
355

A-IBM-PLAN
190820/239

| CVSS Scoring Scals
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possibly launch further
attacks against the victim.
IBM X-Force ID: 185716.

CVE ID : CVR2020-4644

Improper
Neutralizatio
n of Input
During Web
Page
Generation
(‘'Crosssite
Scripting’)

29-Jul20

3.5

IBM Planning Analytics
Local 2.0.0 through 2.0.9.1
IS vulnerable to crosssite
scripting. This

vulnerability allows users
to embed arbitrary
JavaScript code in the Wek
Ul thus altering the
intended functionality
potentially leading to
credentials disclosure
within a trusted session.
IBM X-Force ID: 185717.

CVE ID : CVR2020-4645

https://ww

w.ibm.com/s
upport/page
s/node/6253

355

A-IBM-PLAN
190820/240

mqg_for_hpe_nonstop

N/A

20-Jut20

IBM MQ for HPE NonStop
8.0.4 and8.1.0 could allow
a remote authenticated
attacker could cause a
denial of service due to an
error within the Queue
processing function. IBM
X-Force ID: 181563.

CVE ID : CVE2020-4466

https://ww

w.ibm.com/s
upport/page
s/node/6250

473

A-IBM-MQ_F
190820/241

mqg_appliance

Information
Exposure

28-Jul20

3.5

IBM MQ, IBM MQ
Appliance, and IBM MQ for
HPE NonStop 8.0, 9.1 LTS
and 9.1 CD could allow
under special
circumstances, an
authenticated user to
obtain sensitive
information due to a data

leak from an error

https://ww

w.ibm.com/s
upport/page
s/node/6252

7

A-IBM-MQ_A
190820/242

| CVSS Scoring Scaln
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message within the prev7
pubsub logic. IBM XForce
ID: 177402.
CVE ID : CVR020-4319
IBM MQ, IBM MQ
Appliance, IBM MQ for
Missing HPE NonStOp 80, 9.1 CD, .
Release of and 9.1 LTS couldllow an htt.ps.//ww
- w.ibm.com/s
Resource attacker to cause a denial A-IBM-MQ_A
after 28-Juk20 5 of service due to a memory upport/page 190820/243
Effective leak caused by an error sinode/6252
Lifetime creating a dynamic queue. 785
IBM X-Force ID: 179080.
CVE ID : CVR2020-4375
IBM MQ, IBM MQ
Appliance, and IBM MQ for
HPE NonStop 8.0, 9.1 CD,
and 9.1 LTS is vulnerable
BPffef Copy to a buffer overflow
without vulnerability due to an hitps:/iww
C_heckmg error within the channel w.ibm.com/s A-IBM-MQ_A
Sl|ze of.lnput 28-Juk20 4 processing code. A remote upport/page 190820/244
(Classic attacker could overflow sinode/6252
Buffer . the buffer using an older 783
Overflow) client and cause a denial of
service. IBM XForce ID:
181562.
CVE ID : CVR2020-4465
IBM MQAppliance 9.1 LTS
and 9.1 CD could allow a
local privileged user to https://ww
) obtain hlghly sensitve w.ibm.com/s
gformatlon 27-Juk20 information due to upport/page ?;(?8'\;-()“//'235/\
Xposure inclusion of data within s/node/6252
trace files. IBM XForce ID: | 409
182118.
CVE ID : CVR2020-4498
planning_analytics
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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IBM Planning Analytics 2.0
could allow a remote _
attacker to obtain sensitive htt_ps./ A
information | , | information by disclosing W"bmt'/com/ ° | AIBM-PLAN
Exposure ~u private IP addresses in u/ppc;r /%zi: 190820/246
HTTP responses. IBM-X s/node
Force ID: 178766. 981
CVE ID :CVE2020-4361
IBM Planning Analytics 2.0
could allow a remote
attacker to obtain sensitive
information, caused by the
failure to set the Secure
flag for the session cookie _
in TLS mode. By htt'ps.//ww
Session 201420 45 | nterceptingits W"bm'/com/ > | AIBM-PLAN
Fixation ~u > | transmission within an u/pp?jrt/%zi: 190820/247
HTTP session, an attacker| S/"09€
could exploit this 981
vulnerability to capture
the cookie and obtain
sensitive information. IBM
X-Force ID: 182631.
CVE ID : CVR2020-4527
security_guardium
IBM Security Guardium
10.5, 10.6, and 11.1 uses
Use of a weaker than expected https://ww
Broken or cryptographic algorithms | w.ibm.com/s
. A-IBM-SECU
Risky 30-Juk20 5 that could allow an upport/page 190820?2:;)
Cryptographi attacker to decrypt highly | s/node/6254
c Algorithm sensitive information. IBM | 369
X-Force ID: 174803.
CVE ID : CVR2020-4185
IBM Security Guardium | https://ww
Exposure 30-Jut20 5 disclose sensitive upportipage |, oneo0i549
information on the login | S/node/6254
page that could aid in 367
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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further attacks against the
system. IBM XForce ID:
174804.
CVE ID : CVR2020-4186
security_key_lifecycle_manager
IBM Tivoli Key Lifecycle
Manager 3.0.1 and 4.0 use|
an inadequate account https://ww
ici lockout setting that could '
Insufficiently g w.ibm.com/s AIBM-SECU
Protected 29-Juk20 5 allow a remote attacker to | ypport/page 190820/250
Credentials brute force account sinode/6253
credentials. IBM XForce 781
ID: 184156.
CVE ID : CVR2020-4567
IBM Tivoli Key Lifecycle
Manager 3.0.1 and 4.0 use|
a protection mechanism
c f that relies on the existence| https://ww
Xposure o or values of an input, but ibm.com/s
Resource to he i b dified W-1om. A-IBM-SECU
W 29-Juk20 6.4 | the Input can be moditied | ypport/page 190820/251
rong by an untrusted actor in a | s/node/6253
Sphere way that bypasses the 781
protection mechanism.
IBM X-Force ID: 184158.
CVE ID : CVR2020-4569
IBM Tivoli Key Lifecycle
Manager 3.0.1 and 4.0
could allow a remote
attacker to obtain sensitive _
information when a htt_ps'// ww
Information detailed technical error w.ibm.com/s A-IBM-SECU
29-Jul20 5 : - upport/page
Exposure message is returned in the 190820/252
browser. Thisinformation sinodef6253
could be used in further 781
attacks against the system.
IBM X-Force ID: 184179.
CVE ID : CVR020-4572
Information | 29-Juk20 5 IBM Tivoli Key Lifecycle | https://iww | A-IBM-SECU
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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Exposure Manager 3.0.1 and 4.0 w.ibm.com/s | 190820/253
could disclose sensitive upport/page
information due to s/node/6253
responding to 781
unauthenticated HTTP
requests. IBM XForce ID:
184180.
CVE ID : CVR2020-4573
IBM Tivoli Key Lifecycle
Manager does not require
that users should have
Weak strong passwords by https:/fww
Password 903Ul 20 . default, which makes it \l'JV"bg:Joam/: A-IBM-SECU
Requirement easier for attackers to fp y /%2%3 190820/254
s compromise user s/hode
accounts. IBM X-orce ID: 781
184181.
CVE ID .CVE2020-4574
filenet_content_manager
IBM FileNet Content
Manager 5.5.3 and 5.5.4 is
vulnerable to crosssite
Improper scripting. This
Neutralizatio vulnerability allows users
n of Input to embed arbitrary hitps:/iww
During Web JavaScript code in the Wek w.ibm.com/s A-IBM-FILE-
Page 23-Juk20 8.5 Ul thus altering the U/pp(;rt//%EZ%z 190820/255
Generation intended functionality s/hode
(‘Cross-site potentially leading to 453
Scripting’) credentials disclosure
within a trusted session.
IBM X-Force ID: 181227.
C\E ID : CVE2020-4447
websphere_application_server
Deserializati /IA\BleebSpgere 20 8.0 httpS//WW
on of 17-1uL20 8';'0 'Ca(;";r‘o er;‘?.r | wibm.com/s | ABM-WEBS
Untrusted ) ’ljn I Otra Itlina upport/page 190820/256
Data could allow a remote 5
attacker to execute s/node/6250
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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arbitrary code on a system| 059
with a specially-crafted
sequence of serialized
objects over the SOAP
connector. IBM XForce ID:
181489.
CVE ID : CVR020-4464
maximo_asset_management
IBM Maximo Asset
Management 7.6.0.1 and
7.6.0.2 is vulnerable to an
XML External Entity
Imprqur Injection (XXE) attack
Restriction when processing XML htt_ps://ww
of XML data. A remote attacker w.ibm.com/s A-IBM-MAX
E);’f[i;nal 29-Jul20 6.4 | ould exp!oit this z/p;p;c;rg/%z;gsz 190820/257
vulnerability to expose
Reference sensitive information or 953
(XXE) consume memory
resources. IBM Xrorce ID:
181484.
CVE ID : CVR2020-4463
intelligent_operations_center
IBM Intelligent Operations
Center for Emergency
Management, Intelligent
Operations Center (I10C),
Improper and IBM Water Operations
Neutralizatio i
nof I vinerablo (o rosssite | TP
During W inti ' ' ' A-IBM-INTE-
Pdeg eb 28-Jul20 3.5 \S/Elnnp:rr;%ili-:hls upport/page 190820/258
. y allows users | o/n4de/6253
Generation to embed arbitrary 205
(‘Crosssite JavaScript code in the Wek
Scripting) Ul thus altering the
intended functionality
potentially leading to
credentials disclosure
within a trusted session.
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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IBM X-Force ID: 177355.
CVE ID : CVR020-4317
IBM Intelligent Operations
Center for Emergency
Management, Intelligent
Operations Center (I10C),
and IBM Water Operations
Improper for Waternamics are
Neutralizatio vulnerable to crosssite
n of Input scripting. This htt';t))s://ww )
During Web 28.3UL20 n vulnerability allows users \l’JV" m./com S A-IBM-INTE-
Page . to embed arbitrary pport/page 190820/259
Generation JavaScript code in the WeQ s/node/6253
(‘'Crosssite Ul thus altering the 297
Scripting’) intended functionality
potentially leading to
credentials disclosure
within a trusted session.
IBM X-Force ID: 177356.
CVE ID : CVR020-4318
intelligent_operations_center_for_emergency _management
IBM Intelligent Operations
Center for Emergency
Management, Intelligent
Operations Center (I10C),
and IBM Water Operations
Improper for Waternamics are
Neutralizatio vulnerable to crosssite
n of Input scripting. This htt_rt))s://ww )
During Web | o - vulnerability allows users ‘l'JV" m';/com S | AIBM-INTE-
Page ' to embed arbitrary pporipage 190820/260
Generation JavaScript code in the Wek sinodef6253
(‘Cross-site Ul thus alteringthe 295
Scripting’) intended functionality
potentially leading to
credentials disclosure
within a trusted session.
IBM X-Force ID: 177355.
CVE ID : CVR020-4317
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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IBM Intelligent Operations
Center for Emergency
Management, Intelligent
Operations Center (I10C),
and IBM Water Operations
|mproper for Waternamics are
Neutralizatio vulnerable to crosssite
n of Input scripting. This htt_ES://WW )
During Web | o - vulnerability allows users \3“ m:/:om S | ACIBM-INTE-
Page ' to embed arbitrary pport/page 190820/261
Generation JavaScript code in the Wep S/node/6253
(‘Crosssite Ul thus altering the 297
Scripting’) intended functionality
potentially leading to
credentials disclosure
within a trusted session.
IBM X-Force ID: 177356.
CVE ID : CVR2020-4318
water_operations_for_waternamics
IBM Intelligent Operations
Center for Emergency
Management,ntelligent
Operations Center (I0C),
and IBM Water Operations
Improper for Waternamics are
Neutralizatio vulnerable to crosssite
n of Input scripting. This htt.[;s:llww )
During Web 283Ul 20 a5 vulnerability allows users \l’JV" mélcom S A-IBM-WATE-
Page . to embed arbitrary pportipage 190820/262
Generation JavaScript code in the WeQ $/node/6253
(‘'Crosssite Ul thus altering the 295
Scripting’) intended functionality
potentially leading to
credentials disclosure
within a trusted session.
IBM X-Force ID: 177355.
CVE ID : CVR020-4317
Improper IBM Intelligent Operations | https://ww A-IBM-WATE-
Neutralizatio | 28-Jut20 3.5 | Center for Emergency w.ibm.com/s | 190820/263
n of Input Management, Intelligent upport/page
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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During Web
Page
Generation
('Cross-site
Scripting’)

Operations Center (I10C),
and IBM Water Operations
for Waternamics are
vulnerable to crosssite
scripting. This

vulnerability allows users
to embed arbitrary
JavaScript code in the Wek
Ul thus altering the
intended functionality
potentially leading to
credentials disclosure
within a trusted session.
IBM X-Force ID: 177356.

CVE ID : CVR2020-4318

s/node/6253

297

marketing_operations

Download of
Code
Without
Integrity
Check

20-Jul20

5.5

Using HCL Marketing
Operations 9.1.2.4, 10.1.x,
11.1.0.x, a malicious
attacker could download
files from the RHEL
environment by doing
somemaodification in the
link, giving the attacker
access to confidential
information.

CVE ID : CVR2020-4125

N/A

A-IBM-MARK-
190820/264

publishing_en

gine

N/A

16-Jul20

4.3

IBM Publishing Engine
6.0.6, 6.0.6.1, and 7.0 does
not set the secure attribute
on authorization tokens or
session cookies. Attackers
may be able to get the
cookie values by sending &
http:// link to a user or by
planting this link in a site
the user goedo. The

cookie will be sent to the

https://ww

w.ibm.com/s
upport/page
s/node/6249

131

A-IBM-PUBI-
190820/265

| CVSS Scoring Scaln
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insecure link and the
attacker can then obtain
the cookie value by
snooping the traffic. IBM
X-Force ID: 177354.

CVE ID : CVR2020-4316

rational_publis hing_engine

N/A

16-Jut20

4.3

IBM Publishing Engine
6.0.6, 6.0.6.1, and 7.0 does
not set the secure attribute
on authorization tokens or
session cookies. Attackers
may be able to get the
cookie values by sending &
http:// link to a user or by
planting this link in a site
the user goes to. The
cookie will be sent to the
insecure link and the
attacker can then obtain
the cookie value by
snooping the traffic. IBM
X-Force ID: 177354.

CVE ID : CVR2020-4316

https://ww
w.ibm.com/s
upport/page
s/node/6249
131

A-IBM-RATFH
190820/266

verify _gatewa

<

Cleartext
Storage of
Sensitive
Information

22-Juk20

Insecure
Storage of
Sensitive
Information

22-Jut20

[ VS Scoring Sca|OEININEANNES] 5 |

IBM Verify Gateway (IVG)
1.0.0 and 1.0.1 stores
highly sensitive
information in cleartext
that could beobtained by a
user. IBM XForce ID:
179004.

CVE ID : CVE2020-4369

https://ww
w.ibm.com/s
upport/page
s/node/6251
285

A-IBM-VER}
190820/267

IBM Verify Gateway (IVG)
1.0.0 and 1.0.1 contains
sensitive information in
leftover debug code that
could be used aid a local

user in further attacks

https://ww
w.ibm.com/s
upport/page
s/node/6251
287

A-IBM-VER}
190820/268

45 | 56 |

67 |
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against the system. IBM X
Force ID: 179008.
CVE ID : CVR020-4371
IBM Verify Gateway (IVG)
1.0.0 and 1.0.1 stores user| https://ww
ici credentials in plain in clear| yy.
Insufficiently _ p w.ibm.com/s AIBM-VER}
Protected 22-Juk20 text which can be read by & uypport/page 190820/269
Credentials local user. IBM Xrorce ID: | s/node/6251
179009 289
CVE ID : CVR2020-4372
IBM Verify Gateway (IVG)
1.0.0 and 1.0.1 contains
hard-coded credentials,
such as a password or
cryptographic key, which | NEtPS//ww
Use of Hard it uses for its own inbound w.ibm.com/s A-IBM-VER}
coded | 22-Juk20 7.5 authentication, outbound upport/page 190820/270
Credentials communication to external sinodef6251
components, or encryption 291
of internal data. IBM X
Force ID: 179266.
CVE ID : CVR2020-4385
IBM Veify Gateway (IVG)
1.0.0 and 1.0.1 transmits
sensitive information in https://ww
_IC_:Iearte).(t _ plain text which could be | w.ibm.com/s AIBM.VERL
rafn ;mlsgl_o 22-Juk20 4.3 |obtained by an attacker | upport/page 1;9 03 2;) by
no en.smve using man in the middle s/node/6251
Information techniques. IBM XForce 321
ID: 179428.
CVE ID : CVR2020-4397
IBM Verify Gateway (IVG)
1.0.0 and 1.0.1 could allow| https://ww
an authenticated userto | w.ibm.com/s A IBM-VERF
N/A 22-Juk20 4 send malformed requests | upport/page
. . 190820/272
to cause a denial of service s/node/6251
against the server. IBM X | 323
Force ID: 179176.
[ cvss Scoring Scal{ IR0 G228 34 [ 45 [ 56 [ 67 [ 78 [eo |SHON
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CVE ID : CVR020-4399
IBM Verify Gateway (IVG)
1.0.0 and 1.0.1 uses an
inadequate account https://ww
Insufficiently lockout setting that could | w.ibm.com/s AIBM.VERL
Protected 22-Juk20 5 allow aremote attacker to | ypport/page 190820/273
Credentials brute force account s/node/6251
credentials. IBM XForce 279
ID: 179478.
CVE ID : CVER2020-4400
IBM Verify Gateway (IVG)
1.0.0 and 10.1 could _
Information disclose potentially htt.ps./ Ao
Exposure sensitive information to an w.ibm.com/s A-IBM-VER}
Through Log 27-Juk20 4 authenticated user due to upport/page 190820/274
Files world readable log files. s/inode/6252
IBM X-Force ID: 179484, | 479
CVE ID : CVER2020-4405
gradar_advisory
The IBM QRadar Advisor
1.1 through 2.5.2 with
Watson App for IBM
QRadar SIEM does not https://ww
ici adequately mask all i
Insufficiently q y SK 8 w.ibm.com/s A-IBM-QRAD
Protected 27-Juk20 passwords during input, | upport/page 190820275
Credentials which could be obtained | s/node/6252
by a physical attacker 401
nearby. IBM XForce ID:
179536.
CVE ID : CVE2020-4408
sterling_external_authentication_server
Improper IBM Sterling External https://ww
Restriction Authentication Server w.ibm.com/s
;z(él\r/lnl_al L1020 o 6.0.1, 6.0.0, 2.4.3.2., and | upport/page | A |BM-STER
_ : 2.4.2 and IBM Sterling sinode/6249 | 190820/276
Entity Secure Proxy 6.0.1, 6.0.0, | 317,
Reference 3.4.3,and 3.4.2 are https://ww
('XXE') vulnerable to an XML w.ibm.com/s
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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External Entity Injection upport/page
(XXE) attack when s/node/6249
processing XML data. A 331
remote attacker could
exploit this vulnerability to
expose sensitive
information or consume
memory resources. IBM X
Force ID: 181482.
CVE ID : CVR2020-4462
sterling_secure_proxy
IBM Sterling External
Authentication Server
6.0.1, 6.0.0, 2.4.3.2, and
2.4.2 and IBM Sterling
Secure Proxy 6.0.1, 6.0.0, htt_ps://ww
Improper 3.4.3, and3.4.2 are w.ibm.com/s
Restriction vulnerable to an XML upport/page
of XML External Entity Injection sinode/6249
External 16-Jut20 6.4 | (XXE) attack when 317, AIBM-STER
Entity processing XML data. A htt_ps://ww 190820/277
Reference remote attacker could w.ibm.com/s
('XXE") exploit this vulnerability to upport/page
expose sensitive sinode/6249
information or consume 331
memory resources. IBM X
Force ID: 181482.
CVE ID : CVR2020-4462
icegram
email_subscribers \ & newsletters
Crosssite request forgery
in lcegram Email
CrossSite Subs_,cribers & Newsletters | https://ww
Request Plugin for WordPress W.tenab!e.co AICEEMAL
Forgery 17-Jut20 4.3 | v4.4.8 allows a remote m/security/r 190820/278
(CSRF) attagker to _f.er?d forged esearch/tra-
emails by tricking 2020-44-0
legitimate users into
clicking a crafted link.
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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CVE ID : CVR020-5767
Improper Neutralization of
Improper Special Elements used in
Neutralizatio an SQL Command (‘'SQL
n of Special Injection’) in Icegram https://ww
El Email Subscribers & 1 le.
emgnts N | o w enab.e co AICEEMAL
used in an 17-Juk20 4 ewsletters Plugin for m/security/r 190820/279
SQL WordPress v4.4.8 allows a| esearch/tra-
Command remote, authenticated 2020-44-0
('SQL attacker to determine the
Injection’) value of database fields.
CVE ID : CVR2020-5768
Iconics
energy_analytix
A specially crafted
communication packet
sent to the affected devices
could allow remote code
execution and a denialof-
service condition due to a
deserialization https://us -
vulnerability. This issue Certlcisa_gov/
affects: MitsubishiElectric | jcs/advisorie
Deserializati MC Works64 version slicsa-20-
on of 163420 . 4.02C (10.95.208.31) and | 170-02,, A-ICOENER
Untrusted = | earlier, all versions; https://lus - | 190820/280
Data Mitsubishi Electric MC Certlcisa_gov/
Works32 version 3.00A ics/advisorie
GenBroker64, Platform 170-03
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR020-12007
Deserializati A specially crafted https://us - A-ICOENER
on of 16-Jut20 5 communication packet cert.cisa.gov/ | 190g20/281
Untrusted sent to the affected device | ics/advisorie
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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Data

could cause a deniabf-
service condition due to a
deserialization
vulnerability. This affects:
Mitsubishi Electric MC
Works64 Version 4.02C
(10.95.208.31) and earlier,
all versions; Mitsubishi
Electric MC Works32
Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

CVE ID : CVE2020-12009

slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
or allow remote code
execution. This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBioker32 version 9.5
and prior.

CVE ID : CVR2020-12011

N/A

A-ICOENER
190820/282

Improper
Control of

16-Jul20

6.4

A specially crafted WCF
client that interfaces to the

https://us -
cert.cisa.gov/

A-ICOENER
190820/283

| CVSS Scoring Scaln
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Generation may allow the execution of | ics/advisorie
of Code certain arbitrary SQL slicsa-20-
(‘'Code commands remotely. This | 170-02,
Injection’) affects: Mitsubishi Electric | https://us -

MC Works64 Version cert.cisa.gov/

4.02C (10.95.208.31) and | ics/advisorie

earlier, all versions; slicsa-20-

Mitsubishi Electric MC 170-03

Works32 Vasion 3.00A

(9.50.255.02); ICONICS

GenBroker64, Platform

Services, Workbench,

FrameWorX Server v10.96

and prior; ICONICS

GenBroker32 v9.5 and

prior.

CVE ID : CVR020-12013

A specially crafted

communication packet

sent to the affected

systems could cause a

denial-of-service condition

due to improper https://ww

deserialization. This issue | W-US

affects: Mitsubishi Electric cert..gm.// 'CS_’/

o MC Works64 version advisoriesfic

Deserializati 4.02C (10.95.208.31) and sa20-170-
on of 16-Juk20 earlier, all versions; 02, A-ICOENER
Untrusted Mitsubishi Electric MC https://ww 190820/284
Data Works32 version 3.00A w.us- .

(9.50.255.02); ICONICS | Cert-goviics/

GenBroker64, Platform advisories/ic

Services, Workbench, $&-20-170-

FrameWorX Server 03

version 10.96 and prior;

ICONICS GenBroker32

version 9.5 and prior.

CVE ID : CVR020-12015
facility_analytix

[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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A specially crafted
communication packet
sent to the affected devices
could allow remote code
execution and a denialof-
service condition due to a
deserialization https://us -
vulnerability. This issue cert.cisa.gov/
affects: Mitsubishi Electric ics/advisorie
Deserializati MC Works64 version slicsa-20-
on of 16.3uL20 o 4.02C (10.95.208.31) and | 170-02,, A-ICOFACH
Untrusted = | earlier, all versions; https://us - | 190820/285
Data Mitsubishi Electric MC cert.cisa.gov/
Works32 version 3.00A ics/advisorie
(9.50.255.02); ICONICS | g/icsa-20-
GenBroker64, Platform 170-03
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroka2
version 9.5 and prior.
CVE ID : CVR2020-12007
A specially crafted
communication packet
sent to the affected device
could cause a deniabf-
service condition due to a https:/us -
deserialization cert.cisa.gov/
vulnerability. This affects: | ;.</5qvisorie
Deserializati Mitsubishi Electric MC s/icsa-20-
on of Works64 Version 4.02C 170-02 A-ICOEACH
Untrusted | To9UF20 5 | (10.95.208.31) and earlier, | uoc s - | 1908201286
Data all versions; Mitsubishi cert.cisa.gov/
Electric MC Works2 ics/advisorie
Version 3.00A s/icsa-20-
(9.50.255.02); ICONICS 170-03
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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prior.
CVE ID : CVR2020-12009

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
or allow remote code
execution. This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBroker32 version 9.5
and prior.

CVE ID : CVR2020-12011

N/A

A-ICOFACH
190820/287

Improper
Control of
Generation
of Code
(‘'Code
Injection’)

16-Jut20

6.4

A specially crafted WCF
client that interfaces to the
may allow the execution of
certain arbitrary SQL
commands remotely. This
affects: Mitsubishi Electric
MC Works64 Version
4.02C (10.95.208.31) and
earlier, all versions;
Mitsubishi Electric MC
Works32 Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platfom
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
s/icsa-20-
170-03

A-ICOFACH
190820/288

| CVSS Scoring Scaln
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CVE ID : CVR020-12013
A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
due to improper https:/iww
deserialization. This issue | W-Y5 _
affects: Mitsubishi Electric | C€"t-gov/ics/
S MC Works64 version advisories/ic
Deserializati 4.02C(10.95.208.31) and sa20-170-
on of 16-Juk20 5 earlier, all versions; 02, A-ICOFACEH
Untrusted Mitsubishi Electric MC https://ww 190820/289
Data Works32 version 3.00A w.us- _
(9.50.255.02); ICONICS | Cert-goviics/
GenBroker64, Platform advisories/ic
Services, Workbench, sa20-170-
FrameWorX Server 03
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR020-12015
genesis64
A specially crafted
communication packet
sent to the affected devices
could allow remote code https:/ /us -
execution and a denialof- cert.cisa.gov/
service condition due to a ics/advisorie
Deserializati deseriali;?dtion o slicsa-20-
o 169020 |78 aitecs: Mitwubish lectic | 002 | AICOGENE
Untrusted ' ' https://us - 190820/290
Data MC Works64 version cert.cisa.gov/
4.02C (10.95.208.3)and | i.s/advisorie
earlier, all versions; sficsa-20-
Mitsubishi Electric MC 170-03
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.

CVE ID : CVE2020-12007

Deserializati
on of
Untrusted
Data

16-Jut20

A specially crafted
communication packet
sent to the affected device
could cause aenial-of-
service condition due to a
deserialization
vulnerability. This affects:
Mitsubishi Electric MC
Works64 Version 4.02C
(10.95.208.31) and earlier,
all versions; Mitsubishi
Electric MC Works32
Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platbrm
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

CVE ID : CVE2020-12009

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

A-ICOGENE
190820/291

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
or allow remote code
execution.This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform

N/A

A-ICOGENE
190820/292

| CVSS Scoring Scaln
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBroker32 verson 9.5
and prior.
CVE ID : CVR020-12011
A specially crafted WCF
client that interfaces to the
may allow the execution of
certain arbitrary SQL
commands remotely. This
affects: Mitsubishi Electric | MtPS//us -
MC Works64 Version f:ert.C|s§.ggv/
Improper 4.02C (10.95.208.31) and | 'cS/advisorie
Control (?f earlier, all versions; sficsa-20-
Generation 16-Juk20 6.4 | Mitsubishi Electric MC 170-02, A-ICOGENE
of Code Works32 Version 3.00A https:{/us - 190820/293
(Code (9.50.255.02); ICONICS | Cert-cisa.gov/
Injection’) GenBroker64, Platform |c_s/adV|sor|e
Services, Workbench, sficsa-20-
FrameWorX Server v10.96| 170-03
and prior; ICONICS
GenBroker32 v9.5 and
prior.
CVE ID : CVR020-12013
A specially crafted
communication packet https://ww
sent to the affected W.US-
systems could cause a cert.goviics/
denial-of-service condition advisories/i c
Deserializati due to improper $a-20-170-
on of deserialization. This issue | 5, A ICOGENE
16-Jut20 5 affects: Mitsubishi Electric | ...
Untrusted https://ww 190820/294
Data MC Works64 version W.US-
4.02C (10.95.208.31) and cert.goviics/
earlier, all versions; advisories/ic
Mitsubishi Electric MC $320-170-
Works32 version 3.00A 03
(9.50.255.02); ICONICS
GenBroker64, Platform
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR020-12015
hyper_historian
A specially crafted
communication packet
sent to the affected devices
could allow remote code
execution and a denialof-
service condition due to a
deserialization https://us -
vulnerability. This issue cert.cisa.gov/
affects: Mitsubishi Electric | jcs/advisorie
Deserializati MC Works64 version slicsa-20-
on of 163Ul 20 s 4.02C (10-95-2_08-31) and | 170-02,, A-ICOHYPE
Untrusted = | earlier, all versions; https://us - | 190820/295
Data Mitsubishi Electric MC Certlcisa_gov/
Works32 version 3.00A ics/advisorie
(9.50.255.02); ICONCS s/licsa-20-
GenBroker64, Platform 170-03
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR020-12007
A specially crafted https:/us -
communication packet cert.cisa.gov/
sent to the affected device ics/advisorie
Deserializati could cause a deniabf- s/icsa-20-
on of service condition due to a 170-02, A-ICOHYPE
Untrusted 16-Juk20 ° deserialization https://us - 190820/296
Data vulnerability. This affects: cert.cisa.gov/
Mitsubishi Electric MC ics/advisorie
Works64 Version 4.02C s/icsa-20-
(10.95.208.31) and earlier, 170-03
all versions; Mitsubishi
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

Electric MC Works32
Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior .

CVE ID : CVE2020-12009

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to theaffected
systems could cause a
denial-of-service condition
or allow remote code
execution. This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker&4, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBroker32 version 9.5
and prior.

CVE ID : CVR2020-12011

N/A

A-ICOHYPE
190820/297

Improper
Control of
Generation
of Code
(‘'Code
Injection’)

16-Jut20

6.4

A specially crafted WCF
client that interfaces to the
may allow the execution of
certain arbitrary SQL
commands remotely. This
affects: Mitsubishi Electric
MC Works64 Version
4.02C (10.95.208.31) and
earlier, all versions;
Mitsubishi Electric MC

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

A-ICOHYPE
190820/298

| CVSS Scoring Scaln

23 |
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Works32 Vasion 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.
CVE ID : CVR020-12013
A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
due to improper https:/iww
deserialization. This issue | W-US _
affects: Mitsubishi Electric | c&t-gov/ics/
S MC Works64 version advisoriesfic
Deserializat 4.02C (10.95.208.31) and | $&20-170-
on of 16-Juk20 5 earlier, all versions; 02, A-ICOHYPE
Untrusted Mitsubishi Electric MC https://ww 190820/299
Data Works32 version 3.00A W.us .
(9.50.255.02); ICONICS | Cert-goviics/
GenBroker64, Platform advisoriesfic
Services, Workbench, sa20-170-
FrameWorX Server 03
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR2020-12015
mobilehmi
A specially crafted https:/ /us -
communication packet cert.cisa.gov/
Deserializati sent to the affected deviceg ics/advisorie
on of could allow remote code | s/icsa-20- A-ICOMOBLE
Untrusted 16-Jut20 7.5 | execution and a deniabf- | 170-02,, 190820/300
Data service condition due to a | https://us -
deserialization cert.cisa.gov/
vulnerability. This issue ics/advisorie
affects: Mitsubishi Electric | s/icsa-20-
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

MC Works64 version
4.02C (10.95.208.3) and
earlier, all versions;
Mitsubishi Electric MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.

CVE ID : CVR2020-12007

170-03

Deserializati
on of
Untrusted
Data

16-Jut20

A specially crafted
communication packet
sent to the affected device
could cause aenial-of-
service condition due to a
deserialization
vulnerability. This affects:
Mitsubishi Electric MC
Works64 Version 4.02C
(10.95.208.31) and earlier,
all versions; Mitsubishi
Electric MC Works32
Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platbrm
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

CVE ID : CVE2020-12009

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

A-ICOMOBL
190820/301

Out-of-
bounds
Write

16-Jul20

7.5

A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
or allow remote code

N/A

A-ICOMOBF
190820/302

| CVSS Scoring Scaln
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

execution.This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBroker32 verson 9.5
and prior.

CVE ID : CVR2020-12011

Improper
Control of
Generation
of Code
('Code
Injection’)

16-Jut20

6.4

A specially crafted WCF
client that interfaces to the
may allow the execution of
certain arbitrary SQL
commands remotely. This
affects: Mitsubishi Electric
MC Works64 Version
4.02C (10.95.208.31) and
earlier, all versions;
Mitsubishi Electric MC
Works32 Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

CVE ID : CVR2020-12013

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

A-ICOMOBL
190820/303

Deserializati
on of
Untrusted
Data

16-Jul20

A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
due to improper
deserialization. This issue

https://ww
WATES
cert.gov/ics/
advisories/ic
sa20-170-
02,
https://ww

A-ICOMOBL
190820/304

| CVSS Scoring Scaln

23 |
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
affects: Mitsubishi Electric | w.us-
MC Works64 version cert.gov/ics/
4.02C (10.95.208.31) and | advisoriesl/ic
earlier, all versions; sa20-170-
Mitsubishi Electric MC 03
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR2020-12015
quality _analytix
A specially crafted
communication packet
sent to the affected deviceg
could allow remote code
execution and a denialof-
service condition due to a
deserialization https://us -
vulnerability. This issue cert.cisa.gov/
affects: Mitsubishi Electric ics/advisorie
Deserializati MC Works64 version slicsa-20-
on of 1634120 e 4.02@ (10.95.2.08.31) and | 170-02,, A-ICOQUAL:
Untrusted ' earlier, all versions; https://us - | 190820/305
Data Mitsubishi Electric MC Cert_cisa_gov/
Works32 version 3.00A ics/advisorie
(9.50.255.02); ICONCS slicsa-20-
GenBroker64, Platform 170-03
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR2020-12007
Deserializati A specially crafted https://us - A-ICOQUAL
on of 16-Jut20 S communication packet cert.cisa.gov/ | 190820/306
Untrusted sent to the affected device | ics/advisorie
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

Data

could cause a deniabf-
service condition due to a
deserialization
vulnerability. This affects:
Mitsubishi Electric MC
Works64 Version 4.02C
(10.95.208.31) and earlier,
all versions; Mitsubishi
Electric MC Works32
Version 3.00A
(9.50.255.02); ICONICS
GenBroker64 Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

CVE ID : CVE2020-12009

slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
or allow remote code
execution.This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBroker32 verson 9.5
and prior.

CVE ID : CVR2020-12011

N/A

A-ICOQUAL:
190820/307

Improper
Control of

16-Jul20

6.4

A specially crafted WCF
client that interfaces to the

https://us -
cert.cisa.gov/

A-ICOQUAL:
190820/308

| CVSS Scoring Scaln
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Generation may allow the execution of | ics/advisorie
of Code certain arbitrary SQL slicsa-20-
(‘'Code commands remotely. This | 170-02,
Injection’) affects: Mitsubishi Electric | https://us -

MC Works64 Version cert.cisa.gov/

4.02C (10.95.208.31) and | ics/advisorie

earlier, all versions; slicsa-20-

Mitsubishi Electric MC 170-03

Works32 Version 3.00A

(9.50.255.02); ICONICS

GenBroker64, Platform

Services, Workbench,

FrameWorX Server v10.96

and prior; ICONICS

GenBroker32 v9.5 and

prior.

CVE ID : CVR020-12013

A specially crafted

communication packet

sent to the affected

systems could cause a

denial-of-service condition

due to improper https://ww

deserialization. This issue | W-US

affects: Mitsubishi Electric cert..gm.// 'CS_’/

o MC Works64 version advisoriesfic

Deserializati 4.02C (10.95.208.31) and | S&-20-170-
on of 16-Juk20 earlier, all versions; 02, A-ICOQUAL
Untrusted Mitsubishi Electric MC https://ww 190820/309
Data Works32 version 3.00A w.us- .

(9.50.255.02); ICONICS | Cert-goviics/

GenBroker64, Platform advisories/ic

Services, Workbench, $&-20-170-

FrameWorX Server 03

version 10.96 and prior;

ICONICS GenBroker32

version 9.5 and prior.

CVE ID : CVR020-12015
smart_energy_analytix

[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
A specially crafted
communication packet
sent to the affected devices
could allow remote code
execution and a denialof-
service condition due to a
deserialization https://us -
vulnerability. This issue cert.cisa.gov/
affects: Mitsubishi Electric ics/advisorie
Deserializati MC Works64 version slicsa-20-
on of 16.3uL20 o 4.02C (10.95.208.31) and | 170-02,, A-ICOSMAR
Untrusted = | earlier, all versions; https://us - | 190820/310
Data Mitsubishi Electric MC cert.cisa.gov/
Works32 version 3.00A ics/advisorie
(9.50.255.02);ICONICS slicsa-20-
GenBroker64, Platform 170-03
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR2020-12007
A specially crafted
communication packet
sent to the affected device
could cause a deniabf-
service condition due to a https:/us -
deserialization cert.cisa.gov/
vulnerability. This affects: | ;.</5qvisorie
Deserializati Mitsubishi Electric MC s/icsa-20-
on of Works64 Version 4.02C 170-02 A-ICOSMAR
Untrusted | To9UF20 5 | (10.95.208.31) and earlier,| pyoc s - | 190820/311
Data all versions; Mitsubishi cert.cisa.gov/
Electric MC Works32 ics/advisorie
Version 3.00A s/icsa-20-
(9.50.255.02); ICONICS 170-03
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

prior.
CVE ID : CVR2020-12009

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to theaffected
systems could cause a
denial-of-service condition
or allow remote code
execution. This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker&4, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBroker32 version 9.5
and prior.

CVE ID : CVR2020-12011

N/A

A-ICOSMAR
190820/312

Improper
Control of
Generation
of Code
(‘'Code
Injection’)

16-Jut20

6.4

A speciallycrafted WCF
client that interfaces to the
may allow the execution of
certain arbitrary SQL
commands remotely. This
affects: Mitsubishi Electric
MC Works64 Version
4.02C (10.95.208.31) and
earlier, all versions;
Mitsubishi Electric MC
Works32 Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

A-ICOSMAR
190820/313

| CVSS Scoring Scaln

23 |
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
CVE ID : CVR020-12013
A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
due to improper https:/iww
deserialization. This issue | W-Y5 _
affects: Mitsubishi Electric | C€"t-gov/ics/
S MC Works64 version advisories/ic
Deserializati 4.02C (10.95.208.31) and sa20-170-
on of 16-Juk20 5 earlier, all versions; 02, A-ICOSMAR
Untrusted Mitsubishi Electric MC https://ww 190820/314
Data Works32 version 3.00A w.us- _
(9.50.255.02); ICONICS | Cert-goviics/
GenBroker64, Platform advisories/ic
Services, Workbench, sa20-170-
FrameWorX Server 03
version 10.96 and prior;
ICONICS5enBroker32
version 9.5 and prior.
CVE ID : CVR020-12015
bizviz
A specially crafted
communication packet
sent to the affected devices
could allow remote code https:/ /us -
execution and a denialof- cert.cisa.gov/
service condition due to a ics/advisorie
Deserializati deseriali;?dtion o slicsa-20-
o 169020 |75 | tecs: itaubish octic | 00 | A1C0BIZY
Untrusted ' ' https://us - 190820/315
Data MC Works64 version cert.cisa.gov/
4.02C (10.95.208.3)and | i.s/advisorie
earlier, all versions; sficsa-20-
Mitsubishi Electric MC 170-03
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.

CVE ID : CVE2020-12007

Deserializati
on of
Untrusted
Data

16-Jut20

A specially crafted
communication packet
sent to the affected device
could cause a deniabf-
service condition due to a
deserialization
vulnerability. This affects:
Mitsubishi Electric MC
Works64 Version 4.02C
(10.95.208.31) and earlier,
all versions; Mitsubishi
Electric MC Works32
Version 3.00A
(9.50.255.02); ICONICS
GenBroker64 Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

CVE ID : CVE2020-12009

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

A-ICOBIZV-
190820/316

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
or allow remote code
execution.This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform

N/A

A-ICOBIZV-
190820/317

| CVSS Scoring Scaln

23 |
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBroker32 verson 9.5
and prior.
CVE ID : CVR020-12011
A specially crafted WCF
client that interfaces to the
may allow the execution of
certain arbitrary SQL
commands remotely. This
affects: Mitsubishi Electric | MtPS//us -
MC Works64 Version f:ert.C|s§.ggv/
Improper 4.02C (10.95.208.31) and | 'cS/advisorie
Control (?f earlier, all versions; sficsa-20-
Generation 16-Juk20 6.4 | Mitsubishi Electric MC 170-02, A-ICOBIZV-
of Code Works32 Version 3.00A https:{/us - 190820/318
(Code (9.50.255.02); ICONICS | Cert-cisa.gov/
Injection’) GenBroker64, Platform |c_s/adV|sor|e
Services, Workbench, sficsa-20-
FrameWorX Server v10.96| 170-03
and prior; ICONICS
GenBroker32 v9.5 and
prior.
CVE ID : CVR020-12013
A specially crafted
communication packet https://ww
sent to the affected W.US-
systems could cause a cert.goviics/
denial-of-service condition advisories/i c
Deserializati due to improper $a-20-170-
on of deserialization. This issue | 5, A-ICOBIZV-
16-Jut20 5 affects: Mitsubishi Electric | ...
Untrusted https://ww 190820/319
Data MC Works64 version W.US-
4.02C (10.95.208.31) and cert.goviics/
earlier, all versions; advisories/ic
Mitsubishi Electric MC $320-170-
Works32 version 3.00A 03
(9.50.255.02); ICONICS
GenBroker64, Platform
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR020-12015
genesis32
A specially crafted
communication packet
sent to the affected devices
could allow remote code
execution and a denialof-
service condition due to a
deserialization https://us -
vulnerability. This issue cert.cisa.gov/
affects: Mitsubishi Electric | jcs/advisorie
Deserializati MC Works64 version slicsa-20-
on of 163Ul 20 s 4.02C (10-95-2_08-31) and | 170-02,, A-ICOGENE
Untrusted = | earlier, all versions; https://us - | 190820/320
Data Mitsubishi Electric MC Certlcisa_gov/
Works32 version 3.00A ics/advisorie
(9.50.255.02); ICONCS s/licsa-20-
GenBroker64, Platform 170-03
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR020-12007
A specially crafted https:/us -
communication packet cert.cisa.gov/
sent to the affected device ics/advisorie
Deserializati could cause a deniabf- s/icsa-20-
on of service condition due to a 170-02, A-ICOGENE
Untrusted 16-Juk20 ° deserialization https://us - 190820/321
Data vulnerability. This affects: cert.cisa.gov/
Mitsubishi Electric MC ics/advisorie
Works64 Version 4.02C s/icsa-20-
(10.95.208.31) and earlier, 170-03
all versions; Mitsubishi
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Electric MC Works32
Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior .

CVE ID : CVE2020-12009

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to theaffected
systems could cause a
denial-of-service condition
or allow remote code
execution. This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker&4, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBroker32 version 9.5
and prior.

CVE ID : CVR2020-12011

N/A

A-ICOGENE
190820/322

Improper
Control of
Generation
of Code
(‘'Code
Injection’)

16-Jut20

6.4

A specially crafted WCF
client that interfaces to the
may allow the execution of
certain arbitrary SQL
commands remotely. This
affects: Mitsubishi Electric
MC Works64 Version
4.02C (10.95.208.31) and
earlier, all versions;
Mitsubishi Electric MC

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

A-ICOGENE
190820/323
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Works32 Vasion 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.
CVE ID : CVR020-12013
A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
due to improper https:/iww
deserialization. This issue | W-Y5 _
affects: Mitsubishi Electric | C€"-9ov/ics/
S MC Works64 version advisories/ic
Deserializati 4.02C (10.95.208.31) and sa20-170-
on of 16-Juk20 5 earlier, all versions; 02, A-ICOGENE
Untrusted Mitsubishi Electric MC https://ww 190820/324
Data Works32 version 3.00A w.us- .
(9.50.255.02); ICONICS | Cert-goviics/
GenBroker64, Platform advisoriesfic
Services, Workbench, 5a-20-170-
FrameWorX Server 03
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR020-12015
ihatemoney
i_hate_money
In "I hate money" before https://githu
version 4.1.5, an b.com/spiral
Incorrect authenticated member of | -
Authorizatio | 27-Jul20 4 one project can modify and| project/ihate AdRALAA
190820/325
n delete members of another| money/secur
project, without ity/advisorie
knowledge of this other S/IGHSA
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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project's private code. This| 67j9-c52¢-
can be further exploited to | w2q9
access all bills of another
project without knowledge
of this other project's
private code. With the
default configuration,
anybody is allowed to
create a new project. An
attacker can create a new
project and then use it to
become authenticated and
exploit this flaw. As such,
the exposure is similar to
an unauthenticated attack,
because it is trivial to
become authenticated.

This is fixed in version
4.1.5.
CVE ID : CVR020-15120
indo -mars
marscode
Improper
Limitation of This affects all versions of
a Pathname package marscode. There
to a is no path sanitization in A-IND-MARS
. 25-Juk20 5 : N/A
Restricted N the path provided at 190820/326
Directory fs.readFile in index.js.
(‘Path CVE ID : CVE2020-7681
Traversal')
Inductiveautomation
ignition_gateway
The affected product is
vulnerable to an
Missin ' ' '

9 information leak, which A-IND-IGNL-
Authorizatio 31-Juk20 5 may allow an attacker to N/A 190820/327
n obtain sensitive

information on the Ignition
8 (all versions prior to
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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8.0.13).
CVE ID : CVER2020-14520
inneo
startup_tools
An issue was discovered in
INNEO Startup TOOLS
2017 M021 12.0.66.3784
through 2018 M040 httpSZ//WW
13.0.70.3804. The w.inneo.deffi
|mp_rop_er sut_srv.exe web les/content/
Limitation of application (served on TCP| produktentw
a Pathname port 85) includes user icklung/Tool
toa ' 23-Juk20 7.5 | inputinto a filesystem s-und- A-INN-STAR
R_eSt”Cted access without any further | Erweiterung 190820/328
El)lrectory validation. This might en/Startup-
(Path . allow an unauthenticated | TOOLS/INNE
Traversal’) attacker to read fileson | O.SASUT
the server via Directory 2020-01.pdf
Traversal, or possibly have
unspecified other impact.
CVE ID : CVR2020-15492
intranda
goobi_viewer_core
In GoobiViewer Core
before version 4.8.3, a path
traversal vulnerability
allows for remote https://githu
Improper attackers to access files on| b_com/intran
Limitation of the server via the da/goobi-
a Pathname application. This is limited | viewer-
toa _ 22-Juk20 4 to files accessible to the | core/securit A-INT-GOOB
Restricted application server user, eg.| y/advisories 190820/329
l?lrectory tomcat, but can potentially | /GHSA
(Path . lead to thedisclosure of 7gwWo-xqw3-
Traversal) sensitive information. The | ¢r63
vulnerability has been
fixed in version 4.8.3
CVE ID : CVR020-15124
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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jalios
jcms
** DISPUTED **
jcore/portal/ajaxPortal.jsp
Improper in Jalios JCMS 10.0.2 build
Neutralizatio 20200224104759 allows
n of Input XSS via the types
During Web 17-Juk20 4.3 | parameter. Note: It is N/A A-JAL:JCMS
Page _ asserted that this 190820/330
Claeneratlgn vulnerability is not present
(Crps§-5|lte in the standard installation
Scripting’) of Jalios JCMS.
CVE ID : CVR2020-15497
jpeg-js_project
jpeg-js
Uncontrolled resource
consumption in “jpegjs’
before 0.4.0 mayallow
Uncontrolled attacker to launch denial A-JPEJPEG
Resource | 24-Juk20 4.3 of service attacks using N/A 190820/331
Consumption specially a crafted JPEG
image.
CVE ID : CVR2020-8175
Juniper
junos
On Juniper Networks Junog
OS devices, a stream of
Improper TCP packets sent to the
Restriction Routing Engine (RE) may
of cause mbuf leak which can
. ' https://kb.]
Operations | g lead to Flexible PIC nitt|oeS;r /rﬁett)/‘JJuS AJUNJUNG
within the Concentrator (FPC) crash per. 190820/332
Bounds of a or the system to crash and| A11040
Memory restart (vmcore). This
Buffer issue can be trigged by
IPv4 or IPv6and it is
caused only by TCP
packets. This issue is not
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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related to any specific
configuration and it affects
Junos OS releases starting
from 17.4R1. However,
this issue does not affect
Junos OS releases prior to
18.2R1 when Nonstop
active routing (NSR) is
configured [edit routing-
options nonstop-routing].
The number of mbufs is
platform dependent. The
following command
provides the number of
mbufs counter that are
currently in use and
maximum number of
mbufs that can be
allocated on a platform:
user@host>show system
buffers 2437/3143/5580
mbufs in use
(current/cachef/total)

Once the device runs out 0
mbufs, the FPC crashes or
the vmcore occurs and the
device might become
inaccessible requiring a
manual restart. This issue
affects Juniper Networks
Junos 037.4 versions
prior to 17.4R2-S11,
17.4R3-S2; 18.1 versions
prior to 18.1R3-S10; 18.2
versions prior to 18.2R2
S7, 18.2R355; 18.2X75
versions prior to 18.2X75
D41, 18.2X75D420.12,
18.2X75D51, 18.2X75
D60, 18.2X75D34; 18.3

versions prior to 18.3R2
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S4, B.3R3S2; 18.4
versions prior to 18.4R%
S7, 18.4R254, 18.4R351;
19.1 versions prior to
19.1R1-S5, 19.1R251,
19.1R3; 19.2 versions
prior to 19.2R1-S5,
19.2R2; 19.3 versions
prior to 19.3R2-S3,
19.3R3; 19.4 versions
prior to 19.4R1-S2, 19.4R2]
Versions ofJunos OS prior
to 17.4R1 are unaffected
by this vulnerability.

CVE ID : CVR2020-1653

Buffer Copy
without
Checking
Size of Input
(‘'Classic
Buffer
Overflow')

17-Jul20

7.5

On Juniper Networks SRX
Series with ICAP (Internet
Content Adaptation
Protocol) redirect service
enabled, processing a
malformed HTTP message
can lead to a Denial of
Service (DoS) or Remote
Code Execution (RCE)
Continued processing of
this malformed HTTP
message may result in an
extended Denial of Service
(DoS) condition. The
offending HTTP message
that causes this issue may
originate both from the
HTTP server or the HTTP
client. This issue affects
Juniper Networks Junos Of
on SRX Series: 18.1
versions prior to 18.1R3
S9; 18.2 versions prior to
18.2R2-S7, 18.2R3S3;
18.3 versions prior to

18.3R1-S7, 18.3R254,

https://kb.ju
niper.net/JS
A11031

A-JUNJUNG
190820/333
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18.3R3-S1; 18.4 versions
prior to 18.4R1-S7,
18.4R2-S4, 18.4R3; 19.1
versions prior to 19.1R%
S5, 19.1R2; 19.2 versions
prior to 19.2R1-S2,
19.2R2; 19.3 versions
prior to 19.3R2. This issue
does not affect Juniper
Networks Junos OS prior
to 18.1R1.
CVE ID : CVR2020-1654
jupyterhub
kubespawner
https:// githu
b.com/jupyte
rhub/kubesp
In jupyterhub- awner/com
kubespawner before 0.12, | mit/3dfe870
certain usernames will be | g7f5e98e2e3
able to craft particular 98b01996ca
| server names which will fAbb1
ncorrept . : ) 6b8eff4bbld A-JURKUBE
Authorizatio | 17-Juk20 5.5 | grantthem accesstothe |, 190820/334
n default server of other https://githu
users who have matching | b.com/jupyte
usernames. This has been | rhub/kubesp
fixed in 0.12. awner/secur
CVE ID : CVE2020-15110 | ity/advisorie
S/IGHSA
v7m9-9497-
p9gr
KDE
kmail
KDE KMail 19.12.3 (aka
Cleartext 5.13.3) engages in
TransmlssI-O 27-3uk20 43 unencrypted POP3 N/A A-KDEKMAI-
n of Sensitive communication during 190820/335
Information times when the Ul
indicates that encryption
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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IS in use.
CVE ID : CVR2020-15954
kitodo
kitodo.presentation
Improper
NeLthIraIlzatlo The dIf (aka https://typo
not nput Kitodo.Presentation) 3.org/securit
During Web | ,g 5120 4.3 | extension before 3.1.2 for | y/advisoryit A-KIT-KITG-
rage TYPO3 allows XSS. ypod-extsa | 190820/336
Generation
(‘Cross-site CVE ID : CVR020-16095 | 2020-015
Scripting’)
kramdown_project
kramdown
https://githu
b.com/gettal
ong/kramdo
The kramdown gem before| W/commit/
2.3.0for Ruby processes | 108fd33c312
the template option inside Obfc6e5164b
Kramdown documents by 449e2c2fcc
Improper default, which allows 9306Tde.,
Neutralizatio unintended read access Ettps./; glt?tul
n of Special (such as .co/rkn geda
Elements in template="/etc/passwd") on? ramdo |\ rA
Output Used | 17-Juf20 7.5 | or unintended embedded | P OTPIT | KRam
by a Ruby code execution (such —“—4—""1 190820/337
Downstream as a string that begins with REL—_2—3—0’
Component template="string://<%= ). | Nttps://kram
(Injection’) NOTE:kramdown is used | down.gettalo
in Jekyll, GitLab Pages, | N9-0rg/news.
GitHub Pages, and html,
Thredded Forum. https.//secu
rity.netapp.c
CVE ID : CVE2020-14001 | Jadvisory
/ntap -
20200731-
0004/
[ cvss scoring ScallCIE2IZE 34 | 45 | 56 | 67 | 78 [eo el
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Kubernetes

kubernetes

Uncontrolled
Resource
Consumption

23-Jul20

Improper
Authenticati
on

27-Juk20

5.8

The Kubernetes kubelet
component in versions
1.1-1.16.12,1.17.61.17.8
and 1.18.01.18.5 do not
account for disk usage by &
pod which writes to its

own /etc/hosts file. The
/etc/hosts file mounted in

a pod by kubelet is not
included by the kubelet
eviction manager when
calculating ephemeral
storageusage by a pod. If g
pod writes a large amount
of data to the /etc/hosts
file, it could fill the storage
space of the node and
cause the node to fail.

CVE ID : CVR2020-8557

https://githu
b.com/kuber
netes/kuber
netes/issues
/93032

A-KUB-KUBE
190820/338

The Kubelet and kube
proxy components in
versions 1.1.01.16.10,
1.17.01.17.6, and 1.18.0
1.18.3 were found to
contain a security issue
which allows adjacent
hosts to reach TCP and
UDP services bound to
127.0.0.1 running on the
node or in the node's
network namespace. Such
a service is generally
thought to be reachable
only by other processes on
the same host, but due to
this defeect, could be
reachable by other hosts

on the same LAN as the

https://githu
b.com/kuber
netes/kuber
netes/issues
/92315

A-KUB-KUBE
190820/339
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node, or by containers
running on the same node
as the service.
CVE ID : CVR2020-8558
The Kubernetes kube
apiserver in versionsvl.6-
v1.15, and versions prior
tov1.16.13,v1.17.9 and _
URL v1.18.6 are vulnerable to https.//secu
Redirection an unvalidated redirect on rlty./n((ajta}pp.c AKUBKUBE
to Untrusted | 22-Jul20 6 proxied upgrade requests ;)m aavisory 15_90820/340
Site (‘Open that could allow an ntap -
Redirect) attacker to escalate 20200810-
privileges from a node 0004/
compromise to a full
cluster compromise.
CVE ID : CVR2020-8559
ingress -nginx
The Kubernetes ingress
nginx component prior to
version 0.28.0 allows a
user with the ability to
Externally create namespaces and to| https://githu
Controlled read and create ingress | b.com/kuber
Reference to | ,o . 1,0 49 objects to overwrite the netes/ingres | A-KUB-INGR
a Resource in | password file of another | s 190820/341
Another ingress which uses nginx/issues
Sphere nginx.ingress.kubernetes.i | /5126
o/auth -type: basic and
which has a hyphenated
namespace or secret name
CVE ID : CVR2020-8553
kubevirt
kubevirt
A flaw was found in
Improper
Privilege 29-Jul-20 6.5 | kubevirt 0.29 and earlier. | \;/a A-KUB-KUBE
Management Virtual Machine Instances 190820/342
(VMIs) can be used to gain
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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access to the host's
filesystem. Successful
exploitation allows an
attacker to assume the
privileges of the VM
process on the host
system. In worstcase
scenarios an attacker can
read and modify any file
on the system where the
VMI is running. The
highest threat from this
vulnerability is to data
confidentiality and
integrity as well as system
availability.
CVE ID : CVR2020-14316
kujirahand
konawiki
Impropgr . Crosssite scripting
Neutralizatio vulnerability in Konawiki
n Of. Input 2.2.0 and earlier allows
During Web 29-Juk20 4.3 | remote attackers to N/A A-KUIKONA
Page . execute an arbitrary script 190820/343
Generation via aspecially crafted URL.
(‘'Crosssite
Scripting’) CVE ID : CVER2020-5612
Impropgr _ Crosssite scripting
Neutralizatio vulnerability in Konawiki
n Of. Input 3.1.0 and earlier allows
During Web 29-Juk20 4.3 | remote attackers to N/A A-KUIKONA
Page _ execute an arbitrary script 190820/344
Generatpn via a specially crafted URL.,
(‘'Crosssite
Scripting’) CVE ID : CVR2020-5613
Improper Directory traversal
Limitation of | 5g9_3,120 5 vulnerability in KonaWiki | \/a A-KUIKONA
a Pathname 3.1.0 and earlier allows 190820/345
to a remote attackers to read
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Restricted arbitrary files via
Directory unspecified vectors.
(Path CVE ID : CVE2020-5614
Traversal')
Lenovo
drivers_management
ADLL search path
vulnerability was reported
in Lenovo Drivers )
Management prior to https://ikno
Untrusted |, o 5 | Version 27.11281046 that W-'e”/‘;"o-?l‘/) ALENDRI\
Search Path | <! 2| could allow an ;n'czgoeotg;g | 190820/346
authenticated user to c_ '
execute code with elevated tml
privileges.
CVE ID : CVR020-8317
An unquoted service path
vulnerability was reported
in Lenovo Drivers _
Management prior to https://ikno
Unquoted version 2.7.1128.1046 that| W-1€NoVo.Co |\ o\ oo,
Search Path | 24-Jul20 6.9 could allow an m.cn/detail/ 190820/347
or Element authenticated user to dc_190088.h
execute code withelevated tml
privileges.
CVE ID : CVER2020-8326
libetpan_project
libetpan
Improper LibEtPan through 1.9.4, as
Neutralizatio used in MailCore 2 through
n of Special 0.6.3 and other products,
Elements in has a STARTTLS buffering
i A-LIB-LIBE-
Output Used | 27-Juk20 5.8 |Issuethataffects IMAP, | \a
by a SMTP, and POP3. When a 190820/348
Downstream server sends a "begin TLS"
Component response, the client reads
(Injection’) additional data (e.g., from
a meddkr-in-the-middle
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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attacker) and evaluates it
in a TLS context, aka
"response injection."
CVE ID : CVR2020-15953
libmailcore
mailcore2
LibEtPan through 1.9.4, as
used in MailCore 2 through
0.6.3 and other products,
Improper has a STARTTLS buffering
Neutrallzgtlo issue that affects IMAP,
n of Special SMTP, and POP3. When a
Elements in server sends a "begin TLS'| A-LIB-MAIL-
Output Used | 27-Jul20 5.8 response, the client reads N/A 190820/349
by a additional data (e.g, from
Downstream a meddler-in-the-middle
Cl:ompgnelnt attacker) and evaluates it
(Injection’) in a TLS context, aka
"response injection.”
CVE ID : CVR2020-15953
librenms
librenms
Improper
Neutralizatio In LibreNMS before 1651,
n of Special an authenticated attacker
can achieve SQL Injection
Elemgnts ; Q- : ) A-LIB-LIBR-
usedinan | 21-Jut20 4 via the customoid.inc.php | N/A 190820/350
SQL device_id POST parameter
Command to ajax_form.php.
('SQL CVE ID : CVR020-15873
Injection’)
An issue was discovered in
Exposure of LibreNMS before 1.65.1. It
has insufficient access
Resource to A-LIB-LIBR-
Wrong 21-Juk20 6.5 | control for normal users | N/A 190820/351
Sphere because of "'guard’ =>
‘admin™ instead of
"middleware’ =>
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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['can:admin'l" in
routes/web.php.
CVE ID : CVR2020-15877
Libssh
libssh
libssh 0.9.4 has a NULL
NULL pointer dereference in
. tftpserver.c if A-LIB-LIBS
Pointer 29-Jul20 4.3 ssh_buffer_new returns N/A 190820/352
Dereference NULL.
CVE ID : CVR2020-16135
Liferay
liferay_portal
Liferay Portal before 7.3.0,
and Liferay DXP 7.0 before
fix pack 89, 7.1 before fix
pack 17, and 7.2 before fix
- pack 4, does not safely test
Insufficiently a connection to a LDAP A-LIF-LIFE-
Protectgd 20-Jul20 4.3 server, which allows N/A 190820/353
Credentials remote attackers toobtain
the LDAP server's
password via the Test
LDAP Connection feature.
CVE ID : CVR020-15841
Liferay Portal before 7.3.0,
and Liferay DXP 7.0 before
fix pack 90, 7.1 befordix
o pack 17, and 7.2 before fix
Deserializati pack 5, allows manrin-the-
on of 20-Juk20 6.8 | middle attackers to N/A A-LIF-LIFE
Untrusted execute arbitrary code via 190820/354
Data crafted serialized
payloads, because of
insecure deserialization.
CVE ID : CVR2020-15842
dxp
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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Liferay Portal before 7.3.0,
and Liferay DXP 7.0 before
fix pack 89, 7.1 before fix
pack 17, and 7.2 before fix
o pack 4, does not safely tesil
Insufficiently a connection to a LDAP A-LIF-DXP
Protectgd 20-Jul20 4.3 server, which allows N/A 190820/355
Credentials remote attackers to obtain
the LDAP server's
password via the Test
LDAP Connection feature.
CVE ID : CVR2020-15841
Liferay Portal before 7.3.0,
and Liferay DXP 7.0 before
fix pack 90, 7.1 before fix
S pack 17, and7.2 before fix
Deserializati pack 5, allows marin-the-
on of 20-Juk20 6.8 | middle attackers to N/A A-LIF-DXP
Untrusted execute arbitrary code via 190820/356
Data crafted serialized
payloads, because of
insecure deserialization.
CVE ID : CVR2020-15842
LUA
lua
Lua through 5.4.0
Buffer Copy mishandles the interaction
without between stack resizes and
' arbage collection, leadin
Checklng g g g A-LUALUA
Size ofinput | 21-Jut20 6.8 | to a heapbased buffer N/A 190820/357
(‘Classic overflow, heap-based
Buffer buffer over-read, or use
Overflow) after-free.
CVE ID : CVR020-15888
Lua through 5.4.0 has a
Out-of- getobjname heapbased A-LUALUA
bounds Read| 21 7UF20 75| buffer over-read because | N/A 190820/358
youngcollection in Igc.c
uses markold for an
[ CVSS Scoring Scal 23 | 34 [ 45 [ 56 | 67 | 78 | 8o [HEOM
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insufficient number of list
members.
CVE ID : CVER2020-15889
Lua through 5.4.0 has a
segmentation fault in
changedline in Idebug.c
(e.g., when called by
luaG_traceexec) because i
N/A 24-Juk20 incorrectly expects that an | N/A A-LUALUA
oldpc value is always 190820/359
updated upon a return of
the flow of control to a
function.
CVE ID : CVR2020-15945
luayjit
luayjit
Luadit through 2.1.0beta3
has an outof-bounds read
_of- because __ gc handler A-LUALUA
Outo 21-Juk20 5 | . N/A UALUAS
bounds Read rame traversal IS 190820/360
mishandled.
CVE ID : CVER020-15890
Magento
magento
Magento versions 1.14.4.5
Improper and earlier, and 1.9.4.5 and https://hel p
Control of earlier have a php object | x adobe.com AMAG.
Generation |, 5 o0 e injection vulnerability. Isecuritylpr | 1) o
of Code ~u ' Successful exploitation oducts/mage
(‘Code could lead to arbitrary nto/apsbh20- 190820/361
Injection’) code execution. 41 .html
CVE ID : CVER2020-9664
Improper Magento versions 1.14.4.5] https://help
Neutralizatio and earlier, and 1.9.4.5 and x.adobe.com | A-MAG
n of Input 22-Jut20 4.3 | earlier have a stored cross | /security/pr | MAGE
During Web site scripting vulnerability. | oducts/mage | 190820/362
Page Successful exploitation nto/apsb20-
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Generation could lead to sensitive 41.html
(‘'Crosssite information disclosure.
Scripting’) CVE ID : CVE2020-9665
|mpr0per Magento versions 2.3.@1
Limitation of and earlier, and 2.3.5p1 | hitps://help
a Pathname and earlier have a path x.adobe.com |\ \
to a traversal vulnerability. /Security/pr ]

. 29-Juk20 8.5 - MAGE
Restricted Successfukxploitation oducts/mage | oo men
Directory could lead to arbitrary nto/apsb20-

(‘Path code execution. 47.html
Traversal’) CVE ID : CVE2020-9689
Magento versions 2.3.51
and earlier, and 2.3.5p1 _
_ and earlier have an https://help
Information observable timing x.adot_;e.com AMAG
Exposure 29-Juk20 3.5 | discrepancy vulnerability. Isecurity/pr MAGE
Through Successful exploitation oducts/mage 190820/364
Discrepancy could lead to signature nto/apsh20-
verification bypass. 47.htm|
CVE ID : CVE2020-9690
Improper Magento versions 2.3.51
Neutralizatio and earlier, and 2.3.5p1 | https://help
n of Input and earlier have a dom x.adobe.com
. : e . A-MAG
During Web | .o, o based crosssite scripting | /security/pr MAGE
Page ~u vulnerability. Successful | oducts/mage
Generation exploitation could lead to | nto/apsb20- 190820/365
(‘Cross-site arbitrary code execution. | 47.html
Scripting’) CVE ID : CVE2020-9691
Magento versions 2.3.51
and earlier, and2.3.5p1 https://help
and earlier have a security | x. adobe.com
LI’\]C(E]I'I’G.CI o | 29.3u120 8 mitigation bypass Isecurity/pr Qzﬂgs
uthorizatio ~u ' vulnerability. Successful oducts/mage
n exploitation could lead to | nto/apsb20- 190820/366
arbitrary code execution. | 47.html
CVE ID : CVR2020-9692
marked -tree_project
[ CVSS Scoring Scal 34 [ 45 [ 56 | 67 | 78 | 8o [HCEOM
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marked -tree
Imp'rop'er This affects all versions of
Limitation of package markedtree.
a Pathname There is no path A-MAR-
tF(; a cted 25-Juk20 5 sanitization in the path N/A MARK-
D.estrlcte provided at fs.readFile in 190820/367
( I;re::htory index.js.
'‘Pa
Traversal’) CVE ID : CVR2020-7682
Microweber
microweber
userfiles/modules/users/c
ontroller/controller.php in
Microweber before 1.1.20
Information allows an unauthenticated A-MIC-MICR
Exposure 16-Juk20 S user to disclose the users | N/A 190820/368
database via a /modules/
POST request.
CVE ID : CVER2020-13405
midasolutions
eframework
Improper Multiple Stored Cross Site
Neutralizatio Scripting (XSS)
n of Input vulnerabilities were
During Web 24-Juk20 3.5 | discovered in Mida N/A A-MID-EFRA
Page _ eFramework through 190820/369
Generan_on 290.
('Crosssite
Scripting’) CVE ID : CVR020-15918
Improper A Reflected CrosSite
Neutralizatio Scripting (XSS)
n Of_ Input vulnerability was
During Web |, . 1.0 43 | discovered in Mida /A A-MID-EFRA
Page _ eFramework through 190820/370
Generatl_on 290.
('Crosssite
Scripting’) CVE ID : CVER020-15919
Improper 24-Jul20 -I There is an OS Command | N/A A-MID-EFRA
[ CVSS Scoring Scall 23 | 34 [ 45 [ 56 67 | 78 g9 [1ed0 ]
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Neutralizatio Injection in Mida 190820/371
n of Special eFramework through 2.9.0
Elements that allows an attacker to
used in an OS achieve Remote Code
Command Execution (RCE) with
('OSs administrative (root)

Command privileges. No
Injection’) authentication is required.
CVE ID : CVR2020-15920
Mida eFramework through
2.9.0 has a back door that
- permits a change of the
Insufficiently administrative password A-MID-EFRA
Protectgd 24-Jul20 7.5 and access to restricted N/A 190820/372
Credentials functionalities, such as
Code Execution.
CVE ID : CVR020-15921
There is an OS Command
Impropgr _ Injection in Mida
Neutrallze.ltlo eFramework 2.9.0 that
EIOf SpetC|aI allows an attacker to

ements -

_ achieve Remote Code A-MID-EERA
used in an OF 24-Jut20 Execution (RCE) with N/A 190820/373
(?ommand administrative (root)
(0S privileges. Authentication
Cgmmand is required.
Injection’)

CVE ID : CVR020-15922
Improper
Limitation of Mida eFramework through
a Pathname 2.9.0 allows
oa _ 24-Juk20 7.8 | unauthenticated ../ N/A A-MID-EFRA
Rgstrlcted directory traversal. 190820/374
Directory
(Path CVE ID : CVR020-15923
Traversal')
Improper There is a SQL Injection in
Neutralize}tio 24-Juk20 5 Mida eFramework through | /s A-MID-EFRA
n of Special 2.9.0 that leads to 190820/375
Elements Information Disclosure. No
[ CVSS Scoring Scal 34 [ 45 [ 56 | 67 | 78 | 8o [HCEOM
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used in an
SQL
Command
('SQL

Injection’)

authentication is required.
The injection point resides
in one of the

authentication parameters.

CVE ID : CVR2020-15924

MIT

scratch-vm

Deserializati
on of
Untrusted
Data

16-Jut20

7.5

MIT Lifelong Kindergarten
Scratch scratchvm before
0.2.0
prerelease.202007141852
13 loads extension URLs
from untrusted

project.json files with
certain _ characters,
resulting in remote code
execution because the
URL's content is treated as
a script and is executed as
a worker. The responsible
code is
getExtensionldForOpcode
in serialization/sb3.js. The
use of _is incompatible
with a protection
mechanism in older
versions, in which URLSs
were split and
consequently
deserialization attacks
were prevented. NOTE: the
scratch.mit.edu hosted
service is not affected
because of the lack of
worker scripts.

CVE ID : CVE2020-14000

https://githu
b.com/LLK/s
cratch-
vm/pull/247
6,
https://scrat
ch.mit.edu/d
iscuss/topic/
422904/?pa
ge=1#post
4223443

A-MIT-SCRA
190820/376

Mitsubishielectric

mc_works
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A specially crafted
communication packet
sent to the affected devices
could allow remote code
execution and adenial-of-
service condition due to a
deserialization https://us -
vulnerability. This issue cert.cisa.gov/
affects: Mitsubishi Electric ics/advisorie
Deserializati MC Works64 version slicsa-20-
on of 16.3uL20 o 4.02@ (10.95.2.08.31) and | 170-02,, A-MIT-MC_W
Untrusted = | earlier, all versions; https://lus - | 190820/377
Data Mitsubishi Electric MC cert.cisa.gov/
Works32 version 3.00A ics/advisorie
(9.50.255.02); ICONICS | g/icsa-20-
GenBroker64,Platform 170-03
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR2020-12007
A specially crafted
communication packet
sent to the affected device
could cause a deniabf-
service condition due to a https:/us -
deserialization cert.cisa.gov/
vulnerability. This affects: | ;.</5qvisorie
Deserializati Mitsubishi Electric MC s/icsa-20-
on of Works64 Version 4.02C 170-02 AMIT-MC W
Untrusted 16-Juk20 > (10.95.208.31) and earlier, httpSZ//l’,IS - 190820/37?3
Data all versions; Mitsubishi cert.cisa.gov/
Electric MC Works32 ics/advisorie
Version 3.00A s/icsa-20-
(9.50.255.02); ICONICS 170-03
GenBroker64, Platform
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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prior.
CVE ID : CVR2020-12009

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
or allow remote code
execution. This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBioker32 version 9.5
and prior.

CVE ID : CVR2020-12011

N/A

A-MIT-MC_W
190820/379

Improper
Control of
Generation
of Code
(‘'Code
Injection’)

16-Jut20

6.4

A specially crafted WCF
client that interfaces to the
may allow the execution of
certain arbitrary SQL
commands remotely. This
affects: Mitsubishi Electric
MC Works64 Version
4.02C (10.95.208.31) and
earlier, all versions;
Mitsubishi Electric MC
Works32 Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
FrameWorX ®&rver v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
s/icsa-20-
170-03

A-MIT-MC_W
190820/380
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CVE ID : CVR020-12013
A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
due to improper https:/iww
deserialization. This issue | W-Y5 _
affects: Mitsubishi Electric | C€"t-gov/ics/
S MC Works64 version advisories/ic
Deserializati 4.02C (10.95.208.31) and sa20-170-
on of 16-Juk20 5 earlier, all versions; 02, A-MIT-MC_W
Untrusted Mitsubishi Electric MC https://ww 190820/381
Data Works32 version 3.00A w.us- _
(9.50.255.02); ICONICS | Cert-goviics/
GenBroker64, Platform advisories/ic
Services, Workbench, sa20-170-
FrameWorX Server 03
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR020-12015
mc_works32
A specially crafted
communication packet
sent to the affected devices
could allow remote code https:/ /us -
execution and a denialof- cert.cisa.gov/
service condition due to a ics/advisorie
Deserializati deseriali;?dtion o slicsa-20-
o 169020 |78 aiteos: Mitsubish Blectic | L1002 | AMITMC W
Untrusted ' ' https://us - 190820/382
Data MC Works64 version cert.cisa.gov/
4.02C (10.95.208.3)and | i.s/advisorie
earlier, all versions; sficsa-20-
Mitsubishi Electric MC 170-03
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform
Services, Workbench,
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N

165




Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.

CVE ID : CVE2020-12007

Deserializati
on of
Untrusted
Data

16-Jut20

A specially crafted
communication packet
sent to the affected device
could cause aenial-of-
service condition due to a
deserialization
vulnerability. This affects:
Mitsubishi Electric MC
Works64 Version 4.02C
(10.95.208.31) and earlier,
all versions; Mitsubishi
Electric MC Works32
Version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platbrm
Services, Workbench,
FrameWorX Server v10.96
and prior; ICONICS
GenBroker32 v9.5 and
prior.

CVE ID : CVE2020-12009

https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-02,
https://us -
cert.cisa.gov/
ics/advisorie
slicsa-20-
170-03

A-MIT-MC_W
190820/383

Out-of-
bounds
Write

16-Jut20

7.5

A specially crafted
communication packet
sent to the affected
systems could cause a
denial-of-service condition
or allow remote code
execution.This issue
affects: Mitsubishi Electric
MC Works64 version
4.02C (10.95.208.31) and
earlier, all versions; MC
Works32 version 3.00A
(9.50.255.02); ICONICS
GenBroker64, Platform

N/A

A-MIT-MC_W
190820/384
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Services, Workbench,
FrameWorX Server
version 10.96 and prior;
GenBroker32 verson 9.5
and prior.
CVE ID : CVR020-12011
A specially crafted WCF
client that interfaces to the
may allow the execution of
certain arbitrary SQL
commands remotely. This
affects: Mitsubishi Electric | MtPS//us -
MC Works64 Version f:ert.C|s§.ggv/
Improper 4.02C (10.95.208.31) and | 'cS/advisorie
Control (?f earlier, all versions; sficsa-20-
Generation 16-Juk20 6.4 | Mitsubishi Electric MC 170-02, A-MIT-MC_W
of Code Works32 Version 3.00A https:{/us - 190820/385
(Code (9.50.255.02); ICONICS | Cert-cisa.gov/
Injection’) GenBroker64, Platform |c_s/adV|sor|e
Services, Workbench, sficsa-20-
FrameWorX Server v10.96| 170-03
and prior; ICONICS
GenBroker32 v9.5 and
prior.
CVE ID : CVR020-12013
A specially crafted
communication packet https://ww
sent to the affected W.US-
systems could cause a cert.goviics/
denial-of-service condition advisories/i c
Deserializati due to improper $a-20-170-
on of deserialization. This issue | 5, AMIT-MC W
16-Jut20 5 affects: Mitsubishi Electric | ... >
Untrusted https://ww 190820/386
Data MC Works64 version W.US-
4.02C (10.95.208.31) and cert.goviics/
earlier, all versions; advisories/ic
Mitsubishi Electric MC $320-170-
Works32 version 3.00A 03
(9.50.255.02); ICONICS
GenBroker64, Platform
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Services, Workbench,
FrameWorX Server
version 10.96 and prior;
ICONICS GenBroker32
version 9.5 and prior.
CVE ID : CVR020-12015
mock2easy_project
mock2easy
This affects allversions of
package mock2easy. a
malicious user could inject
commands through the
Improper _data variable: Affected
Neutralizatio Area
n of Special require('../server/getJson
Elements in ByCurl')(mock2easy, A-MOG
Output Used | 29-Jut20 7.5 | function (error, stdout) { if | N/A MOCK
by a (error) { return 190820/387
Downstream res.json(500, error); }
Component res.json(JSON.parse(stdou
('Injection’) )); 1, ", _data.interfaceUrl,
query,
_data.cookie,_data.interfac
eType);
CVE ID : CVR020-7697
mruby
mruby
mruby through 2.1.2rc
has a heapbased buffer
overflow in the
mrb_yield_with_class
Outof- function in vm.c because of A-MRU
bOt_Jnds 21-Juk20 7.5 | incorrect VM stack N/A MRUB
Write handling. It can be 190820/388
triggered via the
stack_copy function.
CVE ID : CVR2020-15866
munkireport_project
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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munki_facts
A CrossSite Scripting
Impropgr . (XSS) vulnerability in the
Neutralizatio munki_facts (aka Munki
n Of. Input Conditions) module before A-MUN-
E:ggg Web | o3 3ur20 4.3 | 1.5 for MunkiReport N/A MUNK-
_ allows remote attackers to 190820/389
Generatl_on inject arbitrary web script
(Crosssite or HTML via thekey name.
Scripting’)
CVE ID : CVR2020-15881
managedinstalls
A CrossSite Scripting
(XSS) vulnerability in the
managedinstalls module
Impropgr . before 2.6 for
Neutralizatio MunkiReport allows
n Of_ Input remote attackers to inject A-MUN-
During Web | o2 5120 4.3 | arbitrary web script or N/A MANA
Page _ HTML via the last two URL 190820/390
Generation parameters (through
('Crps;—sﬂe which installed packages
Scripting’) names and versions are
reported).
CVE ID : CVER2020-15883
comment
A CrossSite Scripting
Improper (XSS) vulnerability in the
Neutralizatio comment module before
n Of. Input 4.0 for MunkiReport A-MUN-
During Web |, ;150 35 | allows remote attackers to | N/A COMM
Page _ inject arbitrary web script 190820/391
Generatl_on or HTML by posting a new
(‘Crosssite comment.
Scripting’)
CVE ID : CVER2020-15885
reportdata
Improper A SQL injection A-MUN-
Neutralizatio | 23-Jut20 6.5 | vulnerability in N/A REPG
n of Special reportdata_controller.php 190820/392
[ CcvsS Scoring Scal O #2283 34 [ 45 [ 56 | 67 | 78 | &9 [N
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Elements in the reportdata module
used in an before 3.5 for
SQL MunkiReport allows
Command attackers to execute
('SQL arbitrary SQL commands
Injection’) via the req parameter of
the
/module/reportdata/ip
endpoint.
CVE ID : CVR2020-15886
softwareupdate
A SQL injection
vulnerability in
Improper softwareupdate_controller.
Neutralizatio php in the Software
n of Special Update module before 1.6
for MunkiReport allows
Elemgnts D A-MUN-SOFT
used in an 23-Juk20 6.5 | attackers to execute N/A 190820/393
SQL arbitrary SQL commands
Command via the last URL parameter
('SQL of the
Injection’) /module/softwareupdate/
get_tab_data/ endpoint.
CVE ID : CVR2020-15887
munkireport
A CSRF issue in
manager/delete_machine/
Cross Site {id} in MunkiReport before
Request 5.6.3 allows attackers to A-MUN-
Forgery 23-Juk20 58 | delete arbitrary machines | /A MUNKe
(CSRF) from the MunkiReport 190820/394
database.
CVE ID : CVR020-15882
Improper A SQL injection
Neutrallze}tlo vulnerability in | A-MUN-
n of Special 23-Juk20 6.5 TabIeQuery.php in N/A MUNK-
Elemgms MunkiReport before 5.6.3 190820/395
used in an allows attackers to execute
SQL arbitrary SQL commands
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