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Common Vulnerabilities and Exposures (CVE) Report
Weakness | Publish Date | CVSSv3 | Description & CVE ID NCIIPC ID

Application

Vendor: 07fly

Product: 07flycms
Affected Version(s): 1.3.9

07FLYCMS V139 was
discovered to contain a
Cross-Site Request Forgery
(CSRF) via N/A A-07F-07FL-
/erp.07fly.net:80/0a/0OaTa 040225/1

sk/edit.html.

CVE ID: CVE-2024-57160

07FLYCMS V139 was
discovered to contain a
Cross-Site Request Forgery
(CSRF) via N/A A-07F-07FL-
/erp.07fly.net:80/0a/0aW 040225/2

orkReport/edit.html

CVE ID: CVE-2024-57161

Cross-Site
Request 16-Jan-2025 4.3
Forgery (CSRF)

Cross-Site
Request 16-Jan-2025 4.3
Forgery (CSRF)

Vendor: aakashbhagat

Product: single_user_chat
Affected Version(s): * Up to (including) 0.5

The Single-user-chat plugin
for WordPress is vulnerable
to unauthorized
modification of data that
can lead to a denial of
service due to insufficient
validation on the
'single_user_chat_update_lo
gin' function in all versions
up to, and including, 0.5.
This makes it possible for | N/A
authenticated attackers,
with subscriber-level
access and above, to update
option values to 'login' on
the WordPress site. This
may be leveraged to update
an option that would create
an error on the site and
deny service to legitimate
users or be used to set some

A-AAK-SING-
040225/3

Improper

Authorization 30-Jan-2025

[ CVSSv3 Scoring Scale [INOMMMINI20 [ N2800 3-4 [ 45 [ 56 [ 67 [ 78 [118:0 SN0

* stands for all versions
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values to true such as
registration.

CVE ID: CVE-2024-13646

Vendor: aipower

Product: aipower

Affected Version(s): * Up to (excluding) 1.8.97

Deserialization
of Untrusted
Data

22-Jan-2025

7.2

The "Al Power: Complete Al
Pack" plugin for WordPress
is vulnerable to PHP Object
Injection in versions up to,
and including, 1.8.96 via
deserialization of untrusted
input from the
$form['post_content']
variable  through  the
wpaicg_export_ai_forms()
function.  This  allows
authenticated attackers,
with administrative
privileges, to inject a PHP
Object. No POP chain is
present in the vulnerable
plugin. If a POP chain is
present via an additional
plugin or theme installed on
the target system, it could
allow the attacker to delete
arbitrary files, retrieve
sensitive data, or execute
code.

CVE ID: CVE-2025-0429

https://plugins.t
rac.wordpress.o
rg/changeset/3
224162/

A-AIP-AIPO-
040225 /4

Deserialization
of Untrusted
Data

22-Jan-2025

7.2

The "Al Power: Complete Al
Pack" plugin for WordPress
is vulnerable to PHP Object
Injection in versions up to,
and including, 1.8.96 via
deserialization of untrusted
input from the
$form['post_content']

variable  through

wpaicg_export_prompts
function.  This  allows
authenticated  attackers,
with administrative
privileges, to inject a PHP
Object. No POP chain is
present in the vulnerable
plugin. If a POP chain is

the

https://plugins.t
rac.wordpress.o
rg/changeset/3
224162/

A-AIP-AIPO-
040225/5

| CVSSv3 Scoring Scale ;

* stands for all versions

2-3 |

34 | 45 | 56
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present via an additional
plugin or theme installed on
the target system, it could
allow the attacker to delete
arbitrary files, retrieve
sensitive data, or execute
code.

CVE ID: CVE-2025-0428

Missing

Authorization 22-Jan-2025

6.3

The Al Power: Complete Al
Pack plugin for WordPress
is vulnerable to
unauthorized access due to
a missing capability check
on the
wpaicg_save_image_media
function in all versions up
to, and including, 1.8.96.
This makes it possible for
authenticated attackers,
with Subscriber-level
access and above, to upload
image files and embed
shortcode attributes in the
image_alt value that will
execute when sending a
POST request to the
attachment page.

CVE ID: CVE-2024-13361

https://plugins.t
rac.wordpress.o
rg/changeset/3
224162 /gpt3-ai-
content-
generator/trunk
/classes/wpaicg
_image.php

A-AIP-AIPO-
040225/6

Server-Side
Request
Forgery (SSRF)

22-Jan-2025

5.4

The Al Power: Complete Al
Pack plugin for WordPress
is vulnerable to Server-Side
Request Forgery in all
versions up to, and
including, 1.8.96 via the
wpaicg_troubleshoot_add_v
ector(). This makes it
possible for authenticated
attackers, with subscriber-
level access and above, to
make web requests to
arbitrary locations
originating from the web
application and can be used
to query and modify
information from internal
services.

CVE ID: CVE-2024-13360

https://plugins.t
rac.wordpress.o
rg/changeset/3
224162/

A-AIP-AIPO-
040225/7

[ Cvssva Scoring scale IEENNEE

* stands for all versions

34 | 45 | 56
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Vendor: Apple

Product: safari

Affected Version(s): * Up to (excluding) 18.2

Out-of-bounds
Write

27-Jan-2025

The issue was addressed
with improved memory
handling. This issue is fixed
in visionOS 2.2, tvOS 18.2,
Safari 18.2, watchOS 11.2,
i0OS 18.2 and iPadOS 18.2,
macOS  Sequoia  15.2.
Processing maliciously
crafted web content may
lead to memory corruption.

CVE ID: CVE-2024-54543

https://support.

apple.com/en-
us/121837,

https://support.

apple.com/en-
us/121839,

https://support.

apple.com/en-
us/121843,

https://support.

apple.com/en-
us/121844,

https://support.

apple.com/en-
us/121845,

https://support.

apple.com/en-
us/121846

A-APP-SAFA-
040225/8

Affected Version(s): * Up to (excluding) 18.3

Improper
Neutralization
of Special
Elements used
in a Command
('Command
Injection')

27-Jan-2025

N/A

27-]Jan-2025

N/A

27-]Jan-2025

6.5

A privacy issue was
addressed with improved
handling of files. This issue
is fixed in macOS Sequoia
15.3, Safari 18.3, iOS 18.3
and iPadOS 18.3. Copying a
URL from Web Inspector
may lead to command
injection.

CVE ID: CVE-2025-24150

N/A

A-APP-SAFA-
040225/9

A logging issue was
addressed with improved
data redaction. This issue is
fixed in macOS Sequoia
15.3, Safari 183. A
malicious app may be able
to bypass browser
extension authentication.

CVE ID: CVE-2025-24169

https://support.

apple.com/en-
us/122068,

https://support.

apple.com/en-
us/122074

A-APP-SAFA-
040225/10

The issue was addressed
with  improved access
restrictions to the file
system. This issue is fixed in
macOS Sequoia 15.3, Safari
18.3, i0S 18.3 and iPadOS

N/A

A-APP-SAFA-
040225/11

[ CVSSv3 Scoring Scale [NORIMI =20 2:3 1]

* stands for all versions

34 | 45 | 56 | 67

Page 4 of 147



Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPC ID

18.3, visionOS 2.3. A
maliciously crafted
webpage may be able to
fingerprint the user.

CVE ID: CVE-2025-24143

N/A

27-Jan-2025

4.3

The issue was addressed
with improved UL This
issue is fixed in macOS
Sequoia 15.3, Safari 18.3,
i0S 18.3 and iPadOS 18.3,
visionOS 2.3. Visiting a
malicious website may lead
to user interface spoofing.

CVE ID: CVE-2025-24113

https://support.
apple.com/en-
us/122066,
https://support.
apple.com/en-
us/122068,
https://support.
apple.com/en-
us/122073,
https://support.
apple.com/en-
us/122074

A-APP-SAFA-
040225/12

N/A

27-Jan-2025

4.3

The issue was addressed by
adding additional logic.
This issue is fixed in macOS
Sequoia 15.3, Safari 18.3,
i0OS 18.3 and iPadOS 18.3.
Visiting a malicious website
may lead to address bar
spoofing.

CVE ID: CVE-2025-24128

https://support.
apple.com/en-
us/122066,
https://support.
apple.com/en-
us/122068,
https://support.
apple.com/en-
us/122074

A-APP-SAFA-
040225/13

Vendor: areoi

Product: all_bootstrap_blocks

Affected Version(s): * Up to (excluding) 1.3.27

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting")

30-Jan-2025

6.4

The All Bootstrap Blocks
plugin for WordPress is
vulnerable to Stored Cross-
Site Scripting via the
"Accordion" widget in all
versions up to, and
including, 1.3.26 due to
insufficient input
sanitization and output
escaping. This makes it
possible for authenticated
attackers, with
Contributor-level  access
and above, to inject
arbitrary web scripts in
pages that will execute

https://plugins.t
rac.wordpress.o
rg/changeset/3
228370/all-
bootstrap-
blocks/trunk/bl
ocks/accordion-
item.php

A-ARE-ALL_-
040225/14

| CVSSv3 Scoring Scale ;

* stands for all versions

2-3 |

34 | 45 | 56
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Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPC ID
whenever a user accesses
an injected page.
CVE ID: CVE-2024-13549
Vendor: atarim
Product: visual_website_collaboration\,_feedback_\&_project_management
Affected Version(s): * Up to (excluding) 4.1.0
The Visual Website
Collaboration, Feedback & https: / /olusins.t
Project Management - ps.//é) USInS.
Atarim plugin for rac.v;zlor preig.(;
WordPress is vulnerable to rg/c a.rll_gglstz hs
unauthorized loss of data p_e.lrrl agll_ SIPhL
due to a missing capability m_z —l digpz%r;agnll
. check on the wpf_delete_file €=&0 =32
Missing 21-Jan-2025 5.3 and wpf_delete_file | +/0#0atarim- A-ATA-VISU-
Authorization ’ functions in allpv_ersions_ up visual- 040225/15
to, and including, 4.0.9. This CO]?;;;;?;’Z?Z
makes it possible for SW_ . 10
unauthenticated attackers altlalgm-\fcl.sua:&- ¢
to delete project pages and coflaborationc.s
files. p_email=&sfph_
mail=
CVE ID: CVE-2024-12104
Vendor: ayecode
Product: ketchup_shortcodes
Affected Version(s): * Up to (excluding) 0.2.1
The Ketchup Shortcodes
plugin for WordPress is
vulnerable to Stored Cross-
Site  Scripting via the
plugin's 'spacer’ shortcode
in all versions up to, and
[ including, 0.1.2 due to
Nmpzo;;.er i insufficient input
ofe I‘L ritlzlgiulr(i)rr: sanitization and output | https://plugins.t
Webp Pa g 22-Jan-2025 6.4 escaping on user supplied | rac.wordpress.o | A-AYE-KETC-
Conuration & : attributes. This makes it | rg/changeset/3 | 040225/16
'c " possible for authenticated | 222176/
g ljoi.S_SI. ¢ attackers, with contributor-
cripting’) level access and above, to
inject arbitrary web scripts
in pages that will execute
whenever a user accesses
an injected page.
CVE ID: CVE-2024-13590
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions
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Vendor: bowo
Product: system_dashboard
Affected Version(s): * Up to (including) 2.8.15
The System Dashboard
plugin for WordPress is
vulnerable to Reflected
Cross-Site Scripting via the
Filename parameter in all
versions up to, and
including, 2.8.15 due to
Improper insufficient input
Neutralization sanitization and output
of Input During escaping. This makes it
Web Page | 30-Jan-2025 6.1 possible for | N/A '34%(2)‘2/\2 SLST
Generation unauthenticated attackers /
('Cross-site to inject arbitrary web
Scripting') scripts in  pages that
execute if they can
successfully  trick an
administrative user into
performing an action such
as clicking on a link.
CVE ID: CVE-2024-12299
Vendor: cliptakes
Product: cliptakes
Affected Version(s): * Up to (excluding) 1.3.5
The Cliptakes plugin for
WordPress is vulnerable to
Stored Cross-Site Scripting
via the plugin's
"cliptakes_input_email'
shortcode in all versions up
Improper to, anq inclu.d.ing, 1.3.4_1 due | https://plugins.t
o to insufficient input | rac.wordpress.o
Neutralization e d
f Input During sanitization and output rg/changeset/3
3Veb Page | 23-Jan-2025 6.4 escaping on user supplied | 226472 /cliptake | A-CLI-CLIP-
. ra8 ' attributes. This makes it | s/tags/1.3.5/pu | 040225/18
Generation . . .
) ) possible for authenticated | blic/class-
(‘Cross-site . . .
Seripting' attackers, with contributor- | cliptakes-
cripting’) level access and above, to | public.php
inject arbitrary web scripts
in pages that will execute
whenever a user accesses
an injected page.
CVE ID: CVE-2024-13389
[ CVSSv3 Scoring Scale [INOSML 12 |23 [ 34 | 45 | 56 | 67 | 78 [ 89 HSE0N

* stands for all versions
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Vendor: crocoblock
Product: jetelements
Affected Version(s): * Up to (excluding) 2.7.3
The JetElements plugin for
WordPress is vulnerable to
Stored Cross-Site Scripting
via several widgets in all
versions up to, and
including, 2.7.2.1 due to
Improper insufficient input
Neutralization sanitization and output
of Input During escgping on user supplie_d A-CRO-JETE-
Web Page | 21-Jan-2025 6.4 attributes. This makes it | N/A 040225/19
Generation possible for authenticated
(‘Cross-site attackers, with contributor-
Scripting') level access and above, to
inject arbitrary web scripts
in pages that will execute
whenever a user accesses
an injected page.
CVE ID: CVE-2025-0371
Vendor: cyberchimps
Product: responsive_blocks
Affected Version(s): * Up to (excluding) 2.0.0
The Responsive Blocks -
WordPress Gutenberg
Blocks plugin for
WordPress is vulnerable to
Stored Cross-Site Scripting
via the ‘section_tag’
parameter in all versions up
to, and including, 1.9.9 due
Improper . .. .
N to insufficient input
Neutrallzatlgn sanitization and output | https://plugins.t
of Input During . hi K it d A-CYB-RESP-
Web Page | 30-Jan-2025 6.4 estapIng. This ma S It | rac.wordpress.o
. possible for authenticated | rg/changeset/3 | 040225/20
Generation .
) ) attackers, with | 231017/
( CITOS.S_Sl.te Contributor-level  access
Scripting’) and above, to inject
arbitrary web scripts in
pages that will execute
whenever a user accesses
an injected page.
CVE ID: CVE-2024-13732
[ CVSSv3 Scoring Scale [INOSML 12 |23 [ 34 | 45 | 56 | 67 | 78 [ 89 HSE0N

* stands for all versions
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Vendor: dwbooster

Product: cp_contact_form

Affected Version(s): * Up to (excluding) 1.3.53

Cross-Site
Request
Forgery (CSRF)

30-Jan-2025

6.5

The CP Contact Form with
PayPal plugin for
WordPress is vulnerable to
Cross-Site Request Forgery
in all versions up to, and
including, 1.3.52. This is
due to missing or incorrect
nonce validation on the
cp_contact_form_paypal_ch
eck_init_actions() function.
This makes it possible for
unauthenticated attackers

https://plugins.t
rac.wordpress.o
rg/changeset/3
230873/

A-DWB-CP_C-
040225/21

to add discount codes via a
forged request granted they
can trick a site
administrator into
performing an action such
as clicking on a link.

CVE ID: CVE-2024-13758

Vendor: ecpay

Product: ecpay_ecommerce_for_ woocommerce

Affected Version(s): * Up to (including) 1.1.2411060

The ECPay Ecommerce for
WooCommerce plugin for
WordPress is vulnerable to
unauthorized loss of data
due to a missing capability
check on the
'clear_ecpay_debug log'
AJAX action in all versions
up to, and including,
1.1.2411060. This makes it
possible for authenticated
attackers, with Subscriber-
level access and above, to
clear the plugin's log files.

CVE ID: CVE-2024-13652

A-ECP-ECPA-
040225/22

Missing

Authorization 30-Jan-2025

43 N/A

Vendor: Elastic

Product: elasticsearch

Affected Version(s): From (including) 7.17.0 Up to (excluding) 7.17.21

| CVSSv3 Scoring Scale ;

* stands for all versions

23 | 34 | 45 | 56 | 67 |
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An allocation of resources
ithout limit throttli
WIFIOUE TMEs or TAroting https://discuss.
in Elasticsearch can lead to lasti t/el
Allocation  of an OutOfMemoryError elas ic.co/t/elas
. . - ticsearch-7-17-
Resources 21-Jan-2025 6.5 exception resulting in a 21-and-8-13-3- A-ELA-ELAS-
Without Limits | crash via a specially crafted itv-update- 040225/23
or Throttling query using an SQL secquB%f4up ate
function. esa- i
25/373442
CVE ID: CVE-2024-43709
Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.13.3
An allocation of resources
yvlthout. limits or throttling https://discuss.
in Elasticsearch can lead to last t/el
Allocation  of an OutOfMemoryError elas ic.co/t/elas
. ) . ticsearch-7-17-
Resources 21-Jan-2025 6.5 exception resulting in a 91-and-8-13-3- A-ELA-ELAS-
Without Limits : crash via a specially crafted itv-update- 040225/24
or Throttling query using an SQL secggg Lﬁp ate
function. esa
25/373442
CVE ID: CVE-2024-43709
Vendor: elementor
Product: website_builder
Affected Version(s): * Up to (excluding) 3.25.11
The Elementor Website
Builder Pro plugin for
WordPress is vulnerable to
Sensitive Information
Exposure in all versions up
to, and including, 3.25.10
B ¢ via the 'elementor-
xposure 0 template' shortcode. This
ISe;xsmV::. ¢ makes it possible for A-ELE-WEBS
HOTMAton 101 30-jan-2025 43 | authenticated  attackers, | N/A 0;1022'5 by i
an . with Contributor-level /
Unauthorized
Act access and above, to extract
ctor sensitive data including the
content of Private, Pending,
and Draft Templates. The
vulnerability was partially
patched in version 3.24.4.
CVE ID: CVE-2024-8494
Vendor: gambit
Product: stackable
Affected Version(s): * Up to (excluding) 3.13.12
CVSSv3 Scoring Scale 2-3 3-4 4- -6 6-7 7-8 8-9
1 5 5

* stands for all versions
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Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPC ID
The Stackable - Page
Builder Gutenberg Blocks
plugin for WordPress is
vulnerable to Stored Cross- | https://plugins.t
Site Scripting via the 'title’ | rac.wordpress.o
parameter of the Button | rg/changeset?sf
block in all versions up to, | p_email=&sfph_
Improper and including, 3.13.11 due | mail=&reponam
Neutralization to insufficient input | e=&o0ld=322338
of Input During sanitization and output | 7%40stackable- A-GAM-STAC-
Web Page | 22-Jan-2025 6.4 escaping. This makes it | ultimate- 04022526
Generation possible for authenticated | gutenberg-
('Cross-site attackers, with | blocks&new=32
Scripting") Contributor-level access | 23387%40stack
and above, to inject | able-ultimate-
arbitrary web scripts in | gutenberg-
pages that will execute | blocks&sfp_emai
whenever a user accesses | I=&sfph_mail=
an injected page.
CVE ID: CVE-2024-12117
Vendor: gamipress
Product: gamipress
Affected Version(s): * Up to (excluding) 7.2.2
The GamiPress -
Gamification plugin to
reward points,
achievements, badges & | https://plugins.t
ranks in WordPress plugin | rac.wordpress.o
for WordPress is vulnerable | rg/browser/ga
to time-based SQL Injection | mipress/trunk/i
via the ‘orderby’ parameter | ncludes/ajax-
I in all versions up to, and | functions.php#L
mpropfzr ) including, 7.2.1 due to | 39,
Neutralization insufficient escaping on the | https://plugins.t
of Special Lnsselll* supplied ppagameter racpvi.gggpligézs(;
Elements used | ) 102025 | 75 |and lack of sufficient | rg/browser/ga | 2 GAM-GAMI-
in an SQL . h istin X trunk /1 040225727
Command greLparatlon onh'F e exll(s g .rmpr(_ess/ run /
(SQL Q query. This makes it | ibraries/ct/inclu
Injection’) possible for | des/class-ct-
unauthenticated attackers | query.php#L160
to append additional SQL |,
queries into already | https://plugins.t
existing queries that can be | rac.wordpress.o
used to extract sensitive | rg/changeset/3
information  from  the | 226227/
database.
CVE ID: CVE-2024-13496
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions
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The The GamiPress -
Gamification  plugin to
reward points,
achievements, badges & h 7 Ioluci
ranks in WordPress plugin ttps://plugins.t
for WordPress is vulnerable rac.wordpress.o
to arbitrary shortcode rg/ browser/ ga
execution via mipress/ trunl.</ !
gamipress_do_shortcode() ncludes/functio
Improper function in all versions up Es.ph.p, lugi
Control of to, and including, 7.2.1. This ttps://plugins.t
Generation of | 22-Jan-2025 7.3 is due to the software racwordpress.o | A-GAM-GAMI-
Code  ('Code allowing users to execute rg./browser/ga. 040225/28
Injection") an action that does not mlpress/trunl?/l
properly validate a value ncludes/functio
before running ns.phP#L64§,
do_shortcode. This makes it https://plugins.t
possible for rac.wordpress.o
unauthenticated attackers ;gz/ changeset/3
to execute arbitrary 6227/
shortcodes.
CVE ID: CVE-2024-13499
The The GamiPress -
Gamification plugin to
reward points,
achievements, badges &
ranks in WordPress plugin
for WordPress is vulnerable
to arbitrary shortcode
execution via the
gamipress_ajax_get_logs()
Improper function in all versions up :
Cor?troli of to, and including, 7.2.1. This https://plugins.t
Generation of | 22-Jan-2025 7.3 is due to the software | Facwordpress.o | A-GAM-GAMI-
Code ('Code allowing users to execute ;%/g;;?geset/B 040225/29
Injection') an action that does not /
properly validate a value
before running
do_shortcode. This makes it
possible for
unauthenticated attackers
to execute arbitrary
shortcodes.
CVE ID: CVE-2024-13495
Vendor: gubbigubbi
Product: kona_gallery_block
Affected Version(s): * Up to (including) 1.7
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions
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Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPCID
The Kona Gallery Block
plugin for WordPress is
vulnerable to Stored Cross-
Site Scripting via the "Kona:
Instagram for Gutenberg"
Block, specifically in the
"align" attribute, in all
versions up to, and
Improp.er : including, 1.7 due to
Neutralization insufficiont input
of Input During Sanitization and outgut A-GUB-KONA
Web _ Page | 30-Jan-2025 6.4 escaping. This makes it N/A 040225 /30
Generation . .
. . possible for authenticated
('Cross-site A
RN attackers, with
Scripting') Contributor-level  access
and above, to inject
arbitrary web scripts in
pages that will execute
whenever a user accesses
an injected page.
CVE ID: CVE-2024-13400
Vendor: hirewebxperts
Product: passwords_manager
Affected Version(s): * Up to (excluding) 1.5.1
The Passwords Manager
plugin for WordPress is
vulnerable to SQL Injection
via the $wpdb->prefix
value in several AJAX
fuctions in all versions up
to, and including, 1.4.8 due i
. . . https://plugins.t
Improper to insufficient escaping on
Neutralization the user supplied rac.wordpress.o
of Special parameter and lack of rg/changeset/3
Elements used sufficient preparation on 221505/passwo A-HIR-PASS-
, 16-Jan-2025 7.5 . rds-
in an SQL the existing SQL query. 040225/31
Command This makes it possible for manager/trunk/
('SQL unauthenticated attackers | 1¢144¢/ pms”
Injection’) to append additional SQL passwords-ajax-
queries into already action.php
existing queries that can be
used to extract sensitive
information  from  the
database.
CVE ID: CVE-2024-12613
Improper The Passwords Manager | https://plugins.t A-HIR-PASS-
Neutralization 16-]Jan-2025 7.5 plugin for WordPress is | rac.wordpress.o 04022532
of Special vulnerable to unauthorized | rg/changeset/3
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions
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Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPCID
Elements used modification of data due to | 221505 /passwo
in an SQL a missing capability check | rds-
Command on the 'pms_save_setting' | manager/trunk/
('SQL and 'post_new_pass' AJAX | include/pms-
Injection’) actions in all versions up to, | passwords-ajax-
and including, 1.4.8. This | action.php,
makes it possible for | https://plugins.t
authenticated attackers, | rac.wordpress.o
with Subscriber-level | rg/changeset/3
access and above, to update | 221505 /passwo
the plugins settings and add | rds-
passwords. manager/trunk/
CVE ID: CVE-2024-12614 | nciude/pms-
settings-ajax-
action.php
The Passwords Manager
plugin for WordPress is . .
vulnerable to SQL Injection https://plugins.t
. .| rac.wordpress.o
via the $wpdb->prefix h /3
value in several AJAX rg/changeset/
. . : 221505 /passwo
actions in all versions up to, 9
and including, 1.4.8 due to | > crunk
insufficient escaping on the manager/ run /
Improper . include/admin-
Neutralizati user supplied parameter 4d
cutrafization and lack of sufficient page/addon/csv
Ef tSpecuﬂ preparation on the existing | - ¢/ind h | A-HIR-PASS
Elements use 16-Jan-2025 6.5 SQL query. This makes it export/index.p -HIR- -
in an SQL : . p, 040225/33
possible for authenticated i
Command . . https://plugins.t
. attackers, with Subscriber-
("'SQL rac.wordpress.o
Iniection’ level access and above, to h /3
njection’) append additional SQL rg/changeset/
. . 221505 /passwo
queries into already 9
existing queries that can be ras- trunk
used to extract sensitive .maln a(iger/ runk/
information  from  the | "¢ e./pmst-
database. categories-ajax-
action.php
CVE ID: CVE-2024-12615
Vendor: IBM
Product: security_verify_access
Affected Version(s): From (including) 10.0.0 Up to (including) 10.0.8
IBM Security Verify Access
10.0.0 through 10.0.8 and
Unverified IBM Security Verify Access | https://www.ib
Password 20-Jan-2025 56 Docker 10.0.0 through | m.com/support/ | A-IBM-SECU-
Chanee ; 10.0.8 could allow could an | pages/node/71 | 040225/34
& unverified user to change | 76212
the password of an expired
user without prior
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions

Page 14 of 147




Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPC ID
knowledge of that
password.
CVE ID: CVE-2024-45647
Product: security_verify_access_docker
Affected Version(s): From (including) 10.0.0 Up to (including) 10.0.8
IBM Security Verify Access
10.0.0 through 10.0.8 and
IBM Security Verify Access
Docker 10.0.0 through
U fied 10.0.8 could allow could an | https://www.ib
P::s(i:/loﬁj 20-Jan-2025 c6 unverified user to change | m.com/support/ | A-IBM-SECU-
Ch | the password of an expired | pages/node/71 | 040225/35
ange user without prior | 76212
knowledge of that
password.
CVE ID: CVE-2024-45647
Product: urbancode_deploy
Affected Version(s): From (including) 7.0.0.0 Up to (excluding) 7.0.5.25
IBM UrbanCode Deploy
(UCD) 7.0 through 7.0.5.24,
7.1 through 7.1.2.10, and
Insertion of 72 thrlmlllgh 7.2.3.13 st.()fes https://www.ib
Sensitive potentially sensitive m.com/support/ | A-IBM-URBA-
: 21-Jan-2025 6.2 information in log files that '
Information pages/node/71 | 040225/36
into Log Fil could be read by alocal user 77857
into Log ke with access to HTTP
request logs.
CVE ID: CVE-2024-45091
Affected Version(s): From (including) 7.1.0.0 Up to (excluding) 7.1.2.21
g p g
IBM UrbanCode Deploy
(UCD) 7.0 through 7.0.5.24,
7.1 through 7.1.2.10, and
Insertion of 72 thr.ough 7.23.13 st.01.‘es https://www.ib
Sensiti potentially sensitive ¢/ | A-IBM-URBA
enstive 21-Jan-2025 6.2 information in log files that m.com/support/ | A-IBM- i
Information pages/node/71 | 040225/37
into Log Fil could be read by alocal user 77857
tnto Log ke with access to HTTP
request logs.
CVE ID: CVE-2024-45091
Affected Version(s): From (including) 7.2.0.0 Up to (excluding) 7.2.3.14
. IBM UrbanCode Deploy _ . ) ) i
Isréiesrlﬂiré of | 21jan-2025 | 62 | (UCD) 7.0 through 7.0.5.24, }r;ttg)sr'r{ //::’JWV‘(’)‘:E y ‘3 4l($zl\gsu/§gA
7.1 through 7.1.2.10, and ' PP
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions
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Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPCID
Information 7.2 through 7.2.3.13 stores | pages/node/71
into Log File potentially sensitive | 77857
information in log files that
could be read by alocal user
with access to HTTP
request logs.
CVE ID: CVE-2024-45091
Vendor: icontrolwp
Product: icontrolwp
Affected Version(s): * Up to (including) 4.4.5
The iControlWP - Multiple
WordPress Site Manager
plugin for WordPress is
vulnerable to PHP Object
Injection in all versions up
to, and including, 4.4.5 via h ./ Joluei
deserialization of untrusted ttps://plugins.t
input from the reqgpars rac.wordpress.o
parameter. This makes it rg/ brows.er/ wo
possible for | Pit-admin-
unauthenticated attackers dash.board—
to inject a PHP Object. No Ell;%n/tagls‘/llu/}.
known POP chain is present gli //EZC/u ei%lica
D lizati in the vulnerable software, | Y*P 9 ho#L,
eserialization which means this | Fameters.php A-ICO-ICON-
of Untrusted | 30-Jan-2025 . . 42,
Data vulnerability has no 1r_npact https://plugins.t 040225/39
unless another plugin or ps://Piug
theme containing a POP rac.wordpress.o
chain is installed on the site. rg/ brows.er/ wo
If a POP chain is present via rpit-admin-
an additional plugin or dash.board-
theme installed on the plugin/ ta.gs/ 4.
target system, it may allow 5/src/api/Requ
the attacker to perform ﬁst::ﬂimeters.p
actions like delete arbitrary p
files, retrieve sensitive data,
or execute code depending
on the POP chain present.
CVE ID: CVE-2024-13742
Vendor: icopydoc
Product: xml_for_google_merchant_center
Affected Version(s): * Up to (excluding) 3.0.12
Improper The XML for Google | https://plugins.t
Neutralization 22-Jan-2025 6.1 Merchant Center plugin for | rac.wordpress.o | A-ICO-XML_-
of Input During : WordPress is vulnerable to | rg/changeset?sf | 040225/40
Web Page Reflected Cross-Site | p_email=&sfph_
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions
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* stands for all versions

Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPCID
Generation Scripting via the 'feed_id' | mail=&reponam
('Cross-site parameter in all versions up | e=&old=322640
Scripting") to, and including, 3.0.11 due | 3%40xml-for-
to insufficient input | google-
sanitization and output | merchant-
escaping. This makes it | center&new=32
possible for | 26403%40xml-
unauthenticated attackers | for-google-
to inject arbitrary web | merchant-
scripts in  pages that | center&sfp_emai
execute if they can | |=&sfph_mail=
successfully trick a user
into performing an action
such as clicking on a link.
CVE ID: CVE-2024-13406
Vendor: ikjweb
Product: zstore_manager_basic
Affected Version(s): * Up to (including) 3.311
The zStore Manager Basic
plugin for WordPress is
vulnerable to unauthorized
loss of data due to a missing https: //oluci
capability check on the ttps://plugins.t
rac.wordpress.o
zstore_clear_cache()
T . rg/browser/zst
Missing function in all versions up ore-manager- A-IK]J-ZSTO-
> 30-Jan-2025 43 |to, and including, 3.311. _ 8
Authorization This makes it ible f basic/trunk/zst | 040225/41
possible for
authenticated  attackers, | 2 <.
with Subscriber-level manager.php#L
441
access and above, to clear
the plugin's cache.
CVE ID: CVE-2024-13715
Vendor: ilghera
Product: mailup_auto_subscription
Affected Version(s): * Up to (excluding) 1.2.0
The MailUp Auto | https://plugins.t
Subscription plugin for | rac.wordpress.o
WordPress is vulnerable to | rg/changeset?sf
Cross-Site Request Forgery | p_email=&sfph_
Cross-Site in all versions up to, and | mail=&reponam A-ILG-MAIL-
Request 28-Jan-2025 6.1 including, 1.1.0. This is due | e=&0ld=306007 040225 /42
Forgery (CSRF) to missing or incorrect | 8%40mailup-
nonce validation on the | auto-
mas_options function. This | subscribtion%?2
makes it possible for | Ftags%2F1.1.0&
unauthenticated attackers | new=3229728%
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N
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Patch
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to wupdate settings and
inject malicious web scripts
via a forged request
granted they can trick a site
administrator into
performing an action such
as clicking on a link.

CVE ID: CVE-2024-13521

40mailup-auto-
subscribtion%?2
Ftags%Z2F1.2.0

Vendor: infinitescript

Product: wp-bibtex

Affected Version(s): * Up to (excluding) 3.0.2

Cross-Site
Request
Forgery (CSRF)

21-Jan-2025

6.1

The WP-BibTeX plugin for
WordPress is vulnerable to
Cross-Site Request Forgery
in all versions up to, and
including, 3.0.1. This is due
to missing or incorrect
nonce validation on the
wp_bibtex_option_page()
function. This makes it
possible for
unauthenticated attackers
to inject malicious web
scripts via a forged request
granted they can trick a site
administrator into
performing an action such
as clicking on a link.

CVE ID: CVE-2024-12005

https://plugins.t
rac.wordpress.o
rg/changeset/3
225023

A-INF-WP-B-
040225/43

Vendor: ivanm

Product: wp_image_uploader

Affected Version(s): * Up to (including) 1.0.1

Cross-Site
Request
Forgery (CSRF)

30-Jan-2025

8.8

The WP Image Uploader
plugin for WordPress is
vulnerable to Cross-Site
Request Forgery in all
versions up to, and
including, 1.0.1. This is due
to missing or incorrect
nonce validation on the
gky_image_uploader_main_
function() function. This
makes it possible for
unauthenticated attackers
to delete arbitrary files via a
forged request granted they

https://plugins.t
rac.wordpress.o
rg/browser/wp-
image-
uploader/trunk
/index.php#L85

A-IVA-WP_I-
040225/44

| CVSSv3 Scoring Scale ;

* stands for all versions

2-3 |

34 | 45 | 56
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Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPC ID
can trick a site
administrator into
performing an action such
as clicking on a link.
CVE ID: CVE-2024-13707
The WP Image Uploader
plugin for WordPress is
vulnerable to arbitrary file
deletion due to insufficient
file path validation in the
gky_image_uploader_main_
functaon() function in all https://plugins.t
versions up to, and rac.wordpress.o
Cross-Site including, 1.0.1. This makes : )
Request 30-Jan-2025 it possible for f‘g/ brtiwser/ wp- ‘3418/2‘42_‘5/\/};-; i
Forgery (CSRF) unauthenticated attackers lm? ged trunk /
to delete arbitrary files on up ga elil/ Ia;#uLI;SS
the server, which can easily /index.php
lead to remote code
execution when the right
file is deleted (such as wp-
config.php).
CVE ID: CVE-2024-13720
Vendor: Jetbrains
Product: hub
Affected Version(s): * Up to (excluding) 2024.3.55417
In JetBrains Hub before
Authentication 2024.3.55417 privilege | https://www.jet
Bypass Using escalation was possible via | brains.com/priv A-TET-HUB-
an  Alternate | 21-Jan-2025 6.7 LDAP authentication | acy- 0 4]0225 /46
Path or mapping security/issues-
Channel CVE ID: CVE-2025-24456 | "¢/
Product: teamcity
Affected Version(s): * Up to (excluding) 2024.12.1
Improper : .
N In JetBrains TeamCity ) .
Nfe Iu traltlzDatlgn before 2024.12.1 reflected }];ttps'/ / www.je t
ot Input Luring XSS was possible on the rains.com/priv A-]JET-TEAM-
Web Page | 21-Jan-2025 4.6 . acy-
. Vault Connection page _ 040225/47
Generation security/issues-
('Cross-site CVE ID: CVE-2025-24459 | fixed/
Scripting')
In JetBrains TeamCity | https://www.jet
Incorrect . . . A-JET-TEAM-
Authorization 21-Jan-2025 4.3 before 2024.12.1 improper | brains.com/priv 040225 /48
access control allowed to | acy-

[ CVSSv3 Scoring Scale [NORINAR20 [ 2:3 ]

* stands for all versions

34 | 45 | 56

7-8

Page 19 of 147



Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPC ID
see Projects’ names in the | security/issues-
agent pool fixed/
CVE ID: CVE-2025-24460
Affected Version(s): 2024.12.1
In JetBrains TeamCity
before 2024.121
decryption of connection | https://www.jet
t ithout ins. i
Missing 21-Jan-2025 | 65 permissions was possible 5?1“5 om/PIV | A JET-TEAM-
Authorization : P possi! - 040225/49
via Test Connection | security/issues-
endpoint fixed/
CVE ID: CVE-2025-24461
Product: youtrack
Affected Version(s): * Up to (excluding) 2024.3.55417
In JetBrains YouTrack
before 2024.3.55417 | https://www.jet
Authentication account takeover  was | brains.com/priv
. : . A-JET-YOUT-
Bypass by | 21-Jan-2025 7.1 possible via spoofed email | acy- 040225 /50
Spoofing and Helpdesk integration security/issues-
CVE ID: CVE-2025-24458 | X¢d/
In JetBrains YouTrack https: :
Insertion  of before 2024.3.55417 bttPS'/ fwwwjet
Sensitive permanent tokens could be rains.com/priv A-JET-YOUT-
. 21-Jan-2025 5.5 . acy-
Information exposed in logs o 040225/51
into Log File security/issues-
CVE ID: CVE-2025-24457 | fixed/
Vendor: jfinaloa_project
Product: jfinaloa
Affected Version(s): * Up to (excluding) 2025-01-01
[ JFinalOA before
mproper. v2025.01.01 was
Neutralization : .
, discovered to contain a SQL
gf tSpecuﬂ injection vulnerability via A-TFLIFIN
rlements use 16-Jan-2025 8.8 the component | N/A “JEL-JFIN-
in an SQL b . 040225/52
orrowmoney/listData?ap
Command IvUser
Injection') CVE ID: CVE-2024-57769
Improper JFinalOA before
Neutralization v2025.01.01 was
of Special o discovered to contain a SQL A-JFI-JFIN-
Elements used 16-Jan-2025 8.8 injection wvulnerability via N/A 040225/53
in an SQL the component
Command getWorkFlowHis?insid.
[ CVSSv3 Scoring Scale [INOSML 12 |23 [ 34 | 45 | 56 | 67 | 78 [ 89 HSE0N

* stands for all versions
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Weakness Publish Date | CVSSv3 Description & CVE ID Patch NCIIPCID
I(S.QL. . CVE ID: CVE-2024-57775
njection")
I JFinalOA before
mproper. v2025.01.01 was
Neutralization . :
, discovered to contain a SQL
g{ tSpec1eg injection vulnerability via A-TFL-TFIN
DIGMEnts use 16-Jan-2025 8.8 the component | N/A JFL]
in an SQL 040225/54
apply/savettoaContractAp
Command Ivid
[ISQL pY' -
Injection') CVE ID: CVE-2024-57770
Vendor: jyothisjoy
Product: eventer
Affected Version(s): * Up to (excluding) 3.9.9
The Eventer plugin for
WordPress is vulnerable to
SQL Injection via the 'event'
parameter in the
'eventer_get_attendees’
function in all versions up
to, and including, 3.9.8 due
Improper to insufficient escaping on
Neutralization the user supplied
of Special parameter and lack of
Elements used sufficient preparation on A-JYO-EVEN-
in an SQL 28-Jan-2025 = the existing SQL query. This N/A 040225/55
Command makes it possible for
('SQL unauthenticated attackers
Injection') to append additional SQL
queries into already
existing queries that can be
used to extract sensitive
information  from  the
database.
CVE ID: CVE-2024-11135
Vendor: Linuxfoundation
Product: magma
Affected Version(s): * Up to (including) 1.8.0
Magma versions <= 1.8.0
(fixed in v1.9 commit
08472ba98b8321f802e95f
Reachable 5622fa?0fec2dea486) are A-LIN-MAGM-
. 21-Jan-2025 7.5 susceptible to an assertion- | N/A
Assertion 040225/56
based crash when an
oversized NAS packet is
received. An attacker may
leverage this behavior to
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions
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repeatedly crash the MME
via either a compromised
base station or via an
unauthenticated cellphone
within range of a base
station managed by the
MME, causing a denial of
service.

CVE ID: CVE-2023-37029

Buffer
without
Checking Size
of Input
('Classic Buffer
Overflow")

Copy

21-Jan-2025

7.5

The Linux Foundation
Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486) was
discovered to contain a
buffer overflow in the
decode_access_point_name
_ie function at
/3gpp/3gpp_24.008_sm_ie
s.c.  This  vulnerability
allows attackers to cause a
Denial of Service (DoS) viaa
crafted NAS packet.

CVE ID: CVE-2024-24416

N/A

A-LIN-MAGM-
040225/57

Out-of-bounds
Write

21-Jan-2025

7.5

A Stack-based  buffer
overflow in the Mobile
Management Entity (MME)
of Magma versions <= 1.8.0
(fixed in v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486)

allows remote attackers to
crash the MME with an
unauthenticated cellphone
by sending a NAS packet
containing an oversized
"Emergency Number List’
Information Element.

CVE ID: CVE-2023-37032

N/A

A-LIN-MAGM-
040225/58

Buffer
without
Checking Size
of Input
('Classic Buffer
Overflow")

Copy

21-Jan-2025

7.5

The Linux Foundation
Magma <= 1.8.0 (fixed in
v1l.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486) was
discovered to contain a
buffer overflow in the
decode_pdn_address

function at

N/A

A-LIN-MAGM-
040225/59

| CVSSv3 Scoring Scale ;

* stands for all versions

2-3 |

34 | 45 | 56
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/nas/ies/PdnAddress.cpp.
This vulnerability allows
attackers to cause a Denial
of Service (DoS) via a
crafted NAS packet.

CVE ID: CVE-2024-24418

Buffer
without
Checking Size
of Input
('Classic Buffer
Overflow")

Copy

21-Jan-2025

7.5

The Linux Foundation
Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486) was
discovered to contain a
buffer overflow in the
decode_traffic_flow_templa
te_packet filter function at
/3gpp/3gpp_24.008_sm_ie
s.c.  This  vulnerability
allows attackers to cause a
Denial of Service (DoS) viaa
crafted NAS packet.

CVE ID: CVE-2024-24419

N/A

A-LIN-MAGM-
040225/60

Out-of-bounds
Write

21-Jan-2025

7.5

The Linux Foundation
Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486) was
discovered to contain a
stack overflow in the
decode_protocol_configura
tion_options function at
/3gpp/3gpp_24.008_sm_ie
s.c.  This  vulnerability
allows attackers to cause a
Denial of Service (DoS) viaa
crafted NAS packet.

CVE ID: CVE-2024-24422

N/A

A-LIN-MAGM-
040225/61

Out-of-bounds
Write

21-Jan-2025

7.5

The Linux Foundation
Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486) was
discovered to contain a
buffer overflow in the
decode_esm_message_cont
ainer function at
/nas/ies/EsmMessageCont
ainer.cpp. This
vulnerability allows

N/A

A-LIN-MAGM-
040225/62

| CVSSv3 Scoring Scale ;

* stands for all versions

2-3 |

34 | 45 | 56
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attackers to cause a Denial
of Service (DoS) via a
crafted NAS packet.

CVE ID: CVE-2024-24423

Out-of-bounds
Read

21-Jan-2025

7.5

The Linux Foundation
Magma <= 1.8.0 (fixed in
v1l.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486) was
discovered to contain a
buffer overflow in the
decode_protocol_configura
tion_options function at
/3gpp/3gpp_24.008_sm_ie
s.c.  This  vulnerability
allows attackers to cause a
Denial of Service (DoS) viaa
crafted NAS packet.

CVE ID: CVE-2024-24417

N/A

A-LIN-MAGM-
040225/63

NULL Pointer
Dereference

21-Jan-2025

6.5

A Null pointer dereference
vulnerability in the Mobile
Management Entity (MME)
in Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486)
allows network-adjacent
attackers to crash the MME
via an S1AP ‘Initial UE
Message' packet missing an
expected  "EUTRAN_CGI®
field.

CVE ID: CVE-2023-37033

N/A

A-LIN-MAGM-
040225/64

NULL Pointer
Dereference

21-Jan-2025

6.5

A Null pointer dereference
vulnerability in the Mobile
Management Entity (MME)
in Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486)
allows network-adjacent
attackers to crash the MME
via an S1AP ‘’Initial UE
Message' packet missing an
expected "TAI field.

CVE ID: CVE-2023-37034

N/A

A-LIN-MAGM-
040225/65

[ Cvssva Scoring scale IEENNEE

* stands for all versions

34 | 45 | 56 |
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NULL Pointer
Dereference

21-Jan-2025

6.5

A Null pointer dereference
vulnerability in the Mobile
Management Entity (MME)
in Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486)
allows network-adjacent
attackers to crash the MME
via an S1AP ‘Uplink NAS
Transport’ packet missing
an expected
"ENB_UE_S1AP_ID" field.

CVE ID: CVE-2023-37036

N/A

A-LIN-MAGM-
040225/66

NULL Pointer
Dereference

21-Jan-2025

6.5

A Null pointer dereference
vulnerability in the Mobile
Management Entity (MME)
in Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486)
allows network-adjacent
attackers to crash the MME
via an S1AP S1Setup
Request’ packet missing an
expected ‘Supported TAs
field.

CVE ID: CVE-2023-37037

N/A

A-LIN-MAGM-
040225/67

NULL Pointer
Dereference

21-Jan-2025

6.5

A Null pointer dereference
vulnerability in the Mobile
Management Entity (MME)
in Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486)
allows network-adjacent
attackers to crash the MME
via an S1AP ‘Uplink NAS
Transport’ packet missing
an expected
"MME_UE_S1AP_ID" field.

CVE ID: CVE-2023-37038

N/A

A-LIN-MAGM-
040225/68

NULL Pointer
Dereference

21-Jan-2025

6.5

A Null pointer dereference
vulnerability in the Mobile
Management Entity (MME)
in Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f

N/A

A-LIN-MAGM-
040225/69

| CVSSv3 Scoring Scale ;

* stands for all versions

2-3 |

34 | 45 | 56
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5622fa90fec2dea486)
allows network-adjacent
attackers to crash the MME
via an S1AP ‘Initial UE
Message™ packet missing an
expected
"eNB_UE_S1AP_ID" field.

CVE ID: CVE-2023-37030

NULL Pointer
Dereference

21-Jan-2025

6.5

A Null pointer dereference
vulnerability in the Mobile
Management Entity (MME)
in Magma <= 1.8.0 (fixed in
v1.9 commit
08472ba98b8321f802e95f
5622fa90fec2dea486)
allows network-adjacent
attackers to crash the MME
via an S1AP ‘eNB
Configuration Transfer’
packet missing its required
“Target eNB ID" field.

CVE ID: CVE-2023-37031

N/A

A-LIN-MAGM-
04022570

Vendor: modalsurvey

Product: wordpress_survey_and_poll

Affected Version(s): * Up to (including) 1.7.5

Improper
Neutralization
of Special
Elements used
in an SQL
Command
('SQL

Injection’)

30-Jan-2025

6.5

The WordPress Survey &
Poll - Quiz, Survey and Poll
Plugin for WordPress
plugin for WordPress is
vulnerable to SQL Injection
via the 'id' attribute of the
'survey' shortcode in all
versions up to, and
including, 1.7.5 due to
insufficient escaping on the
user supplied parameter
and lack of sufficient
preparation on the existing
SQL query. This makes it
possible for authenticated
attackers, with
Contributor-level  access
and above, to append
additional SQL queries into
already existing queries
that can be used to extract
sensitive information from
the database.

https://plugins.t
rac.wordpress.o
rg/browser/wp-
survey-and-
poll/trunk/wor
dpress-survey-
and-
poll.php#L1457

A-MOD-WORD-
040225/71

| CVSSv3 Scoring Scale ;

* stands for all versions

2-3 |

34 | 45 | 56
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CVE ID: CVE-2024-13596

Vendor: open5gs

Product: open5gs

Affected Version(s): * Up to (including) 2.6.4

Reachable
Assertion

21-Jan-2025

7.5

A reachable assertion in the
amf_ue_set_suci function of
Open5GS <= 2.6.4 allows
attackers to cause a Denial
of Service (DoS) via a
crafted NAS packet.

CVE ID: CVE-2024-24427

N/A

A-OPE-OPEN-
040225/72

Reachable
Assertion

21-Jan-2025

7.5

A reachable assertion in the
oai_nas_Sgmm_decode
function of Open5GS <=
2.6.4 allows attackers to
cause a Denial of Service
(DoS) via a crafted NGAP
packet.

CVE ID: CVE-2024-24428

N/A

A-OPE-OPEN-
040225/73

Vendor: openimageio

Product: openimageio

Affected Version(s): 3.1.0.0

Out-of-bounds
Write

23-Jan-2025

N/A

23-Jan-2025

Out-of-bounds
Write

23-Jan-2025

[ Cvssva Scoring scale IEENNEE

* stands for all versions

OpenlmagelO v3.1.0.0dev
was discovered to contain a
heap overflow via the
component
OpenlmagelO_v3_1_0:farm
hash::inlined::Fetch64(cha
r const*).

CVE ID: CVE-2024-55192

N/A

A-OPE-OPEN-
040225/74

OpenlmagelO v3.1.0.0dev
was discovered to contain a
segmentation violation via
the component
/OpenlmagelO/string_view
.h.

CVE ID: CVE-2024-55193

N/A

A-OPE-OPEN-
040225/75

OpenlmagelO v3.1.0.0dev
was discovered to contain a
heap overflow via the
component
/OpenlmagelO/fmath.h.

N/A

A-OPE-OPEN-
040225/76

34 | 45 | 56
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CVE ID: CVE-2024-55194
Vendor: partitionnumerique
Product: music_sheet_viewer
Affected Version(s): * Up to (including) 4.1
The Music Sheet Viewer
plugin for WordPress is
vulnerable to Arbitrary File
Read in all versions up to, | https://plugins.t
ir_np_l;oi).er ¢ and including, 4.1 via the | rac.wordpress.o
Plr:ﬁ a 1onf a read_score_file() function. | rg/browser/mu
Ra t“,aing 0a 20-Tan2025 25 | This makes it possible for | sic-sheet- A-PAR-MUSI-
D?S ric © “Jan- : unauthenticated attackers | viewer/trunk/m | 040225/77
';retchory to read the contents of | usic-sheet-
'(F a X arbitrary files on the server, | viewer.php#L74
raversal’) which can contain sensitive | 8
information.
CVE ID: CVE-2024-13671
The Music Sheet Viewer
plugin for WordPress is
vulnerable to Stored Cross-
Site  Scripting via the
plugin's 'pn_msv' shortcode
in all versions up to, and
including, 4.1 due to | https://plugins.t
;Impz()pl?r i insufficient input | rac.wordpress.o
felu ra;zDa ton sanitization and output | rg/browser/mu
?N Epu u;mg 30 2025 ” escaping on user supplied | sic-sheet- A-PAR-MUSI-
Ge i age “Jan- ' attributes. This makes it | viewer/trunk/m | 040225/78
'Enera 1(')tn possible for authenticated | usic-sheet-
g ljoi_s_SI,e attackers, with contributor- | viewer.php#L39
cripting’) level access and above, to | 5
inject arbitrary web scripts
in pages that will execute
whenever a user accesses
an injected page.
CVE ID: CVE-2024-13670
Vendor: philantro
Product: philantro
Affected Version(s): * Up to (excluding) 5.4
Imbroper The Philantro - Donations
NeEtr;ﬁization and Donor Management | https://plugins.t
f Inout Durin 28-Jan-2025 6.4 plugin for WordPress is | rac.wordpress.o | A-PHI-PHIL-
\(;Vebpu upa g a ; vulnerable to Stored Cross- | rg/changeset/3 | 040225/79
Generation & Site  Scripting via the | 224699
plugin's shortcodes like
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions
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('Cross-site 'donate’ in all versions up
Scripting") to, and including, 5.3 due to
insufficient input
sanitization and output
escaping on user supplied
attributes. This makes it
possible for authenticated
attackers, with contributor-
level access and above, to
inject arbitrary web scripts
in pages that will execute
whenever a user accesses
an injected page.
CVE ID: CVE-2024-13527
Vendor: pluginus
Product: meta_data_and_taxonomies_filter
Affected Version(s): * Up to (excluding) 1.3.3.7
The MDTF - Meta Data and
Taxonomies Filter plugin
for WordPress is vulnerable
to Stored Cross-Site | https://plugins.t
Scripting via the plugin's | rac.wordpress.o
'mdf _results_by_ajax’ rg/changeset?sf
shortcode in all versions up | p_email=&sfph_
Improper to, and including, 1.3.3.6 | mail=&reponam
Neutralization due to insufficient input | e=&o0ld=322418
of Input During sanitization and output | 6%40wp-meta- A-PLU-META-
Web Page | 23-Jan-2025 6.4 escaping on user supplied | data-filter-and- 040225 /80
Generation attributes. This makes it | taxonomy- /
('Cross-site possible for authenticated | filter&new=322
Scripting') attackers, with contributor- | 4186%40wp-
level access and above, to | meta-data-filter-
inject arbitrary web scripts | and-taxonomy-
in pages that will execute | filter&sfp_email
whenever a user accesses | =&sfph_mail=
an injected page.
CVE ID: CVE-2024-13340
Vendor: projectworlds
Product: online_food_ordering_system
Affected Version(s): 1.0
Improper A SQL Injection
Neutralization vulnerability exists in the
of Special login form of Online Food A-PRO-ONLI-
Elements used 23-Jan-2025 Ordering System v1.0. The N/A 040225/81
in an SQL vulnerability arises
Command because the input fields
[ CVSSv3 Scoring Scale [NNOMIMMI 2 02580 34 [ 45 [ 56 | 67 [ 78 [80 [NOS0M

* stands for all versions
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('SQL username and password
Injection’) are not properly sanitized,
allowing attackers to inject
malicious SQL queries to
bypass authentication and
gain unauthorized access.
CVE ID: CVE-2024-57328
Vendor: proxymis
Product: html5_chat
Affected Version(s): * Up to (including) 1.04
The HTML5 chat plugin for
WordPress is vulnerable to
Stored Cross-Site Scripting
via the plugin's
'HTML5CHAT' shortcode in
all versions up to, and
I including, 1.04 due to
mproper. insufficient input | https://plugins.t
Neutralization e d tput
f Input During sanltl.zatlon and  outpu rac.wordpress.o
3\/ b p 30-1an-2025 6.4 escaping on user supplied | rg/browser/ht | A-PRO-HTML-
Ge i age Jan . attributes. This makes it | ml5- 040225/82
'(e:nera 19tn possible for authenticated | chat/trunk/inde
(Cross-site attackers, with contributor- | x.php#L159
Scripting') pup
level access and above, to
inject arbitrary web scripts
in pages that will execute
whenever a user accesses
an injected page.
CVE ID: CVE-2024-12451
Vendor: quantumcloud
Product: wpot
Affected Version(s): * Up to (excluding) 13.5.6
The WPBot Pro Wordpress
Chatbot plugin for
WordPress is vulnerable to
unauthorized modification
of data due to a missing
capability check on the
Missing o 'qc_wp_latest_update_chec A-QUA-WPOT-
Authorization 22-Jan-2025 = k pro' function in all N/A 040225/83
versions up to, and
including, 13.5.5. This
makes it possible for
authenticated attackers,
with Subscriber-level
access and above, to create
[ CVSSv3 Scoring Scale [NNOSIMMA20 2580 3-4 | 45 [ 56 [ 67 [ 78 [80 |HSS0N

* stands for all versions
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Simple Text Responses to
chat queries.

CVE ID: CVE-2024-12879

Vendor: scriptsbundle

Product: adforest

Authentication
Bypass Using
an  Alternate
Path or
Channel

22-Jan-2025

Vendor: seventhqueen

Affected Version(s): * Up to (excluding) 5.1.9

The AdForest theme for
WordPress is vulnerable to
authentication bypass in all
versions up to, and
including, 5.1.8. This is due
to the plugin not properly
verifying a user's identity
prior to logging them in as
that user. This makes it
possible for
unauthenticated attackers
to authenticate as any user
as long as they have
configured OTP login by
phone number.

CVE ID: CVE-2024-12857

N/A

A-SCR-ADFO-
040225/84

Product: typer_core

Affected Version(s): * Up to (including) 1.9.6

Authorization
Bypass
Through User-
Controlled Key

30-Jan-2025

4.3

The Typer Core plugin for
WordPress is vulnerable to
Information Exposure in all
versions up to, and
including, 1.9.6 via the
'elementor-template’
shortcode due to
insufficient restrictions on
which posts can be
included. This makes it
possible for authenticated
attackers, with
Contributor-level  access
and above, to extract data
from private or draft posts
created by Elementor that
they should not have access
to.

CVE ID: CVE-2024-12102

N/A

A-SEV-TYPE-
040225/85

[ Cvssva Scoring scale IEENNEE

* stands for all versions
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Vendor: shoalsummitsolutions
Product: team_rosters
Affected Version(s): * Up to (including) 4.7
The Team Rosters plugin
for WordPress is vulnerable
to Reflected Cross-Site
Scripting via the ‘tab’
parameter in all versions up
to, and including, 4.7 due to
Improper insufficient input
Neutralization sanitization and output
of Input During escaping. This makes it
Web Page | 30-Jan-2025 6.1 possible for | N/A '345013(2)5“;'21\4
Generation unauthenticated attackers /
('Cross-site to inject arbitrary web
Scripting') scripts  in  pages that
execute if they can
successfully trick a user
into performing an action
such as clicking on a link.
CVE ID: CVE-2024-12320
Vendor: Sonicwall
Product: sma8200v
Affected Version(s): * Up to (excluding) 12.4.3-02854
Pre-authentication
deserialization of untrusted
data vulnerability has been
identified in the SMA1000
Appliance Management
Console (AMC) and Central | https://psirt.glo
Deserialization Managemen_t . Conspl.e bal.sonicwall.co A-SON-SMAS-
of Untrusted | 23-Jan-2025 (CMC), which in specific | m/vuln- 040225 /87
Data conditions could | detail/SNWLID-
potentially enable a remote | 2025-0002
unauthenticated attacker to
execute  arbitrary = OS
commands.
CVE ID: CVE-2025-23006
Vendor: stageshow_project
Product: stageshow
Affected Version(s): * Up to (including) 9.8.6
Improper The StageShow plugin for | https://plugins.t
N . A-STA-STAG-
Neutralization 30-Jan-2025 6.1 WordPress is vulnerable to | rac.wordpress.o 040225,/88
of Input During Reflected Cross-Site | rg/browser/sta
[ CVSSv3 Scoring Scale [NNOMIMMI 2 02580 34 [ 45 [ 56 | 67 [ 78 [80 [NOS0M

* stands for all versions
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Web Page Scripting due to the use of | geshow/trunk/a
Generation remove_query_arg without | dmin/stagesho
(‘Cross-site appropriate escaping on | w_manage_seati
Scripting") the URL in all versions up | ng.php#L502
to, and including, 9.8.6. This
makes it possible for
unauthenticated attackers
to inject arbitrary web
scripts in pages that
execute if they can
successfully trick a user
into performing an action
such as clicking on a link.
CVE ID: CVE-2024-13705
Vendor: stockdio
Product: stockdio_historical_chart
Affected Version(s): * Up to (excluding) 2.8.19
The Stockdio Historical
Chart plugin for WordPress
is wvulnerable to Stored
Cross-Site Scripting via the
plugin's 'stockdio-
historical-chart’ shortcode
in all versions up to, and
Improper including, 2.8.18 due to | https://plugins.t
Neutralization insufficient input | rac.wordpress.o
of Input During sanitization and output | rg/browser/sto A-STO-STOC-
Web Page | 30-Jan-2025 6.4 escaping on user supplied | ckdio-historical- 040225 /89
Generation attributes. This makes it | chart/trunk/sto
(‘Cross-site possible for authenticated | ckdioplugin.php
Scripting') attackers, with contributor- | #1155
level access and above, to
inject arbitrary web scripts
in pages that will execute
whenever a user accesses
an injected page.
CVEID: CVE-2024-13349
Vendor: tainacan
Product: tainacan
Affected Version(s): * Up to (excluding) 0.21.13
Improper The Tainacan plugin for | https://plugins.t
Neutralization WordPress is vulnerable to | rac.wordpress.o
of Special 23-Jan-2025 6.5 SQL Injection via the | rg/changeset/3 | A-TAI-TAIN-
Elements used : 'collection_id' parameter in | 226475 /tainaca | 040225/90
in an SQL all versions up to, and | n/trunk/classes
Command including, 0.21.12 due to | /api/endpoints/
[ CVSSv3 Scoring Scale [NOSl 12 |23 | 34 | 45 [ 56 | 67 | 78 | &9 [N

* stands for all versions
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('SQL insufficient escaping on the | class-tainacan-
Injection’) user supplied parameter | rest-reports-
and lack of sufficient | controller.php
preparation on the existing
SQL query. This makes it
possible for authenticated
attackers, with Subscriber-
level access and above, to
append additional SQL
queries into already
existing queries that can be
used to extract sensitive
information  from  the
database.
CVE ID: CVE-2024-13236
Vendor: Theeventscalendar
Product: the_events_calendar
Affected Version(s): * Up to (excluding) 6.9.1
The The Events Calendar
plugin for WordPress is
vulnerable to Stored Cross-
Site Scripting via the Event
Calendar Link Widget https: / /plugins.t
through  the  html_tag ps:/ /g) USINS.
attribute in all versions up rac.v;zlor preis.é)
Improper to, and including, 6.9.0 due ;%/;Ogggf}fe /
Neutralization to  insufficient  input A /the-
of Input During sanitization and output evle n s tags/6. | A-THE-THE
Web Page | 23-Jan-2025 6.4 escaping. This makes it ;alen ar/_ ags/.. 021022;5 91-'
Generation possible for authenticated t / Sri,/ VleWSl/ ! /
(‘Cross-site attackers, with | © egza 1on§C{ € (:
Scripting') Contributor-level ~ access | o otr/ widgets
and above, to inject /e;/end-
arbitrary web scripts in lc.a En har-
pages that will execute Inx.php
whenever a user accesses
an injected page.
CVE ID: CVE-2024-12118
Vendor: themerex
Product: addons
Affected Version(s): * Up to (excluding) 2.34.0
Unrestricted The ThemeREX Addons
Upload of File plugin for WordPress is
with 28-Jan-2025 vulnerable to arbitrary file | N/A '3 4T0P21551>]3]2) 0
Dangerous uploads due to missing file
Type type validation in the
CVSSv3 Scoring Scale 2-3 3-4 4- -6 6-7 7-8 8-9
1 5 5

* stands for all versions
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'trx_addons_uploads_save_
data’ function in all
versions up to, and
including, 2.32.3. This
makes it possible for
unauthenticated attackers
to upload arbitrary files on
the affected site's server
which may make remote
code execution possible.

CVE ID: CVE-2024-13448

Product: themify_builder

Affected Version(s): * Up to (excluding) 7.6.6

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

22-Jan-2025

6.1

The Themify Builder plugin
for WordPress is vulnerable
to Reflected Cross-Site
Scripting due to the use of
add_query_arg without
appropriate escaping on
the URL in all versions up
to, and including, 7.6.5. This
makes it possible for
unauthenticated attackers
to inject arbitrary web
scripts in pages that
execute if they can
successfully trick a user
into performing an action
such as clicking on a link.

CVE ID: CVE-2024-13319

https://plugins.t
rac.wordpress.o
rg/changeset/3
224684 /themify

builder/trunk/t
hemify/themify-
admin.php

A-THE-THEM-
040225/93

Vendor: thimpress

Product: wp_hotel_booking

Affected Version(s): * Up to (excluding) 2.1.7

Missing
Authorization

22-Jan-2025

4.3

The WP Hotel Booking
plugin for WordPress is
vulnerable to unauthorized
access of data due to a
missing capability check on
the

hotel_booking_load_order_
user AJAX action in all
versions up to, and
including, 2.1.6. This makes
it possible for
authenticated  attackers,

https://plugins.t
rac.wordp