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admincolumns

admin_columns

A CSV injection in the
codepressadmin-columns
(aka Admin Columns) plugin
3.4.6 for WordPress allows
malicious users to gain
Impropgr _ remote control of other
Neutralizat computers. By choosing
on of Special formula code as his first or
Elements in last name, an attacker can
Output Used 08-11-2019 create a user with a name N/A A-ADM-ADMH-
by a that contains malicious code. 271119/1
Downstrea Other users might download
m this data as a CSV file and
Compgnent corrupt their PC by opening
(Injection’) it in a tool such as Microsoft
Excel The attacker could
gain remote access to the
user's PC.
CVE ID : CVR019-17661
Apache
impala
In Apache Impala 2.7.0 to https://lists
3.2.0, an authenticated user | .apache.org
Missing with access to thelDs of /thread.htm
Authenticati active Impala queries or l/ee73dd8d
on for 05-11-2019 | 4.6 | Sessions can interact with | c38ac3b3b1 | A-APAIMPA-
Critical those sessions or queries via| 32c79c9a02 | 271119/2
Function a speciallyconstructed cf9524af9a
request and thereby al1190474
potentially bypass cOebd1f13
authorization and audit @%3Cdev.i
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mechanisms. Session and
qguery IDs are unique and
random, but have not been
documented or consistently
treated as sensitive secrets.
Therefore they may be
exposed in logs or interfaces|
They were also not
generated with a
cryptographically secure
random number generator,
so are vulnerable to random
number generator attacks
that predict future IDs based
on past IDs. Impala
deployments with Apache
Sentry or Apache Ranger
authorization enabled may
be vulnerable to privilege
escalation if an
authenticated attacker is
able to hijack a session or
query from another
authenticated user with
privileges not assigned to
the attacker. Impala
deployments with audit
logging enabled may be
vulnerable to incorrect audit
logging as a user could
undertake actions that were
logged under the name of a
different authenticated user.
Constructing an attack
requires a high degree of
technical sophistication and
access to the Impala system
as an authenticated user.

CVE ID : CVR019-10084

mpala.apac
he.org%3E

cxf

CV Scoring Scale
oo I - | = [ =

7-8
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Uncontrolle
d Resource
Consumptio
n

06-11-2019

4.3

Apache CXF before 3.3.4 an(
3.2.11 does not restrict the
number of message
attachments present in a
given message. This leaves
open the possibility of a
denial of service type attack,
where a malicious user
crafts a message containing
a very large number of
message attachments. From
the 3.3.4 and 3.2.11 releases
a default limit of 50 message
attachments is enforced.
This is configurable via the
message property
"attachment-max-count".

CVE ID : CVE2019-12406

http://cxf.a
pache.org/s
ecurity-
advisories.d
ata/CVE
2019-
12406.txt.a
sc

A-APACXF
271119/3

Improper
Authenticati
on

06-11-2019

7.5

Apache CXF before 3.3.4 an(
3.2.11 provides all of the
components that are
required to build a fully
fledged Openlid Connect
service. There is a
vulnerability in the access
token services, where it does
not validate that the
authenticated principal is
equal to that of the supplied
clientld parameter in the
request. If a malicious client
was able to somehow tal

an authorization code issued
to another client, then they
could exploit this
vulnerability to obtain an
access token for the other
client.

CVE ID : CVR019-12419

http://cxf.a
pache.org/s
ecurity-
advisories.d
ata/CVE
2019-
12419.txt.a
scC

A-APACXF
271119/4

arrow

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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NULL
Pointer
Dereference

08-11-2019

It was discovered that the
C++ implementation (which
underlies the R, Python and
Ruby implementations) of
Apache Arrow 0.14.0 to
0.14.1 had a uninitialized
memory bug when building
arrays with null values in
some cases. This can lead to
uninitialized memory being
unintentionally shared if
Arrow Arrays are
transmitted over the wire
(for instance with Flight) or
persisted in the streaming
IPC and file formats.

CVE ID : CVE2019-12408

https://lists
.apache.org
/thre ad.htm
1/49f067b1
c5fb7493d9
52580f0d2
d032819ba
351f7a7874
3c2112626

9@%3Cdev.

arrow.apac
he.org%3E

A-APAARRQ
271119/5

NULL
Pointer
Dereference

08-11-2019

While investigating UBSAN
errors in
https://github.com/apache/
arrow/pull/5365 it was
discovered Apache Arow
versions 0.12.0 to 0.14.1, left]
memory Array data
uninitialized when reading
RLE null data from parquet.
This affected the C++,
Python, Ruby and R
implementations. The
uninitialized memory could
potentially be shared if are
transmitted over the wire
(for instance with Flight) or
persisted in the streaming
IPC and file formats.

CVE ID : CVR019-12410

N/A

A-APAARRQG
271119/6

ARM

mbed -mqtt

Improper

04-11-2019

A denial-of-service issue was

https://gith

A-ARM-

CV Scoring Scale

(CVSS)

2-3 34 4-5 5-6

6-7 7-8
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Input
Validation

discovered in the MQTT
library in Arm Mbed OS
2017-11-02. The function
readMQTTLenString() is
called by the function
MQTTDeserialize_publish()
to get the length and content
of the MQTT topic name. In
the function
readMQTTLenString(),
mqttstring ->lenstring.len is
a part of user input, which
can be mairpulated. An
attacker can simply change it
to a larger value to
invalidate the if statement so
that the statements inside
the if statement are skipped,
letting the value of
mqttstring ->lenstring.data
default to zero. Later, curn is
accessed, which pointsd
mqttstring ->lenstring.data.
On an Arm CortexM chip,
the value at address 0x0 is
actually the initialization
value for the MSP register. It
is highly dependent on the
actual firmware. Therefore,
the behavior of the program
is unpredictable from this
time on.

CVE ID : CVR019-17210

ub.com/AR
Mmbed/mb
ed-
osl/issues/1
1802

MBED
271119/7

Atlassian

jira

Missing
Authorizatio
n

08-11-2019

The Atlassian
Troubleshooting and
Support Tools plugin prior
to version 1.17.2 allows an

unprivileged userto initiate

N/A

A-ATL-JIRA
271119/8

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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periodic log scans and send
the results to a user
specified email address due
to a missing authorization
check. The email message
may contain configuration
information about the
application that the plugin is
installed into. A vulnerable
version of the plugin is
included with Bitbucket
Server / Data Center before
6.6.0, Confluence Server /
Data Center before 7.0.1, Jiré
Server / Data Center before
8.3.2, Crowd / Crowd Data
Center before 3.6.0, Fisheye
before 4.7.2, Crucible before
4.7.2, and Bmboo before
6.10.2.

CVE ID : CVR2019-15005

confluence

Missing
Authorizatio
n

08-11-2019

The Atlassian
Troubleshooting and
Support Tools plugin prior
to version 1.17.2 allows an
unprivileged user to initiate
periodic log scans ad send
the results to a user
specified email address due
to a missing authorization
check. The email message
may contain configuration
information about the
application that the plugin is
installed into. A vulnerable
version of the plugin is
included with Bitbucket
Server / Data Center before

6.6.0, Confluence Server /

N/A

A-ATL-CONF
271119/9

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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Data Center before 7.0.1, Jiré
Server / Data Center before
8.3.2, Crowd / Crowd Data
Center before 3.6.0, Fisheye
before 4.7.2, Crucible before
4.7.2, and Bamboo before
6.10.2.

CVE ID : CVE2019-15005

bitbucket

Missing
Authorizatio
n

08-11-2019

The Atlassian
Troubleshooting and
Support Tools plugin prior
to version 1.17.2 allows an
unprivileged user to initiate
periodic log scans and send
the results to a user
specified email address due
to a missing authorization
check. The email message
may contain configuration
information about the
application that the plugin is
installed into. A vulnerable
version of the plugin is
included with Bitbucket
Server / Data Center befoe
6.6.0, Confluence Server /
Data Center before 7.0.1, Jiré
Server / Data Center before
8.3.2, Crowd / Crowd Data
Center before 3.6.0, Fisheye
before 4.7.2, Crucible before
4.7.2, and Bamboo before
6.10.2.

CVE ID : CVER019-15005

N/A

A-ATL-BITB-
271119/10

crowd

Missing
Authorizatio
n

08-11-2019

The Atlassian
Troubleshooting and
Support Tools plugin prior

N/A

A-ATL-CROW
271119/11

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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to version 1.17.2 allows an
unprivileged user to initiate
periodic log scans and send
the results to a user
specified email address due
to a missing auhorization
check. The email message
may contain configuration
information about the
application that the plugin is
installed into. A vulnerable
version of the plugin is
included with Bitbucket
Server / Data Center before
6.6.0, Confluence Server /
Data Ceter before 7.0.1, Jira
Server / Data Center before
8.3.2, Crowd / Crowd Data
Center before 3.6.0, Fisheye
before 4.7.2, Crucible before
4.7.2, and Bamboo before
6.10.2.

CVE ID : CVR019-15005

jira_service_desk

Incorrect
Authorizatio
n

07-11-2019

4.3

The Customer Context Filter
in Atlassian Jira Service Desl
Server and Jira Service Desk
Data Center before 3.9.17,
from 3.10.0 before 3.16.10,
from 4.0.0 before 4.2.6, from
4.3.0 before 4.3.5, from 4.4.0
before 4.4.3, and from 4.5.0
before 4.5.1 allows remote
attackers with portal access
to view arbitrary issues in
Jira Service Desk projects vie
authorization bypass. Note
that when the 'Anyone can
email the service desk or
raise a request in the portal'

N/A

A-ATL-JIRA
271119/12

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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setting is enabled, an
attacker can grant
themselves portal access,
allowing them to exploit the
vulnerability.

CVE ID : CVE2019-15003

Improper
Limitation

of a
Pathname to
a Restricted
Directory
('Path
Traversal')

07-11-2019

4.3

The Customer Context Filter
in Atlassian Jira Service Desl
Server and Jira Service Desk
Data Center before 3.9.17,
from 3.10.0 before 3.16.10,
from 4.0.0 before 4.2.6, from
4.3.0 before 4.3.5, from 4.4.0
before 4.4.3, and from 4.5.0
before 4.5.1 allows remote
attackers with portal access
to view arbitrary issues in
Jira Service Desk projects vie
a path traversal

vulnerability. Note that

when the 'Anyone can email
the service desk or raise a
request in the portal’ setting
is enabled, an attacker can
grant themselves portal
access, allowinghem to
exploit the vulnerability.

CVE ID : CVR019-15004

N/A

A-ATL-JIRA
271119/13

troubleshooting_and_support

Missing
Authorizatio
n

08-11-2019

The Atlassian
Troubleshooting and
Support Tools plugin prior
to version 1.17.2 allows an
unprivileged userto initiate
periodic log scans and send
the results to a user
specified email address due
to a missing authorization
check. The email message

may contain configuration

N/A

A-ATL-TROU
271119/14

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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information about the
application that the plugin is
installed into. A vulnerable
version of the plugin is
included with Bitbucket
Server / Data Center before
6.6.0, Confluence Server /
Data Center before 7.0.1, Jiré
Server / Data Center before
8.3.2, Crowd / Crowd Data
Center before 3.6.0, Fisheye
before 4.7.2, Crucible before
4.7.2, and Barboo before
6.10.2.

CVE ID : CVE2019-15005

bamboo

Missing
Authorizatio
n

08-11-2019

The Atlassian
Troubleshooting and
Support Tools plugin prior
to version 1.17.2 allows an
unprivileged user to initiate
periodic log scans and sed
the results to a user
specified email address due
to a missing authorization
check. The email message
may contain configuration
information about the
application that the plugin is
installed into. A vulnerable
version of the plugin is
included with Bitbucket
Server / Data Center before
6.6.0, Confluence Server /
Data Center before 7.0.1, Jirg
Server / Data Center before
8.3.2, Crowd / Crowd Data
Center before 3.6.0, Fisheye
before 4.7.2, Crucible before
4.7.2, and Bamboo before

N/A

A-ATL-BAMB-
271119/15

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

10




Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

6.10.2.
CVE ID : CVE2019-15005

crucible

Missing
Authorizatio
n

08-11-2019

The Atlassian
Troubleshooting and
Support Tools plugin prior
to version 1.17.2 allows an
unprivileged user to initiate
periodic log scans and send
the results to a user
specifiedemail address due
to a missing authorization
check. The email message
may contain configuration
information about the
application that the plugin is
installed into. A vulnerable
version of the plugin is
included with Bitbucket
Server / Data Center before
6.6.0, Confluence Server /
Data Center before 7.0.1, Jiré
Server / Data Center before
8.3.2, Crowd / Crowd Data
Center before 3.6.0, Fisheye
before 4.7.2, Crucible before
4.7.2, and Bamboo before
6.10.2.

CVE ID : CVR019-15005

N/A

A-ATL-CRUCG
271119/16

fisheye

Missing
Authorizatio
n

08-11-2019

The Atlassian
Troubleshooting and
Support Tools plugin prior
to version 1.17.2 allows an
unprivileged user to initiate
periodic log scans and send
the results to a user
specified email address due

to a missing authaization

N/A

A-ATL-FISH
271119/17

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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check. The email message
may contain configuration
information about the
application that the plugin is
installed into. A vulnerable
version of the plugin is
included with Bitbucket
Server / Data Center before
6.6.0, Confluence Server /
Data Cente before 7.0.1, Jira
Server / Data Center before
8.3.2, Crowd / Crowd Data
Center before 3.6.0, Fisheye
before 4.7.2, Crucible before
4.7.2, and Bamboo before
6.10.2.

CVE ID : CVE2019-15005

auo

sunveillance_monitoring_system_ \ & data_recorder

Unrestricted
Upload of
File with
Dangerous

Type

12-11-2019

7.5

An issue was discovered in
Picture_Manage_mvc.aspx ir
AUO SunVeillance
Monitoring System before
v1.1.9e. There is an incorrect
access control vulnerability
that can allow an
unauthenticated user to
upload files via a modified
authority parameter.

CVE ID : CVR019-12719

N/A

A-AUOSUNV
271119/18

Improper
Neutralizati
on of Special
Elements
used in an
SQL
Command
('SQL

Injection’)

12-11-2019

AUO SunVeillance
Monitoring System befae
v1.1.9¢ is vulnerable to
mvc_send_mail.aspx
(MailAdd parameter) SQL
Injection. An Attacker can
carry a SQL Injection
payload to the server,
allowing the attacker to read

N/A

A-AUOSUNV
271119/19

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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privileged data. This also
affects the
picture_manage_mvc.aspx
plant_no parameterthe
swapdl_mvc.aspx plant_no
parameter, and the
account_management.aspx
Text_Postal_Code and
Text_Dis_Code parameters.
CVE ID : CVR2019-12720
Avast
antivirus
A Cross Site Scripting (XSS)
iIssue exists in Avast
Impropgr _ AntiVirus (Free, Internet
Neutralizati Security, and Premiere
on of Input Edition) 19.3.2369 build
During Web 01-11-2019 | 4.3 | 19.3.4241.440 in the N/A A-AVAANTI-
Page . Network Notification Popup, 271119/20
C'Beneratllon allowing an attacker to
(Crps§—3|'te execute JavaScript code via
Scripting’) an SSID Name.
CVE ID : CVR2019-18653
AVG
anti -virus
A Cross Site Scripting (XSS)
Improper issue exists in AVG AntiVirus
Neutralizati (Internet Security Edition)
on of Input 19.3.3084 build
' 19.3.4241.440 in the - -
During Web 01-11-2019 | 4.3 o in N/A A-AVGANTI
Page Network Notification Popup, 271119/ 21
Generation allowing an attacker to
(‘Cross-site execute JavaScript code via
Scripting') an SSID Name.
CVE ID : CVR2019-18654
Broadcom
brocade_sannav
CV Scoring Scale

13
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https://ww
w.broadco
m.com/sup
Brocade SANnav versions | port/fibre -
Information before v2.0, Iogs plain text channel
Exposure 08.11.2019 database con_nect_ion _ networking | ABRGBROCG
Through password while triggering | /security - | 271119/ 22
Log Files support save. advisories/
CVE ID : CVER2019-16210 | brocade
security-
advisory -
2019-869
https://ww
A vulnerability, in Brocade | \w.broadco
SANnav versions before v2.0 m.com/sup
could allow remote attackers| port/fibre -
Use of to brute-force a valid session| channet
e R ID. The vulpgrability is due | networking | A-BROBROG
y Random ™~ | to aninsufficiently random | /security - | 271119/ 23
Values session ID for several post | advisories/
authentication actions in the | procade-
SANnav portal. security-
CVE ID : CVER2019-16205 | advisory-
2019-864
https://ww
The authentication w.broadco
mechanism, in Brocade m.com/sup
SANnav versions before v2.0 port/fibre -
Information logs plaintext account channet
Exposure | o0 o000 credentials at the ?trace? | networking | A-BROBROG
Through and the 'debug' logging level) /security - | 271119/ 24
Log Files which could allow a local advisories/
authenticated attacker to brocade
access sensitive irfrmation. | security-
CVE ID : CVR019-16206 | advisory-
2019-865
Use of Hard Brocade SANnav versions | https://ww
coded 08-11-2019 | 4.6 | before v2.0 use dard-coded | w.broadco | A-BROBROG
Credentials password, which could allow | m.com/sup | 271119/25
local authenticated attackers| port/fibre -

14
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to access a baclend channet
database and gain privileges| networking
CVE ID : CVE2019-16207 | /Security -
advisories/
brocade-
security-
advisory-
2019-866
Passwordbased encryption | NttPS/ww
(PBE) algorithm, of Brocade | W-Proadco
SANnav versions before v2.0 m.com/sup
Use of a has a weakness in port/fibre -
Broken or generating cryptographic channet
Risky 08-11-2019 |5 | keys that may allow an networking | A-BROBROG
Cryptograph attacker to decrypt /sec_urlty - 271119/ 26
ic Algorithm passwords used with several| advisories/
services (Radius, TACAS, | Procade
etc.). security-
advisory-
CVE ID : CVR2019-16208 2019-867
https://ww
A vulnerability, in The w.broadco
ReportsTrustManager class m.com/sup
of Brocade SANnav versions portffibre -
Improper before v2.0, could allow an channel-.
Certificate | 08-11-2019 | 5.8 | attacker to perform a man | networking | A-BROBROE
Validation in-the-middle attack against /se(,jurlt.y ) 271119727
Secure Sockets advisories/
Layer(SSL)connections. brocaQe
security-
CVE ID : CVR2019-16209 advisory-
2019-868
Centrify
authentication_service
The Windows component of | https://cen
Deserializati Centrify Authentication and | trify .force.c
on of 05-11.2019 | 5.1 | Privilege Bevation Services | om/support | A-CENAUTH
Untrusted 3.4.0,3.4.1,3.4.2,3.4.3,3.5 /Article/KB | 271119/28
Data 3.5.1(18.8), 3.5.2 (18.11), |-22420-
and 3.6.0 (19.6) does not Centrify-
cv Szgz;isng)sca'e - 23 | 34 | 45 | 56 | 67 | 78 | 89 -

15
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properly handle an Agent-for-
unspecified exception during| Windows-
use of partially trusted Remote
assemblies to serialize input | Code
data, which allows attackers | Execution
to execute arbirary code Vulnerabilit
inside the Centrify process |y
via (1) a crafted application
that makes a pipe
connection to the process
and sends malicious
serialized data or (2) a
crafted Microsoft
Management Console shap
in control file.

CVE ID : CVR2019-18631
privilege_elevation_service

The Windows component of

Centrify Authentication and

Privilege Elevation Services

3.4.0,34.1,3.4.2,3.4.3, 3.5

3.5.1 (18.8), 3.5.2 (18.11),

and 3.6.0 (19.6) does not thpS://C en

properly handle an trify.force.c

unspecified exception during om{support

use of partially trusted [Article/KB
Deserializati assemblies to serialize input (:2242[2%

: entrify-
on of 05.11.2019 | 5.1 data, which al!ows attackers Agentor- A-CENPRI\A
Untrusted to execue arbitrary code . 271119/ 29
Data inside the Centrify process Windows-

via (1) a crafted application Remote
that makes a pipe Code .
connection to the process Executlorlrl
and sends malicious Vulnerabilit
serialized data or (2) a y

crafted Microsoft

Management Console shap

in control file.

CVE ID : CVR2019-18631
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Ceph
ceph
A flaw was found in the Ceph
RGW configuration with
Beast as the fromend
handling client requests. An _
unauthenticated attacker h_ttps./ /bug
Uncontrolle could crash the Ceph RGW zilla.redhat.
d Resourcg 08-11-2019 |5 server by sending valid com/shoyv_ A-CERCEPH
Consumptio HTTP headers and bug.cgi?id= | 271119/ 30
n terminating the connection, CVE2019-
resulting in a remote denial 10222
of service for Ceph RGW
clients.
CVE ID : CVR2019-10222
certify
infrastructure_services
The Windows component of
Centrify Authentication and
Privilege Elevation Services
3.4.0,34.1,3.4.2,3435.0,
3.5.1 (18.8), 3.5.2 (18.11),
and 3.6.0 (19.6) does not h'Ftps.//cen
properly handle an trify.force.c
unspecified exception during om/'support
use of partially trusted [Article/KB
Deserializati assemblies to serialize input ;:2242%;
: trify-
f data, which allows attackers | ©€" A-CERINFR-
on o 05-11-2019 | 5.1 - Agentfor-
Untrusted to execute arbitrary code _ 271119/ 31
Data inside the Centrify process Windows-
via (1) a crafted application Remote
that makes a pipe Code .
connection to the process Executlorlrl
and sends malicious Vulnerabilit
serialized data or (2) a y
crafted Microsoft
Management Console shap
in control file.
CVE ID : CVR2019-18631
CV Scoring Scale
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chartkick

chartkick.js

Improper
Input
Validation

11-11-2019

7.5

Chartkick.js 3.1.0 through
3.1.3, as used in the
Chartkick gem before 3.3.0
for Ruby, allows prototype
pollution.

CVE ID : CVR2019-18841

https://gith
ub.com/ank
ane/chartki
ck/commit/
b810936bb
f687bc74ch5
b6dba72d2
397a39988
5fa

A-CHACHAR
271119/ 32

Cisco

firepower_services_software_for_asa

Improper
Authenticati
on

05-11-2019

A vulnerability in the stream
reassembly conponent of
Cisco Firepower Threat
Defense Software, Cisco
FirePOWER Services
Software for ASA, and Cisco
Firepower Management
Center Software could allow
an unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
improp er reassembly of
traffic streams. An attacker
could exploit this
vulnerability by sending
crafted streams through an
affected device. An exploit
could allow the attacker to
bypass filtering and deliver
malicious requests to
protected systems that
would otherwise be blocked.

CVE ID : CVR019-1978

N/A

A-CISFIRE
271119/33

Improper
Authenticati

05-11-2019

CV Scoring Scale

(CVSS)

A vulnerability in the
protocol detection

N/A

A-CISFIRE
271119/ 34

2-3 3-4 4-5

7-8

- [
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on

component of Cisco
Firepower Threat Defense
Software, Cisco FirePOWER
Services Software for ASA,
and Cisco Hepower
Management Center
Software could allow an
unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
improper detection of the
initial use of a protocol on a
nonstandard port. An
attacker could exploit this
vulnerability by sending
traffic on a nonstandard port
for the protocol in use
through an affected device.
An exploit could allow the
attacker to bypass filtering
and deliver malicious
requests to protected
systems that would
otherwise be blocked. Once
the initi al protocol flow on
the nonstandard port is
detected, future flows on the
nonstandard port will be
successfully detected and
handled as configured by the
applied policy.

CVE ID : CVR019-1980

Improper
Authenticati
on

05-11-2019

A vulnerability in the
normalization functionality
of Cisco Firepower Threat
Defense Software, Cisco
FirePOWER Services
Software for ASA, and Cisco
Firepower Management
Center Software could allow

N/A

A-CISFIRE
271119/35

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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an unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
insufficient normalization of
a text-based payload. An
attacker could exploit this
vulnerability by sending
traffic that contains
specifically obfuscated
payloads through an affected
device. An exploit could
allow the attacker to bypass
filtering and deliver
malicious payloads to
protected systems that
would otherwise be blocked.

CVE ID : CVR2019-1981

Incorrect
Default
Permissions

05-11-2019

A vulnerability in the HTTP
traffic filtering comp onent of
Cisco Firepower Threat
Defense Software, Cisco
FirePOWER Services
Software for ASA, and Cisco
Firepower Management
Center Software could allow
an unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
improper handling of HTTP
requests, including those
communicated over a secure
HTTPS connection, that
contain maliciously crafted
headers. An attacker could
exploit this vulnerability by
sending malicious requests
to an affected device. An
exploit could allow the
attacker to bypass filtering

N/A

A-CISFIRE
271119/36

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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and deliver malicious
requests to protected
systems, allowing attackers
to deliver malicious content
that would otherwise be
blocked.

CVE ID : CVR2019-1982

firepower_management_center

Improper
Authenticati
on

05-11-2019

A vulnerability in the stream
reassembly component of
Cisco Firepower Threat
Defense Software, Cisco
FirePOWER Services
Software for ASA, and Cisco
Firepower Management
Center Software could allow
an unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
improper reassembly of
traffic streams. An attacker
could exploit this
vulnerability by sending
crafted streams through an
affected device. An exploit
could allow the attacker to
bypass filtering and deliver
malicious requests to
protected systems that
would otherwise be blocked.

CVE ID : CVR019-1978

N/A

A-CISFIRE
271119/ 37

Improper
Authenticati
on

05-11-2019

A vulnerability in the

protocol detection
component of Cisco
Firepower Threat Defeng
Software, Cisco FirePOWER
Services Software for ASA,
and Cisco Firepower
Management Center

N/A

A-CISFIRE
271119/38

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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Software could allow an
unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
improper detection of the
initial use of a protocol on a
nonstandard port. An
attacker could exploit this
vulnerability by sending
traffic on a nonstandard port
for the protocol in use
through an affected device.
An exploit could allow the
attacker to bypass filtering
and deliver malicious
requests  protected
systems that would
otherwise be blocked. Once
the initial protocol flow on
the nonstandard port is
detected, future flows on the
nonstandard port will be
successfully detected and
handled as configured by the
applied policy.

CVE ID : CVR019-1980

Improper
Authenticati
on

05-11-2019

A vulnerability in the
normalization functionality
of Cisco Firepower Threat
Defense Software, Cisco
FirePOWER Services
Software for ASA, and Cisco
Firepower Management
Center Software coud allow
an unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
insufficient normalization of
a text-based payload. An

N/A

A-CISFIRE
271119/39

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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NCIIPC ID

attacker could exploit this
vulnerability by sending
traffic that contains
specifically obfuscaed
payloads through an affected
device. An exploit could
allow the attacker to bypass
filtering and deliver
malicious payloads to
protected systems that
would otherwise be blocked.

CVE ID : CVR2019-1981

Incorrect
Default
Permissions

05-11-2019

A vulnerability in the HTTP
traffic filtering component of
Cisco Firepower Threat
Defense Software, Cisco
FirePOWER Services
Software for ASA, and Cisco
Firepower Management
Center Software could allow
an unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
improper handling of HTTP
requests, including those
communicated over a secure
HTTPS connection, that
contain maliciously crafted
headers. An attacker could
exploit this vulnerability by
sending malicious requests
to an affected device. An
exploit could allow the
attacker to bypass filtering
and deliver malicious
requests to protected
systems, allowing attackers
to deliver malicious content
that would otherwise be

N/ A

A-CISFIRE
271119/ 40

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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blocked.
CVE ID : CVR2019-1982

firepower_thr

eat_defense

Improper
Authenticati
on

05-11-2019

A vulnerability in the stream
reassembly component of
Cisco Firepower Threat
Defense Software, Cisco
FirePOWER Services
Software for ASA, and Cisco
Firepower Management
Center Software could allow
an unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
improper reassembly of
traffic streams. An attacker
could exploit this
vulnerability by sending
crafted streams through an
affecteddevice. An exploit
could allow the attacker to
bypass filtering and deliver
malicious requests to
protected systems that
would otherwise be blocked.

CVE ID : CVR2019-1978

N/A

A-CISFIRE
271119/41

Improper
Authenticati
on

05-11-2019

A vulnerability in the
protocol detection
component of Cisco
Firepower Threat Defense
Software, Cisco FirePOWER
Services Software for ASA,
and Cisco Firepower
Management Center
Software could allow an
unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to

N/A

A-CISFIRE
271119/ 42

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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improper detection of the
initial use of a protocol on a
nonstandard port. An
attacker could exploit this
vulnerability by sending
traffic on a nonstandard port
for the protocol in use
through an affected device.
An exploit could allow the
attacker to bypass filtering
and deliver malicious
requests to protected
systems that would
otherwise be blocked. Once
the initial protocol flow on
the nonstandard port is
detected, future flows on the
nonstandard port will be
successfully detected and
handled as configured by the
applied policy.

CVE ID : CVR2019-1980

Improper
Authenticati
on

05-11-2019

A vulnerability in the
normalization functionality
of Cisco Firepower Threat
Defense Software, Cisco
FirePOWER Services
Software for ASA, and Cisco
Firepower Management
Center Software could allow
an unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
insufficient normalization of
a text-based payload. An
attacker could exploit this
vulnerability by sending
traffic that contains
specifically obfuscated

payloads through an affected

N/A

A-CISFIRE
271119/43

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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device. An exploit could
allow the attacker to bypass
filtering and deliver
malicious payloads to
protected systems that
would otherwise be blocked.

CVE ID : C¥-2019-1981

Incorrect
Default
Permissions

05-11-2019

A vulnerability in the HTTP
traffic filtering component of
Cisco Firepower Threat
Defense Software, Cisco
FirePOWER Services
Software for ASA, and Cisco
Firepower Management
Center Software could allow
an unauthenticated, remote
attacker to bypass filtering
protections. The
vulnerability is due to
improper handling of HTTP
requests, including those
communicated over a secure
HTTPS connection, that
contain maliciously crafted
headers. An attacker could
exploit this vulnerability by
sending malicious requests
to an affected device. An
exploit could allow the
attacker to bypass filtering
and deliver malicious
requests to protected
systems, allowing attackers
to deliver malicious cantent
that would otherwise be
blocked.

CVE ID : CVR019-1982

N/A

A-CISFIRE
271119/ 44

enterprise_chat_and_email

Information

05-11-2019

A vulnerability in the HTTP
API of Cisco Enterprise Chat

N/A

A-CISENTE

CV Scoring Scale
(CVSS)

4-5

5-6

7-8

- [
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Exposure

and Email could allow an
unauthenticated, remote
attacker to download files
attached through chat
sessions. The vulnerability is
due to insufficient
authentication mechanisms
on the file download
function of the API. An
attacker could exploit this
vulnerability by sending a
crafted request to the API. A
successful exploit could
allow the attacker to
download files that other
users attach through the
chat feature. This
vulnerability affects versions
prior to 12.0(1)ES1.

CVE ID : CVR019-1877

271119/ 45

telepresence_advanced_media_gateway

Improper
Input
Validation

05-11-2019

6.8

A vulnerability in the web
application of Cisco
TelePresence Advanced
Media Gateway could allow
an authenticated, remote
attacker to cause a denial of
service (DoS) condition on
an affected device. The
vulnerability is due to the
lack of input validation in
the web application. An
attacker could exploit this
vulnerability by sending a
crafted authenticated HTTP
request to the device. An
exploit could allow the
attacker to stop services on
an affected device. The
device may become

N/A

A-CISTELE
271119/ 46

CV Scoring Scale
(CVSS)

4-5

5-6

7-8
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inoperable and results in a
denial of service (DoS)
condition.
CVE ID : CVR2019-15966
Clamav
clamav
ClamAYV versions prior to
0.101.3 are susceptible to a
zip bomb vulnerability
Improper where an unauthenticated
Resource 05-11-2019 |5 attacker can cause a denial | N/A A-CLACLAM
Shutdown of service condition by 271119/47
or Release sending crafted messages to
an affected system.
CVE ID : CVR2019-12625
ClamAYV versions prior to
0.101.2 ae susceptible to a
denial of service (DoS)
vulnerability. An out-of-
bounds heap read condition
Out-of- may occur when scanning PE A-CLACLAM
bounds 05-11-2019 files. An example is Windows N/A 271119/ 48
Read EXE and DLL files that have
been packed using Aspack aj
a result of inadequate
bound-checking.
CVE ID CVE2019-1789
djvulibre_project
djvulibre
DjVuLibre 3.5.27 has a NULL
NULL pointer dereference in the
Pointer 07-11-2019 |5 function DJVU: filter_fv at N/A A-DIVDJIVU
Dereference IW44EncodeCodec.cpp. 271119/49
CVE ID : CVR019-18804
Drupal
svg_sanitizer
CV Scoring Scale
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
A Denial Of Service
vulnerability exists in the
SVG Sanitizer module
through 8.x-1.0-alphal for
Improper g Y A-DRUSVG-
Input 11-11-2019 |5 Drupal because access to N/A —
Validation external resources with an 271119/50
SVG use element is
mishandled.
CVE ID :.CVE2019-18856
energycap
energycap
https://ene
rgycap.fres
hdesk.com/
helpdesk/at
tachments/
310166495
Escalation of privileges in 23, _
EnergyCAP 7 through 7.5.6 https://ene
allows an attacker to access rgycap.fres
data. If an unauthenticated hdesk.com/
Im'p'roper user clicks on a link on the sqpport/spl
Privilege 08-11-2019 | 7.5 | public dashboard, the utions/artic | AA-ENEENER
Managemen resource opens in les/310001 | 271119/51
t EnergyCAP with access 52837-
rights matching the user 2019-
who created the dashboard. octobgr-24-
_ security-
CVE ID : CVR019-18623 incident-
notification -
issue-with -
public-
dashboards
-found-and-
resolved
enghouse
web_chat
Improper 13-11-2019 | 4 An issue was discovered in | /o A-ENGWEB -
Input Enghouse Web Chat 271119/52
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Validation

6.1.300.31 and 6.2.284.3. A
user is allowed to send an
archive of their chat log to an
email address specified at
the beginning of the chat
(where the user enters in
their name and email
address). This POST request
can be modified to change
the message as well as the
end recipient of the message
The email address will have
the same domain name and
user as the product allotted.
This can be used in phishing
campaigns against users on
the same domain.

CVE ID : CVE2019-16949

Improper
Neutralizati
on of Input
During Web
Page
Generation
(‘'Crosssite
Scripting’)

13-11-2019

4.3

An XSS issue was discovere(
in Enghouse Web Chat
6.1.300.31 and 6.2.284.34.
The QueueName parameter
of a GET request allows for
insertion of user-supplied
JavaScript.

CVE ID : CVR019-16950

N/A

A-ENGWEB -
271119/53

Information
Exposure

13-11-2019

A remote file include (RFI)
issue was discovered in
Enghouse Web Chat
6.2.284.34. One can replace
the localhost attribute with
one's own domain name.
When the product calls this
domain afterthe POST
request is sent, it retrieves
an attacker's data and
displays it. Also worth
mentioning is the amount of
information sent in the

request from this product to

N/A

A-ENGWEB -
271119/54

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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the attacker: it reveals
information the public
should not have. This
includes pathnamesand
internal ip addresses.

CVE ID : CVR2019-16951

Enghouseinteractive

web_chat

An SSRF issue was
discovered in Enghouse Web
Chat 6.1.300.31. In any POS]
request, one can replae the
port number at
WebServiceLocation=http://
localhost:8085/UCWebServi
ces/ with a range of ports to
determine what is visible on
the internal network (as
Server-Side opposed to what general

Request web traffic would see on the A-ENGWEB -

Forgery 13-11-2019 |68 product's host). The N/A 271119/55

(SSRF) response from open ports $
different than from closed
ports. The product does not
allow one to change the
protocol: anything except
http(s) will throw an error;
however, it is the type of
error that allows one to
determine if a port is open
or not.

CVE ID : CVER019-16948

envoyproxy

envoy

Loop with Envoy 1.12.0 allows a https://gith
Unreachable remote denial of service ub.com/env | A ENVCENVO
Exit 11-11-2019 |5 because of resource loops, a oyproxy/en | ,71119/56

Condition demonstrated by a single voy/securit
(Infinite idle TCP connection being | y/advisorie

CV Scoring Scale

31



Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Loop') able to keep a worker hread | SIGHSA
in an infinite busy loop when | 3xvf-4396-
continue_on_listener_filters_| cj46
timeout is used.”
CVE ID : CVR2019-18836
eximioussoft
logo_designer
Eximious Logo Designer 3.82
has a User Mode Write AV
Out-of- starting at
bounds 07-11-2019 ExiVectorRender!StrokeText| N/A A-EXFHLOGO
Write _Blend+0x00000000000003 271119/57
ar.
CVE ID : CVR2019-18819
Eximious Logo Designer 3.84
has Heap Cawption starting
Outof at A-EXFLOGO
bognds 07-11-2019 ntdIl'RtlpNtMakeTemporary N/A 271119/58
Write Key+0x0000000000001a78.
CVE ID : CVR2019-18820
Eximious Logo Designer 3.84
has a User Mode Write AV
starting at
Out-of- ExiCustomPathLib!ExiCusto
bounds 07-11-2019 mPathLib::CGadientColorsP | N/A A-EXHOGGO
Write rofile::BuildGradientColorsT 271119/59
able+0x0000000000000053
CVE ID : CVR019-18821
eyecomms
eyecms
An Insecure Direct Object
Reference (IDOR)
I
mPropet vulnerability in eyecomms A-EYEEYECG
Input 07-11-2019 |4 yin ey N/ A
Validation eyeCMS throup 2019-10-15 271119/60
allows any candidate to
change other candidates'
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
personal information (first
name, last name, email, CV,
phone number, and all other
personal information) by
changing the value of the
candidate id (the id
parameter).
CVE ID : CVR2019-17604
A mass assignment
vulnerability in eyecomms
eyeCMS through 201910-15
allows any candidate to take
over another candidate's
account (by also exploitin
Incorrect (by ploiting AEVEEVEG
Authorizatio | 07-11-2019 [6.5 | CVE2019-17604) viaa N/A 971119/ 61
n modified candidateid and an
additional password
parameter. The outcome is
that the password of this
other candidate is changed.
CVE ID : CVR2019-17605
F5
big-ip_access_policy_manager
On BIGIP 13.1.013.1.3.1,
12.1.012.1.5,and 11.5.2
Impropgr . 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
([))n (_)f In\|c/)\;1tb vulnerability exists in an port.f5.com AFERIG
P””ng ® 101-11-2019 | 4.3 | undisclosed page of the BIG | /csp/article 1110/ 62
age . IP Traffic Management User | /K2244165
('Beneratlgn Interface (TMUI), also 1
( Cr.os.ss[te known as the BIGIP
Scripting’) Configuration utility.
CVE ID : CVR2019-6657
big-ip_advanced_firewall_manager
Improper On BIGIP 13.1.013.1.3.1, https://sup | A_F5.BIG--
Neutralizati | 01-11-2019 | 4.3 |12.1.012.1.5, and 11.5.2 port.f5.com | 571119/63
on of Input 11.6.5.1, a reflected cross /csplarticle

CV Scoring Scale

(CVSS)

4-5 5-6

6-7 7-8

- [
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During Web site scripting (XSS) IK2244165
Page vulnerability exists in an 1
Generation undisclosed page of the BIG
(‘'Crosssite IP Traffic Management User
Scripting’) Interface (TMUI), also
known as the BIGIP
Configuration utility.
CVE ID: CVE2019-6657
Neutralizati 14.0.014.1.2,13.1.0
on of Specia| 13.1.3.1, and 12.1.42.15,a https://sup
Elements vulnerability in the AFM port_f5_com AF5BIG
used inan | 01-11-2019 |4 configuration utility may Icsplarticle 2;11_19/ 6-4
SQL allow any authenticated BIG | /k2112174
Command IP user to run an SQL 1
('SQL injection attack.
Injection’) CVE ID : CVE2019-6658
big-ip_analytics
On BIGIP 13.1.013.1.3.1,
12.1.012.1.5,and 11.5.2
Impropgr . 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
([))n ‘?f ln\r/J\l/Hb vulnerability exists in an port.f5.com AFEBIG
P”“ng ® 1 01-11-2019 | 4.3 | undisclosed page of the BIG | /csp/article 10/ o5
age . IP Traffic Management Wer | /K2244165
('Beneratlgn Interface (TMUI), also 1
(Crps§-3|'te known as the BIGIP
Scripting’) Configuration utility.
CVE ID : CVR2019-6657
big-ip_application_acceleration_manager
Improper On BIGIP 13.1.013.1.3.1,
Neutralizati 12.1.012.1.5,and 11.5.2
on of Input 11.6.5.1, a reflected cross | https://sup
During Web site scripting (XSS) port.fs.com |\ o b
Page 01-11-2019 | 4.3 | vulnerability exists in an fesplarticle | 00 16/66
Generaion undisclosed page of the BIG | /K2244165
. ' 1
(‘Crosssite IP Traffic Management User
Scripting’) Interface (TMUI), also
known as the BIGIP
CV Scoring Scale
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Configuration utility.
CVE ID : CVR019-6657
big-ip_application_security_manager
On BIGIP 13.1.013.1.3.1,
12.1.012.1.5, and 11.5.2
Improper 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
gn of In\;/)\;th vulnerability exists in an portf5.com | o
Purlng ® | 01-11-2019 | 4.3 | undisclosed page of the BIG | /csp/article 2;11_19/ 6-7
age IP Traffic Management User | /K2244165
('Seneratlpn Interface (TMUI), also 1
(Crpsg S"te known as the BIGIP
Scripting) Configuration utility .
CVE ID : CVE2019-6657
big-ip_domain_name_system
On BIGIP 13.1.013.1.3.1,
12.1.0-12.1.5, and 11.5.2
Impropgr . 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
on (?f Input vulnerability exists in an port.f5.com
During Web : . A-F5-BIG-
5 01-11-2019 | 4.3 | undisclosed page of the BIG | /cspyarticle 971119/ 68
age IP Traffic Management User | /K2244165
C'Beneratlgn Interface (TMUI), also 1
(Crps§-3|'te known as the BIGIP
Scripting’) Configuration utility.
CVE ID : CVER2019-6657
big-ip_edge_gateway
On BIGIP 13.1.013.1.3.1,
12.1.012.1.5, and 11.5.2
Improper 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
on of Input vulnerability exists in an port.f5.com
During Web - . A-F5-BIG-
5 01-11-2019 | 4.3 | undisclosed page of the BIG | /csp/article 971119/ 69
age IP Traffic Management User | /K2244165
('Beneratlpn Interface (TMUI), also 1
(Crps§-5|'te known as the BIGIP
Scripting’) Configuration utility.
CVE ID : CVR019-6657
CV Scoring Scale
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big-ip_fraud_protection_service
On BIGIP 13.1.613.1.3.1,
12.1.012.1.5,and 11.5.2
Improper 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
on of Input vulnerability exists in an port.f5.com
During Web disclosed fthe BIG . A-F5-BIG-
b 01-11-2019 | 4.3 | undisclosed page of the /csplarticle 971118/ 70
age IP Traffic Management User | /K2244165
('Seneratlpn Interface (TMUI), also 1
(Cross site known as the BIGIP
Scripting) Configuration utility.
CVE ID : CVR2019-6657
big-ip_global_traffic_manager
On BIGIP 13.1.613.1.3.1,
12.1.012.1.5,and 11.5.2
Improper 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
([))n 9f In\p/)\;th vulnerability exists in an port.f5.com AFERIG
P””ng ® 1 01-11-2019 |4.3 | undisclosed page of the BIG | /csp/article r1110) 71
age . IP Traffic Management User | /K2244165
C'Beneratlgn Interface (TMUI), also 1
(Cr.os.s— S"te known as the BIGIP
Scripting’) Configuration utility.
CVE ID : CVR2019-6657
big-ip_link_controller
On BIGIP 13.1.613.1.3.1,
12.1.012.1.5,and 11.5.2
Impropgr . 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
([))n (_)f ln\?\;ﬂb vulnerability exists in an port.f5.com AFERIG
P”“”g ® 101-11-2019 | 4.3 | undisclosed page of the BIG | /csp/article 1110] 72
age IP Traffic Management User | /k2244165
('Beneratlpn Interface (TMUI), also 1
(Cross site known as the BG-IP
Scripting’) Configuration utility.
CVE ID : CVR2019-6657
big-ip_local_traffic_manager
Improper 01-11-2019 | 4.3 | OnBIGIP 13.1.013.1.3.1, | https://sup | A-F5-BIG-
CV Scoring Scale
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Neutralizati 12.1.012.1.5,and 11.5.2 port.f5.com | 271119/73
on of Input 11.6.5.1, a reflected cross | /csp/article
During Web site scripting (XSS) IK2244165
Page vulnerability exists in an 1
Generation undisclosed page of the BIG
(‘'Crosssite IP Traffic Management User
Scripting’) Interface (TMUI), also

known as the BIGIP
Configuration utility.
CVE ID : CVR2019-6657
big-ip_policy _enforcement_manager
On BIGIP 13.1.013.1.3.1,
12.1.012.1.5, and11.5.2-
Improper 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
on (?f Input vulnerability exists in an port.f5.com
During Web disclosed fthe BIG . A-F5-BIG-
P 01-11-2019 | 4.3 | undisclosed page ofthe /csplar ticle 271119/ 74
age IP Traffic Management User | /K2244165
C'Beneratlgn Interface (TMUI), also 1
(Crps§—3|'te known as the BIGIP
Scripting’) Configuration utility.
CVE ID : CVR2019-6657
big-ip_webaccelerator
On BIGIP 13.1.013.1.3.1,
12.1.012.1.5,and 11.5.2
Impropgr . 11.6.5.1, a reflected cross
Neutralizati site scripting (XSS) https://sup
on (_)f Input vulnerability exists in an port.f5.com
g”“ng Web | )1.11-2019 |43 | undisclosed page of the BIG | /csp/article §7F1511ES/G;5
age . IP Traffic Management User | /K2244165
('Beneratlpn Interface (TMUI), also 1
(Crps§-5|'te known as the BIGIP
Scripting’) Configuration utility.
CVE ID : CVR2019-6657
Fedoraproject
389 _directory_server
Use After | 1o 110019 |35 |Aflaw was found in the https://bug A-FED-389 -
Free ‘deref' plugin of 389-ds-base | zilla.redhat. | 271119/76
CV Scoring Scale
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where it could use the com/show __
'search’ permission to bug.cgi?id=
display attribute values. In CVE2019-
some configurations, this 14824
could allow an authenticated
attacker to view private
attributes, such as password
hashes.
CVE ID : CVR2019-14824
forcepoint
security_manager
It has been reported that XS§
Impropgr _ is possible in Forcepoint _
Neutralizati Email Security, versions 8.5 | NttPS//sup
on of Input and 8.5.3. It is strongly port.forcep
During Web 05-11-2019 | 4.3 | recommended that you omt.(.:om/.K A-FORSECU
Page apply the relevant hotfix in BArticle?id | 271119/77
Generation order to remediate this =00001769
(‘'Crosssite issue 1
Scripting’)
CVE ID : CVR2019-6142
email_security
It has been reported that XS§
Impropgr . is possible in Forcepoint
Neutralizati Email Security, versions & https://sup
on of Input and 8.5.3. It is strongly port.forcep
During Web 05-11-2019 | 4.3 | recommended that you omt.F:om/.K A-FOREMALF
Page apply the relevant hotfix in BArticle?id | 271119/78
GeneratlF)n order to remediate this =00001769
(‘'Crosssite issue 1
Scripting’)
CVE ID : CVR2019-6142
fudforum
fudforum
Improper FUDForum 3.0.9 is
Neutralizati vulnerable to Stored XSS via
on of Special| 13 11.0019 |85 | the nlogin parameter. This | /s A-FUD-FUDF
Elements may result in remote code 271119/79
used in an execution. An attacker can
(O use a user account to fully
CV Scoring Scale
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Command compromise the system
(oS using a POST request. When
Command the admin visits the user
Injection’) information, the payload will
execute. This will allow for
PHP files to be written to the
web root, and for code to
execute on the remote
server.
CVE ID : CVR2019-18839
FUDForum 3.0.9 is
vulnerable to Stored XSS via
the UserAgent HTTP
header. This may result in
remote code execution. An
|mpr0per attacker can use a user
Neutralizati account to fuly compromise
on of Special the system via a GET
Elements request. When the admin
used in an visits user information A-FUDFUDE
0S 12-11-2019 under "User Manager" in the N/A 271119/ 80
Command control panel, the payload
(0S will execute. This will allow
Command for PHP files to be written to
Injection’) the web root, and for code to
execute on the remote
server. The problem is in
admsession.php and
admuser.php.
CVE ID : CVR2019-18873
gatech
computing_for_good's_basic_laboratory information_system
Computing For Good's Basic
Laboratory Information
Z\Tjrt)r:(;ﬂz::ati 06-11-2019 |5 cpid) (al§o onn & CATG N/A A-GATCOMP
BLIS) version 3..5 and earlier 271119/ 81
on suffers from an instance of
CWE284, "Improper Access
Control." As a result, an
CV Scoring Scale
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unauthenticated user may
enumerate the user names
and facility names in use on
a particular installation.
CVE ID : CVR2019-5643
getigniteup
igniteup
includes/class-coming-soon-
creator.php in the igniteup
Improper plugin through 3.4 for AGETIGNL
Input 12-11-2019 | 6.4 | WordPress allows N/A 971119/ 82
Validation unauthenticated arbitrary
file deletion.
CVE ID : CVR2019-17234
includes/class-coming-soon-
creator.php in the igniteup
Information plugin through 3.4 for A-GETFIGNF
12-11-2019 |5 N/A
Exposure WordPress allows 271119/83
information disclosure.
CVE ID : CVR019-17235
Improper
Neutralizati includes/class-coming-soon-
on of Input creator.php in the igniteup
During Web plugin through 3.4 for A-GETFIGNF
Page 12-11-2019 143 | \yordPress is vulnerable to | /A 271119/ 84
Generation stored XSS.
(‘Crosssite CVE ID : CVE2019-17236
Scripting’)
. includes/class-coming-soorn-
CrossSite creator.php in the igniteup
EequeSt 12-11-2019 | 6.8 | plugin through 3.4 for N/A ;(ilElT-gl/Gstl-
orgery WordPress allows CSRF.
(CSRF)
CVE ID : CVR019-17237
GNU
mailutils
Improper 11-11-2019 |46 | maidagin GNU Mailutils N/A A-GNUMAIL-
Privilege before 3.8 is installed setuid 271119/ 86
CV Scoring Scale
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Managemen and allows local privilege
t escalation in the url mode.
CVE ID : CVR2019-18862
helm
helm
In Helm 2.x kefore 2.15.2,
commands that deal with
loading a chart as a directory
or packaging a chart provide
an opportunity for a
Improper maliciously designed chart
I;nk ut to include sensitive content
esolution
_ such as /etc/passwd, or to A-HEL-HEL M-
iefore File |12-11-2019 |[7.5 execute a denial of service N/A 271119/ 87
'cpess (DoS) via a special filewsch
(Link ' as /dev/urandom, via
Following) symlinks. No version of
Tiller is known to be
impacted. This is a client
only issue.
CVE ID : CVR2019-18658
Hibernate
hibernate -validator
A vulnerability was found in
Hibernate-Validator. The
Impropgr . SafeHtml validator _
Neutralizati annotation fails to properly h.ttps./ /bug
on (_)f Input sanitize payloads consisting zilla.redhat.
During Web 08-11-2019 | 4.3 | of potentially malicious code com/shoyv_ A-HIB-HIBE
Page in HTML comments and bug.cgi?id= | 271119/ 88
Generation instructions. This CVE2019-
('Cr.os.srs[te vulnerability can result in an 10219
Scripting’) XSS attack.
CVE ID : CVR2019-10219
Huawei
manageone
Out-of- 13-11-2019 |5 Gauss100 OLTP database in N/A A-HUA-
CV Scoring Scale
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bounds
Read

ManageOne with versions of
6.5.0 have an ouf-bounds
read vulnerability due to the
insufficient checks of the
specific packet length.
Attackers can construct
invalid packets to attack the
active and standby
communication channels.
Successful exploit of this
vulnerability could allow the
attacker to cras the
database on the standby
node.

CVE ID : CVR2019-5289

MANA-
271119/89

IBM

cognos_controller

Information
Exposure

09-11-2019

IBM Cognos Controller
10.3.0, 10.3.1, 10.4.0, and
10.4.1 could allow an
authenticated user to obtain
sensitive information due to
easy to guess session
identifier names. IBM X
Force ID: 162658.

CVE ID : CVR019-4411

https://ww
w.ibm.com/
support/pa
ges/node/1
086123

A-IBM-COGN
271119/90

Information
Exposure

09-11-2019

IBM Cognos Controller
stores sensitive information
in URL parameters. This may
lead to information
disclosure if unauthorized
parties have access to the
URLs via server logs,
referrer header or browser
history. IBM XForce ID:
162659.

CVE ID : CVR019-4412

https://ww
w.ibm.com/
support/pa
ges/node/1
086123

A-IBM-COGN
271119/91

spectrum_protect_plus

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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IBM Spectrum Protect Plus
10.1.0 through 10.1.4 uses
insecure file permissions on
restored files and directories | https://ww
in Windows which could '
Incorrect _ w.ibm.com/ AIBM-SPEC
Default 12-11-2019 |3.6 | allow alocal user to obtain | support/pa 971119/ 92
Permissions sensitive information or ges/node/1
perform unauthorized 105683
actions. IBM XForce ID:
170963.
CVE ID : CVR2019-4652
cognos_analytics
IBM Cognos Analytics 11.0
and 11.1could reveal _
sensitive information to an htt.ps.// ww
Information authenticated user that w.ibm.com/ |\ | E\M.COGN
Exposure 09-11-2019 |4 could be used in future support/pa 271119/ 93
attacks against the system. | 9€S/node/l
IBM %Force ID: 161271. | 074144
CVE ID : CVR2019-4334
IBM Cognos Analytics 11.0
and 11.1 is vulnerable to
cross-site scripting. This
Impropgr . vulnerability allows users to
Neutralizati embed arbitrary JavaScript | https://ww
([))n C?f In\[/)\;th code in the Web Ul thus w.ibm.com/ AIBM-COGN
P”“ng ® 1 09-11-2019 | 4.3 | altering the intended supportipa | 0o
Gage . functionality potentially ges/node/1
' eneratlF)n leading to credentials 074144
(Cr.os.s-s[te disclosure within a trusted
Scripting’) session. IBM Xrorce ID:
170881.
CVE ID : CVR2019-4645
gradar_advisor_with_watson
IBM QRadar Advisor 1.0.0 httos://ww
Improper through 2.4.0 uses Ps:
. - w.ibm.com/ | A-IBM-QRAD
Input 09-11-2019 |4 incomplete blacklisting for Supbortba | 271119/95
Validation input validation which PROTED
ges/node/1
allows attackers to bypass
CV Scoring Scale
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application controls 102443
resulting in direct impact to
the system and data
integrity. IBM X-Force ID:
166205.
CVE ID : C¥-2019-4556
gradar_security_information_and_event_manager
IBM QRadar 7.3.0t0 7.3.2
Pach 4 is vulnerable to
cross-site scripting. This
Improper vulnerability allows users to
Neutralizati embed arbitrary JavaScript | https://ww
on of Input code in the Web UI thus w.ibm.com/
Ilgurlng Web | 9.11-2019 | 355 | altering the intended support/pa 27?1'\;9?5?[)
age functionality potentially ges/node/1
C';eneratlgn leading to credentials 103499
(Cross site disclosure within a trusted
Scripting’) session. IBM XForce ID:
163618.
CVE ID : CVR2019-4454
IBM QRadar 7.3.0to 7.3.2
Patch 4 is vulnerable to
cross-site scripting. This
Impropgr . vulnerability allows users to
Neutralizati embed arbitrary JavaScript | https://ww
([))n (_)f In\|c/)\;1tb code in the Web Ul thus wibm.com/ | o oo
P””ng ® 1 09-11-2019 |3.5 | altering the intended supportipa | 7" 1'9(/397
age . functionality potentially ges/node/1
('Beneratlpn leading to credentials 103517
(Crps§-5|'te disclosure within a trusted
Scripting’) session. IBM XForce ID:
163779.
CVE ID : CVR2019-4470
IBM QRadar 7.3.0to 7.3.2 https://ww
Patch 4 is vulnerable to .
Incorrgct , incorrect authorization in w-1bm.com/ A-IBM-QRAD
Authorizatio | 09-11-2019 |4 _ support/pa 271119/ 98
n some components WhI.Ch ges/node/1
could allow an authenticated 103931
user to obtain sensiive
CV Scoring Scale
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information. IBM X-Force ID:
164430.
CVE ID : CVR2019-4509
IBM QRadar 7.3.0 to B.2
Patch 4 is vulnerable to
cross-site scripting. This
Impropgr _ vulnerability allows users to
Neutralizati embed arbitrary JavaScript | https://ww
([))n gf In\F/)\;th code in the Web Ul thus w.ibm.com/ AIBM-ORAD
Purlng ® 109-11-2019 | 4.3 | altering the intended support/pa 2;111_9(/399
age _ functionality potentially ges/node/1
('Seneratlgn leading to credentials 103373
(Cross site disclosure within a trusted
Scripting’) session. IBM XForceID:
167239.
CVE ID : CVR2019-4581
Imagemagick
imagemagick
ImageMagick before 7.0.9D
allows remote attackers to
| cause a denial of service
Mproper because XML_PARSE_HUGI IMA-
Input 11-11-2019 |43 |. o e N/A AIMA-IMAG
o is not properly restricted in 271119/ 100
Validation coders/svg.c, related to SVG
and libxml2.
CVE ID : CVR2019-18853
infosysta
in-app_\ & desktop_notifications
An issue was discovered in
the Infosysta "In-App &
Desktop Notifications" app
before 1.6.14 J8 for Jira. It ig
Information possible to obtain a list of all A-INF-IN-A-
01-11-2019 |5 . . . N/A
Exposure Jira projects without 271119/101
authentication/authorizatio
n via the
plugins/servlet/nfj/ProjectF
iiter?searchQuery= URI.
CV Scoring Scale
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CVE ID : CVE2019-16908

Information
Exposure

01-11-2019

An issue was discovered in
the Infosysta "InApp &
Desktop Notifications" app
before 1.6.14 J8 for Jira. It is
possible to obtain a list of all
Jira projects (with
authentication as a Jira user,
but without authorization

for specific projects) via the
plugins/servlet/nfj/Notificat
ionSettings URI.

CVE ID : CVE2019-16909

N/A

A-INF-IN-A-
271119/102

Intercom

intercom

Information
Exposure

12-11-2019

The Intercom plugin through
1.2.1 for WordPress leaks a
SlackAccess Token in source
code. An attacker can obtain
a lot of information about

the victim's Slack (channels,
members, etc.).

CVE ID : CVR019-14365

N/A

A-INT-INTE-
271119/103

Investintech

able2extract

Out-of-
bounds
Write

05-11-2019

6.8

An exploitable memory
corruption vulnerability
exists in Investintech
Able2Extract Professional
14.0.7 x64. A specially
crafted BMP file can cause al
out-of-bounds memaory
write, allowing a potential
attacker to execute arbitrary
code on the victim machine.
Can trigger this vulnerability
by sending the user a
specially crafted BMP file.

N/A

A-INV-ABLE
271119/104

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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CVE ID : CVR2019-5088

Out-of-
bounds
Write

05-11-2019

6.8

An exploitable memory
corruption vulnerability
exists in Investintech
Able2Extract Professional
4.0.7 x64 A specially crafted
JPEG file can cause an oaf-
bounds memory write,
allowing an attacker to
execute arbitrary code on
the victim machine. An
attacker could exploit a
vulnerability by providing
the user with a specially
crafted JPEG file.

CVE ID : CVR2019-5089

N/A

A-INV-ABLE
271119/105

ISC

dhcpd

N/A

01-11-2019

CV Scoring Scale

(CVSS)

There had existed in one of
the ISC BIND libraries a bug
in a function that was used
by dhcpd when operating in
DHCPv6 mode. There was
also a bug in dhcpd relating
to the use of this functimn
per its documentation, but
the bug in the library
function prevented this from
causing any harm. All
releases of dhcpd from ISC
contain copies of this, and
other, BIND libraries in

https://acc
ess.redhat.c
om/errata/
RHSA
2019:2060,
https://bug
s.debian.org
/cgi-
bin/bugrep
ort.cgi?bug
=896122,
https://lists

A-ISGDHCPR
271119/106

o .opensuse.o
comblnatllons that have been rglopensus
tested prior to release and e-security-
fare knoyvn to.notpresent_ announce/2
issues like this. Some third

019-
party packagers of ISC 10/msg000
software have modified the 48.html
dhcpd source, BIND source,
or version matchup in ways
45 56 6-7 7-8
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that create the crash
potential. Based on reports
available to ISC, the crash
probability is large and no
analysishas been done on
how, or even if, the
probability can be
manipulated by an attacker.
Affects: Builds of dhcpd
versions prior to version
4.4.1 when using BIND
versions 9.11.2 or later, or
BIND versions with specific
bug fixes backported to
them. ISC does nchave
access to comprehensive
version lists for all
repackagings of dhcpd that
are vulnerable. In particular,
builds from other vendors
may also be affected.
Operators are advised to
consult their vendor
documentation.

CVE ID : CVR2019-6470

bind

N/A

01-11-2019

There had existed in one of
the ISC BINDibraries a bug
in a function that was used
by dhcpd when operating in
DHCPv6 mode. There was
also a bug in dhcpd relating
to the use of this function
per its documentation, but
the bug in the library
function prevented this from
causing any harm. All
releases of dhcpd from ISC
contain copies of this, and
other, BIND libraries in

https://acc
ess.redhat.c
om/errata/
RHSA
2019:2060,
https://bug
s.debian.org
/cgi-
bin/bugrep
ort.cgi?bug
=896122,
https://list s
.opensuse.o
rg/opensus

A-ISGBIND-
271119/107

CV Scoring Scale

(CVSS)

4-5 5-6

6-7 7-8
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combinations that have been
tested prior to release and
are known to not present
issues like this. Some third
party packagers of ISC
software have modified the
dhcpd source, BINDsource,
or version matchup in ways
that create the crash
potential. Based on reports
available to ISC, the crash
probability is large and no
analysis has been done on
how, or even if, the
probability can be
manipulated by an attacker.
Affects: Builds of dicpd
versions prior to version
4.4.1 when using BIND
versions 9.11.2 or later, or
BIND versions with specific
bug fixes backported to
them. ISC does not have
access to comprehensive
version lists for all
repackagings of dhcpd that
are vulnerable. In particuar,
builds from other vendors
may also be affected.
Operators are advised to
consult their vendor
documentation.

CVE ID : CVR019-6470

e-security-
announce/2
019-
10/msg000
48.htm|

isl

arp -guard

Improper
Neutralizati
on of Special
Elements
used in an

04-11-2019

7.5

A SQL injection vulnerability
in a /login/forgotl POST
request in ARRGUARD
4.0.0-5 allows
unauthenticated remote

N/A

A-ISL-ARR-
271119/108

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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SQL attackers to execute
Command arbitrary SQL commands via
('SQL the user_id parameter.
Injection’) CVE ID : CVE2019-18663
istio
istio
_ Istio 1.3.x before 1.3.5 allows
Loop with Denial of Service because
Un.reachable continue_on_listener_filters_
Exit N 12-11-2019 |5 timeout is set to True, a N/A AISTISTH
C':on_d!tlon related issue to CVE2019- 271119/109
(Infinite 18836.
Loop’)
CVE ID : CVR2019-18817
Envoy 1.12.0 allows a
remote denial of service https://gith
Loop with because of resource loops, a yb.com/env
Unreachable demonstrated by a single | oyproxy/en
Exit idle TCP connection being | voy/securit | A-IST-ISTF
" 11-11-2019 |5 bl K ker thread o
Condition able to keep a worker thread| y/advisorie | 271119/110
('Infinite in an infinite busy loop when | s/GHSA
Loop') continue_on_listener_filters_| 3xvf-4396-
timeout is used.” cj46
CVEID : CVE2019-18836
jitbit
.net_forum
Improper A crosssite scripting (XSS)
Neutralizati vulnerability in Jitbit .NET
on of Input Forum (aka ASP.NET forum)
During Web 8.3.8 allows remote A-JIT-.NET-
Page 01-11-2019 135 | gttackers to inject arbitrary N/A 271119/ 111
Generation web script or HTML via the
(‘Cross-site gravatar URL parameter.
Scripting’) CVE ID : CVE2019-18636
Joomla
joomla\!
CrossSite An issue was discovered in
06-11-2019 | 6.8 N/A A-JOQJOOM
Request Joomla! before 3.9.13. A
CV Scoring Scale
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Forgery
(CSRF)

missing token check in
com_template causes a CSR
vulnerability.

CVE ID : CVE2019-18650

271119/112

Missing
Authorizatio
n

06-11-2019

An issue was discovereadn
Joomla! before 3.9.13. A
missing access check in the
phputf8 mapping files could
lead to a path disclosure.

CVE ID : CVR019-18674

N/A

A-JOGJOOM
271119/113

json-jwt_project

json-jwt

Improper
Input
Validation

12-11-2019

The jsonjwt gem before
1.11.0 for Ruby lacks an
element count during the
splitting of a JWE string.

CVE ID : CVE2019-18848

N/A

A-JSQISON
271119/114

Kubernetes

kube -state-metrics

Information
Exposure

05-11-2019

A security issue was
discovered in the kubestate-
metrics versions v1.7.0 and
v1.7.1. An experimental
feature was added to the
v1.7.0 release that enabled
annotations to be exposed ag
metrics. By default, the
kube-state-metrics metrics
only expose metadata about
Secrets. However, a
combination of the default
“kubectl” behavior and this
new feature can cause the
entire secret content to end
up in metric labels thus
inadvertently exposing the
secret content in metrics.
This feature has been

https://bug
zilla.redhat.
com/show _
bug.cgi?id=
CVE2019-
10223

A-KUB-KUBE
271119/115

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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reverted and released as the
v1.7.2 release. If you are
running the v1.7.0 or v1.71
release, please upgrade to
the v1.7.2 release as soon ag
possible.
CVE ID : CVR2019-10223
lavalite
lavalite
Improper
Neutralizati
on of Input XSS exists in Lavalite CMS
During Web 5.7 via the admin/profile A-LAV-LAVA
Page 13-11-2019 | 4.3 | name or designation field. N/A 271119/116
Generation CVE ID : CVE2019-18883
(‘'Crosssite
Scripting’)
Leadtools
leadtools
An exploitable heap outof-
bounds write vulnerability
exists in the TIFparsing
functionality of LEADTOOLS
20. A specially crafted TIF
Out-of- image can cause an offset
bounds 06-11-2019 | 6.8 | beyond the bounds of a heapg N/A ;ﬁ;ﬁ?g
Write allocation to be written,
potentially resulting in code
execution. An attacker can
specially craft a TIF image to
trigger this vulnerability.
CVE ID : CVR2019-5084
An exploitable integer
Integer underflow vulnerability
Overfl ists i ' A-LEALEAD
vertiow or 06-11-2019 | 6.8 eX|st§ in the CMPparsing N/A
Wraparoun functionality of LEADTOOLS 271119/118
d 20. A specidy crafted CMP
image file can cause an
CV Scoring Scale
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integer underflow,
potentially resulting in code
execution. An attacker can
specially craft a CMP image
to trigger this vulnerability.

CVE ID : CVR2019-5099

An exploitable integer
overflow vulnerability exists
in the BMP header parsing
functionality of LEADTOOLS
Integer 20. A specially crafted BMP

Overflow or image file can cause an A-LEALEAD
Wraparoun 06-11-2019 6.8 integer overflow, potentially N/A 271119/ 119

d resulting in code execution.
An attacker can specially
craft a BMP image to trigger
this vulnerability.

CVE ID : CVR2019-5100

An exploitable heap

overflow vulnerability exists
in the JPEG2000 parsing
functionality of LEADTOOLS
20. A specially crated J2K
Out-of- image file can cause an out G
bounds 06-11-2019 | 6.8 | bounds write of a heap N/A
Write buffer, potentially resulting
in code execution. An attack
can specially craft a J2K
image to trigger this
vulnerability.

CVE ID : CVR019-5125

A-LEALEAD
271119/120

lightbend

play framew ork

An issue was discovered in | https://ww
Lightbend Play Framework | w.playfram

Insufficientl
y Protected | 05-11-2019 | 4.3 | 2-5-x through 2.6.23. When | ework.com/ A-LIGPLAY
Credentials configured to make requests | security/vu | 271119/121

using an authenticated HTTH Inerability/
proxy, play-ws may CVE2019-

CV Scoring Scale

53



Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

sometimes, typically under
high load, when canecting
to a target host using https,
expose the proxy credentials
to the target host.

CVE ID : CVR2019-17598

17598-
PlayWSHTttp
ConnectAut
horizationH
eaders

Magento

magento

N/A

05-11-2019

5.5

An arbitrary file deletion
vulnerability exists in
Magento 2.1 prior to 2.1.19,
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3.
An authenticated users can
manipulate the design layout
update feature.

CVE ID : CVE2019-8090

N/ A

A-MAG
MAGE
271119/122

Improper
Input
Validation

05-11-2019

6.5

A remote code execution
vulnerability exists in
Magento 1 prior to 1.9.4.3
and 1.14.4.3. An
authenticated admin user
with privileges to access
product attributes can
leverage layout updatego
trigger remote code
execution.

CVE ID : CVR019-8091

N/A

A-MAG
MAGE
271119/123

Improper
Neutralizati
on of Input
During Web
Page
Generation
(‘Crosssite
Scripting’)

05-11-2019

3.5

A reflected crosssite
scripting (XSS) vulnerability
exists in Magento 22 prior

to 2.2.10, Magento 2.3 prior
to 2.3.3 or 2.3.2pl. An
authenticated user can inject
arbitrary JavaScript code via
email template preview.

CVE ID : CVR019-8092

N/A

A-MAG
MAGE
271119/124

Unrestricted

05-11-2019

6.5

An arbitrary file access

N/A

A-MAG

CV Scoring Scale

(CVSS)

2-3 34 4-5 5-6

7-8

3
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

Upload of
File with
Dangerous

Type

vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2-p1. An authenticated
user can leverage file upload
controller for downloadable
products to read/delete an
arbitary files.

CVE ID : CVR2019-8093

MAGE
271119/125

Improper
Input
Validation

05-11-2019

5.5

An arbitrary file deletion
vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2-p1l. An authenticated
user with export data
transfer privileges can craft
a request to perform
arbitrary file deletion.

CVE ID : CVR019-8107

N/A

A-MAG
MAGE
271119/ 126

Improper
Authenticati
on

05-11-2019

Insecure authentication and
session management
vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 pror to 2.3.3 or
2.3.2pl. An authenticated
user can manipulate session
validation setting for a
storefront that leads to
insecure authentication and
session management.

CVE ID : CVR019-8108

N/A

A-MAG
MAGE
271119/127

CrossSite
Request
Forgery
(CSRF)

05-11-2019

A remote code execution
vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2-pl. An authenticated
user can craft a malicious
CSRF payload that can resul

in arbitrary command

N/ A

A-MAG
MAGE
271119/128

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

execution.
CVE ID : CVR2019-8109

Improper
Input
Validation

05-11-2019

6.5

A remote code execution
vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2-p1. An authenticated
user can leverage emalil
templates hierarchy to
manipulate the interceptor
class in a way that allows an
attacker to execute arbitrary
code.

CVE ID : CVR2019-8110

N/A

A-MAG
MAGE
271119/129

Improper
Input
Validation

05-11-2019

6.5

A remote code execution
vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2pl. An authenticated
user can leverage plugin
functionality related to email
templates to manipulate the
interceptor class in a way
that allows an attacker to
execute arbitrary code.

CVE ID : CVR019-8111

N/A

A-MAG
MAGE
271119/130

Insufficient
Verification
of Data
Authenticity

05-11-2019

A security bypass
vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2-p1. An unauthenticated
user can bypass the emalil
confirmation mechanism via
GETrequest that captures
relevant account data
obtained from the POST
response related to new user|
creation.

CVE ID : CVR019-8112

N/A

A-MAG
MAGE
271119/131

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Magento 2.2 prior © 2.2.10,
Use of Magento 2.3 prior to 2.3.3 or
Cryptograph 2.3.2pl uses
ically Weak cryptographically weak A-MAG
Pseudo 05-11-2019 | 5 random number generator | N/A MAGE
Random to brute-force the 271119/132
Number confirmation code for
Generator customer registration.
(PRNG)
CVE ID : CVR2019-8113
A remote code execution
vulnerability exists in
Magento 1 prior to 1.9.4.3
and 1.14.4.3, Magento 2.2
Unrestricted prior to 2.2.10, Magento 2.3
Upload of prior to 2.3.3 or 2.3.2p1. An A-MAG
File with 05-11-2019 [6.5 |authenticated user with N/A MAGE
Dangerows admin privileges to import 271119/133
Type features can execute
arbitrary code via crafted
configuration archive file
upload.
CVE ID : CVR019-8114
A reflected crosssite
scripting (XSS) vulnenbility
Impropgr . exists in Magento 2.2 prior
Neutralizati to 2.2.10, Magento 2.3 prior
on of Input t0 2.3.3 or 2.3.2p1. An AMAG
During Web 05-11-2019 | 3.5 | authenticated admin user N/A MAGE
Page . can inject arbitrary 271119/ 134
Generatlgn JavaScript code when adding
('Cr.os.s-sne an image for during simple
Scripting’) product creation.
CVE ID : CVR019-8115
Insecure authentication and
Improper session management AMAG
Authenticati | 05-11-2019 |5 | vulnerability exists in N/A MAGE
on Magento 2.2 prior to 2.2.10, 271119/ 135
Magento 2.3 prior to 2.3.3 or
2.3.2-p1. An unauthenticated
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
user can leverage a guest
session id value following a
successful login to gain
access to customer account
index page.
CVE ID : CVR2019-8116
A stored crosssite scripting
Impropgr _ (XSS) vulneraltity exists in
Neutralizati Magento 2.2 prior to 2.2.10,
(I?)rl:rci):lgljn\rlj\fetb Magento 2.3 prior to_2.3.3 or A-MAG
Page 05-11-2019 |35 |2.3.2pl. Anauthenticates | N/A MAGE
Generation user caq inject arpltrary 271119/ 136
_ JavaScript code via product
(Crosssite view id specification.
Scripting’)
CVE ID : CVR019-8117
Magento 2.1 prior to 2.1.19,
Magento 2.2 prior to 2.2.10,
Cleartext Magento 2.3 prior to 2.3.3
Storage of uses weak cryptographic A-MAG
Sensiive 05-11-2019 g function to store the failed N/A MAGE
Information login attempts for customer 271119/137
accounts.
CVE ID : CVR2019-8118
A remote code execution
vulnerability exists in
Magento 2.1 prior to 2.1.19,
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3.
An authenticated admin user
Improper with import product A-MAG
'”Pf“ . 05-11-2019 e privileges can delete files N/A MAGE
Validation through bulk product import 271119/138
and inject code into XSLT
file. The combination of
these manipulations can lead
to remote code execution.
CVE ID : CVR2019-8119
Improper 05-11-2019 |35 A stored crosssite scripting N/A A-MAG
Neutralizati (XSS) vulnerability exists in MAGE
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

on of Input
During Web
Page
Generation
(‘'Crosssite
Scripting’)

Magento 2.1 prior to 2.1.19,
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3.
An authenticated user can
inject arbitrary Javascript
code by manipulating
section of aPOST request
related to customer's email
address.

CVE ID : CVR2019-8120

271119/139

N/A

05-11-2019

7.5

An insecure component
vulnerability exists in
Magento 2.1 prior to 2.1.19,
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3.
Magerto 2 codebase
leveraged outdated versions
of JS libraries (Bootstrap,
jquery, Knockout) with
known security
vulnerabilities.

CVE ID : CVR019-8121

N/A

A-MAG
MAGE
271119/ 140

Improper
Input
Validation

05-11-2019

6.5

A remote code execution
vulnerability exists in
Magento 2.1 prior to 2.1.19,
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3.
An authenticated user with
privileges to create products
can craft custom layout
update and use import
product functionality to
enable remote code
execution.

CVEID : CVE2019-8122

N/A

A-MAG
MAGE
271119/141

Improper
Input
Validation

05-11-2019

An insufficient logging and
monitoring vulnerability
exists in Magento 1 prior to

1.9.4.3 and 1.14.4.3, Magent

N/A

A-MAG
MAGE
271119/142

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

2.1 prior to 2.1.19, Magento
2.2 prior to 2.2.10, Magento
2.3 prior to 2.3.3. The
logging feature required for
effective monitoring did not
contain sufficent data to
effectively track
configuration changes.

CVE ID : CVR2019-8123

Insufficient
Verification
of Data
Authenticity

05-11-2019

An insufficient logging and
monitoring vulnerability
exists in Magento 2.1 prior
to 2.1.19, Magento 2.2 prior
to 2.2.10, Magento 2.3 prior
to 2.3.3. Failure to track
admin actions related to
design configuration could
lead to repudiation attacks.

CVE ID: CVE2019-8124

N/A

A-MAG
MAGE
271119/ 143

Improper
Input
Validation

05-11-2019

6.5

A remote code execution
vulnerability exists in
Magento 1 prior to 1.9.x and
1.14.x. An authenticated
admin user can modify
configuration parameters via
crafted support
configuration. The
modification can lead to
remote code execution.

CVE ID : CVR019-8125

N/A

A-MAG
MAGE
271119/144

Improper
Restriction
of Recursive
Entity
References
in DTDs
(‘XML Entity
Expansion’)

05-11-2019

An XML entity injection
vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2pl. An authenticated
admin user can craft
document type definition for
an XML representing XML
layout. The crafted

N/A

A-MAG
MAGE
271119/ 145

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
document type definition
and XML layout allow
processing of external
entities which can lead to
information disclosure.
CVE ID : CVR2019-8126
A SQL injection vulnerability
exists in Magento 2.2 prior
Improper to 2.2.10, Magento 2.3 prior
Neutralizati to 2.3.3 or 2.3.2p1. An
on of Special authenticated user with
Elements privileges to an account with A-MAG
usedinan | 05-11-2019 | 6.5 | Newsletter Template editing | N/A MAGE
SQL permission could exfiltrate 271119/ 146
Command the Admin login data, and
('SQL reset their password,
Injection’) effectively performing a
privilege escalation.
CVE ID : CVR2019-8127
A stored crosssite scripting
Improper (XSS) vulnerability exists in
Neutralizati Magento 2.2 prior to 2.2.10,
on of Input Magento 2.3 pror to ?.3.3 or AMAG.
During Web 06.11.2019 | 3.5 2.3.2-p1l. An authenticated /A MAGE
Page . user can exploit it by
Generation injecting malicious 271119/ 147
(‘Cross-site Javascript into the name of
Scripting’) main website.
CVE ID : CVR2019-8128
A stored crosssite scripting
Impropgr . (XSS) vulnerability exists in
Neutralizati Magento 2.2 prior to 2.2.10,
on (_)f Input Magento 2.3 prior to 2.3.3 or A-MAG
During Web 06-11-2019 |35 | 2.3.2pl. An authenticated N/A MAGE
Page . user can exploit it by 271119/ 148
Generatlpn injecting an embedded
(Crosssite expression into a translation.
Scripting’)
CVE ID : CVR2019-8129
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
A SQL injection vulnerability
exists in Magento 2.2 prior
Impropgr _ to 2.2.10, Magento 2.3 prior
Neutrallzat! to 2.3.3 or 2.3.2p1. A user
on of Special with store manipulation
Elements privileges can execute A-MAG
usedinan | 06-11-2019 | 6.5 arbitrary SQL queries by N/A MAGE
SQL getting access to the 271119/149
Command database connection through
(SQL group instance in email
Injection’) templates.
CVE ID : CVR2019-8130
A stored crosssite scripting
Improper (XSS) vulnerability exists in
Neutralizati Magento 2.2 prior to 2.2.10,
on of Input Magento 2.3 prior to 2.3.3 or A-MAG
E:ggg Web | e 110019 |35 | 2.3.2p1. An authenticated | N/A MAGE
_ user can inject arbitrary 271119/ 150
Generatpn JavaScript code into code
(S'Cr.os.s— S|'te field of an inventory source.
cripting) CVE ID : CVR019-8131
A stored crosssite scripting
(XSS) vulnerability exists in
Improper Magento 2.2 prior to 2.210,
Neutralizati Magento 2.3 prior to 2.3.3 or
on (_)f Input 2.3.2-p1. An authenticated A-MAG
During Web 06-11-2019 | 3.5 | user can craft malicious N/A MAGE
Page payload in the template 271119/ 151
Generation Name field for Email
('Cr.os.s-sne template in the "Design
Scripting’) Configuration” dashboard.
CVE ID : CVR019-8132
A security bypass
vulnerability exists in
Improper Magento 2.2 prior to 2.2.10, A-MAG
Input 06-11-2019 |4 Magento 2.3 prior to 2.3.3 or | N/A MAGE
Validation 232.p1 A user with 271119/ 152
privileges to generate
sitemaps can bypass
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
configuration that restricts
directory access. The bypass
allows overwrite of a subset
of configuration files which
can lead to denial of service.
CVE ID : CVR2019-8133
A SQL injection vulnerability
Impropgr _ exists in Magento 2.2 prior
Neutrallzat! to 2.2.10, Magento 2.3 prior
on of Special to 2.3.3 or 2.3.2p1. A user
Elemgnts with marketing privileges A-MAG
used inan | 06-11-2019 | 6.5 can execute arbitrary SQL N/A MAGE
SQL gueries in the database 271119/153
Command when accessing emalil
(SQL template variables.
Injection’)
CVE ID : CVR2019-8134
A remote code execution
|mproper vulnerability exists in
Neutralizati Magento 2.2 prior to 2.2.10,
on of Special Magento 2.3 prior to 2.3.3 or
Elements in 2.3.2pl. Dependency
Output Used injection through Symphony A-MAG
by a 06-11-2019 7.5 framework allows service N/A MAGE
Downstrea identifiers to be derived 2711197154
m from user controlled data,
Component which can lead to remote
(‘Injection’) code execution.
CVE ID : CVR2019-8135
An insecure component
vulnerability exists in
Magento 2.2 priorto 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2-pl. Magento 2 A-MAG
N/A 06-11-2019 | 7.5 | codebase leveraged N/A MAGE
outdated versions of HTTP 271119/ 155
specification abstraction
implemented in symphony
component.
CVE ID : CVR2019-8136

63




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
A remote code execution
vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
Improper 2.3.2pl. An authenticated A-MAG
Input 06-11-2019 |6.5 | user with privileges to N/A MAGE
Validation manipulate CMS section of 271119/ 156
the website can trigger
remote code execution via
custom layout updae.
CVE ID : CVR2019-8137
A stored crosssite scripting
(XSS) vulnerability exists in
Impropgr _ Magento 2.2 prior to 2.2.10,
Neutralizati Magento 2.3 pior to 2.3.3 or
on of Input 2.3.2-p1. An authenticated A-MAG
During Web 06-11-2019 | 3.5 | user can execute arbitrary N/A MAGE
Page JavasScript code by providing 271119/ 157
Generatlgn arbitrary APl endpoint that
('Crps§—5|te will not be chcecked by sale
Scripting’) pickup event.
CVE ID : CVR2019-8138
A stored crosssite scripting
Improper (XSS) vulnerability exists in
Neutralizati Magento 2.3 prior to 2.3.3 or
on of Input 2.3.2-p1l. An authenticated
During \F/)\/eb user can inject arbitrary A-MAG
Page 06-11-2019 | 3.5 Javascript code into the N/A MAGE
Generation dynamic block when 271119/158
(‘Cross-site invoking page builder on a
Scripting) product.
CVE ID : CVR2019-8139
An unrestricted file upload
Unrestricted vulnerability exists in
Upload of Magento 2.2 prior to 2.2.10, A-MAG
File with 06-11-2019 |4 Magento 2.3 prior to 2.3.3 or N/A MAGE
Dangerous 2.3.2-p1. An authenticated 271119/159
Type admin user can manipulate
the Synchronization feature
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
in the Media File Storage of
the database to transform
uploaded JPEG file into a
PHP file.
CVE ID : CVR2019-8140
A remote code execution
vulnerability exists in
Magento 2.1 prior to 2.1.19,
Magento 2.2 prior to 2.2.10,
o Magento 2.3 prior to 2.3.3.
Deserializati An authenticated user with A-MAG
(l)Jrr]1tcr)Lsted 06-11-2019 |[6.5 administrative. privileges N/A MAGE
(system level import) can 271119/ 160
Data execute arbitrary code
through a Phar
deserialization vulnerability
in the import functionality.
CVE ID : CVR2019-8141
A stored crosssite scripting
(XSS) vulrerability exists in
Impropgr . Magento 2.2 prior to 2.2.10,
Neutralizati Magento 2.3 prior to 2.3.3 or
on (_)f Input 2.3.2pl. An authenticated A-MAG
gzggg Web | 06.11-2019 |35 |user can inject arbitrary N/A MAGE
. JavaScript code via title of an 271119/ 161
Generatlpn order when configuring
(Crosssite sales payment methods for a
Scripting’) store.
CVE ID : CVR2019-8142
Improper A SQL injection vuInerapiIity
Neutralizati exists in Magento 2.2 prlqr
on of Special to 2.2.10, Magento 2.3 prior
usedinan | 06-11-2019 |4 accesgo email templates N/A MAGE
SQL . 271119/162
Command can §end mahmoys SQL
(sQL querl.e.s apd obtalr.1 access to
Injection’) sensitive information stored
in the database.
oy N - | | > | o [ [
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CVE ID : CVR2019-8143
A remote code execution
vulnerability exists in
Magento 2.3 prior to 2.3.3 or
|mproper 232—p1 An unauthenticated A-MAG
Input 06-11-2019 | 7.5 | user can insert a malicious | N/A MAGE
Validation payload through 271119/ 163
PageBuilder template
methods.
CVE ID : CVR2019-8144
A stored crosssite scripting
Improper (XSS) vulnerability exists in
Neutralizati Magento 2.2 prior to 2.2.10,
on of Input Magento 2.3 prior to_2.3.3 or AMAG
During Web 06.11.2019 | 3.5 2.3.2-pl. An autheptlcated /A MAGE
Page ' user can inject arbitrary 971119/ 164
Generation JavaScript code into the
(‘Crosssite attribute set name when
Scripting’) listing the products.
CVE ID : CVR2019-8145
A stored crosssite scripting
Improper (XSS) vulnerability exists in
Neutralizati Magento 2.2 prior to 2.2.10,
on of Input Magento 2.3 prior to 2.3.3 or
During Web 2.3.2-p1. An authenticated A-MAG
Page 06-11-2019 135 | ser can inject arbitrary N/A MAGE
Generation JavaScript code when adding 271119/165
(‘Crosssite a new customer attribute for
Scripting') stores.
CVE ID : CVR2019-8146
Improper A stored crosssite scripting
Neutralizati (XSS) vulnerability exists in
on of Input Magento 2.2 prior to 2.2.10,
During \E)Veb Magento 2.3 Srior to 2.3.3 or AMAG
Page 06-11-2019 135 2.3.2pl. An authenticated N/A MAGE
. . : 271119/ 166
Generation user can inject arbitrary
(‘Crosssite JavaScript code via customel
Scripting’) attribute label.
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CVE ID : CVR2019-8147
A stored crosssite scripting
Improper (XSS) vulnerability exists in
Neutralizati Magento 2.3 prior to 2.3.3 or
on of Input 2.3.2-p1. An aithenticated A-MAG
g:gzg Web | 06-11-2019 | 3.5 admin user can inject N/A MAGE
_ arbitrary JavaScript code 271119/ 167
Generation when creating a content
('Crpsgsﬂe page via page builder.
Scripting’)
CVE ID : CVR2019-8148
Insecure authentication and
session management
vulnerability exists in
Magento 2.2 prior to 2.2.10,

) Magento 2.3 prior to 2.3.3 or A-MAG
Sgss!on 06-11-2019 | 7.5 | 2.3.2pl. An unauthenticated| N/A MAGE
Fixation user can append arbitrary 271119/ 168

session id that will not be

invalidated by subsequent

authentication.

CVE ID : CVR2019-8149

A remote code execution

vulnerability exists in

Magento 2.2 prior to 2.2.10,

Magento 2.3 prior to 2.3.3 or
Improper 2.3.2pl. An authenticated A-MAG
Input 06-11-2019 [6.5 | user with privileges to N/A MAGE
Validation manipulate layouts and 271119/ 169

images can insert a

malicious payload into the

pagelayout.

CVE ID : CVR2019-8150

A remote code execution

i vulnerability exists in

zigvjésstlde Magento 2.2 prior to 2.2.10, A-MAG
Forgery 06-11-2019 [6.5 | Magento 2.3 prior to 2.3.3 or| N/A MAGE
(SSRF) 2.3.2-p1. An authenticated 271119/170

user with admin privileges

to manipulate shippment

67




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
settings can execute
arbitrary code through
server-side request forgery
due to unsafe handling of a
carrier gateway.
CVE ID : CVR019-8151
A stored crosssite scripting
(XSS) vulnerability exists in
in Magento 1 prior to 1.9.4.3
Improper and 1.14.4.3, Magento 2.2
Neutralizati prior to 2.2.10, Magento 2.3
on of Input prior to 2.3.3 or 2.3.2p1. An
During \F/)\/eb authenticated user with A-MAG
Page 06-11-2019 3.5 | 5ccesgo the wysiwyg editor N/A MAGE
Geeration can abuse the 271119/171
(‘Crosssite blockDirective() function
Scripting') and inject malicious
javascript in the cache of the
admin dashboard.
CVE ID : CVR2019-8152
A mitigation bypass to
prevent crosssite scripting
(XSS) exists in Magento 2.2
Impropgr . prior to 2.2.10, Magento 2.3
Neutralizati prior to 2.3.3 or 2.3.2p1l.
on (_)f Input Successful exploitation of A-MAG
During Web 06-11-2019 | 4.3 | this vulnerability would N/A MAGE
Page . result in an attacker being 271119/ 172
Generatlpn able to bypasshe
('Crosg-sﬂe “escapeURL()" function and
Saipting’) execute a malicious XSS
payload.
CVE ID : CVR2019-8153
A remote code execution
Improper vulnerability exists in AMAG
Input 06-11-2019 | 6.5 | Magento2.2priorto 2.2.10, | \ya MAGE
Validation Magento 2.3 prior to 23.3 or 271119/ 173
2.3.2-pl. An authenticated
user with privileges to
v I >~ | | = | o |
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

modify product catalogs can
trigger PHP file inclusion
through a crafted XML file
that specifies product design
update.

CVE ID : CVR2019-8154

Information
Exposure

06-11-2019

Magento prior to 1.9.4.3 and
prior to 1.14.4.3 included a
user's CSRF token in the UR
of a GET request. This could
be exploited by an attacker
with access to network
traffic to perform
unauthorized actions.

CVE ID : CVR2019-8155

N/A

A-MAG
MAGE
271119/174

Server-Side
Request
Forgery
(SSRF)

06-11-2019

6.5

A server-side request
forgery (SSRF) vulnerability
exists in Magento 2.2 prior
to 2.2.10, Magento 2.3 prior
to 2.3.3 or 2.3.2p1. An
authenticated user with
admin privileges to modify
store configurations can
manipulate the connector
api endpoint to enable
remote code execution.

CVE ID : CVR2019-8156

N/A

A-MAG
MAGE
271119/175

Improper
Neutralizati
on of Input
During Web
Page
Generation
(‘Crosssite
Scripting’)

06-11-2019

3.5

A stored crosssite scripting
(XSS) vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2pl. An authenticated
user can manipulate
downloadable link and cause
an invocation of error
handling that acceses user
input without sanitization.

CVE ID :CVE2019-8157

N/A

A-MAG
MAGE
271119/176

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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An XPath entity injection
vulnerability exists in
Magento 2.2 prior to 2.2.10,
Magento 2.3 prior to 2.3.3 or
2.3.2-p1. An attacker can
XML craft a GET request tpage
Injection cache block rendering A-MAG
(aka Blind | 06-11-2019 | 7.5 | module that gets passed to | N/A MAGE
XPath XML data processing engine 271119/ 177
Injection) without validation. The
crafted key/value GET
request data allows an
attacker to limited access to
underlying XML data.
CVE ID : CVR2019-8158
A remote code execution
Improper vulnerability exists in
Neutralizati Magento 2.2 prior to 2.2.10,
on of Special Magento 2.3 prior to 2.3.3 or
Elements 2.3.2pl. An authenticated
used in an user with system data A-MAG
0S 06-11-2019 manipulation privileges can N/A MAGE
Command execute aribitrary code 271119/178
(0S through arbitrary file
Command deletion and OS command
|njecti0n') injeCtion.
CVE ID : CVR2019-8159
In Magento prior to 1.9.4.3
Improper and Magento prior to
Neutralizati 1.14.4.3, an authenticated
on of Input user with limited
During \?Veb administrative privileges can A-MAG
Page 06-11-2019 §S inject arbitrary JavaScript N/A MAGE
Generation code via import / export 271119/179
(‘Crosssite functionality when creating
Scripting’) profile action XML.
CVE ID : CVR2019-8227
Improper 06-11-2019 | 35 in Magento prior to 1.9.4.3 N/A A-MAG
Neutralizati and Magento prior to MAGE
vy I >~ | | = | o |
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
on of Input 1.14.4.3, an authenticated 271119/180
During Web user with limited
Page administrative privileges can
Generation inject arbitrary JavaScript
(‘'Crosssite code into transactional email
Scripting’) page when creating a new

email template or editing

existing email template.

CVE ID : CVR2019-8228

In Magento prior to 1.9.4.3,

and Magentoprior to

1.14.4.3, an authenticated
Improper user with administrative A-MAG
Input 06-11-2019 |6.5 | privileges to edit product N/A MAGE
Validation attributes can execute 271119/181

arbitrary code through

crafted layout updates.

CVE ID : CVR2019-8229

In Magentoprior to 1.9.4.3,

and Magento prior to

1.14.4.3, an authenticated

user with administrative
Improper privileges to edit A-MAG
'”p%“ . 06-11-2019 N configuration settings can N/A MAGE
Validation execute arbitrary code 271119/ 182

through a crafted

support/output path.

CVE ID : CVR2019-8230

In Magento to 1.9.4.3 and

Magento prior to 1.14.4.3, an

authenticated user with
Improper administrative privileges for A-MAG
Input 06-11-2019 | 6.5 | editing attribute sets can N/A MAGE
Validation execute arbitrary code 271119/ 183

through custom layout

modification.

CVE ID : CVR2019-8231
Improper 06-11-2019 | 6 In Magento_prior 101.9.4.3, | \/A A-MAG
Input Magento prior to 1.14.4.3, MAGE

CV Scoring Scale
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Validation Magento 2.2 prior to 2.2.10, 271119/184
and Magento 2.3 prior to
2.3.30r2.3.2p1, an
authenticated user with
administrative privileges for
the import feature can
execute arbitrary code
through a race condition that
allows webserver
configuration file
modification.
CVE ID : CVR2019-8232
In Magento 2.2 prior to
Improper 2.2.10, Magento 2.3 prior to
Neutralizati 2.3.3 0r2.3.2p1, an
on of Input unauthenticated user can A-MAG
During Web 06-11-2019 | 4.3 | inject arbitrary JavaScript N/A MAGE
Page code as a result of the 271119/ 185
C';eneratlpn sanitization engine ignoring
(Crps§—3|te HTML comments.
Scripting’)
CVE ID : CVR2019-8233
Matrix
synapse
Matrix Synapse before 1.5.0
mishandles signature
Improper checking on some federation
ificati APIls. Events sent over
Verification -VS AMAT-SYNA
of 08-11-2019 | 7.5 |/send_join, /send_leave, and| N/A
Cryptograph /invite may not be correctly 271119/186
ic Signature signed, ormay not come
from the expected servers.
CVE ID : CVR2019-18835
Mcafee
advanced_threat_defense
Information Disclosure
Information | . 14 5519 |4 vulnerability in McAfee N/A A-MCAADVA
Exposure Advanced Threat Defense 271119/187
(ATD) prior to 4.8 allows
CV Scoring Scale
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

remote authenticated
attackers to gain access to
hashed credentials via
carefully constructed POST
request extracting
incorrectly recorded data
from log files.

CVE ID : CVR2019-3649

Information
Exposure

13-11-2019

Information Disclosure
vulnerability in McAfee
Advanced Threat Defense
(ATD prior to 4.8 allows
remote authenticated
attackers to gain access to
the atduser credentials via
carefully constructed GET
request extracting
insecurely information
stored in the database.

CVEID : CVE2019-3650

N/A

A-MCAADVA
271119/188

Information
Exposure

13-11-2019

6.5

Information Disclosure
vulnerability in McAfee
Advanced Threat Defense
(ATD prior to 4.8 allows
remote authenticated
attackers to gain access to
ePO as an administrator via
using the atduser
credentials, which were too
permissive.

CVE ID : CVR019-3651

N/A

A-MCAADVA
271119/189

Improper
Neutralizati
on of Special
Elements in
Output Used
by a
Downstrea
m

13-11-2019

6.5

Improper Neutralization of
HTTP requests in McAfee
Advanced Threat Defense
(ATD) prior to 4.8 allows
remote authenticated
attacker to execute
commands on the server
remotely via carefully

https://kc.
mcafee.com
/corporate/
index?page
=content&i
d=SB10304

A-MCAADVA
271119/190

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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Component constructed HTTP requests.
(Injection’) CVE ID : CVE2019-3660
Improper Neutralization of
Special Elements used in an
Impropgr ) SQL Command ('SQL
Neutrallzat! Injection’) in McAfee
g‘ of Spt)emal Advanced Threat Defense
ements :
_ (ATD) prior to 4.8 allows A-MCAADVA
used in an 14-11-2019 | 6.5 remote authenticated N/A 271119/ 191
SQL attacker to execute database
C':ommand commands via carefully
(S_QL_ . constructed time based
Injection’) payloads.
CVE ID : CVR2019-3661
Path Traversal:
'labsolute/pathname/here’
Ir_np_rop-er vulnerability in McAfee
Limitation Advanced Threat Defense
ofa (ATD) prior to 4.8 allows
Pathname to 14-11-2019 | 4 remote authenticated N/A A-MCAADVA
a.Restrlcted attacker to gain unintended 271119/192
[')lrectory access to files on the system
(Path ' via carefully constructed
Traversal) HTTP requests.
CVE ID: CVE2019-3662
Unprotected Storage of
Credentials vulnerability in
McAfee Advanced Threat
Insufficientl Defense (ATD) prior to 4.8 AMCAADVA
y Protected | 14-11-2019 allows local attacker to gain | N/A 2;1119/ 103
Credentials access to the root password
via accessing sensitive files
on the system.
CVE ID : CVR2019-3663
threat_intelligence_exchange_server
Improper Abuse of Authorization https://kc
L i A-MCATHRE
Authenticati | 13-11-2019 | 3.5 | yulnerability in APIs mcafee.com| 5-1119/194
on exposed by TIE server in /corporate/
CV Scoring Scale
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

McAfee Threat htelligence
Exchange Server (TIE
Server) 3.0.0 allows remote
authenticated users to
modify stored reputation
data via specially crafted
messages.

CVE ID : CVR2019-3641

index?page

=content

d=SB10303

&i

Medtronic

valleylab_exchange_client

Improper
Input
Validation

08-11-2019

7.2

Medtronic Valleylab
Exchange Client version 3.4
and below, Valleylab FT10
Energy Platform
(VLFT10GEN) software
version 4.0.0 and below, and
Valleylab FX8 Energy
Platform (VLFX8GEN
software version 1.1.0 and
below use the descrypt
algorithm for OS password
hashing. While interactive,
network -based logons are
disabled, and attackers can
use the other vulnerabilities
within this report to obtain
local shell access and access
these hahes.

CVE ID : CVR019-13539

N/A

A-MED-VALL-
271119/195

Use of Hard
coded
Credentials

08-11-2019

Medtronic Valleylab
Exchange Client version 3.4
and below, Valleylab FT10
Energy Platform
(VLFT10GEN) software
version 4.0.0 and below, and
Valleylab FX8 Eerrgy
Platform (VLFX8GEN)
software version 1.1.0 and

below use multiple sets of

N/A

A-MED-VALL-
271119/196

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [

75



Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
hard-coded credentials. If
discovered, they can be used
to read files on the device.
CVE ID : CVR2019-13543

Mesa3d
mesa
An exploitable shared
memory permissions
vulnerability exists in the
:Dncorr.ec.t functionality of X11 Mesa 3D
ermission - :

_ Graphics Library 19.1.2. An A-MESMESA
As&grr_nent 05-11-2019 | 3.6 attacker can access the N/A 971119/ 197
for Critical shared memory without any
Resource specific permissions to

trigger this vulnerability.
CVE ID : CVR2019-5068
Microsoft
azure_stack
A spoofing vulnerability
o exists when Azure Stack fails
Authenticati to validate certain requests, A-MIC-AZUR
on Bypags 12-11-2019 aka 'Azure Stack Spoofing N/A 271119/ 198
by Spoofing Vulnerability'.
CVE ID : CVR019-1234
chakracore
A remote code execution
vulnerability exists in the
Improper way that the scripting engine
Restriction handles objects inmemory
of in Microsoft Edge (HTML:
Operations based), aka 'Scripting Engine A-MIC-CHAK
within the | 2112019 178 vemory Corruption N/A 271119/199
Bounds of a Vulnerability'. This CVE ID is
Memory unique from CVE2019-
Buffer 1427, CVE2019-1428, CVE
2019-1429.
CVE ID : CVR2019-1426
CV Scoring Scale
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A remote code execution
vulnerability exists in the
Improper way that the scripting engine
Restriction handles objects in memory
of in Microsoft Edge (HTML:

i based), aka 'Scripting Engine -MIC-
Operations |\, 11 5010 |76 ) ipting Eng /A A-MIC-CHAK
within the Memory Corruption 271119/200
Bounds of a Vulnerability'. This CVE IDs
Memory unique from CVE2019-

Buffer 1426, CVE2019-1428, CVE
2019-1429.
CVE ID : CVR2019-1427
A remote code execution
vulnerability exists in the
Improper way that the scripting engine
Restriction handles objects in memory
of in Microsoft Edge (HTML:

i based), aka 'Scripting Engine A-MIC-CHAK
Operations | 15 112019 7.6 : PG =9 A cc
within the Memory Corruption 271119/ 201
Bounds of a Vulnerability'. This CVE ID is
Memory unique from CVE2019-

Buffer 1426, CVE2019-1427, CVE
2019-1429.
CVE ID : CVR2019-1428
edge
A security feature bypass
vulnerability exists when
Microsoft Edge improperly
handles extension requests
Improper and fails to request host A-MIC-EDGE
'”Pf“ . 12-11-2019 permission for all_urls, aka N/A 271119/ 202
Validation '‘Microsoft Edge Security
Feature Bypass
Vulnerability'.
CVE ID : CVR2019-1413
Improper A remote code execution
icti ili ists i A-MIG-EDGE
Restriction | 15 11,0019 [7.6 | vulnerability eX|§ts.|n the CINA
of way that the scripting engine 271119/203
Operations handles objects in memory
cv Szg‘:;isng)sca'e - 2-3 3-4 45 5-6 6-7 7-8 8-9 -
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
within the in Microsoft Edge (HTML
Bounds of a based), aka 'Scripting Engine
Memory Memory Corruption
Buffer Vulnerability'. This CVE ID is

unigue from CVE2019-

1427, CVE2019-1428, CVE

2019-1429.

CVE ID : CVR2019-1426

A remote code execution

vulnerability exists in the
Improper way that the scripting engine
Restriction handles objects in memory
of in Microsoft Edge (HTML:

i based), aka 'Scripting Engine A-MIG-EDGE
Operatlons | 1, 11 2019 7.6 . N/A CEDG
within the Memory Corruption 271119/ 204
Bounds of a Vulnerability'. This CVE ID is
Memory unigue from CVE2019-

Buffer 1426, CVE2019-1428, CVE
2019-1429.
CVE ID : CVR2019-1427
A remote code execution
vulnerability exists in the
Improper way that the scipting engine
Restriction handles objects in memory
of in Microsoft Edge (HTML:

i based), aka 'Scripting Engineg -MIC-
O.pe.ratlons 12-11-2019 | 7.6 . N/A A-MIG-EDGE
within the Memory Corruption 271119/205
Bounds of a Vulnerability'. This CVE ID is
Memory unique from CVE2019-

Buffer 1426, CVE2019-1427, CVE
2019-1429.
CVE ID : CVR2019-1428
office
An information disclosure
vulnerability exists in
Information | ,,, 11 5519 Microsoft Office software N/A A-MIC-OFFF
Exposure when the software fails to 271119/ 206
properly handle objects in
memory, aka 'Microsoft
iy N |+ | | o [ [
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Weakness

Publish Date | CVS

Information
Exposure

12-11-2019 | 4.3

Improper
Restriction
of
Operations
within the
Bounds of a
Memory
Buffer

12-11-2019

Improper
Privilege
Managemen
t

12-11-2019

Improper
Input

12-11-2019 | 6.8

Description & CVE ID

Patch

NCIIPC ID

Office Information
Disclosure Vulnerability'.

CVE ID : CVR019-1402

An information disclosure
vulnerability exists when
Microsoft Excel improperly
discloses the contents of its
memory, aka 'Microsoft
Excel Information Disclosure
Vulnerability'.

CVE ID : C¥-2019-1446

N/A

A-MIC-OFF}
271119/ 207

A remote code execution
vulnerability exists in
Microsoft Excel software
when the software fails to
properly handle objects in
memory, aka ‘Microsoft
Excel Remote Code
Execution Vulnerability'.

CVE ID : CVR2019-1448

N/A

A-MIC-OFF}
271119/ 208

A security feature bypass
vulnerability exists in the
way that Office Clickto-Run
(C2R) componens handle a
specially crafted file, which
could lead to a standard
user, any AppContainer
sandbox, and Office LPAC
Protected View to escalate
privileges to SYSTEM.To
exploit this bug, an attacker
would have to run a specially
crafted file, aka 'Microsoft
Office ClickToRun Security
Feature Bypass
Vulnerability'.

CVE ID : CVR019-1449

N/A

A-MIC-OFF}
271119/209

A security feature bypass

vulnerability exists in

N/A

A-MIC-OFF}

CV Scoring Scale

(CVSS)

6-7
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Validation Microsoft Office software by 271119/210
not enforcing macro settings
on an Excel document, aka
‘Microsoft Office Excel
Security Feature Bypass'.
CVE ID : CVR2019-1457
office_365_proplus
A remote code execution
Impro_p(?r vulnerability exists in
Restriction Microsoft Excel software
of when the software fails to
Operations |, 11 5019 properly handle objects in | N/A A-MICOFF
within the memory, aka 'Microsoft 271119/211
Bounds of a Excel Remote Code
Memory Execution Vulnerability".
Buffer
CVE ID : CVR2019-1448
A security feature bypass
vulnerability exists in the
way that Office Clickto-Run
(C2R) components handle a
specially crafted file, which
could lead to a standard
user, any AppContainer
Im'p'roper sandbox, and Office LPAC
Privilege 12-11-2019 Protected View to escalate | N/A A-MIC-OFFt
Managemen privileges to SYSTEM.To 271119/212
t exploit this bug, an attacker
would have to run a specially
crafted file, aka 'Microsoft
Office ClickToRun Security
Feature Bypass
Vulnerability'.
CVE ID : CVR2019-1449
internet_explorer
Improper A remote code execution
Restriction vulnerability exists in the
A-MIGINTE-
of | 12-11-2019 | 7.6 | way that thg VBScript engine N/A 271119/ 213
Operations handles objects in memory,
within the aka 'VBScript Remote Code
CV Scoring Scale
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Bounds of a Execution Vulnerability'.
Memory CVE ID : CVE2019-1390
Buffer
A remote code execution
vulnerability exists in the
Impro_pgr way that the scripting engine
Restriction handles objects in memory
E’)f _ in Internet Explorer, aka AMIGINTE
P E.rat'rc]’ns 12-11-2019 | 7.6 | 'Scripting Engine Memory | N/A 1110/ 214
within the Corruption Vulnerability'.
Bounds of a This CVE ID is unique from
Memory CVE2019-1426, CVE2019-
Butfer 1427, CVE2019-1428.
CVE ID : CVR2019-1429
sharepoint_server
A security feature bypass
vulnerability exists when
Microsoft Office does not
validate URLs.An attacker
| could send a victim a
mproper specially crafted file, which -MIC-
Input 12-11-2019 | 4.3 g y TR N/A AMICSHAR
o could trick the victim into 271119/ 215
Validation entering credentials, aka
'‘Microsoft Office Security
Feature Bypass
Vulnerability'.
CVE ID : CVR2019-1442
An information disclosure
vulnerability exists in
Microsoft SharePoint when
an attacker uploads a
specially crafted file to the
Information 12-11-2019 4 SharePoint Server.An N/A A-MICG-SHAR
Exposure authenticated attacker who 271119/216
successfully exploited this
vulnerability could
potentially leverage
SharePoint functionality to
obtain SMB hashes.The
CV Scoring Scale
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

security update addresses
the vulnerability by
correcting how SharePoint
checks file content., aka
'‘Microsoft SharePoint
Information Disclosure
Vulnerability'.

C\E ID : CVE2019-1443

Information
Exposure

12-11-2019

4.3

An information disclosure
vulnerability exists when
Microsoft Excel improperly
discloses the contents of its
memory, aka 'Microsoft
Excel Information Disclosure
Vulnerability'.

CVE ID : CVR2019-1446

N/A

A-MICG-SHAR
271119/ 217

sharepoint_enterprise_server

Information
Exposure

12-11-2019

An information disclosure
vulnerability exists in
Microsoft SharePoint when
an attacker uploads a
specially crafted file to the
SharePoirt Server.An
authenticated attacker who
successfully exploited this
vulnerability could
potentially leverage
SharePoint functionality to
obtain SMB hashes.The
security update addresses
the vulnerability by
correcting how SharePoint
checks file content., aka
'‘Microsoft SharePoint
Information Disclosure
Vulnerability'.

CVE ID : CVR019-1443

N/A

A-MICG-SHAR
271119/ 218

Information
Exposure

12-11-2019

An information disclosure
vulnerability exists when

N/A

A-MICG-SHAR
271119/219

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

3
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

Microsoft Excel improperly
discloses the contents of its
memory, aka 'Microsoft
Excel Information Disclosure
Vulnerability'.

CVE ID : CVR2019-1446

office_online_

server

Improper
Input
Validation

12-11-2019

5.8

A spoofing vulnerability
exists when Office Online
does not validate orign in
cross-origin communications
handlers correctly, aka
‘Microsoft Office Online
Spoofing Vulnerability'. This
CVE ID is unique from CVE
2019-1447.

CVE ID : CVR2019-1445

N/A

A-MIC-OFF}
271119/ 220

Information
Exposure

12-11-2019

4.3

An information disclosure
vulnerability exists when
Microsoft Excel improperly
discloses the contents of its
memory, aka ‘Microsoft
Excel Information Disclosure
Vulnerability'.

CVE ID : CVR2019-1446

N/A

A-MIC-OFF}
271119/ 221

Improper
Input
Validation

12-11-2019

5.8

A spoofing vulnerability
exists when Office Online
does not validate origin in
cross-origin communications
handlers correctly, aka
‘Microsoft Office Online
Spoofing Vulnerability'. This
CVE ID is unique from C\\E
2019-1445.

CVE ID : CVR019-1447

N/A

A-MIC-OFF}
271119/ 222

exchange_server

Deserializati
on of

12-11-2019

A remote code execution
vulnerability exists in

N/A

A-MICG-EXCH
271119/ 223

CV Scoring Scale

(CVSS)

4-5 5-6

7-8

- [
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

Untrusted
Data

Microsoft Exchange through

the deserialization of
metadata via PowerShell,
aka 'Microsoft Exchange
Remote Code Execution
Vulnerability ".

CVE ID : CVR2019-1373

sharepoint_foundation

Information
Exposure

12-11-2019

An information disclosure
vulnerability exists in
Microsoft SharePoint when
an attacker uploads a
specially crafted file to the
SharePoint ServeiAn
authenticated attacker who
successfully exploited this
vulnerability could
potentially leverage
SharePoint functionality to
obtain SMB hashes.The
security update addresses
the vulnerability by
correcting how SharePoint
checks file content., aka
'‘Microsoft SharePoint
Information Disclosure
Vulnerability'.

CVE ID : CVR2019-1443

N/A

A-MICG-SHAR
271119/ 224

excel

Information
Exposure

12-11-2019

4.3

Improper
Restriction

12-11-2019

An information disclosure
vulnerability exists when
Microsoft Excel improperly
discloses the contents of its
memory, aka 'Microsoft

Excel Information Disclosure

Vulnerability'.
CVE ID : CVR2019-1446

N/A

A-MIC-EXCE
271119/ 225

CV Scoring Scale

(CVSS)

A remote code execution
vulnerability exists in

N/A

A-MIC-EXCE

4-5 5-6

7-8

- [
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Weakness Publish Date | CVS Description & CVE ID Patch NCIIPC ID
of Microsoft Excel software 271119/ 226
Operations when the software fails to
within the properly handle objects in
Bounds of a memory, aka 'Microsoft
Memory Excel Remote Code
Buffer Execution Vulnerability'.

CVE ID : CVR2019-1448
excel_services
An information disclosure
vulnerability exists when
Microsoft Excel improperly
Information discloses the contents of its A-MIC-EXCE
Exposure 12-11-2019 1 4.3 | memory, aka 'Microsoft N/A 271119/ 227
Excel Information Disclosure
Vulnerability'.
CVE ID : CVR2019-1446
office_365
An information disclosure
vulnerability exists in
Microsoft Office software
_ when the software fails to
Information 12-11-2019 properly handle objects in N/A A-MIC-OFFt
Exposure memory, aka 'Microsoft 271119/ 228
Office Information
Disclosure Vulnerability'.
CVE ID : CVR2019-1402
An information disclosure
vulnerability exists when
Microsoft Excel improperly
Information discloses the contents of its A-MIC-OFEF}
12-11-2019 | 4.3 T N/A
Exposure memory, aka 'Microsoft 271119/ 229
Excel Information Disclosure
Vulnerability'.
CVE ID : CVR2019-1446
open_enclave_software _development_Kkit
Information 19119019 An inforrpfation _disclosure VA A-MIC-OPEN
Exposure vulnerability exists when 271119/ 230

CV Scoring Scale

(CVSS)

affected Open Enclave SDK
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versions improperly handle
objects in memory, aka
'‘Open Enclave SDK
Information Disclosure
Vulnerability'.
CVE ID : CVR2019-1370
microstrategy
microstrategy_library
Improper
Neutralizati Microstrategy Library in
on of Input MicroStrategy before 2019
During Web |, , 11 5919 |43 | before11.1.3 has reflected | n/A A-MIGMICR
Page 271119/ 231
_ XSS.
Generation _
(‘Crosssite CVE ID : CVR2019-18957
Scripting’)
nicehash
miner
An issue was discovered in
NiceHash Miner before
2.0.3.0. A missing rate limit
while adding a wallet via
Email address albws remote
attackers to submit a large
Improper number of email addresses
Input 06-11-2019 |5 to identify valid ones. By N/A ?7?;(;5';152
Validation exploiting this vulnerability
with CVE2019-6122
(Username Enumeration) an
adversary can enumerate a
large number of valid users'
Email addresses.
CVE ID : CVR2019-6120
An issue was discovered in
Missing NiceHash Miner before
- R A-NIGMINE-
Authorizatio | 06-11-2019 | 4.3 2_0_3_0._ Ml.ssmg N/A 271119/ 233
n Authorization allows an
adversary to can gain access
CV Scoring Scale
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

to a miner's information
about such as his recent
payments, unclairmed
Balance, Old Balance (at the
time of December 2017
breach) , Projected payout,
Mining stats like
profitability, Efficiency,
Number of workers, etc.. A
valid Email address is
required in order to retrieve
this Information.

CVE ID : CVR2019-6121

Information
Exposure

06-11-2019

4.3

A Username Enumeration
via Error Message issue was
discovered in NiceHash
Miner before 2.0.3.0 because
an "EMAIL DOES NOT
EXIST" error message occur
whenever a submitted email
address is incorrect, b
there is a different error
message for invalid
credentials with a correct
email address.

CVE ID : CVR019-6122

N/A

A-NIGMINE-
271119/234

Nvidia

geforce_experience

Improper
Input
Validation

09-11-2019

4.6

NVIDIA GeForce Experience
all versions prior to 3.20.1,
contains a vulnerability in
the Downloader component
in which a user with local
system access can craft inpu
that may allow malicious
files to be downloaded and
saved. This behavior may
lead to code execution,

denial of service, or

https://nvi
dia.custhelp
.com/app/a
nswers/det
ail/a_id/48
60

A-NVI-GEFO
271119/ 235

CV Scoring Scale
(CVSS)

4-5 5-6

7-8

- [
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information disclosure.
CVE ID : CVR2019-5689
NVIDIA GeForce Experience
(prior to 3.20.1) and
Windows GPU Display
Driver (all versions) _
contains a vuherability in hitps:/fnvi
the local service provider | dia-custhelp
component in which an .com/app/a
attacker with local system | NSwers/det
and privileged access can | &l/a_id/48
Untrusted | ., 11 5019 |44 | incorrectly load Windows | 80 | A-NVIGEFG
Search Path system DLLs without https://nvi 271119/ 236
validating the path or dia.custhelp
signature (also known as a .com/app/a
binary planting or DLL nfswers/det
preloading attack), which all/a_id/49
may lead to denial of service 07
or information disclosure
through code execution.
CVE ID : CVR2019-5695
NVIDIA GeForce Experience
all versions prior to 3.20.1,
contains a vulnerability
when GameStream is
enabled in which an attacker
with local system access can .
load the Intel graphics driver ht[tps://nw
DLLs without validating the dia.custhelp
Untrusted 09-11-2019 | 4.4 | path or signature (also .com/app/a | A-NVI-GEFQ
Search Path known as a binary planting n§wers/det 271119/ 237
or DLL preloading attack), all/a_id/48
which may lead to denial of 60
service, information
disclosure, or escalation of
privileges through code
execution.
CVE ID : CVR019-5701
gpu_driver
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NVIDIA Windows GPU
Display Driver, all versions,
contains a vulnerability in _
the kernel mode layer h_ttps://nw
Improper (nvlddmkm.sys) handler for dia.custhelp
Input 09-11-2019 | 7.2 | DxgkDdiEscape in which the .com/app/a | A-NVI-GPU-
Validation size of an input bufferis not n_swers/det 271119/238
validated, which may lead to | &il/a_id/49
denial of service or 07
escalation of privileges.
CVE ID : CVR2019-5690
NVIDIA Windows GPU
Display Driver, all versions,
contains a vulnerability in _
the kernel mode layer htps://nvi
NULL (nviddmkm.sys) handler for | dia-Custhelp
Pointer 09-11-2019 7.2 | DxgkDdiEscape in which a | -com/app/a | ANVI-GPU-
Dereference NULL pointer is nfs,wers/det 271119/ 239
dereferenced, which may ail/a_id/49
lead to denial of service or | 97
escalation of privileges.
CVE ID : CVR2019-5691
NVIDIA Windows GPU
Display Driver, all versions,
contains a vulnerability in
the kernel mode layer .
(nviddmkm.sys) handler for ht[tps://nw
Improper DxgkDdiEscape in which the dia.custhelp
Input 09-11-2019 | 7.2 | product uses untrusted .com/app/a | A-NVI-GPU-
Validation input when calculating or n§wers/det 271119/240
using an array index, which ail/a_id/49
may lead to escalation of 07
privileges or denial of
service.
CVE ID : CVR019-5692
Access of NVIDIA Windows GPU https://nvi
Uninitialize | 09-11-2019 | 4.9 | Display Driver, all versions, | dia.custhelp A-NVI-GPU-
d Pointer contains a vulnerability in .com/app/a | 271119/241
the kernel mode layer nswers/det
cv Szg‘z;isng)sca'e - 23 | 34 | 45 | 56 | 67 | 78 | 89 -
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(nviddmkm.sys) in which the
program accesses or uses a
pointer that has not been
initialized, which may lead
to denial of senice.

CVE ID : CVR2019-5693

ailla_id/49
07

Untrusted
Search Path

09-11-2019

4.4

NVIDIA Windows GPU
Display Driver, R390 driver
version, contains a
vulnerability in NVIDIA
Control Panel in whth it
incorrectly loads Windows
system DLLs without
validating the path or
signature (also known as a
binary planting or DLL
preloading attack), which
may lead to denial of service
or information disclosure
through code execution. The
attacker requires local
system access.

CVE ID : CVR2019-5694

N/A

A-NVI-GPU-
271119/ 242

Untrusted
Search Path

12-11-2019

4.4

NVIDIA GeForce Experience
(prior to 3.20.1) and
Windows GPU Display
Driver (all versions)

contains a vulnerability in
the local service provider
component in which an
attacker with local system
and privileged access can
incorrectly load Windows
system DLLs without
validating the path or
signature (also known as a
binary planting or DLL
preloading attack), which
may lead to denial of service
or informatio n disclosure

https://nvi
dia.custhelp
.com/app/a
nswers/det
ail/a_id/48
60,
https://nvi
dia.custhelp
.com/app/a
nswers/det
ail/a_id/49
07

A-NVI-GPU-
271119/ 243

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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through code execution.
CVE ID : CVR2019-5695
virtual_gpu_manager
NVIDIA Virtual GPU
Manager, all versions, _
contains a vulnerability in | NtPS//nvi
Out-of- which the provision of an dia.custhelp
bounds 09-11-2019 incorrectly sized buffer by a .com/ a'?g’/ a ';‘7':\1/132'?41_4
Read guest VM leads to GPU out | NSwers/det
of-bound access, which may | @l/a_id/49
lead to a denial of service. | 07
CVE ID : CVR2019-5696
NVIDIA Virtual GPU
Manager, all versions,
contains a vulnerability in https://nvi
| . which it may grant a guest | dia.custhelp
ncorrec .

e access to memory that it .com/app/a | A-NVI-VIRT-
Authorizatio | 09-11-2019 | 3.6 does not own, which may nswers/det | 271119/ 245
n lead to information ail/a_id/49

disclosure or denial of 07
service.
CVE ID : CVR2019-5697
NVIDIA Virtual GPU
Manager, all versions, https://nvi
contains a vulnerability in dia.custhelp
Improper the vGPWlugin, in which an | com/app/a | A-NVI-VIRT-
{;‘plfg . 09-11-2019 input index value is nswers/det | 271119/ 246
aliaation incorrectly validated, which | ail/a_id/49
may lead to denial of service| g7
CVE ID : CVR2019-5698
oneidentity
cloud_access_manager
One ldentity Cloud Access | https://sup
Improper Manager before 8.1.4 Hotfix | port.oneide
Valida_tion ot 04-11-2019 a3 |1 allows. OTP.bypass viq ntity.com/cl | A-ONECLOU
Integrity vectors involving aman in | oud-access | 271119/247
Check Value the middle, the One Identity | manager/k
Defender product, and b/311391/
CV Scoring Scale
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replacing a failed SAML cloud-
response with a successful | access
SAMLresponse. manager8-
CVE ID : CVE2019-13496 | 1-4-hotfix-1
https://sup
port.oneide
_ One Identity Cloud Access | Mity-com/cl
CrossSite Manager before 8.1.4 Hotk | ©ud-access
Request 04-11-2019 |43 | 1 allows CSRF for logout manager/k | A-ONECLOU
Forgery requests. b/311391/ | 271119/248
(CSRF) _ cloud-
CVE ID : CVR2019-13497 access
manager8-
1-4-hotfix-1
Opensuse
open_build_service
Open Build Service before
| version 0.165.4 diddn't h'tltlps.//bug
mproper validate TLS certificates for | 2""'&-SUS€.CO A-OPEOPEN
Cer.tlflc.ate 05-11-2019 | 6.8 HTTPS connections with the m/shoyv_bu 271119/ 249
Validation osc client binary g.cgi?id=11
42518
CVE ID : CVR2019-3685
Oxid-esales
eshop
An issue was discovered in
OXID eShop 6.x before 6.0.6
and 6.1.x before 6.1.5, OXID
eShop Enterprise Edition
Version 5.2.%5.3.x, OXID
eShop Professional Edition
Session 05-11-2019 | 6.8 | Version 4.9.x4.10.x and N/A A-OXFESHG
Fixation OXID eShop Community 271119/ 250
Edition Version: 4.9.%x4.10.x.
By using a specially crafted
URL, users with
administrative rights could
unintentionally grant
unauthorized users access tg
CV Scoring Scale
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the admin panel via session
fixation.
CVE ID : CVR2019-17062
Parallels
parallels_plesk panel
Improper
Neutralizati Parallels Plesk Panel 9.5
on of |nput allows XSS in
During Web target/locales/tr - A-PARPARA
Page 13-11-2019 [ 4.3 | tR/help/index.htm? via the | N/A 971119/ 251
Generation "fileName" parameter.
(Crosssite CVE ID : CVR2019-18793
Scripting’)
Pfsense
pfsense-pkg-freeradius3
lusr/local/wwwi/freeradius
Improper _view_config.php in the
Neutralizati freeradius3 package before
on of Input 0.15.7_3 for pfSense on
i FreeBSD allows a user \th -
During Web 02-11-2019 | 4.3 N/A A-PFSPFSE
Page an XSS payload as password 271119/ 252
Generation or username to execute
(‘Cross-site arbitrary javascript code on
Scripting) a victim browser.
CVE ID : CVR2019-18667
phantomjs
phantomjs
PhantomJS througi2.1.1 has
an arbitrary file read
vulnerability, as
Files or demonstrated by an
Directories XMLHttpRequest for a file://

. ' A-PHA-PHAN
Accessible | 05-11-2019 |5 URI. The vulnerability exists | N/A 271119/ 253
to External in the page.open() function
Parties of the webpage module,

which loads a specified URL
and calls a given callback. Ar
attacker can suppy a

CV Scoring Scale
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specially crafted HTML file,
as user input, that allows
reading arbitrary files on the
filesystem. For example, if
page.render() is the function
callback, this generates a
PDF or an image of the
targeted file. NOTE: this
product is no longer
developed

CVE ID : CVR2019-17221

Philips

tasy_emr

Information
Exposure

08-11-2019

In Tasy EMR, Tasy
WebPortal Versions
3.02.1757 and prior, there is
an information exposure
vulnerability which may
allow a remote attacker to
access gstem and
configuration information.

CVE ID : CVR2019-13557

N/A

A-PHI-TASY¥
271119/ 254

tasy webportal

Information
Exposure

08-11-2019

In Tasy EMR, Tasy
WebPortal Versions
3.02.1757 and prior, there is
an information exposure
vulnerability which may
allow a remote attacker to
access system and
configuration information.

CVE ID : CVR019-13557

N/A

A-PHITASY
271119/ 255

phoenix

securecore_technology

Improper
Privilege
Managemen

13-11-2019

In Phoenix SCT WinFlash
1.1.12.0 through 1.5.74.0,
the included drivers could be
used by a malicious

https://ww
w.phoenix.c
om/content
/uploads/S

A-PHOSECU
271119/ 256

CV Scoring Scale

(CVSS)

3-4 45

6-7 7-8

- [
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t Windows application to gain | ecurity-
elevated privileges. Adverse | Newsletter-
Impacts are limited to the September
Windows environment and | 2019.pdf
there is no known direct
impact to the UEFI firmware.
This was fixed in late June
2019.
CVE ID : CVR2019-18279
phpspreadsheet_project
phpspreadsheet
PHPOffice PhpSpreadsheet
before 1.8.0 has an XXE
issue. The XmlIScanner
decodes the sheetl.xml from
an .xlIsx to utt8 if something o
else than UTF8 is declared hitps://gith
Imprqur in the header. This was a ub.cgm/PH
Restriction security measurement to POffice/Php
of XML prevent CVE2018-19277 | SPreadshee |\ o oo oo
Exttirnal 07-11-2019 | 6.8 | 1y}t the fix is not sufficient. :/bl/(z:b::\;se 271119/ 257
ntity By double-encoding the the er
I?efer?:nce xml payload to utt7 it is ELOG.md#1
(XXE) possible to bypass the check 80--2019-
for the string ?<IENTITY? | 07-01
and thus allowing for an xml
external entity processing
(XXE) attack.
CVE ID : CVR019-12331
popojicms
popojicms
URL
irecti PopojiCMS 2.0.1 allows
Redirection D_J ailol A-PORPOPG
to Untrusted | 07-11-2019 |5.8 | refer= Open Redirection. N/A
o 271119/ 258
Site (‘Open CVE ID : CVR019-18815
Redirect’)
- A-PORPOPQG
Improper | g7.11.2019 |43 | PO N/A
Neutralizati admin/route.php?mod=post 271119/ 259
CV Scoring Scale
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on of Input &act=edit in PopojiCMS 2.0.1
During Web allows post[1][content]=
Page stored XSS.
Generation CVE ID : CVE2019-18816
(‘'Crosssite
Scripting’)
portainer
portainer
::corr.ec.t Portainer before 1.22.1 has
ermission
_ Incorrect Access Control A-PORPORT
As&grr_nent 07-11-2019 (issue 1 of 4). N/A 271119/ 260
for Critical
Resource CVE ID : CVR2019-16872
Improper
Neutralizati
oDn (_)f In\p/)\;th Portainer before 1.22.1 has APORPORT
uring We - -
7-11-201 ) XSS (issue 1 of 2). N/A
Page 0 019 135 ( _ ) / 271119/ 261
Generation CVE ID : CVR2019-16873
(‘'Crosssite
Scripting’)
::corr.ec.t Portainer before 1.22.1 has
ermission
. Incorrect Access Control A-PORPORT
As&ghrnent 07-11-2019 |4 (issue 2 of 4). N/A 271119/ 262
for Critical _
Resource CVE ID : CVR019-16874
Improper
Limitation
(F)>f ?h t Portainer before 1.22.1 APORPORT
athname to : -
-11- allows Directory Traversal.
a Restricted 07-11-2019 15 _ Y N/A 271119/ 263
Directory CVE ID : CVR2019-16876
(‘'Path
Traversal')
Incorr.eclt Portainer before 1.22.1 has
Perrmssmn Incorrect Access Control A-PORPORT
fgsrsclsgr:ir;z?t 07-11-2019 | 6.5 (issue 4 of 4). N/A 271119/ 264
Resource CVE ID : CVR2019-16877
CV Scoring Scale
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Improper
Neutralizati
gn gf In\;/a\;th Portainer before 1.22.1 has APORPORT
uring We - -
7-11-201 ) XSS (issue 2 of 2). N/A
Page 0 019 }3.5 ( ) / 271119/ 265
Generation CVE ID : CVR2019-16878
(‘'Crosssite
Scripting’)
psutil_project
psutil
psutil (aka python-psutil)
through 5.6.5 can have a
double free. This occurs
because of refcount APSUPSUT
Double Free | 12-11-2019 |5 | mishandling within a while | n/A Aoyl
or for loop that converts
system data into a Python
object.
CVE ID : CVR2019-18874
Quest
kace_systems_management_appliance
A reflected XSS vulnerability
Impropgr . exists in Quest KACE
Neutralizati Systems Management
on (_)f Input Appliance Server Center
[P)urlng Web 06-11-2019 | 4.3 | 9.1.317 affecting the N/A ';‘7??1%7’2‘35
age . userui/software_library.php
GeneratlF)n component via the
(‘'Crosssite PATH INEO
Scripting') B
CVE ID : CVR019-12917
Improper Quest KACE Systems
Neutralizati Management Appliance
on of Special Server Center version
Elemgnts 06-11-2019 |7.5 | 9-1317is vulnerable to SQL | nya A-QUEKACE
used in an injection. The affected file is 271119/ 268
SQL software_library.php and
Command affected parameters ae
('SQL order[0][column] and
CV Scoring Scale
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Injection’) order[O][dir].
CVE ID : CVR2019-12918
Quest KACE Systems
Management Appliance
Server Center 9.1.317 is
Impropgr _ vulnerable to SQL injection.
Neutrallzat! An authenticated user has
on of Special the ability to execute
Elemgnts arbitrary commands against A-QUEKACE
usedinan | 06-11-2019 | 6.5 | 40 jatabase. The affected | /A 271119/ 269
SQL component is
(':ommand /userui/ticket_list.php, and
(S_QL_ . affected parameters are
Injection’) order[0][column] and
order[O][dir].
CVE ID : CVR2019-13076
Quest KACE Systems
|mproper Management Appliance
Neutralizati Server Center 9.1.317 has ar|
on of Input XSS vulnerability (via the
During Web sam_detail_titled.php A-QUEKACE
Page 06-11-2019 | 4.3 SAM_TYPEgrameter) that N/A 271119/ 270
Generation allows an attacker to create
(‘Crosssite a malicious link in order to
Scripting’) attack authenticated users.
CVE ID : CVR019-13077
Queg KACE Systems
Management Appliance
Improper Server Center 9.1.317 is
Neutralizati vulnerable to SQL injection.
on of Special An authenticated user has
the ability to execute
Elements i - A-QUEKACE
usedinan | 06-11-2019 |6.5 | arbitrary commands against | N/A 971119/ 271
SQL the database. The affected
Command component is
('SQL /common/user_profile.php.
Injection’) The affected parameters
sort_column.
CVE ID : CVR2019-13078
CV Scoring Scale
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Quest KACE Systems
Management Appliance
|mproper Server Center 9.1.317 is
Neutralizati vulnerable to SQL injecion.
on of Special An authenticated user has
the ability to execute
Elem(?:'nts : Y : A-QUEKACE
usedinan | 06-11-2019 | 6.5 | arbitrary commands against | N/A 971119/ 272
SQL the database. The affected
Command component is
('SQL /adminui/history_log.php.
Injection’) The affected parameter is
TYPE_NAME.
CVE ID : CVR2019-13079
Quest KACE Systems
Improper Management Appliance
Neutralizati Server Center 9.1.317 has ar|
on of Input XSS vulnerability (via an SVC
Durina Web image and HTML file) that A-OUEKACE
tring 06-11-2019 | 3.5 . N/A Q
Page allows an authenticated user 271119/ 273
Generation to execute arbitrary
(‘Crosssite JawaScript in an
Scripting’) administrator's browser.
CVE ID : CVR2019-13080
Quest KACE Systems
Management Appliance
Server Center 9.1.317 haan
Impropgr . XSS vulnerability (via the
Neutralizati title field in the
on (_)f Input /common/ticket_associated
During Web 06-11-2019 | 3.5 | tickets.php service desk N/A A-QUEKACE
Page . ticket functionality) that 2711197274
('Beneratlgn allows an authenticated user
(Cr.os.s-s[te to execute arbitrary
Scripting’) JavaScript in a service desk
user's browser.
CVE ID : CVR019-13081
rakuten
viber
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Improper
Input
Validation

06-11-2019

4.3

Viber through 11.7.0.5
allows a remote attacker
who can capture a victim's
internet traffic to steal their
Viber account, because not
all Viber protocol traffic is
encrypted. TCP da packet 9
on port 4244 from the
victim's device contains
cleartext information such as
the device model and OS
version, IMSI, and 20 bytes
of udid in a binary format,
which is located at offset
0x14 of this packet. Then,
the attacker installs Viber on
his device, initiates the
registration process for any
phone number, but doesn't
enter a pin from SMS.
Instead, he closes Viber.
Next, the attacker rewrites
his udid with the victim's
udid, modifying the
viber_udid file, which is
located in the Viber
preferences folder. (The
udid is stored in a
hexadecimal format.) Finally,
the attacker starts Viber
again and enters the pin
from SMS.

CVE ID : CVE019-18800

N/A

A-RAK-VIBE-
271119/ 275

Rapid7

metasploit

Incorrect
Permission
Assignment
for Critical
Resource

06-11-2019

CV Scoring Scale

(CVSS)

Rapid7 Metasploit Pro
version 4.16.02019081901
and prior suffers from an
instance of CWE732,
wherein the unique

https://hel
p.rapid7.co
m/metaspl
oit/release-
notes/?rid=

A-RARMETA-
271119/ 276

4-5 5-6

6-7 7-8

- [
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server.key is written to the
file system during
installation with world -
readable permissions. This
can allow other users of the
same system where
Metasploit Pro is installed to
intercept otherwise private
communications to the
Metasploit Pro web
interface.

CVE ID : CVR2019-5642

4.16.0-
201909100
1

wire less_emergency_alerts

Use of a
Broken or
Risky
Cryptograph
ic Algorithm

02-11-2019

The Wireless Emergency
Alerts (WEA) protocol
allows remote attackers to
spoof a Presidential Alert
because cryptographic
authentication is not used, as
demonstrated by
Messageldentifier 4370 in
LTE System Information
Block 12 (aka SIB12). NOTE
testing inside an RHsolated
shield box suggested that all
LTE phones are affected by
design (e.g., use of Android
versus iOS does not matter);
testing in an open RF
environment is, of course,
contraindicated.

CVE ID : CVER019-18659

N/A

A-REAWIRE
271119/ 277

Redhat

jboss_data_grid

Improper
Neutralizati
on of Input
During Web

08-11-2019

CV Scoring Scale

(CVSS)

4.3

A vulnerability was found in
Hibernate-Validator. The
SafeHtml validator
annotation fails to properly

https://bug

zilla.redhat.
com/show _
bug.cg?id=

A-REDJBOS
271119/278

4-5 5-6

6-7 7-8
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Page sanitize payloads consisting | CVE2019-
Generation of potentially malicious code | 10219
('Crosssite in HTML comments and
Scripting’) instructions. This
vulnerability can result in an
XSS attack.
CVE ID : CVR2019-10219
jboss_fuse
It was found that the
Syndesis configuration for
CrossOrigin Resource https://bug
Sharing was set to allow all | zjlla.redhat.
Improper origins. An attacker could | com/show_ | A-REDJBOS
Inpgt _ 08-11-2019 143 | ;se this lack of protection to | pug.cgi?id= | 271119/ 279
Validation conduct phishing attacks and| cvE2019-
further access unauthorized | 14860
information.
CVE ID : CVR2019-14860
openstack -mistral
An information-exposure
vulnerability was discovered
where openstackmistral's _
_ undercloud log files h'ttps.//bug
Information containing cleartext zilla.redhat.
Exposure 08-11-2019 information were made com/shgyv_ A-REDOPEN
Through world readable. A malicious | Pug-cgi?id= | 271119/280
Log Files system user could exploit CVE2019-
this flaw to access sensitive 3866
user information.
CVE ID : CVR2019-3866
jboss_enterprise_application_platform
Improper A vulnerability was found in https://bug
Neutralizati Hibernate-Validator. The silla.redhat
on of Input SafeHtml validator com/show | AREDJIBOS
During Web | 08-11-2019 | 4.3 | annotation fails to properly bug cgi’7id; 271119/ 281
Page sanitize payloads consisting CVE2019-
Generation of potentially malicious code 10219
(‘'Crosssite in HTML comments and
CV Scoring Scale
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Scripting’)

instructions. This
vulnerability can result in an
XSS attack.

CVE ID : CVR019-10219

single_sign-on

Improper
Neutralizati
on of Input
During Web
Page
Generation
(‘'Crosssite
Scripting’)

08-11-2019

4.3

A vulnerability was found in
Hibernate-Validator. The
SafeHtml validator
annotation fails to properly
sanitize payloads consisting
of potentially malicious code
in HTML comments and
instructions. This
vulnerability can result in an
XSS attack.

CVE ID : CVR2019-10219

https://bug
zilla.redhat.
com/show _
bug.cgi?id=
CVE2019-
10219

A-REDSING
271119/ 282

openshift_container_platform

Information

05-11-2019
Exposure

A security issue was
discovered in the kubestate-
metrics versions v1.7.0 and
v1.7.1. An experimental
feature was added to the
v1.7.0 release that enabled
annotations to be exmsed as
metrics. By default, the
kube-state-metrics metrics
only expose metadata about
Secrets. However, a
combination of the default
“kubectl” behavior and this
new feature can cause the
entire secret content to end
up in metric labels thus
inadvertently exposing the
secret content in metrics.
This feature has been
reverted and released as the
v1.7.2 release. If you are
running the v1.7.0 or v1.7.1

https://bug
zilla.redhat.
com/show _
bug.cgi?id=
CVE2019-
10223

A-REDOPEN
271119/ 283

CV Scoring Scale
(CVSS)

4-5 5-6

7-8
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release, please upgrade to
the v1.7.2 release as soon ag
possible.
CVE ID : CVR2019-10223
openstack
An information-exposure
vulnerability was discovered
where openstackmistral's _
_ undercloud log files https://bug
Information containing cleartext zilla.redhat.
Exposure 08-11-2019 infor mation were made com/shgyv: A-REDOPEN
Through world readable. A malicious bug.cgi?id= | 271119/ 284
Log Files system user could exploit | ©VE2019-
this flaw to access sensitive | 3000
user information.
CVE ID : CVR2019-3866
ceph_storage
A flaw was found in the Ceph
RGW configuration with
Beast as the front end
handling client requests. An _
unauthenticated attacker h'ttps./ foug
Uncontrolle could crash the Ceph RGW zilla.redhat.
d Resoucg 08-11-2019 |5 server by sending valid com/shpyv_ A-REDCEPH
Consumptio HTTP headers and bug.cgi?id= | 271119/ 285
n terminating the connection, CVE2019-
resulting in a remote denial 10222
of service for Ceph RGW
clients.
CVE ID : CVR2019-10222
syndesis
It was f(?und that thg https://bug
. SyndeS|s: c.onflguraton for Zilla.redhat.
; put p 08112010 |43 Cros.sOrlgln Resource com/show_ | AREDSYND
szlidation - Sr.\a_rlng was set to allow all bug.cgi?id= | 271119/ 286
orlglns.. An attacker coyld C\E-2019-
use this Iac.k o.f protection to | 14560
conduct phishing attacks and
CV Scoring Scale
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further access unauthorized
information.
CVE ID : CVR2019-14860
safe_svg_project
safe_svg
A Denial Of Service
vulnerability exists in the
safesvg (aka Safe SVG)
plugin through 1.9.4 for
WordPress, related to -
Uncontro_lle 11-11-2019 |5 rai _ N/A A-SAFSAFE
d Recursion unlimited recursion for a 271119/ 287
'<use ...
xlink:href="#identifier">"'
substring.
CVE ID : CVR2019-18854
A Denial Of Service
vulnerability exists in the
| safesvg (aka Safe SVG)
mproper :
plugin through 1.9.4 for A-SAFSAFE
'”p%“ . 11-11-2019 WordPress, related to N/A 271119/ 288
Validation potentially unwanted
elements or attributes.
CVE ID : CVR2019-18855
salesagility
suitecrm
Improper
Neutralizati
on of Special SuiteCRM 7.10.x versions
rior to 7.10.21 and7.11.x
Elements paiaee A-SAL-SUIT
used inan | 06-11-2019 | 7.5 | versions priorto 7.11.9 N/A 971119/ 289
SQL allow SQL Injection.
Command CVE ID : CVR2019-18784
('SQL
Injection’)
Samba
samba
Improper 06-11-2019 | 4.3 | A flaw was found in the https://bug | A-SAMSAMB
CV Scoring Scale
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Patch

NCIIPC ID

Limitation
ofa
Pathname to
a Restricted
Directory
('Path
Traversal'’)

samba client, all senba
versions before samba
4,11.2,4.10.10 and 4.9.15,
where a malicious server can
supply a pathname to the
client with separators. This
could allow the client to
access files and folders
outside of the SMB network
pathnames. An attacker
could use this vuherability
to create files outside of the
current working directory
using the privileges of the
client user.

CVE ID : CVR2019-10218

zilla.redhat.
com/show _
bug.cgi?id=
CVE2019-
10218

271119/290

Weak
Password
Requiremen
ts

06-11-2019

4.9

A flaw was found in Samba,
all versions starting samba
4.5.0 before samba 4.9.15,
samba 4.10.10, samba
4.11.2, in the way it handles
a user password change or g
new password for a samba
user. The Samba Active
Directory Domain Controller
can be configuredto use a
custom script to check for
password complexity. This
configuration can fail to
verify password complexity
when non-ASCII characters
are used in the password,
which could lead to weak
passwords being set for
samba users, making it
vulnerable to dictionary
attacks.

CVE ID : CVR019-14833

https://bug
zilla.redhat.
com/show _
bug.cgi?id=
CVE2019-
14833

A-SAMSAMB
271119/291

NULL
Pointer

06-11-2019

4

A flaw was found in samba

4.0.0 before samba 4.9.15

https://bug
zilla.redhat.

A-SAMSAMB
271119/ 292

CV Scoring Scale

(CVSS)

4-5 5-6

6-7 7-8

3

106




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Dereference and samba 4.10.x before com/show __
4.10.10. An attacke can bug.cgi?id=
crash AD DC LDAP server vii CVE2019-
dirsync resulting in denial of | 14847
service. Privilege escalation
IS not possible with this
issue.
CVE ID : CVR2019-14847
SAP
hana_database
SAP HANA Database,
versions 1.0, 2.0, allows an
unauthorized attacker to
send a malformed
mproper . . A-SARHANA
Input 04-11-2019 |5 connection request, which N/ A
Validation crashes the indexserver of 271119/293
an SAP HANA instance,
leading to Denial of Service
CVE ID : CVR2019-0350
diagnostics_agent
Under certain conditions
SAP Data Hub (corrected in
DH_Foundation version 2)
allows an attacker to access
Inf ti information which would A-SARDIAG
niOrmation 45 112019 | 4 - - N/A
Exposure otherwise be restricted. 271119/ 294
Connection details thatare
maintained in Connection
Manager are visible to users.
CVE ID : CVR2019-0390
guality_management
Improper An SQL Injection
Neutralizati vulnerability in SAP Quality
on of Special Management (corrected in A-SARQUAL-
13-11-2019 |4 ' N/A
Elemgnts S4CORE versions 1.0, 1.01, 271119/ 295
used in an 1.02, 1.03) allows an
SQL attacker to carry out
Command targeted database queries
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
('SQL that can read individual
Injection’) fields of historical inspection
results.
CVE ID : CVR2019-0393
netweaver_application_server_java
An administrator of SAP
NetWeaver Application
Server Java (J2EE
Framework), (corrected in
versions 7.1, 7.2, 7.3, 7.31,
Improper 7.4, 7.5), may change
Privilege 13-11-2019 | 6.5 | privileges for all or some N/A A-SARNETW
Managemen functions in Java Server, and 271119/296
t enable users to execute
functions, they are not
allowed to execute
otherwise.
CVE ID : CVR2019-0389
Under certain conditions
SAP NetWeaver AS Java
(corrected in 7.10, 7.2Q 7.30,
Inf ti 7.31, 7.40, 7.50) allows an A-SARNETW-
niormation 45 112019 | 4 ‘ N/A
Exposure attacker to access 271119/ 297
information which would
otherwise be restricted.
CVE ID : CVR019-0391
enable_now
Impropgr . SAP Enable Now, before
Neutralizati version 1908, does not
on (_)f Input sufficiently encode user
During Web 13-11-2019 | 3.5 | controlled inputs, resulting | N/A A-SARENAB
Page . in CrossSite Scripting (XSS) 271119/298
Generatlgn vulnerability.
(‘Crosssite _
Scripting’) CVE ID : CVR2019-0385
businessobjects _business_intelligence_platform
Improper 13-11-2019 |35 |A CrossSite Scripting N/A A-SARBUSH
Neutralizati vulnerability exists in SAP 271119/299
CV Scoring Scale
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
on of Input BusinessObjects Business
During Web Intelligence Platform (Web
Page Intelligence-Publication
Generation related pages); corrected in
(‘'Crosssite version 4.2. Privileges are
Scripting’) required in order to exploit
this vulnerability.
CVE ID : CVR2019-0382
SAP BusinessObjects
Business Intelligence
Platform (Web Intelligence
HTML interface), corrected
in versions 4.1 and 4.2, does
not sufficiently validate an
| XML document accepted
mproper from an untrusted source. -
Input 13-11-2019 | 5.5 N/A A-SARBUSH
o An attacker can craft a 271119/ 300
Validation message that contains
malicious elements that will
not be correctly filtered by
Web Intelligence HTML
interface in somespecific
workflows.
CVE ID : CVR2019-0396
Sasslang
Libsass
LibSass 3.6.1 has
uncontrolled recursion in
Sass::Eval::operator()(Sass:: -
Uncontrolle | 0 o019 |ag | > perato OC /A A-SASLIBS
d Recursion Binary_Expression*) in 271119/301
eval.cpp.
CVE ID : CVR019-18797
LibSass before 3.6.3 allows ¢
_of- heap-based buffer overread
Outof e - A-SASLIBS
bounds 06-11-2019 | 4.3 | In Sass::weaveParents in N/A
Read ast_sel_weave.cpp. 271119/302
CVE ID : CVR2019-18798
NULL 06-11-2019 | 4.3 | LibSass before 3.6.3 allows g N/A A-SASLIBS
CV Scoring Scale
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Pointer NULL pointer dereference in 271119/ 303
Dereference Sass::Parser::parseCompour

dSelector in
parser_selectors.cpp.
CVE ID : CVR2019-18799
secudos
domos
Improper
Neutralizati
on of Input The Log module in SECUDO
During Web DOMOS before 5.6 allows A-SEGCDOMO
Page 02-11-2019 |35 | ygg N/A 271119/ 304
Generation CVE ID : CVER2019-18664
(‘'Crosssite
Scripting’)
Improper
Limitation
ofa The Log module in SECUDO
DOMOS before 5.6 allows -SEG
Pathname to 02-11-2019 |5 ool 1o e N/A A-SECDOMO
a Restricted ocal Tie Inclusion. 271119/305
Directory CVE ID : CVR2019-18665
('Path
Traversal')
Sibsoft
xfilesharing
Improper
Limitation SibSoft Xfilesharing through
of a 2.5.1 allows
Pathname to op=page&tmpl=../ directory A-SIB-XFIL-
a Restricted 13-11-2019 @8 traversal to read arbitrary N/A 271119/ 306
Directory files.
(‘Path CVE ID : CVR2019-18951
Traversal')
Unrestricted SibSoft Xfilesharing through
Eiiov?ghm 13-11-2019 | 7.5 25, alons coibmp-cd N/A A-SIBXFIL
. arbitrary file gpload.. This 271119/ 307
Dangerous can be combined with CVE
Type 2019-18951 to achieve
CV Scoring Scale
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
remote code execution via a
.html file, containing short
codes, that is served over
HTTP.
CVE ID : CVR2019-18952
Simplesamlphp
simplesamliphp
Rob Richards XmlISecLibs, al
versions prior to v3.0.3, as
used for example by
SimpleSAMLphp, performed
incorrect validation of
Improper cryptographic signatures in
: A-SIM-SIMR
Input 07-11-2019 [6.5 | XML messages, allowing an | N/A 2781 1 98/ 308
Validation authenticated attacker to
impersonate others or
elevate privileges ly
creating a crafted XML
message.
CVE ID : CVR2019-3465
slack
wp_slacksync
WP SlackSync plugin
through 1.8.5 for WordPress
leaks a Slack Access Token i
Information source code. An attacker can A-SLAWP_S
Exposure 12-11-2019 obtain a lot of information N/A 271119/ 309
about the victim's Slack
(channels, members, etc.).
CVE ID : CVR2019-14366
slack-chat_project
slack-chat
SlackChat through 1.5.5
. leaks a Slack Access Token i
Inf t A-SLASLAG
Ormaton 1 12.11-2019 |5 source code. A attacker can | N/A
Exposure . . . 271119/ 310
obtain a lot of information
about the victim's Slack
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(channels, members, etc.).
CVE ID : CVR2019-14367
Sonatype
nexus_repository _manager
https://sup
There is an OS Command | port.sonaty
Injection in Nexus pe.com/hc/
Impropgr _ Repository Manager <= en-
Neu”a“zat! 2.14.14 (bypass CVR019- us/articles/
on of Special 5475) that could allow an 360033490
Elerggnts attacker a Remote Code 774-CVE A SONNEXU
gsse nan 1 91-11-2019 Execution (RCE). Al 2010-5475- | 070 LT
instances using Nexus
(':ommand CommandLineExecutor.java | Repository-
(0S with user-supplied data is Manager2-
Cgmr_lar1ld vulnerable, such as the Yum| 0os
Injection’) Configuration Capability. Command
CVE ID : CVR019-15588 | Injection-
2019-08-09
strapi
strapi
strapi before 3.0.0beta.17.5
Weak mishandles password resets
Password within packages/strapi-
R admin/controllers/Auth.js
ecovery 4 bAckages/stabiblcin. A-STRSTRA
Mechanism | 07-11-2019 |5 and packages/straptplugin- | N/A
271119/ 312
for users
Forgotten permissions/controllers/Aut
Password h.js.
CVE ID : CVR2019-18818
sudo_project
sudo
Concurrent ** DISPUTED ** Sudo
Execution through 1.8.29 allows local
using 04-11-2019 | 6.9 | Users to escalate torootif | ;s A-SUDSUDG
Shared they have write acces to file 271119/313
Resource descriptor 3 of the sudo
with process. This occurs becaus
CV Scoring Scale
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

Improper
Synchroniza
tion ('(Race
Condition’)

of a race condition between
determining a uid, and the
setresuid and openat system
calls. The attacker can write
"ALL ALL=(ALL)
NOPASSWD:ALL" to
Iproc/#####/fd/3 at a time
when Sudo is promptng for
a password. NOTE: This has
been disputed due to the
way Linux /proc works. It
has been argued that writing
to /proc/#####/td/3 would
only be viable if you had
permission to write to
/etc/sudoers. Even with
write permission to
Iproc/#####/fd/3, it wo
not help you write to
/etc/sudoers.

CVE ID : CVR019-18684

uld

svg-sanitizer_project

svg-sanitizer

Improper
Input
Validation

11-11-2019

darylldoyle svg-sanitizer
before 0.12.0 mishandles
script and data values in
attributes, as demonstrated
by unexpected whitespace
such as in the
javascript&#9;:alert
substring.

CVE ID : CVR019-18857

N/A

A-SVGSVG-
271119/314

Symantec

sonar

Incorrect
Default
Permissions

01-11-2019

CV Scoring Scale

(CVSS)

4.1

The Symantec SONAR
component, prior to 12.0.2,
may besusceptible to a
tamper protection bypass
vulnerability which could

https://sup
port.symant
ec.com/us/
en/article.S
YMSA1494.

A-SYMSONA
271119/315

4-5 5-6

6-7 7-8

- [
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
potentially allow an attacker | html
to circumvent the existing
tamper protection in use on
the resident system.
CVE ID : CVR2019-12752
systematic
iris_webforms
Systematic IRIS WebForms
Improper 5.4 is vulnerable to directory
Limitation traversal. By manipulating
of a variables that reference files
Pﬁhna_me ;O 12-11-2019 | 5 with ../ (and variations), itis | N/A 2%?1?9?;81-6
a Restricte possible to list all the
[')lrectory directories and check if a
(Path particular file exists.
Traversal'’)
CVE ID : CVR2019-18924
Systematic IRIS WebForms
| 5.4 and its functionalities
mproper canbe accessed and used A-SYSIRIS
Authenticati | 12-11-2019 [ 7.5 |\ whout any form of N/A 271119/ 317
on authentication.
CVE ID : CVR2019-18925
systematicinc
iris_standards_management
Systemnatic IRIS Standards
Management (ISM) v2.1 SP1]
89 is vulnerable to
Impropgr . unauthenticated reflected
Neutralizati Cross Site Scripting (XSS). A
on (_)f Input user input (related to dialog
I[jurlng Web 12-11-2019 | 4.3 | information) is reflected N/A ?781\1(17?18
age . directly in the web page,
('Beneratlpn allowing a malicious user to
(Crps§-5|'te conduct a Cross Site
Scripting’) Saipting attack against
users of the application.
CVE ID : CVR2019-18926
CV Scoring Scale
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Tibco
ebx
The Web server component
of TIBCO Softwareric.'s
TIBCO EBX contains multiple
vulnerabilities that
theoretically allow
Impropgr _ authenticated users to
Neutralizati perform stored cross-site
on of Input scripting (XSS) attacks, and
[P)urlng Web | 15 119019 |43 | unauthenticated users to N/A ';‘7?;31333);9
age _ perform reflected crosssite
('Seneratlpn scripting attacks. Affected
(Crpsg S|'te releases are TIBCO $ware
Seripting’) Inc.'s TIBCO EBX: versions
up to and including
5.8.1.fixR, versions 5.9.3,
5.9.4,5.9.5, and 5.9.6.
CVE ID : CVR019-17330
ebx_add-ons
The Data Exchange Web
Interface component of
TIBCO Software Inc.'s TIBCC
EBX Addons contains a
Impropgr . vulnerability that
Neutralizati theoretically allows
on (_)f Input authenticated users to
gurlng Web 12-11-2019 | 3.5 | perform stored crosssite N/A ’;7-;'515/%);6
age . scripting (XSS) attacks.
('Beneratlgn Affected releases are TIBCO
(Crosssite Software Inc.'s TIBCO EBX
Scripting’) Add-ons: versions up to and
including 3.20.13, version
4.1.0.
CVE ID : CVR019-17331
Improper The Digital Asset Maager
izati A-TIB-EBX -
Neutralizati | 15 110019 |43 | Web Interface component of | /o =
on of Input TIBCO Software Inc.'s TIBC( 271119/321
During Web EBX Addons contains a
CV Scoring Scale
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Page vulnerability that
Generation theoretically allows
('Crosssite authenticated users to
Scripting’) perform stored crosssite
scripting (XSS) attacks.
Affected releases are TIBCO
Software Inc.'s TIBCO EBX
Add-ons: versions up to and
including 3.20.13, versions
4.1.0,4.2.0,4.2.1, and 4.2.2.
CVE ID : CVR2019-17332
Tmaxsoft
jeus
JEUS 7 Fix#05 and JEUS
8Fix#0~1 versions contains
Improper a directory traversal
Limitation vulnerability caused by
of a improper input parameter
Pathname to check when uploading A-TMA-JEUS
) 08-11-2019 | 6.5 | e N/A
a Restricted installation file in 271119/322
Directory administration web page.
(‘Path That leads remote attacker
Traversal') to execute arbitrary code via
uploaded file.
CVE ID: CVE2019-17327
tnef_project
tnef
In tnef before 1.4.18, an
attacker may be able to write
to the victim's
.ssh/authorized_keys file via
Out-of- an email message with a
- - A-TNE-TNEF
bounds 11-11-2019 | 4.3 | crafted winmail.dat N/A 971110/ 323
Read application/ms -tnef
attachment, because of a
heap-based buffer overread
involving strdup.
CVE ID : CVR2019-18849
CV Scoring Scale
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untangle
ng_firewall
Impropgr _ The Untangle NG firewall
Neutralizat 14.2.0 is vulnerable to
on of Special authenticated inline-query
Elements . .
) SQL injection within the A-UNT-NG_F
used in an 14-11-2019 | 6.5 timeDataDynamicColumn N/A 971119/ 324
SQL parameter when logged in as
Command an admin user.
(SQL |
Injection’) CVE ID : CVR2019-18646
Improper
Neutralizati
on of Special The Untangle NG firewall
Elemerts in 14.2.0 is vulnerable to an
Output Used authenticated command A-UNT-NG_F
by a 14-11-2019 injection when logged in as N/A 271119/ 325
Downstrea an admin user.
m CVE ID : CVR2019-18647
Component
('Injection’)
Impropgr _ When logged in as an admin
Neutralizati user, the Untangle NG
on (_)f Input firewall 14.2.0 is vulnerable
During Web 14-11-2019 | 3.5 | to reflected XSS at multiple | N/ A A-UNT-NG_F
Page . places and specific user 271119/326
Generatlgn input fields.
(‘'Crosssite _
Scripting’) CVE ID : CVR2019-18648
Improper
Neutralizati When logged in as an admin
on of Input user, the Title input field
During Web (under Reports) within A-UNT-NG_F
Page 14-11-2019 |8.5 Untangle NG firewall 14.2.0 N/A 271119/ 327
Generation is vulnerable to stored >SS.
(‘Crosssite CVE ID : CVE2019-18649
Scripting’)
Veritas
access
CV Scoring Scale




Weakness

Publish Date | CVS

Improper
Neutralizati
on of Special
Elements
used in an
(OR
Command
(os
Command
Injection’)

05-11-2019

access_appliance

Improper
Neutralizati
on of Special
Elements
used in an
oS
Command
(‘os
Command
Injection’)

05-11-2019

CV Scoring Scale

(CVSS)

Description & CVE ID

Patch

NCIIPC ID

An arbitrary command
injection vulnerability in the
Cluster Server component of
Veritas InfoScale allows an
unauthenticated remote
attacker to execute arbitrary
commands as root or
administrator. These Veritas
products are affected: Acces
7.4.2 and earlier, Access
Appliance 7.4.2 and earlier,
Flex Appliance 1.2 and
earlier, InfoScak 7.3.1 and
earlier, InfoScale between
7.4.0 and 7.4.1, Veritas
Cluster Server (VCS) 6.2.1
and earlier on Linux/UNIX,
Veritas Cluster Server (VCS)
6.1 and earlier on Windows,
Storage Foundation HA
(SFHA) 6.2.1 and earlier on
Linux/UNIX, and Storage
Foundation HA (SFHA) 6.1
and earlier on Windows.

CVE ID : CVR2019-18780

N/A

A-VERACCE
271119/ 328

An arbitrary command
injection vulnerability in the
Cluster Server component of
Veritas InfoScale allows an
unauthenticated remote
attacker to execute arbitrary
commands as root or
administrator. These Veritas
products are affected: Acces
7.4.2 and earlier, Access
Appliance 7.4.2 and earlier,
Flex Appliance 1.2 and
earlier, InfoScale 7.3.1 and

earlier, InfoScale between

N/A

A-VERACCE
271119/329

6-7
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flex_applianc

(0]

Improper
Neutralizati
on of Special
Elements
used in an
oS
Command
(os
Command
Injection’)

05-11-2019

infoscale

Improper

05-11-2019 _ An arbitrary command

CV Scoring Scale

(CVSS)

Description & CVE ID

Patch

NCIIPC ID

7.4.0 and 7.4.1, Veritas
Cluster Server (VCS) 6.2.1
and earlier on Linux/UNIX,
Veritas Cluster Server (VCS)
6.1 and earlier on Windows,
Storage Foundation HA
(SFHA) 6.2.1 and edier on
Linux/UNIX, and Storage
Foundation HA (SFHA) 6.1
and earlier on Windows.

CVE ID : CVR2019-18780

An arbitrary command
injection vulnerability in the
Cluster Server component of
Veritas InfoScale allows an
unauthenticated remote
attacker to execute arbitrary
commands as root or
administrator. These Veritas
products are affected: Acces
7.4.2 and earlier Access
Appliance 7.4.2 and eatrlier,
Flex Appliance 1.2 and
earlier, InfoScale 7.3.1 and
earlier, InfoScale between
7.4.0 and 7.4.1, Veritas
Cluster Server (VCS) 6.2.1
and earlier on Linux/UNIX,
Veritas Cluster Server (VCS)
6.1 and earlier on Windows,
Storage Foundation HA
(SFHA) 6.2.1 and earlier on
Linux/UNIX, and Storage
Foundation HA (SFHA) 6.1
and earlier on Windows.

CVE ID : CVR019-18780

N/A

A-VERFLEX
271119/330

N/A

A-VERINFO

4-5 5-6

6-7
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Publish Date | CVS

Neutralizati
on of Special
Elements
used in an
(OR
Command
(os
Command
Injection’)

cluster_server

Improper
Neutralizati
on of Special
Elements
used in an
oS
Command
(‘os
Command
Injection’)

05-11-2019

CV Scoring Scale

(CVSS)

Description & CVE ID

Patch

NCIIPC ID

injection vulnerability in the
Cluster Server component of
Veritas InfoScale allows an
unauthenticated remote
attacker to execute arbitrary
commands as root or
administrator. These Veritas
products are affected: Access|
7.4.2 and earlier, Access
Appliance 7.4.2 and earlier,
Flex Appliance 1.2 and
earlier, InfoScale 7.3.1 and
earlier, InfoScale between
7.4.0 and 7.4.1, Veritas
Cluster Server (VCS) 6.2.1
and earlier on Linux/UNIX,
Veritas Cluster Server (VCS)
6.1 and earlier on Windows,
Storage Foundation HA
(SFHA) 6.2.1 and earlier on
Linux/UNIX, and Storage
Foundation HA (SFHA) 6.1
and earlier on Windows.

CVE ID : CVR2019-18780

271119/331

An arbitrary command
injection vulnerability in the
Cluster Server component of
Veritas InfoScale allows an
unauthenticated remote
attacker to execute arbitrary
commands as root or
administrator. These Veritas
products are affected: Acces
7.4.2 and earlier, Access
Appliance 7.4.2 and earlier,
Flex Appliance 1.2 and
earlier, InfoScale 7.3.1 and
earlier, InfoScale between

7.4.0 and 7.4.1, Veritas

N/A

A-VERCLUS
271119/332

4-5 5-6

6-7
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Publish Date | CVS

storage_foundation _ha

Improper
Neutralizati
on of Special
Elements
used in an
(O
Command
(os
Command
Injection’)

05-11-2019

Wolfssl

Description & CVE ID

Patch

NCIIPC ID

Cluster Server (VCS) 6.2.1
and earlier on LinuXUNIX,
Veritas Cluster Server (VCS)
6.1 and earlier on Windows,
Storage Foundation HA
(SFHA) 6.2.1 and earlier on
Linux/UNIX, and Storage
Foundation HA (SFHA) 6.1
and earlier on Windows.

CVE ID : CVR2019-18780

An arbitrary command
injection vulnerability in the
Cluster Server component of
Veritas InfoScale allows an
unauthenticated remote
attacker to execute arbitrary
commands as root or
administrator. These Veritas
products are affected: Acces
7.4.2 and earlier, Access
Appliance 7.4.2 and earlier,
Flex Appliance 1.2 and
earlier, InfoScale 7.3.1 and
earlier, InfoScale between
7.4.0 and 7.4.1, Veritas
Cluster Server (VCS) 6.2.1
and earlier on Linux/UNIX,
Veritas Cluster Server (VCS)
6.1 and earlier on Windows,
Storage Foundation HA
(SFHA) 6.2.1 and earlier on
Linux/UNIX, and Storage
Foundation HA (SFHA) 6.1
and earlier on Windows.

CVE ID : CVR019-18780

N/A

A-VERSTOR
271119/ 333

wolfssl

Out-of-

09-11-2019

5

In wolfSSL 4.1.0 through

N/A

CV Scoring Scale

(CVSS)
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CVSS

Description & CVE ID

Patch

NCIIPC ID

bounds
Write

4.2.0c, there are missing
sanity checks of memory
accesses in parsing ASN.1
certificate data while
handshaking. Specifically,
there is a onebyte heap
based buffer overflow inside
the DecodedCert structure in
GetName in
wolfcrypt/src/asn.c because
the domain name location
index is mishandled.
Because a pointer is
overwritten, there is an
invalid free.

CVE ID : CVE2019-18840

WOLF
271119/334

wpwham

currency_switcher_for_woocommerce

Improper
Input
Validation

02-11-2019

An issue was discovered in
the Currency Switcher
addon before 2.11.2 for
WooCommerce if a user
provides a currency that was
not added by the
administrator. In this case,
even though the currency
does not exist, it will be
selected, but a price amount
will fall back to the default
currency. This means that if
an attacker provides a
currency that does not exist
and is worth less than this
default, the attacker can
eventually purchasean item
for a significantly cheaper
price.

CVE ID : CVR019-18668

N/A

A-WPW-
CURR
271119/335

Wso2

CV Scoring Scale

(CVSS)

4-5 5-6

7-8




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
identity_server
Improper
Neutralizati WSO02 IS as Key Manager
on of Input 5.7.0 allows urauthenticated
During Web 12-11-2019 | 4.3 | reflected XSS in the N/A A-WSOIDEN-
Page _ dashboard user profile. 271119/336
Generation _
(‘Crosssite CVE ID : CVR2019-18881
Scripting’)
Improper
Neutralizati WSO?2 IS as Key Manager
on of Input 5.7.0 allows stored XS
During Web download-userinfo.jag A-WSOIDEN-
Page 12-11-2019 [ 4.3 | pecause ContenfType is N/A 271119/ 337
Generation mishandled.
(‘Crosssite CVE ID : CVE2019-18882
Scripting’)
xmiseclibs_project
xmlseclibs
Rob Richards XmlSecLibs, al
versions prior to v3.0.3, as
used for exanple by
SimpleSAMLphp, performed
incorrect validation of
Improper cryptographic signatures in
Input 07-11-2019 [6.5 | XML messages, allowing an | N/A ?;il;/lng)/(g/IBIéS
Validation authenticated attacker to
impersonate others or
elevate privileges by
creating a crafted XML
message.
CVE ID : CVR2019-3465
youphptube
youphptube
Improper An issue was discovered in
Neutralizati | 55 11,5019 |75 | YOUPHPTube through 7.7. |\, a A-YOUYOUR
on of Special User input passed through 271119/339
Elements the live_stream_code POST
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Weakness

Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

used in an
SQL
Command
('SQL

Injection’)

parameter to

/plugin/L iveChat/getChat.js
on.php is not properly
sanitized (in getFromChat in
plugin/LiveChat/Objects/Liv
eChatObj.php) before being
used to construct a SQL
query. This can be exploited
by malicious users to, e.g.,
read sensitive data from the
database through irband
SQL Injection attacks.
Successful exploitation of
this vulnerability requires
the Live Chat plugin to be
enabled.

CVE ID : CVE2019-18662

Zohocorp

manageengine_adselfservice_plus

CrossSite
Request
Forgery
(CSRF)

06-11-2019

6.8

Zoho ManageEngine
ADSelfService Plus 5.x
through 5803 has CSRF on
the users' profile

information page. Users who
are attacked with this
vulnerability will be forced

to modify their enrolled
information, such as emalil
and mobile phone,
unintentionally. Attackers
could use the reset passworo
function and control the
system to send the
authentication code back to
the channel that the
attackers own.

CVE ID : CVR019-18411

N/A

A-ZOH
MANA-
271119/ 340

CV Scoring Scale

(CVSS)

4-5 5-6

7-8




Weakness

Amazon

Publish Date | CVSS

Description & CVE ID

Operating System

Patch

NCIIPC ID

freertos \ +fat

Use After
Free

04-11-2019 |5

Real Time Engineers
FreeRTOS+FAT 16M9a has
a use after free. The function
FF_Close() is defined in
ff_file.c. The file handler
pxFile is freed by
ficonfigFREE, which (by
default) is a macro definition
of vPortFree(), but it is
reused to flush modified file
content from the cache to
disk by the function
FF_FlushCache().

CVE ID : CVR2019-18178

N/A

O-AMA-FREE
271119/ 341

ARM

mbed -os

Improper
Input
Validation

04-11-2019 |5

A denial-of-service issue was
discovered in the MQTT
library in Arm Mbed OS
2017-11-02. The function
readMQTTLenString()is
called by the function
MQTTDeserialize_publish()
to get the length and content
of the MQTT topic name. In
the function
readMQTTLenString(),
mqttstring ->lenstring.len is

a part of user input, which
can be manipulated. An
attacker can simply change it
to a larger value to
invalidate the if statement so
that the statements inside
the if statement are skipped,

letting the value of

https://gith
ub.can/AR
Mmbed/mb
ed-
osl/issues/1
1802

O-ARM-
MBED
271119/ 342

CV Scoring Scale

(CVSS)

6-7 7-8
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

mqttstring ->lenstring.data
default to zero. Later, curn is
accessed, which points to
mqttstring ->lenstring.data.
On an Arm CortexM chip,
the value at address 0x0 is
actually the initialization
value for the MSP register. It
is highly dependent on the
actual firmware. Therefore,
the behavior of the program
is unpredictable from this
time on.

CVE ID : CVR019-17210

Canonical

ubuntu_linux

Out-of-
bounds
Write

13-11-2019

Cisco

In
generate_jsimd_ycc_rgb_cor
vert_neon of
jsimd_arm64_neon.S, there i
a possible out of bounds
write due to a missing
bounds check. This cou
lead to remote code
execution in an unprivileged
process with no additional
execution privileges needed.
User interaction is needed
for exploitation.Product:
AndroidVersions: Android-
8.0 Android-8.1 Android-9
Android-10Android ID: A-
120551338

CVE ID : C¥-2019-2201

N/A

O-CANUBUN
271119/ 343

fxos

Information
Exposure

05-11-2019

CV Scoring Scale

(CVSS)

A vulnerability in the
implementation of a CLI
diagnostic command in Ciscd

N/A

O-CISFXOS
271119/ 344

4-5 5-6

6-7

7-8




Weakness Publish Date | CVS
nx-0s

Information 05-11-2019
Exposure

CV Scoring Scale 34
(CVSS)

Description & CVE ID

Patch NCIIPC ID

FXOS Software and Cisco N
OS Software could allow an
authenticated, local attacker
to view sensitive system files
that should be restricted.
The attacker could use this
information to conduct
additional reconnaissance
attacks. The vulnerability is
due to incomplete role
based access control (RBAC
verification. An attacker
could exploit this
vulnerability by
authenticating to the device
and issuing a specific CLI
diagnostic command with
crafted userinput
parameters. An exploit could
allow the attacker to

perform an arbitrary read of
a file on the device, and the
file may contain sensitive
information. The attacker
needs valid device
credentials to exploit this
vulnerability.

CVE ID : CVR2019-1734

A vulnerability in the
implementation of a CLI
diagnostic command in Cisca
FXOS Sitware and Cisco NX
OS Software could allow an
authenticated, local attacker
to view sensitive system files
that should be restricted.
The attacker could use this
information to conduct

additional reconnaissance

O-CISNX-O-

N/A 271119/ 345

4-5 5-6

or | 7o [leo I
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Publish Date | CVS

Debian

Description & CVE ID

Patch

NCIIPC ID

attacks. The vulnerability is
due to incomplete role-
based access control (RBAC
verification. An attacker
could exploit this
vulnerability by
authenticating to the device
and issuing a specific CLI
diagnostic command with
crafted user-input
parameters. An exploit could
allow the attacker to

perform an arbitrary read of
a file on the device, and the
file may contain sensitive
information. The attacker
needs valid device
credentials to exploit this
vulnerability.

CVE ID : CVR2019-1734

debian_linux

Improper
Input
Vdidation

07-11-2019

6.5

Rob Richards XmlSecLibs, a
versions prior to v3.0.3, as
used for example by
SimpleSAMLphp, performed
incorrect validation of
cryptographic signatures in
XML messages, allowing an
authenticated attacker to
impersonate others or
elevate privileges by
creating a crafted XML
message.

CVE ID : CVR019-3465

N/A

O-DEB-DEB}
271119/ 346

Dell

idrac9_firmware

Incorrect

Dell EMC iDRACS versions

https://ww

O-DEL-IDRA-

07-11-2019 ‘ 4 ‘

Authorizatio prior to 2.70.70.70 and w.dell.com/

4-5 5-6 6-7 7-8

CV Scoring Scale 34
(CVSS)
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
n IDRAC9 versions prior to support/art | 271119/ 347
3.36.36.36 contain an icle/sin319
improper authorization 317/dsa-
vulnerability. A remote 2019-137-
authenticated malicious idrac-
IDRAC user with low improper -
privileges may potentially authorizatio
exploit this vulnerability to n-
obtain sensitive information | vulnerabilit
such as password hashes. | y?lang=en
CVE ID : CVR019-3764
idrac8_firmware
Dell EMC iDRACS versions
prior to 2.70.70.70 and hitps:/fww
IDRACS9 versions prior to w.dell.com/
3.36.36.36 contain an support/art
improper authorization icle/sin319
Incorrect vulnerability. A remote 317/dsa-
Authorizatio | 07-11-2019 |4 | authenticated malicious 2019-137- | ODELIDRA
n iDRAC user with low !drac- 271119/348
privileges may potentially |mprop.er-.
exploit this vulnerability to authorizatio
obtain sensitive information | " -
such as password hashes. vulnerabilit
y?lang=en
CVE ID : CVR2019-3764
Dlink
dir -600_b1_firmware
Certain D-Link devices have
a hardcoded Alphanetworks
user account with TELNET
access because of
Use of Hard /etc/config/image_.sign or |
coded 11-11-2019 letc/alpha_config/image_sig |\, a O-DLI-DIR--
Credentials n. This affects DIRG00 B1 271119/349
Vv2.01 for WW, DIR890L Al
v1.03, DIR615 J1 v100 (for
DCN), DIR645 A1 v1.03,
DIR-815 A1 v1.01, DIR823
Al v1.01, and DIRB42 C1
iy S < |+ | s | o [
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Weakness

Publish Date CVSi

Description & CVE ID

Patch

NCIIPC ID

dir -615_j1_firmware

v3.00.
CVE ID : CVR2019-18852

Use of Hard
coded
Credentials

11-11-2019

Certain DLink devices have
a hardcoded Alphanetworks
user account with TELNET
access because of
/etc/config/image_sign or
/etc/alpha_config/image_sig
n. This affectsDIR-600 B1
V2.01 for WW, DIR890L Al
v1.03, DIR615 J1 v100 (for
DCN), DIR645 A1 v1.03,
DIR-815 A1 v1.01, DIR823
Alv1.01, and DIRB42 C1
v3.00.

CVE ID : CVE2019-18852

N/A

O-DLI-DIR--
271119/350

dir -645_al_firmware

Use of Hard
coded
Credentials

11-11-2019

dir -815_al firmware

Certain D-Link devices have
a hardcoded Alphanetworks
user account with TELNET
access because of
/etc/config/image_sign or
/etc/alpha_config/image_sig
n. This affects DIRG00 B1
V2.01 for WW, DIR890L Al
v1.03, DIR615 J1 v100 (for
DCN), DIR645 A1 \1.03,
DIR-815 A1 v1.01, DIR823
Al v1.01, and DIRB42 C1
v3.00.

CVE ID : CVR019-18852

N/A

O-DLI-DIR--
271119/351

Use of Hard
coded
Credentials

11-11-2019

CV Scoring Scale

(CVSS)

Certain D-Link devices have
a hardcoded Alphanetworks
user account with TELNET
access because of
/etc/config/image_sign or

N/A

O-DLI-DIR--
271119/ 352
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Publish Date

dir -823_al_firmware

Use of Hard
coded
Credentials

11-11-2019

dir -842_c1_f

irmware

Use of Hard
coded
Credentials

11-11-2019

CV Scoring Scale

(CVSS)

CVS

131

Description & CVE ID

Patch

NCIIPC ID

/etc/alpha_config/image_sig
n. This affects DIRG00 B1
V2.01 for WW, DIR890L Al
v1.03, DIR615 J1 v100 (for
DCN), DIR645 A1 v1.03,
DIR-815 A1 v1.01, DIR823
Alv1.01, and DIRB42 C1
v3.00.

CVE ID : CVR2019-18852

Certain DLink devices have
a hardcoded Alphanetworks
user account with TELNET
access because of
/etc/config/image_sign or
/etc/alpha_config/image_sig
n. This dfects DIR600 B1
V2.01 for WW, DIR890L Al
v1.03, DIR615 J1 v100 (for
DCN), DIR645 Al v1.03,
DIR-815 A1 v1.01, DIR823
Al v1.01, and DIRB42 C1
v3.00.

CVE ID : CVR2019-18852

N/A

O-DLI-DIR--
271119/ 353

Certain D-Link devices have
a hardcoded Alphanetworks
user account with TELNET
access because of
/etc/config/image_sign or
/etc/alpha_config/image_sig
n. This affects DIRG00 B1
V2.01 for WW, DIR890L Al
v1.03, DIR615 J1 v100 (for
DCN), DIR645 A1 v1.03,
DIR-815 A1 v1.01, DIR823
Al v1.01, and DIRB42 C1
v3.00.

CVE ID : CVR019-18852

N/A

O-DLI-DIR--
271119/354

6-7




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
dir -8901_al_firmware
Certain DLink devices have
a hardcoded Alphanetworks
user account wth TELNET
access because of
/etc/config/image_sign or
/etc/alpha_config/image_sig
Use of Hard n. This affects DIRG00 B1 O-DLI-DIR--
coded | 11-11-2019 Vv2.01 for Ww, DIRggoL A1 | N/A 971119/ 355
Credentials v1.03, DIR615 J1 v100 (for
DCN), DIR645 A1 v1.03,
DIR-815 A1 v1.01, DIR823
Al v1.01, and DIRB42 C1
v3.00.
CVE ID : C¥-2019-18852
fastweb
fastgate_firmware
Fastweb FASTGate 1.0.1b
devices allow partial
authentication bypass by
changing a certain
check_pwd return value
Inf ti from O to 1. An attack does O-FASFAST
niormation - 55 11-2019 |5 - S N/A
Exposure not achieve aministrative 271119/ 356
control of a device; however,
the attacker can view all of
the web pages of the
administration console.
CVE ID : CVR2019-18661
Fedoraproject
fedora
Improper A flaw was found in the https://bug
Limitation sampa client, all samba silla.redhat.
of a 06110010 |43 versions before samba com/show_ | OFEDFEDG
Pathname ;o : 4.;1.2, 4.10|..1Q and 4.9.15, bug.cgi?id= | 271119/ 357
a.Restrlcte where a malicious server can ~y/go019-
Directory supply a pathname to the 10218
(‘Path client with separators. This
CV Scoring Scale
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Publish Date

CVSS

Description & CVE ID

Patch

NCIIPC ID

Traversal')

could allow the client to
access files and flolers
outside of the SMB network
pathnames. An attacker
could use this vulnerability
to create files outside of the
current working directory
using the privileges of the
client user.

CVE ID : CVR2019-10218

Uncontrolle
d Resource
Consumptio
n

08-11-2019

A flaw was found in the Ceph
RGW configuration with
Beast as the front end
handling client requests. An
unauthenticated attacker
could crash the Ceph RGW
server by sending vald
HTTP headers and
terminating the connection,
resulting in a remote denial
of service for Ceph RGW
clients.

CVE ID : CVR2019-10222

https://bug
zilla.redhat.
com/show _
bug.cgi?id=
CVE2019-
10222

O-FEDFEDO
271119/ 358

Weak
Password
Requiremen
ts

06-11-2019

4.9

A flaw was found in Samba,
all versions starting samba
4.5.0 before samba 4.9.15,
samba 4.10.10, samba
4.11.2, in the way it handles
a user password change or g
new password for a samba
user. The Samba Active
Directory Domain Controller
can be configuredto use a
custom script to check for
password complexity. This
configuration can fail to
verify password complexity
when non-ASCII characters
are used in the password,
which could lead to weak

https://bug
zilla.redhat.
com/show _
bug.cgi?id=
CVE2019-
14833

O-FEDFEDO
271119/ 359

CV Scoring Scale

(CVSS)

4-5 5-6

7-8
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