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Common Vulnerabilities and Exposures (CVE) Report

Weakness Publish Date CVSSv3 | Description & CVE ID Patch NCIIPCID
Application
Vendor: 10web

Product: photo_gallery
Affected Version(s): * Up to (excluding) 1.8.24

The Photo Gallery
by 10Web - Mobile-
Friendly Image
Gallery plugin for
WordPress is
vulnerable to Path
Traversal in all
versions up to, and
including, 1.8.23
via the esc_dir
function. This
makes it possible
for authenticated
attackers to cut and

Improper paste (copy) the
Limitation contents of
of a arbitrary files on ) :
Pathname the server, which ?:;Ef/v{)/rlc)ll;f;?ss A-10W-PHOT-
to a | 07-Jun-2024 can contain | -0 /changeset/ | 200624/1
Restricted sensitive 3098798/
Directory information, and to
('Path cut (delete)
Traversal') arbitrary
directories,
including the root
WordPress
directory. By
default this can be
exploited by
administrators

only. In the
premium version of
the plugin,
administrators can
give gallery edit
permissions to
lower level users,

* stands for all versions
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Weakness Publish Date

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

07-Jun-2024

CVSSv3

5.4

Description & CVE ID

Patch

NCIIPCID

which might make
this exploitable by
users as low as
contributors.

CVE ID:
2024-5481

CVE-

The Photo Gallery
by 10Web - Mobile-
Friendly Image
Gallery plugin for
WordPress is
vulnerable to
Stored Cross-Site
Scripting via the
‘svg’ parameter in
all versions up to,
and including,
1.8.23 due to
insufficient input
sanitization and
output  escaping.
This makes it
possible for
authenticated
attackers to inject
arbitrary web
scripts in pages that
will execute
whenever a user
accesses an
injected page. By
default, this can
only be exploited
by administrators,
but the ability to
use and configure
Photo Gallery can
be extended to
contributors on pro
versions of the
plugin.

CVE 1ID:
2024-5426

CVE-

https://plugins.
trac.wordpress.
org/changeset/

3098798/

A-10W-PHOT-
200624/2

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

78 [ 8o [HSHON
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Weakness Publish Date CVSSv3 | Description & CVE ID Patch NCIIPC ID
Vendor: 83pixel
Product: simple_cod_fees_for_woocommerce
Affected Version(s): * Up to (including) 2.0.2
Missing
Authorization
vulnerability in
Andreas Sofantzis
Simple COD Fees
Missi for
1SSIng WooCommerce.Thi A-83P-SIMP-
Authorizati | 09-Jun-2024 s  issue affects | N/A 200624/3
on Simple COD Fees
for WooCommerce:
from n/a through
2.0.2.
CVE ID: CVE-
2024-35662
Vendor: actpro
Product: extra_product_options_for_woocommerce
Affected Version(s): * Up to (excluding) 3.0.7
Missing
Authorization
vulnerability in
actpro Extra
Product Options for
Missing WooCommerce.Thi AACT-EXTR.
Authorizati | 10-Jun-2024 s issue affects Extra | N/A 200624 /4
on Product Options for /
WooCommerce:
from n/a through
3.0.6.
CVE ID: CVE-
2024-35727
Vendor: acurax
Product: under_construction_\ /_maintenance_mode
Affected Version(s): * Up to (including) 2.6
Authentication
Authentica A-ACU-UNDE-
10-Jun-2024 5.3 ' N/A
ooty 8] 200624/
[ cvssv3 scoring Scale [NOMMMINNERNNNOST 34 [ 45 [ 56 [ 67 [ 78 [Teo  [NEH0N

* stands for all versions

Page 3 of 471



* stands for all versions

Weakness Publish Date CVSSv3 | Description & CVE ID Patch NCIIPC ID
by Acurax Under
Spoofing Construction /
Maintenance Mode
from Acurax allows
Authentication
Bypass.This issue
affects Under
Construction /
Maintenance Mode
from Acurax: from
n/a through 2.6.
CVE ID: CVE-
2024-35749
Vendor: Adobe
Product: experience_manager
Affected Version(s): * Up to (excluding) 2024.5
Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
Improper vulnerability. If an
Neutralizat attacker is able to | https://helpx.a
ion of Input convince a victimto | dobe.com/secur
\l?vuring 13-Jun-2024 6.1 visfit _a URL ity/.products/ex A-ADO-EXPE-
eb Page reterencing a | perience- 200624/6
Generation vulnerable  page, | manager/apsb2
('Cross-site malicious 4-28.html
Scripting") JavaScript content
may be executed
within the context
of the victim's
browser.
CVE ID: CVE-
2024-36216
Improper Adobe Experience
Neutralizat Manager versions | https://helpx.a
ion of Input 13-Jun-2024 5.4 6.5.20 and earlier | dobe.com/secur | A-ADO-EXPE-
During are affected by a | ity/products/ex | 200624/7
Web Page stored Cross-Site | perience-
Generation Scripting (XSS)
CVssv3 Scoring Scale IOl 22 |23 | 34 | 45 [ 56 | 67 | 78 | 89 [N
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-20769

manager/apsb2
4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-20784

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/8

Improper
Neutralizat
ion of Input
During
Web Page

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site

https://helpx.a
dobe.com/secur
ity/products/ex
perience-

A-ADO-EXPE-
200624/9

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

7-8

| 89
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Generation
('Cross-site
Scripting’)

Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26036

manager/apsb2
4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a malicious
form.

CVE 1ID:
2024-26037

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/10

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers
the vulnerability.

CVE ID: CVE-
2024-26039

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/11

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue requires user

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /12

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

interaction, such as
convincing a victim
to click on a
specially  crafted
link or to submit a
form that triggers
the vulnerability.

CVE ID: CVE-
2024-26053

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26054

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/13

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/14

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Weakness Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers
the malicious
script.

CVE ID: CVE-
2024-26055

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
triggers the
malicious script.

CVE ID: CVE-
2024-26057

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/15

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

7-8

s [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link.

CVE ID:
2024-26058

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/16

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/17

CVsSv3 Scoring Scale [NOMIINIAN] 28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

containing the

vulnerable field.

CVE ID: CVE-
2024-26060

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26066

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/18

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/19

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

to the
containing
vulnerable field.

CVE ID: CVE-
2024-26068

page
the

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26070

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/20

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/21

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26071

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a victim
to click on a
specially  crafted
link or to submit a
form that causes
the vulnerable
script to execute.

CVE ID: CVE-
2024-26072

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /22

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/23

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

vulnerable
fields.

into
form
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26074

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26075

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/24

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624 /25

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

malicious
into
form
Malicious
JavaScript may be
executed in a
victim’'s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26077

scripts
vulnerable
fields.

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26078

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/26

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/27

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 | 78

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26081

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26082

https://helpx.a

dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/28

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624 /29

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26083

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26085

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/30

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

r

A-ADO-EXPE-
200624 /31

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-26086

CVE-

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26088

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624 /32

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/33

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, as the
victim needs to visit
a web page with a
maliciously crafted
script.

CVE ID:
2024-26089

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to click on a
specially  crafted
link.

CVE ID:
2024-26090

CVE-

https://helpx.a

dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624 /34

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 4-5

5-6 6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a victim
to click on a
specially  crafted
link or to submit a
form that causes
the vulnerable
script to execute.

CVE ID: CVE-
2024-26091

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/35

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/36

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26092

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-26093

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /37

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /38

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26095

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26110

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/39

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /40

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

within the context
of the victim's
browser.

CVE ID:
2024-26111

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-26113

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/41

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /42

CVsSv3 Scoring Scale IR0 22 23 | 34 4-5

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

of the victim's

browser.

CVE ID:
2024-26114

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-26115

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/43

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/44

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 4-5

6-7 7-8

8-9
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-26116

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-26117

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /45

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/46

* stands for all versions

45 |

5-6 6-7

7-8

s [HSHON
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-26121

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26123

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /47

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/48

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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CVSSv3
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Patch

NCIIPCID

containing the

vulnerable field.

CVE ID: CVE-
2024-34119

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-34120

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/49

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
a  low-privileged
attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /50

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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CVSSv3
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Patch

NCIIPCID

when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36141

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36142

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /51

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /52

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36143

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36144

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/53

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /54

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36146

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36147

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/55

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/56

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36148

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36149

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/57

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624 /58

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Malicious
JavaScript may be
executed in a
victim’'s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36150

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, as the
victim needs to visit
a web page with a
maliciously crafted
script.

CVE ID:
2024-36151

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /59

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/60

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

malicious
into
form
Malicious
JavaScript may be
executed in a
victim’'s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36152

scripts
vulnerable
fields.

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36153

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624 /61

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/62

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36154

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36155

https://helpx.a

dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/63

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624 /64

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36156

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36157

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/65

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

r

A-ADO-EXPE-
200624/66

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36158

manager/apsb2
4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36159

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/67

Improper
Neutralizat
ion of Input
During
Web Page

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site

https://helpx.a
dobe.com/secur
ity/products/ex
perience-

A-ADO-EXPE-
200624/68

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

7-8

| 89
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Generation
('Cross-site
Scripting’)

Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36160

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36161

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/69

Improper
Neutralizat
ion of Input
During

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

A-ADO-EXPE-
200624/70

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

56 | 67

| 78

| 89
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Web Page
Generation
('Cross-site
Scripting’)

Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36162

stored

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36163

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/71

Improper
Neutralizat
ion of Input

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier

https://helpx.a
dobe.com/secur
ity/products/ex

A-ADO-EXPE-
200624/72

7-8

[ cvssv3 Scoring Scale [INOSN 12 [ 23 [ 34 [ 45 |

* stands for all versions

s6 | 67 |

| 89
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

During
Web Page
Generation
('Cross-site
Scripting')

are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36164

perience-

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36165

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/73

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 4-5

5-6 6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36166

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/74

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/75

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-36167

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36168

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/76

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/77

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

containing the

vulnerable field.

CVE ID: CVE-
2024-36169

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36170

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/78

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/79

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9

Page 42 of 471




Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

to the
containing
vulnerable field.

CVE ID: CVE-
2024-36171

page
the

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36172

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/80

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/81

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36173

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36174

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /82

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/83

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36175

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36176

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /84

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/85

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36177

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36178

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/86

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/87

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36179

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36180

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/88

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/89

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9

Page 47 of 471




Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

victim's  browser
session.
Exploitation of this
issue requires user
interaction,
typically in the
form of convincing
a victim to visit a
maliciously crafted
web page or to
interact with a
maliciously
modified DOM
element within the
application.

CVE ID:
2024-36181

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36182

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/90

Improper
Neutralizat
ion of Input
During

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are

https://helpx.a
dobe.com/secur
ity/products/ex
perience-

A-ADO-EXPE-
200624 /91

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

s6 | 67 | 78

| 89
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Web Page
Generation
('Cross-site
Scripting’)

affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a malicious
form.

CVE ID:
2024-36183

CVE-

manager/apsb2
4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a malicious
link or to submit a

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/92

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

specially  crafted

form.

CVE ID:
2024-36184

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36185

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/93

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /94

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

to the
containing
vulnerable field.

CVE ID: CVE-
2024-36186

page
the

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36187

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/95

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/96

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36188

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36189

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/97

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /98

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
triggers the
vulnerability.

CVE ID:
2024-36190

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36191

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/99

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/100

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

vulnerable
fields.

into
form
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36192

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36193

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/101

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/102

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

malicious
into
form
Malicious
JavaScript may be
executed in a
victim’'s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36194

scripts
vulnerable
fields.

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36195

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/103

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/104

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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Weakness Publish Date CVSSv3 | Description & CVE ID Patch NCIIPCID

('Cross-site an attacker to inject

Scripting') malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36196

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could

Improper allow an attacker to
Neutralizat execute arbitrary | https://helpx.a
ion of Input JavaScript code in | dobe.com/secur

' the context of the | j - - -
During 13-Jun-2024 54 ¢ co N 1ty/.products/ex A-ADO-EXPE
Web Page victim's TOWSET | perience- 200624/105
Generation session. manager/apsb2
(‘Cross-site Exploitation of this | 4-28 html
Scripting’) issue requires user

interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers

the vulnerability.

CVE ID: CVE-

2024-36197
Improper Adobe Experience | https://helpx.a A-ADO-EXPE-
Neutralizat | 13-Jun-2024 | 5.4 | Manager versions | dobe.com/secur 200624/106
ion of Input 6.5.20 and earlier | ity/products/ex

[ cvssv3 Scoring Scale [RNOS 12 |23 ] 34 | 45 | 56 | 67 | 78 | &9 [N

* stands for all versions
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

During
Web Page
Generation
('Cross-site
Scripting')

are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36198

perience-

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36199

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/107

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 4-5

5-6 6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36200

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/108

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/109

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-36201

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36202

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/110

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/111

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

containing the

vulnerable field.

CVE ID: CVE-
2024-36203

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36204

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/112

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/113

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

to the
containing
vulnerable field.

CVE ID: CVE-
2024-36205

page
the

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-36206

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/114

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/115

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

containing the

vulnerable field.

CVE ID: CVE-
2024-36207

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36208

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/116

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/117

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

to the
containing
vulnerable field.

CVE ID: CVE-
2024-36209

page
the

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-36210

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/118

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If a
low-privileged
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious
JavaScript content
may be executed
within the context

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/119

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

of the victim's

browser.

CVE ID:
2024-36211

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36212

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/120

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/121

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

to the
containing
vulnerable field.

CVE ID: CVE-
2024-36213

page
the

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36214

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/122

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/123

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9

Page 65 of 471




Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36215

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36217

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/124

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /125

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36218

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36219

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/126

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/127

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

7-8

s [HSHON
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers
the malicious
script.

CVE ID:
2024-36220

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36221

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/128

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/129

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers
the vulnerability.

CVE ID: CVE-
2024-36222

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
causes the

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/130

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7

7-8

8-9
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

vulnerable script to
execute.

CVE ID:
2024-36224

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36225

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/131

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue typically
requires user

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /132

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a malicious
form.

CVE ID:
2024-36227

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers
the vulnerability.

CVE ID: CVE-
2024-36228

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/133

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/134

CVSSv3 Scoring Scale -I

* stands for all versions

2-3

| 34 | a5 |

67 | 78

8-9
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CVSSv3
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Patch

NCIIPCID

allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a malicious
form.

CVE ID: CVE-
2024-36229

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
causes the
execution of the
malicious script.

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/135

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

7-8

s [HSHON
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Patch

NCIIPCID

CVE ID: CVE-
2024-36230

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
causes the
execution of the
malicious script.

CVE ID: CVE-
2024-36231

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/136

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/137

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36232

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a victim
to click on a
malicious link.

CVE ID:
2024-36233

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/138

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/139

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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NCIIPCID

JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
triggers the
vulnerability.

CVE ID: CVE-
2024-36234

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
causes the
execution of the
malicious script.

CVE 1ID: CVE-
2024-36235

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/140

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

7-8

s [HSHON
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Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link.

CVE ID:
2024-36236

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/141

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /142

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9

Page 76 of 471




Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

click on a malicious
link or to interact
with a maliciously
crafted web page.

CVE ID: CVE-
2024-36238

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to click on a
specially  crafted
link.

CVE ID:
2024-36239

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/143

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

4.8

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
a privileged
attacker to inject
malicious  scripts
into vulnerable
form fields.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/144

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3 | Description & CVE ID

Patch

NCIIPCID

Malicious
JavaScript may be
executed in a
victim’'s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26049

Affected Version(s): * Up to

(excluding) 6.5.21

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-36216

6.1

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/145

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts

5.4

into vulnerable

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/146

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-20769

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-20784

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/147

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624,/148

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

vulnerable
fields.

into
form
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26036

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a malicious
form.

CVE ID:
2024-26037

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/149

Improper
Neutralizat
ion of Input
During
Web Page

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-

A-ADO-EXPE-
200624/150

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

7-8

| 89
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Generation
('Cross-site
Scripting’)

based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers
the vulnerability.

CVE ID: CVE-
2024-26039

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue requires user
interaction, such as
convincing a victim
to click on a
specially  crafted
link or to submit a

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/151

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

56 | 67

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

form that triggers
the vulnerability.

CVE ID: CVE-
2024-26053

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26054

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/152

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue typically
requires user

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/153

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

interaction, such as
convincing a victim
to click on a
specially  crafted
link or to submit a
form that triggers
the malicious
script.

CVE ID:
2024-26055

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
triggers the
malicious script.

CVE ID: CVE-
2024-26057

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/154

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site

https://helpx.a
dobe.com/secur
ity/products/ex
perience-

A-ADO-EXPE-
200624 /155

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

| 89
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link.

CVE ID:
2024-26058

CVE-

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26060

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/156

Improper
Neutralizat
ion of Input

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier

https://helpx.a
dobe.com/secur
ity/products/ex

A-ADO-EXPE-
200624/157

7-8

[ cvssv3 Scoring Scale [INOSN 12 [ 23 [ 34 [ 45 |

* stands for all versions

56 | 67 |

| 89
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

During
Web Page
Generation
('Cross-site
Scripting')

are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26066

perience-

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26068

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/158

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 4-5

5-6 6-7

7-8

8-9
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26070

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/159

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/160

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-26071

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that causes
the vulnerable
script to execute.

CVE ID: CVE-
2024-26072

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/161

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /162

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26074

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26075

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/163

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/164

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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CVSSv3
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Patch

NCIIPCID

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26077

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26078

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/165

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/166

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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CVSSv3
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Patch

NCIIPCID

Malicious
JavaScript may be
executed in a
victim’'s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26081

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26082

https://helpx.a

dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/167

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/168

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26083

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26085

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/169

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/170

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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CVSSv3
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Patch

NCIIPCID

referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-26086

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26088

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/171

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/172

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, as the
victim needs to visit
a web page with a
maliciously crafted
script.

CVE ID:
2024-26089

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to click on a
specially  crafted
link.

CVE ID:
2024-26090

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/173

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site

https://helpx.a
dobe.com/secur
ity/products/ex
perience-

A-ADO-EXPE-
200624/174

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

| 89
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Weakness Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that causes
the vulnerable
script to execute.

CVE ID: CVE-
2024-26091

manager/apsb2
4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/175

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-26092

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-26093

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/176

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/177

* stands for all versions

45 |

5-6 6-7

7-8

s [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-26095

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26110

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/178

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/179

CVsSv3 Scoring Scale IR0 22 23 | 34 4-5

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Weakness Publish Date CVSSv3 | Description & CVE ID Patch NCIIPC ID
CVE ID: CVE-
2024-26111
Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
Improper vulnerability. If an
Neutralizat attacker is able to | https://helpx.a
ion of Input convince a victimto | dobe.com/secur
During 13Jun-2024 | 54 visit a URL ity/.products/ex A-ADO-EXPE-
Web Page referencing a | perience- 200624/180
Generation vulnerable  page, manager/apsb2
('Cross-site malicious 4-28.html
Scripting") JavaScript content
may be executed
within the context
of the victim's
browser.
CVE ID: CVE-
2024-26113
Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
Improper vulnerability. If an
Neutralizat attacker is able to | https://helpx.a
ion of Input convince avictimto | dobe.com/secur
During 13Jun-2024 | 54 visit  a URL ity/.products/ex A-ADO-EXPE-
Web Page referencing a | perience- 200624/181
Generation vulnerable  page, manager/apsb2
(‘Cross-site malicious 4-28.html
Scripting") JavaScript content

may be executed
within the context

of the victim's
browser.

CVE 1D: CVE-
2024-26114

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Weakness Publish Date CVSSv3 | Description & CVE ID Patch NCIIPC ID
Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
Improper vulnerability. If an
Neutralizat attacker is able to | https://helpx.a
ion of Input convince a victimto | dobe.com/secur
During 13-Jun-2024 54 visit _a URL ity/.products/ex A-ADO-EXPE-
Web Page referencing a | perience- 200624/182
Generation vulnerable  page, | manager/apsb2
('Cross-site malicious 4-28.html
Scripting") JavaScript content
may be executed
within the context
of the victim's
browser.
CVE ID: CVE-
2024-26115
Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
Improper vulnerability. If an
Neutralizat attacker is able to | https://helpx.a
ion of Input convince a victimto | dobe.com/secur
During 13-Jun-2024 54 visit 'a URL ity/.products/ex A-ADO-EXPE-
Web Page referencing a | perience- 200624/183
Generation vulnerable  page, | manager/apsb2
('Cross-site malicious 4-28.html
Scripting") JavaScript content
may be executed
within the context
of the victim's
browser.
CVE ID: CVE-
2024-26116
Improper Adobe Experience | https://helpx.a A-ADO-EXPE-
Neutralizat | 13-Jun-2024 | 5.4 | Manager versions | dobe.com/secur 200624 /184
ion of Input 6.5.20 and earlier | ity/products/ex
[ cvssv3 Scoring Scale [RNOS 12 |23 ] 34 | 45 | 56 | 67 | 78 | &9 [N

* stands for all versions
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

During
Web Page
Generation
('Cross-site
Scripting')

are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-26117

CVE-

perience-

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26121

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/185

Improper
Neutralizat
ion of Input
During

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

A-ADO-EXPE-
200624/186

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

56 | 67

| 78

| 89
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Web Page
Generation
('Cross-site
Scripting’)

Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-26123

stored

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-34119

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/187

Improper
Neutralizat
ion of Input

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier

https://helpx.a
dobe.com/secur
ity/products/ex

A-ADO-EXPE-
200624/188

7-8

[ cvssv3 Scoring Scale [INOSN 12 [ 23 [ 34 [ 45 |

* stands for all versions

s6 | 67 |

| 89
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

During
Web Page
Generation
('Cross-site
Scripting')

are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-34120

perience-

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
a  low-privileged
attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36141

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/189

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36142

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/190

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/191

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-36143

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36144

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /192

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/193

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

containing the

vulnerable field.

CVE ID: CVE-
2024-36146

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36147

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/194

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/195

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

to the
containing
vulnerable field.

CVE ID: CVE-
2024-36148

page
the

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36149

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/196

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/197

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36150

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, as the
victim needs to visit
a web page with a
maliciously crafted
script.

CVE ID:
2024-36151

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/198

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/199

* stands for all versions

45 |

5-6 6-7

7-8

s [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36152

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36153

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/200

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/201

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Malicious
JavaScript may be
executed in a
victim’'s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36154

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36155

https://helpx.a

dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624 /202

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/203

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36156

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36157

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/204

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /205

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

vulnerable
fields.

into
form
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36158

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36159

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/206

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/207

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

malicious
into
form
Malicious
JavaScript may be
executed in a
victim’'s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36160

scripts
vulnerable
fields.

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36161

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/208

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/209

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36162

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36163

https://helpx.a

dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/210

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/211

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36164

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36165

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/212

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

r

A-ADO-EXPE-
200624/213

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36166

manager/apsb2
4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36167

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/214

Improper
Neutralizat
ion of Input
During
Web Page

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site

https://helpx.a
dobe.com/secur
ity/products/ex
perience-

A-ADO-EXPE-
200624/215

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

7-8

| 89
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Generation
('Cross-site
Scripting’)

Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36168

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36169

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/216

Improper
Neutralizat
ion of Input
During

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

A-ADO-EXPE-
200624/217

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

56 | 67

| 78

| 89
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Web Page
Generation
('Cross-site
Scripting’)

Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36170

stored

manager/apsb2
4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36171

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/218

Improper
Neutralizat
ion of Input

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier

https://helpx.a
dobe.com/secur
ity/products/ex

A-ADO-EXPE-
200624/219

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

s6 | 67 | 78

| 89
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

During
Web Page
Generation
('Cross-site
Scripting')

are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36172

perience-

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36173

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/220

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 4-5

5-6 6-7

7-8

8-9
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36174

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/221

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/222

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9

Page 118 of 471




Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-36175

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36176

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /223

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /224

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

containing the

vulnerable field.

CVE ID: CVE-
2024-36177

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36178

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/225

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /226

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

to the
containing
vulnerable field.

CVE ID: CVE-
2024-36179

page
the

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36180

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/227

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue requires user

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/228

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

interaction,

typically in the
form of convincing
a victim to visit a
maliciously crafted
web page or to
interact with a
maliciously

modified DOM
element within the
application.

CVE ID:
2024-36181

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36182

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624 /229

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624 /230

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a malicious
form.

CVE ID:
2024-36183

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a malicious
link or to submit a
specially  crafted
form.

CVE 1ID:
2024-36184

CVE-

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/231

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7

7-8

8-9

Page 123 of 471




Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36185

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/232

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/233

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVE ID: CVE-
2024-36186

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36187

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /234

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /235

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

containing the

vulnerable field.

CVE ID: CVE-
2024-36188

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36189

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/236

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue typically
requires user

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /237

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
triggers the
vulnerability.

CVE ID:
2024-36190

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36191

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/238

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /239

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Malicious
JavaScript may be
executed in a
victim’'s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36192

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36193

https://helpx.a

dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624 /240

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored  Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/241

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36194

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36195

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /242

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/243

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

vulnerable
fields.

into
form
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36196

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers
the vulnerability.

CVE ID: CVE-
2024-36197

https://helpx.a

dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624 /244

Improper
Neutralizat
ion of Input
During
Web Page

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

r

A-ADO-EXPE-
200624/245

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

7-8

8-9
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Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Generation
('Cross-site
Scripting’)

Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36198

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36199

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624 /246

Improper
Neutralizat
ion of Input
During

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

A-ADO-EXPE-
200624 /247

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

56 | 67

| 78

| 89
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

Web Page
Generation
('Cross-site
Scripting’)

Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36200

stored

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36201

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/248

Improper
Neutralizat
ion of Input

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier

https://helpx.a
dobe.com/secur
ity/products/ex

A-ADO-EXPE-
200624/249

7-8

[ cvssv3 Scoring Scale [INOSN 12 [ 23 [ 34 [ 45 |

* stands for all versions

56 | 67 |

| 89
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CVSSv3

Description & CVE ID

Patch

NCIIPCID

During
Web Page
Generation
('Cross-site
Scripting')

are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36202

perience-

manager/apsb2

4-28.html

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36203

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/250

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 4-5

5-6 6-7

7-8

8-9
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CVSSv3
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Patch

NCIIPCID

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36204

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/251

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/252

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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CVSSv3
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Patch

NCIIPCID

CVE ID: CVE-
2024-36205

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-36206

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /253

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/254

* stands for all versions

45 |

5-6 6-7

7-8

s [HSHON
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Patch

NCIIPCID

CVE ID: CVE-
2024-36207

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36208

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /255

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse
to the page

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /256

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Patch

NCIIPCID

containing the

vulnerable field.

CVE ID: CVE-
2024-36209

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If an
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable page,
malicious

JavaScript content
may be executed
within the context
of the victim's
browser.

CVE ID:
2024-36210

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /257

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
reflected Cross-Site
Scripting (XSS)
vulnerability. If a
low-privileged
attacker is able to
convince a victim to
visit a URL
referencing a
vulnerable  page,
malicious
JavaScript content
may be executed
within the context

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/258

CVsSv3 Scoring Scale IR0 22 23 | 34 4-5

* stands for all versions

5-6 6-7 7-8

s [HSHON
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Patch

NCIIPCID

of the victim's

browser.

CVE ID:
2024-36211

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36212

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/259

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser
when they browse

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/260

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Patch

NCIIPCID

to the
containing
vulnerable field.

CVE ID: CVE-
2024-36213

page
the

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36214

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/261

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a
victim’s  browser

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/262

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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Patch

NCIIPCID

when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36215

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36217

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/263

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

JavaScript may be
executed in a

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /264

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Description & CVE ID

Patch

NCIIPCID

victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36218

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36219

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624 /265

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/266

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

7-8

s [HSHON
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session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to click on a
specially  crafted
link or to submit a
form that triggers
the malicious
script.

CVE ID:
2024-36220

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36221

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/267

Improper
Neutralizat
ion of Input
During
Web Page
Generation

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/268

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

67 |

7-8

8-9
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('Cross-site
Scripting')

allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers
the vulnerability.

CVE ID: CVE-
2024-36222

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
causes the

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/269

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7

7-8

8-9
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vulnerable script to
execute.

CVE ID:
2024-36224

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36225

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/270

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue typically
requires user

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/271

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

7-8

8-9
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interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a malicious
form.

CVE ID:
2024-36227

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link or to submit a
form that triggers
the vulnerability.

CVE ID: CVE-
2024-36228

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /272

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/273

CVSSv3 Scoring Scale -I

* stands for all versions

2-3

| 34 | a5 |

67 | 78

8-9
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allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a malicious
form.

CVE ID:
2024-36229

CVE-

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
causes the
execution of the
malicious script.

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/274

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

7-8

s [HSHON
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CVE ID: CVE-
2024-36230

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
causes the
execution of the
malicious script.

CVE ID: CVE-
2024-36231

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /275

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
an attacker to inject
malicious  scripts
into vulnerable
form fields.
Malicious

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624/276

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.

CVE ID: CVE-
2024-36232

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a victim
to click on a
malicious link.

CVE ID:
2024-36233

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/277

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary

https://helpx.a
dobe.com/secur
ity/products/ex

perience-

manager/apsb2

4-28.html

A-ADO-EXPE-
200624/278

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7

7-8

8-9
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JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
triggers the
vulnerability.

CVE ID: CVE-
2024-36234

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to
click on a specially
crafted link or to
submit a form that
causes the
execution of the
malicious script.

CVE 1ID: CVE-
2024-36235

https://helpx.a
dobe.com/secu

ity/products/ex

perience-

manager/apsb2

4-28.html

r

A-ADO-EXPE-
200624/279

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

7-8

s [HSHON
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Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to «click on a
specially  crafted
link.

CVE ID:
2024-36236

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /280

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
DOM-based Cross-
Site Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.

Exploitation of this
issue typically
requires user
interaction, such as
convincing a user to

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /281

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

5-6 6-7 7-8

8-9
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click on a malicious
link or to interact
with a maliciously
crafted web page.

CVE ID: CVE-
2024-36238

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

13-Jun-2024

5.4

Adobe Experience
Manager versions
6.5.20 and earlier
Answer: are
affected by a DOM-
based  Cross-Site
Scripting (XSS)
vulnerability. This
vulnerability could
allow an attacker to
execute arbitrary
JavaScript code in
the context of the
victim's  browser
session.
Exploitation of this
issue requires user
interaction, such as
convincing a victim
to click on a
specially  crafted
link.

CVE ID:
2024-36239

CVE-

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /282

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

13-Jun-2024

4.8

Adobe Experience
Manager versions
6.5.20 and earlier
are affected by a
stored Cross-Site
Scripting (XSS)
vulnerability that
could be abused by
a privileged
attacker to inject
malicious  scripts
into vulnerable
form fields.

https://helpx.a
dobe.com/secur
ity/products/ex
perience-
manager/apsb2
4-28.html

A-ADO-EXPE-
200624 /283

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

6-7 7-8

8-9
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Malicious
JavaScript may be
executed in a
victim’s  browser
when they browse
to the page
containing the
vulnerable field.
CVE ID: CVE-
2024-26049
Vendor: apport_project
Product: apport
Affected Version(s): * Up to (excluding) 2.21.0
Apport does not
disable python
crash handler AAPP.APPO
N/A 04-Jun-2024 | 7.8 | before  entering | N/A o )
chroot 200624 /284
CVE ID: CVE-
2022-28657
Allocation is_closing_session()
of allows users to
Resources create arbitrary tcp A-APP-APPO-
Without | 04Iun-2024 |7 qhus connections | N/A 200624/285
Limits  or CVE ID: CVE-
Throttling 2022-28655
Improper
Restriction
of ~ /.config/apport/s
Recursive ettings parsing is
Entity vulnerable to
References | 04-Jun-2024 | 5.5 | billion  laughs” | N/A ?6%22?222'
in DTDs attack /
(‘XML CVE ID:  CVE-
Entity 2022-28652
Expansion'
)
Allocation is_closing_session()
. A-APP-APPO-
of 04-Jun-2024 5.5 allows users to fill | N/A 200624287
Resources up apport.log
[ cvssv3 Scoring Scale [RNOS 12 |23 ] 34 | 45 | 56 | 67 | 78 | &9 [N

* stands for all versions
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Without
Limits or
Throttling

CVE ID: CVE-
2022-28654

Allocation
of
Resources
Without
Limits or
Throttling

04-Jun-2024

5.5

is_closing_session()
allows users to
consume RAM in
the Apport process

CVE ID: CVE-
2022-28656

N/A

A-APP-APPO-
200624/288

N/A

04-Jun-2024

5.5

Apport argument
parsing mishandles
filename splitting
on older kernels
resulting in
argument spoofing

CVE ID: CVE-
2022-28658

N/A

A-APP-APPO-
200624 /289

Vendor: ARM

Product: bifrost_gpu_kernel_driver

Affected Version(s): From (including) r34p0 Up to (excluding) r41p0

Use After

Free

07-Jun-2024

5.5

Use After Free
vulnerability in
Arm Ltd Bifrost
GPU Kernel Driver,
Arm Ltd Valhall
GPU Kernel Driver
allows a local non-
privileged user to
make improper
GPU memory
processing
operations to gain
access to already
freed memory.This
issue affects Bifrost
GPU Kernel Driver:
from r34p0
through r40p0;
Valhall GPU Kernel
Driver: from r34p0
through r40p0.

https://develop
er.arm.com/Ar
m Security
Center/Mali
GPU Driver
Vulnerabilities

A-ARM-BIFR-
200624/290

CVSSv3 Scoring Scale -I

* stands for all versions

23 | 34 | 45 |

56 | 67 7-8

8-9
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CVE ID: CVE-
2024-4610

Product: valhall_gpu_kernel_driver

Affected Version(s): From (including) r34p0 Up to (excluding) r41p0

Use
Free

After | un-2024

5.5

Use After Free
vulnerability in
Arm Ltd Bifrost
GPU Kernel Driver,
Arm Ltd Valhall
GPU Kernel Driver
allows a local non-
privileged user to
make improper
GPU memory
processing
operations to gain
access to already
freed memory.This
issue affects Bifrost
GPU Kernel Driver:
from r34p0
through r40p0;
Valhall GPU Kernel
Driver: from r34p0
through r40p0.

CVE ID: CVE-
2024-4610

https://develop
er.arm.com/Ar
m Security
Center/Mali
GPU Driver
Vulnerabilities

A-ARM-VALH-
200624 /291

Vendor: arwebdesign

Product: dashboard_to-do_list

Affected Version(s): * Up to (excluding) 1.3.0

Missing
Authorizati
on

10-Jun-2024

8.8

Missing
Authorization
vulnerability in
Andrew Rapps
Dashboard To-Do
List.This issue
affects Dashboard
To-Do List: from
n/a through 1.2.0.

N/A

A-ARW-DASH-
200624 /292

CVSSv3 Scoring Scale -I

* stands for all versions

2-3

3-4 4-5

5-6 6-7 7-8

8-9
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CVE ID: CVE-
2024-35723
Vendor: authlib
Product: authlib
Affected Version(s): * Up to (excluding) 1.3.1
lepture Authlib
before 1.3.1 has
algorithm
confusion with
asymmetric public
keys. Unless an
Improper algorithm is
Verificatio specified in a
n of jwt.decode call, A-AUT-AUTH-
Cryptograp 09-Jun-2024 HMAC verification | N/A 200624/293
hic is allowed with any
Signature asymmetric public
key. (This is similar
to CVE-2022-
29217 and CVE-
2024-33663.)
CVE ID: CVE-
2024-37568
Vendor: autowriter
Product: ai_post_generator_\ |_autowriter
Affected Version(s): * Up to (excluding) 3.4
Missing
Authorization
vulnerability in
AutoWriter Al Post
Missi Generator |
1SSIng AutoWriter.This A-AUT-AI P-
Authorizati | 09-Jun-2024 issue affects Al Post | N/A 200624/2_94
on Generator |
AutoWriter: from
n/a through 3.3.
CVE ID: CVE-
2024-32713
Vendor: Avast
v scorng score INIEEIINESN 5+ [ 45 [ 56 [ o7 s esni

* stands for all versions
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Product: antivirus

Affected Version(s): * Up to (excluding) 24.2

A sym-linked file
accessed via the
repair function in
Avast Antivirus
<24.2 on Windows
may allow user to
elevate privilege to
delete arbitrary
files or run
processes as NT
AUTHORITY\SYST
EM. The

vulnerability exists
within the "Repair”

(settings ->
troubleshooting ->
repair) feature,
Improper which attempts to
Link delete a file in the
Resolution current user's
Before File | 10-Jun-2024 AppData directory N/A ?0%\2‘;31;5;
Access as NT
(‘Link AUTHORITY\SYST
Following") EM. A low-

privileged user can
make a pseudo-
symlink and a
junction folder and
point to a file on the
system. This can
provide a low-
privileged user an
Elevation of
Privilege to win a
race-condition

which  will re-
create the system
files and make
Windows callback
to a specially-
crafted file which

[ cvssv3 scoring scale [NDMIMINIANNINPSI 34 [ 45 [ 56 [ 67 [7:8 [Eo T NEHON

* stands for all versions
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Publish Date CVSSv3

could be used to
launch a privileged
shell instance.

This issue affects
Avast Antivirus
prior to 24.2.

CVE ID:
2024-5102

CVE-

Vendor: awplife

Product: image_gallery

Affected Version(s): * Up to (excluding) 1.4.6

Missing
Authorizati
on

10-Jun-2024

Missing
Authorization
vulnerability in A
WP Life Image
Gallery - Lightbox
Gallery, Responsive
Photo Gallery,
Masonry
Gallery.This issue
affects Image
Gallery - Lightbox
Gallery, Responsive
Photo Gallery,
Masonry  Gallery:
from n/a through
1.4.5.

CVE 1ID:
2024-35721

CVE-

N/A

A-AWP-IMAG-
200624/296

Product: slider_responsive_slideshow

Affected Version(s): * Up to (excluding) 1.4.2

Missing
Authorizati
on

10-Jun-2024 I

Missing
Authorization
vulnerability in A
WP  Life Slider
Responsive
Slideshow - Image
slider, Gallery
slideshow.This

N/A

A-AWP-SLID-
200624/297

[ cvssv3 scoring Scale | NOEIMI2 23T 3-4

* stands for all versions

a5 ]

56 | 67
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issue affects Slider
Responsive
Slideshow - Image
slider, Gallery
slideshow: from
n/a through 1.4.0.
CVE ID: CVE-
2024-35722
Vendor: bakery_online_ordering_system_project
Product: bakery_online_ordering_system
Affected Version(s): 1.0
A vulnerability was
found in
itsourcecode
Bakery Online
Ordering  System
1.0. It has been
declared as critical.
Affected by this
vulnerability is an
Improper unknown
Neutralizat functionality of the
ion of file index.php. The
Special manipulation of the
Elements argument txtsearch A-BAK-BAKE-
used in an | 0 un-2024 leads to sql | N/A 200624/298
SQL injection. The
Command attack can be
('SQL launched remotely.
Injection") The exploit has
been disclosed to
the public and may
be used. The
associated
identifier of this
vulnerability is
VDB-267091.
CVE ID: CVE-
2024-5635
Improper A vulnerability was ) ) )
Neutralizat | 05-Jun-2024 found in | N/A ?0%212(43255
ion of itsourcecode
CVssv3 Scoring Scale [0S 22 | 23 | 34 | 45 | 56 | 67 | 78 | 8o [NENON

* stands for all versions
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Special Bakery Online
Elements Ordering  System
used in an 1.0. It has been
SQL rated as critical.
Command Affected by this
('SQL issue is  some
Injection’) unknown
functionality of the
file
report/index.php.
The manipulation
of the argument
procduct leads to
sql injection. The
attack may Dbe
launched remotely.
The exploit has
been disclosed to
the public and may
be used. The
identifier of this
vulnerability is
VDB-267092.
CVE ID: CVE-
2024-5636
Vendor: beyondtrust
Product: beyondinsight
Affected Version(s): * Up to (excluding) 23.1
Prior to 23.1, an
information
disclosure
vulnerability exists | https://www.b
within eyondtrust.com
BeyondInsight /trust- A-BEY-BEYO-
N/A 04-Jun-2024 >3 which can allow an | center/security- | 200624/300
attacker to | advisories/BT2
enumerate 4-06
usernames.
CVE ID: CVE-
2024-4220

Affected Version(s): * Up to (excluding) 23.2

[ cvssv3 scoring Scale NG 23] 34 | 45

* stands for all versions

56 [ 67 [ 78 [ 8o NSO
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Prior to 23.2, it is
possible to perform
arbitrary  Server-
Side requests via
Server- HTTP'based httpsd//WWWb
Side connectors within | €Yondtrust.com A-BEY-BEYO
Request | 04-Jun-2024 Beyondinsight, | /st | A-BEY-BEYO-
ltin in g | center/security- | 200624/301
Forgery resulting dvisories/BT2
SSRF server-side request | @ visories/
( ) 4-05
forgery
vulnerability.
CVE ID: CVE-
2024-4219
Vendor: Bitdefender
Product: gravityzone
Affected Version(s): * Up to (excluding) 6.38.1-2
A host whitelist
parser issue in the
proxy service
implemented in the
GravityZone
Update Server
allows an attacker
gfagver- to cause a server-
ide .
side request A-BIT-GRAV-
I}jequest 06-Jun-2024 forgery. This issue N/A 200624302
orgery only affects
(SSRF) GravityZone
Console versions
before 6.38.1-2 that
are running only on
premise.
CVE ID: CVE-
2024-4177
Vendor: born05
Product: two-factor_authentication
Affected Version(s): * Up to (excluding) 3.3.4
Improper The CraftCMS
. _ A-BOR-TWO--
Authentlca 06']1111'2024 65 plugln TWO_Factor N/A 200624/303
tion Authentication
[_cvssv3 scoring Scale [NOMMMIINE2 28T 34 [ 45 [ 56 [ 67 [ 78 [0 SN0

* stands for all versions
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3.3.3
reuse of
TOTP tokens
multiple times
within the validity
period.

CVE ID:
2024-5658

through
allows

CVE-

Insufficient
ly
Protected
Credentials

06-Jun-2024

Vendor: bosathemes

Affected Version(s): From (including) 3.3.1 Up to (excluding) 3.3.4

The CraftCMS
plugin Two-Factor
Authentication in
versions 3.3.1, 3.3.2
and 3.3.3 discloses
the password hash
of the currently
authenticated user
after submitting a
valid TOTP.

CVE ID:
2024-5657

CVE-

N/A

A-BOR-TWO--
200624/304

Product: bosa_elementor_addons_and_templates_for_woocommerce

Missing
Authorizati
on

10-Jun-2024

Vendor: brizy

Affected Version(s): * Up to (excluding) 1.0.13

Missing
Authorization
vulnerability in
Bosa Themes Bosa
Elementor Addons
and Templates for
WooCommerce.Thi
s issue affects Bosa
Elementor Addons
and Templates for
WooCommerce:
from n/a through
1.0.12.

CVE ID:
2024-35724

CVE-

N/A

A-BOS-BOSA-
200624/305

[ cvssv3 scoring Scale | NOEIMI2 23T 3-4

* stands for all versions

a5 ]

5-6

6-7
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Product: brizy-page_builder
Affected Version(s): * Up to (excluding) 2.4.42
The Brizy - Page
Builder plugin for
WordPress is
vulnerable to
Stored  Cross-Site
Scripting via post
content in all
versions up to, and
including, 2.4.41 _
due to insufficient | NttPs://plugins.
Improper input sanitization trac.wordpress?.
Neutralizat performed only on org/ char_lgeset.
ion of Input the client side and ifp—eTaéi:&Sfp
. . . _mail=&repon
During insufficient output i - A-BRI-BRIZ-
Web Page | 007un-2024 |54 ecaping.  This grznsegf‘zl:g 305 1 200624/306
Generation makes it possible %40brizy
('Cross-site for authenticated 0&new='3055256
Scripting") attackers, with A)40'brlzy&sfp_
contributor access | €mail=&sfph_m
and above, to inject ail=
arbitrary web
scripts in pages that
will execute
whenever a user
accesses an
injected page.
CVE ID: CVE-
2024-1940
Affected Version(s): * Up to (excluding) 2.4.44
Builder plugin for | "PS//plugins
Improper Wor dPrer)s & is trac.wordpress.
Neutralizat ?
ion of Input vulnerable to Z;g/ecrﬁzg‘%;s:ft '
During Stored Cross-Site hp_ 'l—&_ P A-BRI-BRIZ-
05-Jun-2024 | 6.1 | Scripting via the | — . POl
Web Page f 1 ame=&new=30 200624/307
Generation orm name values 0 .
('Cross-site in all versions up to, 08/625 Fotifr)i(ggllgi’
Scripting’ and including, | .° B
cripting’) 5443  due  to | 3058896%%0br
4. o
insufficient input izy%2Ftrunkés
CVsSv3 Scoring Scale [0Sl 22 |23 | 34 | 45 [ 56 | 67 | 78 | &9 0N

* stands for all versions
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Description & CVE ID

Patch

NCIIPCID

sanitization = and
output  escaping.
This  makes it
possible for
unauthenticated
attackers to inject
arbitrary web
scripts in pages that
will execute
whenever a user
accesses an
injected page.

CVE ID: CVE-
2024-2087

fp_email=&sfph

_mail=

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

05-Jun-2024

5.4

The Brizy - Page
Builder plugin for
WordPress is
vulnerable to
Stored  Cross-Site
Scripting via the
plugin's Custom
Attributes for
blocks in all
versions up to, and
including, 2.4.43
due to insufficient
input sanitization
and output
escaping. This
makes it possible
for authenticated
attackers with
contributor-level
and above
permissions to
inject arbitrary
web  scripts in
pages that will
execute whenever a
user accesses an
injected page.

CVE 1ID: CVE-
2024-1161

https://plugins.

trac.wordpress

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&new=30

86506%40brizy
%?2Ftrunk&old=
3058896%40br
izy%2Ftrunk&s
fp_email=&sfph

_mail=

A-BRI-BRIZ-
200624/308

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

7-8

s [HSHON

Page 163 of 471




Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch
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Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting’)

05-Jun-2024

5.4

The Brizy - Page
Builder plugin for
WordPress is
vulnerable to
Stored  Cross-Site
Scripting via the
'Link To' field of
multiple widgets in
all versions up to,
and including,
2443 due to
insufficient input
sanitization  and
output escaping on
user supplied
attributes. This
makes it possible
for authenticated
attackers, with
contributor-level
access and above,
to inject arbitrary
web  scripts in
pages that will
execute whenever a
user accesses an
injected page.

CVE ID:
2024-3667

CVE-

https://plugins.
trac.wordpress.
org/changeset?
sfp_email=&sfp
h_mail=&repon
ame=&new=30
86506%40brizy
%2Ftrunk&old=
3058896%40br
izy%?2Ftrunk&s
fp_email=&sfph
_mail=

A-BRI-BRIZ-
200624/309

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

05-Jun-2024

5.4

The Brizy - Page
Builder plugin for
WordPress is
vulnerable to
Stored  Cross-Site
Scripting via the
plugin's contact
form widget error
message and
redirect URL in all
versions up to, and
including, 2.4.43
due to insufficient
input sanitization

https://plugins.
trac.wordpress.
org/changeset?
sfp_email=&sfp
h_mail=&repon
ame=&new=30
86506%40brizy
%2Ftrunk&old=
3058896%40br
izy%2Ftrunk&s
fp_email=&sfph
_mail=

A-BRI-BRIZ-
200624/310

CVSSv3 Scoring Scale -I

* stands for all versions

2-3

| 34 | a5 |

56 | 67 7-8

8-9
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and output
escaping on user
supplied error
messages. This
makes it possible
for authenticated
attackers with
contributor-level
and above
permissions to
inject arbitrary
web  scripts in
pages that will
execute whenever a
user accesses an
injected page.
CVE ID: CVE-
2024-1164
Vendor: buddyboss
Product: buddyboss_platform
Affected Version(s): * Up to (excluding) 2.6.00
The contains an
IDOR vulnerability
Authorizati that allows a user to
on Bypass comment on a
Through private post by A-BUD-BUDD-
User- 05-Jun-2024 | 43 | manipulating the ID | N/A 200624/311
Controlled included in the
Key request
CVE ID: CVE-
2024-4886
Vendor: buddypress_cover_project
Product: buddypress_cover
Affected Version(s): * Up to (including) 2.1.4.2
Unrestricte Unrestricted
Upload of File with
1 f p
d.Up oad.o Dangerous  Type A-BUD-BUDD-
File  with | 10-Jun-2024 N/A
Dangerous vulnerability in 200624/312
Type Asghar Hatampoor
BuddyPress Cover
[ cvssv3 Scoring Scale [INOSl 22 |23 | 34 | 45 | 56 67 7-8 g9 [sEoN

* stands for all versions
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Patch

NCIIPCID

allows Code
Injection.This issue
affects BuddyPress
Cover: from n/a
through 2.1.4.2.

CVE ID: CVE-
2024-35746

Product: finesse

Affected Version(s): * Up to (excluding) 11.6\\(1\\)

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

05-Jun-2024

6.1

A vulnerability in
the web-based
management
interface of Cisco
Finesse could allow
an
unauthenticated,
remote attacker to
conduct a stored
XSS attack by
exploiting an RFI
vulnerability.

This vulnerability
is due to
insufficient

validation of user-
supplied input for
specific HTTP
requests that are
sent to an affected
device. An attacker
could exploit this
vulnerability by
persuading a user
to click a crafted
link. A successful
exploit could allow
the attacker to
execute arbitrary
script code in the
context of the

https://sec.clou
dapps.cisco.com
/security/cente
r/content/Cisco
SecurityAdvisor
y/cisco-sa-
finesse-ssrf-rfi-
Um7wT8Ew

A-CIS-FINE-
200624/313

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

56 | 67 7-8

s [HSHON
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affected interface
or access sensitive
information on the
affected device.

CVE ID: CVE-
2024-20405

Server-
Side
Request 05-Jun-2024
Forgery
(SSRF)

5.3

A vulnerability in
the web-based
management
interface of Cisco
Finesse could allow
an
unauthenticated,
remote attacker to
conduct an SSRF
attack on an
affected system.

This vulnerability
is due to
insufficient
validation of user-
supplied input for
specific HTTP
requests that are
sent to an affected
system. An attacker
could exploit this
vulnerability by
sending a crafted
HTTP request to
the affected device.
A successful exploit
could allow the
attacker to obtain
limited  sensitive
information for
services that are
associated to the
affected device.

CVE ID: CVE-
2024-20404

https://sec.clou
dapps.cisco.com
/security/cente
r/content/Cisco
SecurityAdvisor

y/cisco-sa-
finesse-ssrf-rfi-
Um7wT8Ew

A-CIS-FINE-
200624/314

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6 6-7

7-8

s [HSHON
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Affected Version(s): 11.6\\(

1\\)

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site
Scripting')

05-Jun-2024

6.1

A vulnerability in
the web-based
management
interface of Cisco
Finesse could allow
an
unauthenticated,
remote attacker to
conduct a stored
XSS attack by
exploiting an RFI
vulnerability.

This vulnerability
is due to
insufficient
validation of user-
supplied input for
specific HTTP
requests that are
sent to an affected
device. An attacker
could exploit this
vulnerability by
persuading a user
to click a crafted
link. A successful
exploit could allow
the attacker to
execute arbitrary
script code in the
context of the
affected interface
or access sensitive
information on the
affected device.

CVE ID: CVE-
2024-20405

https://sec.clou
dapps.cisco.com
/security/cente
r/content/Cisco
SecurityAdvisor
y/cisco-sa-
finesse-ssrf-rfi-
Um7wT8Ew

A-CIS-FINE-
200624/315

Server-
Side
Request

05-Jun-2024

5.3

A vulnerability in
the web-based
management

https://sec.clou
dapps.cisco.com
/security/cente

A-CIS-FINE-
200624/316

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

s6 | 67 | 78

| 89
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Forgery
(SSRF)

interface of Cisco
Finesse could allow
an
unauthenticated,
remote attacker to
conduct an SSRF
attack on an
affected system.

This vulnerability
is due to
insufficient
validation of user-
supplied input for
specific HTTP
requests that are
sent to an affected
system. An attacker
could exploit this
vulnerability by
sending a crafted
HTTP request to
the affected device.
A successful exploit
could allow the
attacker to obtain
limited  sensitive
information for
services that are
associated to the
affected device.

CVE ID: CVE-
2024-20404

r/content/Cisco
SecurityAdvisor
y/cisco-sa-
finesse-ssrf-rfi-
Um7wT8Ew

Affected Version(s): 12.6\\(

2\\)

Improper
Neutralizat
ion of Input
During
Web Page
Generation
('Cross-site

05-Jun-2024

6.1

Scripting')

A vulnerability in
the web-based
management
interface of Cisco
Finesse could allow
an
unauthenticated,
remote attacker to

https://sec.clou
dapps.cisco.com
/security/cente
r/content/Cisco
SecurityAdvisor
y/cisco-sa-
finesse-ssrf-rfi-
Um7wT8Ew

A-CIS-FINE-
200624/317

[ cvss3 Scoring Scale [NORIMI A2 23 ]

* stands for all versions

3-4 | 45 |

s6 | 67 | 78

8-9
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conduct a stored
XSS attack by
exploiting an RFI
vulnerability.

This vulnerability
is due to
insufficient
validation of user-
supplied input for
specific HTTP
requests that are
sent to an affected
device. An attacker
could exploit this
vulnerability by
persuading a user
to click a crafted
link. A successful
exploit could allow
the attacker to
execute arbitrary
script code in the
context of the
affected interface
or access sensitive
information on the
affected device.

CVE ID: CVE-
2024-20405

Server-
Side
Request
Forgery
(SSRF)

05-Jun-2024

5.3

A vulnerability in
the web-based
management
interface of Cisco
Finesse could allow
an
unauthenticated,
remote attacker to
conduct an SSRF
attack on an
affected system.

https://sec.clou
dapps.cisco.com
/security/cente
r/content/Cisco
SecurityAdvisor
y/cisco-sa-
finesse-ssrf-rfi-
Um7wT8Ew

A-CIS-FINE-
200624/318

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45

6-7 7-8

8-9
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This vulnerability
is due to
insufficient
validation of user-
supplied input for
specific HTTP
requests that are
sent to an affected
system. An attacker
could exploit this
vulnerability by
sending a crafted
HTTP request to
the affected device.
A successful exploit
could allow the
attacker to obtain
limited  sensitive
information for
services that are
associated to the
affected device.

CVE ID: CVE-
2024-20404

Vendor: clashforwindows

Product: clash

Affected Version(s): From (including) 0.1.0 Up to (including) 0.20.1

Improper
Authentica
tion

07-Jun-2024

A vulnerability was
found in Clash up to
0.20.1 on Windows.
It has been
declared as critical.
This vulnerability
affects  unknown
code of the
component Proxy
Port. The
manipulation leads
to improper
authentication. The
attack can be
initiated remotely.

N/A

A-CLA-CLAS-
200624/319

CVsSv3 Scoring Scale [NOMINNIIAN]N28] 34 [ 45 |

* stands for all versions

5-6

6-7

78 [ 8o [HSHON
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The exploit has
been disclosed to
the public and may
be wused. It is
recommended to
change the
configuration
settings. VDB-
267406 is the
identifier assigned
to this
vulnerability.
CVE ID: CVE-
2024-5732
Vendor: cloudfoundry
Product: cf-deployment
Affected Version(s): From (including) 30.9.0 Up to (including) 40.13.0
Improper handling
of requests in
Inconsiste Routing Release >
nt v0.273.0 and <=
Interpretat v0.297.0 allows an | https://www.cl
ion of unauthenticated oudfoundry.org
attacker to degrade /blog/cve- ) CE.D.
HTTP 10-Jun-2024 7.5 . 2024-22279- A-CLO-CE-D
Requests the service | ' ier. 200624/320
('HTTP availability of the ienial-of-
Request Cloud Foundry service-attack/
Smuggling' deployment if
) performed at scale.
CVE ID: CVE-
2024-22279
Product: routing_release
Affected Version(s): From (including) 0.273.0 Up to (including) 0.297.0
Inconsiste Improper handling | https://www.cl
nt of requests in | oudfoundry.org
Interpretat Routing Release > | /blog/cve- ] ] )
ion of | 10-Jun-2024 7.5 v0.273.0 and <= |2024-22279- ?0((:)1%2452[2]’{
HTTP v0.297.0 allows an | gorouter-
Requests unauthenticated denial-of-
('HTTP attacker to degrade | service-attack/

CVsSv3 Scoring Scale [NRINIE2 ] 123 1]

* stands for all versions

3-4 | 45 |

s6 | 67 | 78

| 89
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Request the service
Smuggling' availability of the
) Cloud Foundry
deployment if
performed at scale.
CVE ID: CVE-
2024-22279
Vendor: Clusterlabs
Product: booth
Affected Version(s): * Up to (excluding) 1.1
A flaw was found in
Booth, a cluster
ticket manager. If a
o specially-crafted
i;lsgfflﬁcu?nt hash is passed to
erificatio
gery_md_get_algo_d A-CLU-BOOT-
2 (;lf D'at'a 06-Jun-2024 5.9 len(), it may allow N/A 200624/322
uthenticit an invalid HMAC to
y be accepted by the
Booth server.
CVE ID: CVE-
2024-3049
Vendor: codeless
Product: cowidgets_-_elementor
Affected Version(s): * Up to (including) 1.1.1
Improper
Neutralization  of
Input During Web
Improper Page  Generation
Neutralizat (XSS or 'Cross-site
ion of Input Scripting')
During vulnerabilit in A-COD-COWI-
04-Jun-2024 | 5.4 y N/A
Web Page ] Codeless Cowidgets / 200624/323
Generation - Elementor
(‘Cross-site Addons allows
Scripting’) Stored  XSS.This
issue affects
Cowidgets -
Elementor Addons:
CVSSv3 Scoring Scale [0Sl 22 | 23 | 34 | 45 | 56 67 7-8 g9 [sEoN

* stands for all versions
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from n/a through
1.1.1.
CVE ID: CVE-
2024-35782
Vendor: codeparrots
Product: easy_forms_for_mailchimp
Affected Version(s): * Up to (including) 6.9.0
Insertion of
Sensitive
Information into
Log File
_ vulnerability in
ISnsertlon of Code Parrots Easy
ensitive
_ Forms for A-COD-EASY-
Inf.ormailo 04-Jun-2024 7.5 Mailchimp.This N/A 200624/324
n into Log issue affects Easy
File Forms for
Mailchimp:  from
n/a through 6.9.0.
CVE ID: CVE-
2024-25095
Missing
Authorization
vulnerability in
Code Parrots Easy
Missi Forms for
1SSIng Mailchimp.This A-COD-EASY-
Authorizati | 10-Jun-2024 7.3 issue affects Easy N/A 200624/325
on Forms for
Mailchimp:  from
n/a through 6.9.0.
CVE ID: CVE-
2024-35742
Vendor: Codepeople
Product: wp_time_slots_booking form
Affected Version(s): * Up to (excluding) 1.2.12
I Missing
Missing
o Authorization A-COD-WP_T-
Authorizati | 10-Jun-2024 N/A
i vulnerability  in | 200624/326
CodePeople WP
[ cvssv3 Scoring Scale [RNOS 12 |23 ] 34 | 45 | 56 | 67 | 78 | &9 [N

* stands for all versions
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Time Slots Booking
Form.This issue
affects WP Time
Slots Booking
Form: from n/a
through 1.2.11.
CVE ID: CVE-
2024-35735
Vendor: contact_form_builder_project
Product: contact_form_builder
Affected Version(s): * Up to (including) 2.1.7
Improper
Restriction of
Excessive
Authentication
Attempts
vulnerability in
Improper wpdevart Contact
Restriction Form Builder,
of Contact Widget A-CON-CONT
Excessive | 10-Jun-2024 | 5.3 | allows N/A 26062;} 327'
Authentica Functionality /
tion Bypass.This issue
Attempts affects Contact
Form Builder,
Contact  Widget:
from n/a through
2.1.7.
CVE ID: CVE-
2024-35747
Vendor: creativethemes
Product: blocksy
Affected Version(s): * Up to (excluding) 2.0.51
The Blocksy theme | https://themes.
Improper .
) for WordPress is | trac.wordpress.
Neutralizat vulnerable to | org/changeset?
- * | A-CRE-BLOC-
1on9fInput 05-Jun-2024 5.4 Reflected  Cross- | sfp_email=&sfp | 559¢24
During ) . ) ) /328
Site Scripting via | h_mail=&repon
Web Page
Generation the custom_url | ame=&new=22
parameter in all | 9705%40blocks
[ cvssv3 Scoring Scale [RNOS 12 |23 ] 34 | 45 | 56 | 67 | 78 | &9 [N

* stands for all versions
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('Cross-site versions up to, and | y%Z2F2.0.51&ol
Scripting') including,  2.0.50 | d=228990%40b

due to insufficient | locksy%Z2F2.0.5
input sanitization | 0
and output
escaping. This
makes it possible
for
unauthenticated
attackers to inject
arbitrary web
scripts in pages that
execute if they can
successfully trick a
user into
performing an
action such as
clicking on a link.
CVE ID: CVE-
2024-5439
Vendor: crmeb
Product: crmeb
Affected Version(s): 5.2.2
SQL Injection
vulnerability in
Improper CRMEB  v.5.2.2
Neutralizat allows a remote
ton of attacker to obtain
Special sensitive
Eleme.nts 05-Jun-2024 7.5 information via the | N/A A-CRM-CRME-
used in an getProductList 200624/329
SQL function in the
Command ProductController.
(SQL php file.
Injection")
CVE ID: CVE-
2024-36837
Vendor: cyberchimps
Product: responsive
Affected Version(s): * Up to (excluding) 5.0.3.1
CVSSv3 Scoring Scale [0Sl 22 | 23 34 45 5-6 67 78 g9 [sEoN

* stands for all versions
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Weakness Publish Date | CVSSv3 | Description & CVE ID Patch NCIIPC ID
Improper
Neutralization  of
Input During Web
Page  Generation
Improper (XSS or 'Cross-site
Neutralizat Scripting’)
ion Qf Input vulnerability in
\?V‘er‘)“gpage 04-Jun-2024 | 54 gyberCh?mpS N/A ?{,%‘Q;ﬁii%'
_ esponsive allows
Generatlgn Stored XSS.This
('CI:OS-S-Slte issue affects
Scripting’) Responsive: from
n/a throug