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Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Application 

Arc Project 

ARC 

Dir. Trav. 2019-01-07 5 

ARC 5.21q allows directory 

traversal via a full 

pathname in an archive file. 

CVE ID : CVE-2015-9275 

N/A 
A-ARC-ARC -

160119/1

Artifex 

Ghostscript 

N/A 2019-01-02 4.3 

In Artifex Ghostscript 

before 9.26, a carefully 

crafted PDF file can trigger 

an extremely long running 

computation when parsing 

the file. 

CVE ID : CVE-2018-19478 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=1655607, 

https://www.

ghostscript.co

m/doc/9.26/

History9.htm, 

https://bugs.g

hostscript.co

m/show_bug.

cgi?id=69985

6, 

http://git.gho

stscript.com/?

p=ghostpdl.git

;a=commitdiff

;h=0a7e5a1c3

09fa0911b89

2fa40996a7d

55d90bace 

A-ART-

GHOS-

160119/2

Config File Provider Project 
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Config File Provider  

XSS 2019-01-09 3.5 

A cross-site scripting 

vulnerability exists in 

Jenkins Config File Provider 

Plugin 3.1 and earlier in 

configfiles.jelly, 

providerlist.jelly that allows 

users with the ability to 

configure configuration files 

to insert arbitrary HTML 

into some pages in Jenkins. 

CVE ID : CVE-2018-

1000413 

https://jenkin

s.io/security/

advisory/201

8-09-

25/#SECURIT

Y-1080 

A-CON-

CONF-

160119/3 

Cybozu 

Dezie 

Dir. Trav. 2019-01-09 7.5 

Directory traversal 

vulnerability in Cybozu 

Dezie 8.0.2 to 8.1.2 allows 

remote attackers to read 

arbitrary files via HTTP 

requests. 

CVE ID : CVE-2018-0705 

N/A 
A-CYB-DEZI-

160119/4 

Mailwise 

Dir. Trav. 2019-01-09 6.4 

Directory traversal 

vulnerability in Cybozu 

Mailwise 5.0.0 to 5.4.5 

allows remote attackers to 

delete arbitrary files via 

unspecified vectors. 

CVE ID : CVE-2018-0702 

N/A 

A-CYB-

MAIL-

160119/5 

Office 

Dir. Trav. 2019-01-09 6.4 

Directory traversal 

vulnerability in Cybozu 

Office 10.0.0 to 10.8.1 

allows remote attackers to 

N/A 
A-CYB-OFFI-

160119/6 
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delete arbitrary files via 

Keitai Screen. 

CVE ID : CVE-2018-0704 

Dir. Trav. 2019-01-09 6.4 

Directory traversal 

vulnerability in Cybozu 

Office 10.0.0 to 10.8.1 

allows remote attackers to 

delete arbitrary files via 

HTTP requests. 

CVE ID : CVE-2018-0703 

N/A 
A-CYB-OFFI-

160119/7 

Remote Service Manager 

N/A 2019-01-09 5.8 

Improper countermeasure 

against clickjacking attack 

in client certificates 

management screen was 

discovered in Cybozu 

Remote Service 3.0.0 to 

3.1.8, that allows remote 

attackers to trick a user to 

delete the registered client 

certificate. 

CVE ID : CVE-2018-16172 

N/A 

A-CYB-

REMO-

160119/8 

Exec Code 

Dir. Trav. 
2019-01-09 6.8 

Directory traversal 

vulnerability in Cybozu 

Remote Service 3.0.0 to 

3.1.8 allows remote 

attackers to execute Java 

code file on the server via 

unspecified vectors. 

CVE ID : CVE-2018-16171 

N/A 

A-CYB-

REMO-

160119/9 

Dir. Trav. 2019-01-09 6.5 

Directory traversal 

vulnerability in Cybozu 

Remote Service 3.0.0 to 

3.1.8 for Windows allows 

remote authenticated 

attackers to read arbitrary 

N/A 

A-CYB-

REMO-

160119/10 
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files via unspecified vectors. 

CVE ID : CVE-2018-16170 

Exec Code 2019-01-09 6.5 

Cybozu Remote Service 

3.0.0 to 3.1.0 allows remote 

authenticated attackers to 

upload and execute Java 

code file on the server via 

unspecified vectors. 

CVE ID : CVE-2018-16169 

N/A 

A-CYB-

REMO-

160119/11 

Dolibarr 

Dolibarr 

Exec Code 

Sql 
2019-01-03 6.5 

SQL injection vulnerability 

in user/card.php in Dolibarr 

version 8.0.2 allows remote 

authenticated users to 

execute arbitrary SQL 

commands via the 

employee parameter. 

CVE ID : CVE-2018-19998 

N/A 

A-DOL-

DOLI-

160119/12 

XSS 2019-01-03 3.5 

A stored cross-site scripting 

(XSS) vulnerability in 

Dolibarr 8.0.2 allows 

remote authenticated users 

to inject arbitrary web 

script or HTML via the 

"address" (POST) or "town" 

(POST) parameter to 

user/card.php. 

CVE ID : CVE-2018-19995 

N/A 

A-DOL-

DOLI-

160119/13 

Exec Code 

Sql 
2019-01-03 6.5 

An error-based SQL 

injection vulnerability in 

product/card.php in 

Dolibarr version 8.0.2 

allows remote 

authenticated users to 

N/A 

A-DOL-

DOLI-

160119/14 
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execute arbitrary SQL 

commands via the 

desiredstock parameter. 

CVE ID : CVE-2018-19994 

XSS 2019-01-03 4.3 

A reflected cross-site 

scripting (XSS) vulnerability 

in Dolibarr 8.0.2 allows 

remote attackers to inject 

arbitrary web script or 

HTML via the transphrase 

parameter to 

public/notice.php. 

CVE ID : CVE-2018-19993 

N/A 

A-DOL-

DOLI-

160119/15 

XSS 2019-01-03 3.5 

A stored cross-site scripting 

(XSS) vulnerability in 

Dolibarr 8.0.2 allows 

remote authenticated users 

to inject arbitrary web 

script or HTML via the 

"address" (POST) or "town" 

(POST) parameter to 

adherents/type.php. 

CVE ID : CVE-2018-19992 

N/A 

A-DOL-

DOLI-

160119/16 

Exiftool Project  

Exiftool  

+Priv 2019-01-02 6.8 

ExifTool 8.32 allows local 

users to gain privileges by 

creating a %TEMP%\par-

%username%\cache-

exiftool-8.32 folder with a 

victim's username, and then 

copying a Trojan horse 

ws32_32.dll file into this 

new folder, aka DLL 

Hijacking. NOTE: 8.32 is an 

obsolete version from 2010 

N/A 
A-EXI-EXIF-

160119/17 
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(9.x was released starting in 

2012, and 10.x was released 

starting in 2015). 

CVE ID : CVE-2018-20211 

Fasterxml 

Jackson-databind  

N/A 2019-01-02 7.5 

FasterXML jackson-

databind 2.x before 2.9.8 

might allow attackers to 

have unspecified impact by 

leveraging failure to block 

the jboss-common-core 

class from polymorphic 

deserialization. 

CVE ID : CVE-2018-19362 

https://githu

b.com/Faster

XML/jackson-

databind/com

mit/42912cac

4753f3f718ec

e875e4d486f

8264c2f2b, 

https://githu

b.com/Faster

XML/jackson-

databind/issu

es/2186, 

https://githu

b.com/Faster

XML/jackson/

wiki/Jackson-

Release-2.9.8, 

https://issues

.apache.org/ji

ra/browse/TI

NKERPOP-

2121 

A-FAS-JACK-

160119/18 

N/A 2019-01-02 7.5 

FasterXML jackson-

databind 2.x before 2.9.8 

might allow attackers to 

have unspecified impact by 

leveraging failure to block 

the openjpa class from 

polymorphic 

deserialization. 

https://githu

b.com/Faster

XML/jackson-

databind/com

mit/42912cac

4753f3f718ec

e875e4d486f

8264c2f2b, 

A-FAS-JACK-

160119/19 
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CVE ID : CVE-2018-19361 https://githu

b.com/Faster

XML/jackson-

databind/issu

es/2186, 

https://githu

b.com/Faster

XML/jackson/

wiki/Jackson-

Release-2.9.8, 

https://issues

.apache.org/ji

ra/browse/TI

NKERPOP-

2121 

N/A 2019-01-02 7.5 

FasterXML jackson-

databind 2.x before 2.9.8 

might allow attackers to 

have unspecified impact by 

leveraging failure to block 

the axis2-transport-jms 

class from polymorphic 

deserialization. 

CVE ID : CVE-2018-19360 

https://githu

b.com/Faster

XML/jackson-

databind/com

mit/42912cac

4753f3f718ec

e875e4d486f

8264c2f2b, 

https://githu

b.com/Faster

XML/jackson-

databind/issu

es/2186, 

https://githu

b.com/Faster

XML/jackson/

wiki/Jackson-

Release-2.9.8, 

https://issues

.apache.org/ji

ra/browse/TI

NKERPOP-

2121 

A-FAS-JACK-

160119/20 
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N/A 2019-01-02 7.5 

FasterXML jackson-

databind 2.x before 2.9.7 

might allow remote 

attackers to conduct server-

side request forgery (SSRF) 

attacks by leveraging failure 

to block the axis2-jaxws 

class from polymorphic 

deserialization. 

CVE ID : CVE-2018-14721 

https://githu

b.com/Faster

XML/jackson/

wiki/Jackson-

Release-2.9.7, 

https://githu

b.com/Faster

XML/jackson-

databind/com

mit/87d29af2

5e82a249ea1

5858e2d4ecbf

64091db44, 

https://githu

b.com/Faster

XML/jackson-

databind/issu

es/2097 

A-FAS-JACK-

160119/21 

N/A 2019-01-02 7.5 

FasterXML jackson-

databind 2.x before 2.9.7 

might allow attackers to 

conduct external XML entity 

(XXE) attacks by leveraging 

failure to block unspecified 

JDK classes from 

polymorphic 

deserialization. 

CVE ID : CVE-2018-14720 

https://githu

b.com/Faster

XML/jackson/

wiki/Jackson-

Release-2.9.7, 

https://githu

b.com/Faster

XML/jackson-

databind/com

mit/87d29af2

5e82a249ea1

5858e2d4ecbf

64091db44, 

https://githu

b.com/Faster

XML/jackson-

databind/issu

es/2097 

A-FAS-JACK-

160119/22 

Exec Code 2019-01-02 7.5 FasterXML jackson-

databind 2.x before 2.9.7 

https://githu

b.com/Faster

A-FAS-JACK-

160119/23 
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might allow remote 

attackers to execute 

arbitrary code by leveraging 

failure to block the blaze-

ds-opt and blaze-ds-core 

classes from polymorphic 

deserialization. 

CVE ID : CVE-2018-14719 

XML/jackson/

wiki/Jackson-

Release-2.9.7, 

https://githu

b.com/Faster

XML/jackson-

databind/com

mit/87d29af2

5e82a249ea1

5858e2d4ecbf

64091db44, 

https://githu

b.com/Faster

XML/jackson-

databind/issu

es/2097 

Exec Code 2019-01-02 7.5 

FasterXML jackson-

databind 2.x before 2.9.7 

might allow remote 

attackers to execute 

arbitrary code by leveraging 

failure to block the slf4j-ext 

class from polymorphic 

deserialization. 

CVE ID : CVE-2018-14718 

https://githu

b.com/Faster

XML/jackson-

databind/issu

es/2097, 

https://githu

b.com/Faster

XML/jackson/

wiki/Jackson-

Release-2.9.7, 

https://githu

b.com/Faster

XML/jackson-

databind/com

mit/87d29af2

5e82a249ea1

5858e2d4ecbf

64091db44 

A-FAS-JACK-

160119/24 

Foxitsoftware 

Foxit Reader 

N/A 2019-01-03 5.8 An issue was discovered in https://www. A-FOX-FOXI-
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Foxit Reader and 

PhantomPDF before 9.4 on 

Windows. It is an Out-of-

Bounds Read Information 

Disclosure and crash due to 

a NULL pointer dereference 

when reading TIFF data 

during TIFF parsing. 

CVE ID : CVE-2019-5007 

foxitsoftware.

com/support/

security-

bulletins.php 

160119/25 

N/A 2019-01-03 4.3 

An issue was discovered in 

Foxit Reader and 

PhantomPDF before 9.4 on 

Windows. It is a NULL 

pointer dereference during 

PDF parsing. 

CVE ID : CVE-2019-5006 

https://www.

foxitsoftware.

com/support/

security-

bulletins.php 

A-FOX-FOXI-

160119/26 

DoS 

Overflow 

Mem. Corr. 

2019-01-03 4.3 

An issue was discovered in 

Foxit Reader and 

PhantomPDF before 9.4 on 

Windows. They allowed 

Denial of Service 

(application crash) via 

image data, because two 

bytes are written to the end 

of the allocated memory 

without judging whether 

this will cause corruption. 

CVE ID : CVE-2019-5005 

https://www.

foxitsoftware.

com/support/

security-

bulletins.php 

A-FOX-FOXI-

160119/27 

Phantompdf 

N/A 2019-01-03 5.8 

An issue was discovered in 

Foxit Reader and 

PhantomPDF before 9.4 on 

Windows. It is an Out-of-

Bounds Read Information 

Disclosure and crash due to 

a NULL pointer dereference 

https://www.

foxitsoftware.

com/support/

security-

bulletins.php 

A-FOX-

PHAN-

160119/28 
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when reading TIFF data 

during TIFF parsing. 

CVE ID : CVE-2019-5007 

N/A 2019-01-03 4.3 

An issue was discovered in 

Foxit Reader and 

PhantomPDF before 9.4 on 

Windows. It is a NULL 

pointer dereference during 

PDF parsing. 

CVE ID : CVE-2019-5006 

https://www.

foxitsoftware.

com/support/

security-

bulletins.php 

A-FOX-

PHAN-

160119/29 

DoS 

Overflow 

Mem. Corr. 

2019-01-03 4.3 

An issue was discovered in 

Foxit Reader and 

PhantomPDF before 9.4 on 

Windows. They allowed 

Denial of Service 

(application crash) via 

image data, because two 

bytes are written to the end 

of the allocated memory 

without judging whether 

this will cause corruption. 

CVE ID : CVE-2019-5005 

https://www.

foxitsoftware.

com/support/

security-

bulletins.php 

A-FOX-

PHAN-

160119/30 

Freedesktop 

Poppler 

N/A 2019-01-03 4.3 

In Poppler 0.72.0, 

PDFDoc::setup in PDFDoc.cc 

allows attackers to cause a 

denial-of-service 

(application crash caused 

by Object.h SIGABRT, 

because of a wrong return 

value from PDFDoc::setup) 

by crafting a PDF file in 

which an xref data structure 

is mishandled during 

extractPDFSubtype 

N/A 

A-FRE-

POPP-

160119/31 
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processing. 

CVE ID : CVE-2018-20662 

DoS 2019-01-01 4.3 

A reachable 

Object::dictLookup 

assertion in Poppler 0.72.0 

allows attackers to cause a 

denial of service due to the 

lack of a check for the dict 

data type, as demonstrated 

by use of the FileSpec class 

(in FileSpec.cc) in 

pdfdetach. 

CVE ID : CVE-2018-20650 

N/A 

A-FRE-

POPP-

160119/32 

Frog Cms Project  

Frog Cms  

XSS 2019-01-09 3.5 

Frog CMS 0.9.5 has XSS in 

the admin/?/page/edit/1 

body field. 

CVE ID : CVE-2018-20680 

N/A 

A-FRO-

FROG-

160119/33 

Getbootstrap  

Bootstrap  

XSS 2019-01-09 4.3 

In Bootstrap 3.x before 3.4.0 

and 4.x-beta before 4.0.0-

beta.2, XSS is possible in the 

data-target attribute, a 

different vulnerability than 

CVE-2018-14041. 

CVE ID : CVE-2016-10735 

N/A 

A-GET-

BOOT-

160119/34 

GNU 

Binutils 

Overflow 2019-01-04 4.3 

The demangle_template 

function in cplus-dem.c in 

GNU libiberty, as 

distributed in GNU Binutils 

N/A 

A-GNU-

BINU-

160119/35 
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2.31.1, contains an integer 

overflow vulnerability (for 

"Create an array for saving 

the template argument 

values") that can trigger a 

heap-based buffer overflow, 

as demonstrated by nm. 

CVE ID : CVE-2018-20673 

Overflow 2019-01-04 4.3 

load_specific_debug_section 

in objdump.c in GNU 

Binutils through 2.31.1 

contains an integer 

overflow vulnerability that 

can trigger a heap-based 

buffer overflow via a crafted 

section size. 

CVE ID : CVE-2018-20671 

N/A 

A-GNU-

BINU-

160119/36 

Google 

Chrome 

N/A 2019-01-09 6.8 

Incorrect object lifecycle in 

Extensions in Google 

Chrome prior to 

71.0.3578.80 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2018-20066 

https://chro

mereleases.go

ogleblog.com/

2018/12/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/37 

N/A 2019-01-09 6.8 

Handling of URI action in 

PDFium in Google Chrome 

prior to 71.0.3578.80 

allowed a remote attacker 

to initiate potentially unsafe 

navigations without a user 

gesture via a crafted PDF 

file. 

https://chro

mereleases.go

ogleblog.com/

2018/12/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/38 
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CVE ID : CVE-2018-20065 

Overflow 2019-01-09 4.3 

A heap buffer overflow in 

GPU in Google Chrome prior 

to 70.0.3538.67 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

perform a sandbox escape 

via a crafted HTML page. 

CVE ID : CVE-2018-17470 

https://chro

mereleases.go

ogleblog.com/

2018/10/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/39 

N/A 2019-01-09 6.8 

An out of bounds read in 

PDFium in Google Chrome 

prior to 68.0.3440.75 

allowed a remote attacker 

to perform an out of bounds 

memory read via a crafted 

PDF file. 

CVE ID : CVE-2018-17461 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/40 

N/A 2019-01-09 4.3 

An out of bounds read in 

Swiftshader in Google 

Chrome prior to 

69.0.3497.81 allowed a 

remote attacker to 

potentially perform out of 

bounds memory access via 

a crafted HTML page. 

CVE ID : CVE-2018-16082 

https://chro

mereleases.go

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/41 

N/A 2019-01-09 2.6 

A race condition between 

permission prompts and 

navigations in Prompts in 

Google Chrome prior to 

69.0.3497.81 allowed a 

remote attacker to spoof the 

contents of the Omnibox 

(URL bar) via a crafted 

HTML page. 

https://chro

mereleases.go

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/42 
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Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2018-16079 

N/A 2019-01-09 6.8 

Missing bounds check in 

PDFium in Google Chrome 

prior to 69.0.3497.81 

allowed a remote attacker 

to perform an out of bounds 

memory read via a crafted 

PDF file. 

CVE ID : CVE-2018-16076 

https://chro

mereleases.go

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/43 

N/A 2019-01-09 6.8 

A use after free in WebRTC 

in Google Chrome prior to 

69.0.3497.81 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

video file. 

CVE ID : CVE-2018-16071 

https://chro

mereleases.go

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/44 

N/A 2019-01-09 6.8 

Missing validation in Mojo 

in Google Chrome prior to 

69.0.3497.81 allowed a 

remote attacker to 

potentially perform a 

sandbox escape via a 

crafted HTML page. 

CVE ID : CVE-2018-16068 

https://chro

mereleases.go

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/45 

N/A 2019-01-09 4.3 

A use after free in 

WebAudio in Google 

Chrome prior to 

69.0.3497.81 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2018-16067 

https://chro

mereleases.go

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/46 

N/A 2019-01-09 4.3 A use after free in Blink in 

Google Chrome prior to 

https://chro

mereleases.go

A-GOO-

CHRO-
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Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

69.0.3497.81 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2018-16066 

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

160119/47 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6175 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/48 

Exec Code 

Overflow 
2019-01-09 6.8 

Integer overflows in 

Swiftshader in Google 

Chrome prior to 

68.0.3440.75 potentially 

allowed a remote attacker 

to execute arbitrary code 

via a crafted HTML page. 

CVE ID : CVE-2018-6174 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/49 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6173 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/50 

N/A 2019-01-09 4.3 Incorrect handling of 

confusable characters in 

https://chro

mereleases.go

A-GOO-

CHRO-
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Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6172 

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

160119/51 

N/A 2019-01-09 6.8 

A bad cast in PDFium in 

Google Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted PDF 

file. 

CVE ID : CVE-2018-6170 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/52 

N/A 2019-01-09 4.3 

Lack of timeout on 

extension install prompt in 

Extensions in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to trigger 

installation of an unwanted 

extension via a crafted 

HTML page. 

CVE ID : CVE-2018-6169 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/53 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6167 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/54 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 
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N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6166 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/55 

N/A 2019-01-09 4.3 

Incorrect handling of 

reloads in Navigation in 

Google Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to spoof the 

contents of the Omnibox 

(URL bar) via a crafted 

HTML page. 

CVE ID : CVE-2018-6165 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/56 

+Info 2019-01-09 4.3 

Insufficient origin checks 

for CSS content in Blink in 

Google Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2018-6164 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/57 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/58 
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Type(s) 
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CVE ID : CVE-2018-6163 

N/A 2019-01-09 4.3 

JavaScript alert handling in 

Prompts in Google Chrome 

prior to 68.0.3440.75 

allowed a remote attacker 

to spoof the contents of the 

Omnibox (URL bar) via a 

crafted HTML page. 

CVE ID : CVE-2018-6160 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/59 

N/A 2019-01-09 5.1 

A race condition in Oilpan 

in Google Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2018-6158 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/60 

N/A 2019-01-09 6.8 

A precision error in Skia in 

Google Chrome prior to 

68.0.3440.75 allowed a 

remote attacker who had 

compromised the renderer 

process to perform an out 

of bounds memory write via 

a crafted HTML page. 

CVE ID : CVE-2018-6153 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/61 

N/A 2019-01-09 6.8 

Bad cast in DevTools in 

Google Chrome on Win, 

Linux, Mac, Chrome OS 

prior to 66.0.3359.117 

allowed an attacker who 

convinced a user to install a 

malicious extension to 

perform an out of bounds 

memory read via a crafted 

Chrome Extension. 

https://chro

mereleases.go

ogleblog.com/

2018/04/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/62 
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CVE ID : CVE-2018-6151 

N/A 2019-01-09 6.8 

Off-by-one error in PDFium 

in Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to perform 

an out of bounds memory 

write via a crafted PDF file. 

CVE ID : CVE-2018-6144 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

A-GOO-

CHRO-

160119/63 

N/A 2019-01-09 4.3 

Insufficient validation in V8 

in Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to perform 

an out of bounds memory 

read via a crafted HTML 

page. 

CVE ID : CVE-2018-6143 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

A-GOO-

CHRO-

160119/64 

N/A 2019-01-09 6.8 

Insufficient validation of an 

image filter in Skia in 

Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker who had 

compromised the renderer 

process to perform an out 

of bounds memory read via 

a crafted HTML page. 

CVE ID : CVE-2018-6141 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

A-GOO-

CHRO-

160119/65 

+Info 2019-01-09 4.3 

CSS Paint API in Blink in 

Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2018-6137 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

A-GOO-

CHRO-

160119/66 

N/A 2019-01-09 4.3 Lack of clearing the https://chro A-GOO-
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previous site before loading 

alerts from a new one in 

Blink in Google Chrome 

prior to 67.0.3396.62 

allowed a remote attacker 

to perform domain spoofing 

via a crafted HTML page. 

CVE ID : CVE-2018-6135 

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

CHRO-

160119/67 

N/A 2019-01-09 6.8 

A precision error in Skia in 

Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to perform 

an out of bounds memory 

write via a crafted HTML 

page. 

CVE ID : CVE-2018-6126 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

A-GOO-

CHRO-

160119/68 

N/A 2019-01-09 4.3 

A use after free in Blink in 

Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2018-6123 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

A-GOO-

CHRO-

160119/69 

Exec Code 

Overflow 
2019-01-09 6.8 

An integer overflow that 

could lead to an attacker-

controlled heap out-of-

bounds write in PDFium in 

Google Chrome prior to 

66.0.3359.170 allowed a 

remote attacker to execute 

arbitrary code inside a 

sandbox via a crafted PDF 

file. 

CVE ID : CVE-2018-6120 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop.html 

A-GOO-

CHRO-

160119/70 

+Info 2019-01-09 4.3 Confusing settings in https://chro A-GOO-
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Autofill in Google Chrome 

prior to 66.0.3359.117 

allowed a remote attacker 

to obtain potentially 

sensitive information from 

process memory via a 

crafted HTML page. 

CVE ID : CVE-2018-6117 

mereleases.go

ogleblog.com/

2018/04/stab

le-channel-

update-for-

desktop.html 

CHRO-

160119/71 

Haulmont  

Cuba Platform  

XSS 2019-01-03 3.5 

The Reporting Addon (aka 

Reports Addon) through 

2019-01-02 for CUBA 

Platform through 6.10.x has 

Persistent XSS via the 

"Reports > Reports" name 

field. 

CVE ID : CVE-2018-20663 

N/A 

A-HAU-

CUBA-

160119/72 

Reporting  

XSS 2019-01-03 3.5 

The Reporting Addon (aka 

Reports Addon) through 

2019-01-02 for CUBA 

Platform through 6.10.x has 

Persistent XSS via the 

"Reports > Reports" name 

field. 

CVE ID : CVE-2018-20663 

N/A 

A-HAU-

REPO-

160119/73 

IBM 

Api Connect 

+Info 2019-01-08 4 

IBM API Connect 5.0.0.0 

through 5.0.8.4 is affected 

by a vulnerability in the 

role-based access control in 

the management server that 

could allow an 

http://www.i

bm.com/supp

ort/docview.

wss?uid=ibm

10793601 

A-IBM-API -

160119/74 
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authenticated user to obtain 

highly sensitive 

information. IBM X-Force 

ID: 153175. 

CVE ID : CVE-2018-1932 

N/A 2019-01-04 6.5 

IBM API Connect 5.0.0.0 

through 5.0.8.4 could allow 

a user authenticated as an 

administrator with limited 

rights to escalate their 

privileges. IBM X-Force ID: 

151258. 

CVE ID : CVE-2018-1859 

https://www.

ibm.com/sup

port/docview.

wss?uid=ibm

10792055 

A-IBM-API -

160119/75 

I Access 

Exec Code 2019-01-04 6.8 

An untrusted search path 

vulnerability in IBM i Access 

for Windows versions 7.1 

and earlier on Windows can 

allow arbitrary code 

execution via a Trojan horse 

DLL in the current working 

directory, related to use of 

the LoadLibrary function. 

IBM X-Force ID: 152079. 

CVE ID : CVE-2018-1888 

https://www.

ibm.com/sup

port/docview.

wss?uid=ibm

10740233 

A-IBM-I AC-

160119/76 

Rational Publishing Engine 

XSS 2019-01-04 3.5 

IBM Publishing Engine 

2.1.2, 6.0.5, and 6.0.6 is 

vulnerable to cross-site 

scripting. This vulnerability 

allows users to embed 

arbitrary JavaScript code in 

the Web UI thus altering the 

intended functionality 

potentially leading to 

credentials disclosure 

https://www.

ibm.com/sup

port/docview.

wss?uid=ibm

10792081 

A-IBM-RATI-

160119/77 
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within a trusted session. 

IBM X-Force ID: 153494. 

CVE ID : CVE-2018-1951 

XSS 2019-01-04 3.5 

IBM Publishing Engine 

2.1.2, 6.0.5, and 6.0.6 is 

vulnerable to cross-site 

scripting. This vulnerability 

allows users to embed 

arbitrary JavaScript code in 

the Web UI thus altering the 

intended functionality 

potentially leading to 

credentials disclosure 

within a trusted session. 

IBM X-force ID: 144883. 

CVE ID : CVE-2018-1657 

https://www.

ibm.com/sup

port/docview.

wss?uid=ibm

10792081 

A-IBM-RATI-

160119/78 

Spectrum Scale 

+Info 2019-01-08 2.1 

IBM Spectrum Scale (GPFS) 

4.1.1, 4.2.0, 4.2.1, 4.2.2, 

4.2.3, and 5.0.0 where the 

use of Local Read Only 

Cache (LROC) is enabled 

may caused read operation 

on a file to return data from 

a different file. IBM X-Force 

ID: 154440. 

CVE ID : CVE-2018-1993 

https://www.

ibm.com/sup

port/docview.

wss?uid=ibm

10793719 

A-IBM-SPEC-

160119/79 

Job Configuration History Project  

Job Configuration History  

XSS 2019-01-09 4.3 

A reflected cross-site 

scripting vulnerability 

exists in Jenkins Job Config 

History Plugin 2.18 and 

earlier in all Jelly files that 

shows arbitrary attacker-

specified HTML in Jenkins 

https://jenkin

s.io/security/

advisory/201

8-09-

25/#SECURIT

Y-1130 

A-JOB-JOB -

160119/80 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

to users with Job/Configure 

access. 

CVE ID : CVE-2018-

1000416 

Jpcert  

Logontracer  

N/A 2019-01-09 7.5 

LogonTracer 1.2.0 and 

earlier allows remote 

attackers to conduct Python 

code injection attacks via 

unspecified vectors. 

CVE ID : CVE-2018-16168 

N/A 
A-JPC-LOGO-

160119/81 

Exec Code 2019-01-09 10 

LogonTracer 1.2.0 and 

earlier allows remote 

attackers to execute 

arbitrary OS commands via 

unspecified vectors. 

CVE ID : CVE-2018-16167 

N/A 
A-JPC-LOGO-

160119/82 

XSS 2019-01-09 4.3 

Cross-site scripting 

vulnerability in 

LogonTracer 1.2.0 and 

earlier allows remote 

attackers to inject arbitrary 

web script or HTML via 

unspecified vectors. 

CVE ID : CVE-2018-16165 

N/A 
A-JPC-LOGO-

160119/83 

Libsixel Project  

Libsixel  

Overflow 2019-01-02 6.8 

In libsixel v1.8.2, there is a 

heap-based buffer over-

read in the function 

load_jpeg() in the file 

loader.c, as demonstrated 

by img2sixel. 

N/A 
A-LIB-LIBS-

160119/84 
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Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-3574 

N/A 2019-01-02 4.3 

In libsixel v1.8.2, there is an 

infinite loop in the function 

sixel_decode_raw_impl() in 

the file fromsixel.c, as 

demonstrated by sixel2png. 

CVE ID : CVE-2019-3573 

N/A 
A-LIB-LIBS-

160119/85 

Microsoft 

.net Core  

Bypass 

+Info 
2019-01-08 5 

An information disclosure 

vulnerability exists in .NET 

Framework and .NET Core 

which allows bypassing 

Cross-origin Resource 

Sharing (CORS) 

configurations, aka ".NET 

Framework Information 

Disclosure Vulnerability." 

This affects Microsoft .NET 

Framework 2.0, Microsoft 

.NET Framework 3.0, 

Microsoft .NET Framework 

4.6.2/4.7/4.7.1/4.7.2, 

Microsoft .NET Framework 

4.5.2, Microsoft .NET 

Framework 4.6, Microsoft 

.NET Framework 

4.6/4.6.1/4.6.2/4.7/4.7.1/4.

7.2, Microsoft .NET 

Framework 4.7/4.7.1/4.7.2, 

.NET Core 2.1, Microsoft 

.NET Framework 

4.7.1/4.7.2, Microsoft .NET 

Framework 3.5, Microsoft 

.NET Framework 3.5.1, 

Microsoft .NET Framework 

4.6/4.6.1/4.6.2, .NET Core 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0545 

A-MIC-.NET-

160119/86 
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Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

2.2, Microsoft .NET 

Framework 4.7.2. 

CVE ID : CVE-2019-0545 

.net Framework 

Bypass 

+Info 
2019-01-08 5 

An information disclosure 

vulnerability exists in .NET 

Framework and .NET Core 

which allows bypassing 

Cross-origin Resource 

Sharing (CORS) 

configurations, aka ".NET 

Framework Information 

Disclosure Vulnerability." 

This affects Microsoft .NET 

Framework 2.0, Microsoft 

.NET Framework 3.0, 

Microsoft .NET Framework 

4.6.2/4.7/4.7.1/4.7.2, 

Microsoft .NET Framework 

4.5.2, Microsoft .NET 

Framework 4.6, Microsoft 

.NET Framework 

4.6/4.6.1/4.6.2/4.7/4.7.1/4.

7.2, Microsoft .NET 

Framework 4.7/4.7.1/4.7.2, 

.NET Core 2.1, Microsoft 

.NET Framework 

4.7.1/4.7.2, Microsoft .NET 

Framework 3.5, Microsoft 

.NET Framework 3.5.1, 

Microsoft .NET Framework 

4.6/4.6.1/4.6.2, .NET Core 

2.2, Microsoft .NET 

Framework 4.7.2. 

CVE ID : CVE-2019-0545 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0545 

A-MIC-.NET-

160119/87 

Asp.net Core  
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DoS 2019-01-08 5 

A denial of service 

vulnerability exists when 

ASP.NET Core improperly 

handles web requests, aka 

"ASP.NET Core Denial of 

Service Vulnerability." This 

affects ASP.NET Core 2.1. 

This CVE ID is unique from 

CVE-2019-0548. 

CVE ID : CVE-2019-0564 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0564 

A-MIC-ASP.-

160119/88 

DoS 2019-01-08 5 

A denial of service 

vulnerability exists when 

ASP.NET Core improperly 

handles web requests, aka 

"ASP.NET Core Denial of 

Service Vulnerability." This 

affects ASP.NET Core 2.2, 

ASP.NET Core 2.1. This CVE 

ID is unique from CVE-

2019-0564. 

CVE ID : CVE-2019-0548 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0548 

A-MIC-ASP.-

160119/89 

Business Productivity Servers  

XSS 2019-01-08 3.5 

A cross-site-scripting (XSS) 

vulnerability exists when 

Microsoft SharePoint Server 

does not properly sanitize a 

specially crafted web 

request to an affected 

SharePoint server, aka 

"Microsoft Office SharePoint 

XSS Vulnerability." This 

affects Microsoft SharePoint 

Server, Microsoft 

SharePoint, Microsoft 

Business Productivity 

Servers. This CVE ID is 

unique from CVE-2019-

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0558 

A-MIC-BUSI-

160119/90 
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0556, CVE-2019-0557. 

CVE ID : CVE-2019-0558 

Chakracore  

Exec Code 

Overflow 

Mem. Corr. 

2019-01-08 7.6 

A remote code execution 

vulnerability exists in the 

way that the Chakra 

scripting engine handles 

objects in memory in 

Microsoft Edge, aka "Chakra 

Scripting Engine Memory 

Corruption Vulnerability." 

This affects Microsoft Edge, 

ChakraCore. This CVE ID is 

unique from CVE-2019-

0539, CVE-2019-0567. 

CVE ID : CVE-2019-0568 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0568 

A-MIC-

CHAK-

160119/91 

Exec Code 

Overflow 

Mem. Corr. 

2019-01-08 7.6 

A remote code execution 

vulnerability exists in the 

way that the Chakra 

scripting engine handles 

objects in memory in 

Microsoft Edge, aka "Chakra 

Scripting Engine Memory 

Corruption Vulnerability." 

This affects Microsoft Edge, 

ChakraCore. This CVE ID is 

unique from CVE-2019-

0539, CVE-2019-0568. 

CVE ID : CVE-2019-0567 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0567 

A-MIC-

CHAK-

160119/92 

Exec Code 

Overflow 

Mem. Corr. 

2019-01-08 7.6 

A remote code execution 

vulnerability exists in the 

way that the Chakra 

scripting engine handles 

objects in memory in 

Microsoft Edge, aka "Chakra 

Scripting Engine Memory 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0539 

A-MIC-

CHAK-

160119/93 
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Corruption Vulnerability." 

This affects Microsoft Edge, 

ChakraCore. This CVE ID is 

unique from CVE-2019-

0567, CVE-2019-0568. 

CVE ID : CVE-2019-0539 

Edge 

Exec Code 

Overflow 

Mem. Corr. 

2019-01-08 7.6 

A remote code execution 

vulnerability exists in the 

way that the Chakra 

scripting engine handles 

objects in memory in 

Microsoft Edge, aka "Chakra 

Scripting Engine Memory 

Corruption Vulnerability." 

This affects Microsoft Edge, 

ChakraCore. This CVE ID is 

unique from CVE-2019-

0539, CVE-2019-0567. 

CVE ID : CVE-2019-0568 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0568 

A-MIC-

EDGE-

160119/94 

Exec Code 

Overflow 

Mem. Corr. 

2019-01-08 7.6 

A remote code execution 

vulnerability exists in the 

way that the Chakra 

scripting engine handles 

objects in memory in 

Microsoft Edge, aka "Chakra 

Scripting Engine Memory 

Corruption Vulnerability." 

This affects Microsoft Edge, 

ChakraCore. This CVE ID is 

unique from CVE-2019-

0539, CVE-2019-0568. 

CVE ID : CVE-2019-0567 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0567 

A-MIC-

EDGE-

160119/95 

N/A 2019-01-08 6.8 
An elevation of privilege 

vulnerability exists in 

Microsoft Edge Browser 

https://portal

.msrc.microso

ft.com/en-

A-MIC-

EDGE-

160119/96 
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Broker COM object, aka 

"Microsoft Edge Elevation 

of Privilege Vulnerability." 

This affects Microsoft Edge. 

CVE ID : CVE-2019-0566 

US/security-

guidance/advi

sory/CVE-

2019-0566 

Exec Code 

Overflow 

Mem. Corr. 

2019-01-08 7.6 

A remote code execution 

vulnerability exists when 

Microsoft Edge improperly 

accesses objects in memory, 

aka "Microsoft Edge 

Memory Corruption 

Vulnerability." This affects 

Microsoft Edge. 

CVE ID : CVE-2019-0565 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0565 

A-MIC-

EDGE-

160119/97 

Exec Code 

Overflow 

Mem. Corr. 

2019-01-08 7.6 

A remote code execution 

vulnerability exists in the 

way that the Chakra 

scripting engine handles 

objects in memory in 

Microsoft Edge, aka "Chakra 

Scripting Engine Memory 

Corruption Vulnerability." 

This affects Microsoft Edge, 

ChakraCore. This CVE ID is 

unique from CVE-2019-

0567, CVE-2019-0568. 

CVE ID : CVE-2019-0539 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0539 

A-MIC-

EDGE-

160119/98 

Excel Viewer 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in the 

way that the MSHTML 

engine inproperly validates 

input, aka "MSHTML Engine 

Remote Code Execution 

Vulnerability." This affects 

Microsoft Office, Microsoft 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0541 

A-MIC-

EXCE-

160119/99 
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Office Word Viewer, 

Internet Explorer 9, 

Internet Explorer 11, 

Microsoft Excel Viewer, 

Internet Explorer 10, Office 

365 ProPlus. 

CVE ID : CVE-2019-0541 

Exchange Server 

+Info 2019-01-08 4 

An information disclosure 

vulnerability exists when 

the Microsoft Exchange 

PowerShell API grants 

calendar contributors more 

view permissions than 

intended, aka "Microsoft 

Exchange Information 

Disclosure Vulnerability." 

This affects Microsoft 

Exchange Server. 

CVE ID : CVE-2019-0588 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0588 

A-MIC-

EXCH-

160119/100 

Exec Code 

Overflow 

Mem. Corr. 

2019-01-08 10 

A remote code execution 

vulnerability exists in 

Microsoft Exchange 

software when the software 

fails to properly handle 

objects in memory, aka 

"Microsoft Exchange 

Memory Corruption 

Vulnerability." This affects 

Microsoft Exchange Server. 

CVE ID : CVE-2019-0586 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0586 

A-MIC-

EXCH-

160119/101 

Internet Explorer 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in the 

way that the MSHTML 

engine inproperly validates 

https://portal

.msrc.microso

ft.com/en-

US/security-

A-MIC-INTE-

160119/102 
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input, aka "MSHTML Engine 

Remote Code Execution 

Vulnerability." This affects 

Microsoft Office, Microsoft 

Office Word Viewer, 

Internet Explorer 9, 

Internet Explorer 11, 

Microsoft Excel Viewer, 

Internet Explorer 10, Office 

365 ProPlus. 

CVE ID : CVE-2019-0541 

guidance/advi

sory/CVE-

2019-0541 

Office 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in 

Microsoft Word software 

when it fails to properly 

handle objects in memory, 

aka "Microsoft Word 

Remote Code Execution 

Vulnerability." This affects 

Word, Microsoft Office, 

Microsoft Office Word 

Viewer, Office 365 ProPlus, 

Microsoft SharePoint, 

Microsoft Office Online 

Server, Microsoft Word, 

Microsoft SharePoint 

Server. 

CVE ID : CVE-2019-0585 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0585 

A-MIC-OFFI-

160119/103 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Word macro 

buttons are used 

improperly, aka "Microsoft 

Word Information 

Disclosure Vulnerability." 

This affects Microsoft Word, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0561 

A-MIC-OFFI-

160119/104 
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Office 365 ProPlus, 

Microsoft Office, Word. 

CVE ID : CVE-2019-0561 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Office improperly 

discloses the contents of its 

memory, aka "Microsoft 

Office Information 

Disclosure Vulnerability." 

This affects Office 365 

ProPlus, Microsoft Office. 

CVE ID : CVE-2019-0560 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0560 

A-MIC-OFFI-

160119/105 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Outlook 

improperly handles certain 

types of messages, aka 

"Microsoft Outlook 

Information Disclosure 

Vulnerability." This affects 

Office 365 ProPlus, 

Microsoft Office, Microsoft 

Outlook. 

CVE ID : CVE-2019-0559 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0559 

A-MIC-OFFI-

160119/106 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in the 

way that the MSHTML 

engine inproperly validates 

input, aka "MSHTML Engine 

Remote Code Execution 

Vulnerability." This affects 

Microsoft Office, Microsoft 

Office Word Viewer, 

Internet Explorer 9, 

Internet Explorer 11, 

Microsoft Excel Viewer, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0541 

A-MIC-OFFI-

160119/107 
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Internet Explorer 10, Office 

365 ProPlus. 

CVE ID : CVE-2019-0541 

Office 365 Proplus  

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in 

Microsoft Word software 

when it fails to properly 

handle objects in memory, 

aka "Microsoft Word 

Remote Code Execution 

Vulnerability." This affects 

Word, Microsoft Office, 

Microsoft Office Word 

Viewer, Office 365 ProPlus, 

Microsoft SharePoint, 

Microsoft Office Online 

Server, Microsoft Word, 

Microsoft SharePoint 

Server. 

CVE ID : CVE-2019-0585 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0585 

A-MIC-OFFI-

160119/108 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Word macro 

buttons are used 

improperly, aka "Microsoft 

Word Information 

Disclosure Vulnerability." 

This affects Microsoft Word, 

Office 365 ProPlus, 

Microsoft Office, Word. 

CVE ID : CVE-2019-0561 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0561 

A-MIC-OFFI-

160119/109 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Office improperly 

discloses the contents of its 

https://portal

.msrc.microso

ft.com/en-

US/security-

A-MIC-OFFI-

160119/110 
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memory, aka "Microsoft 

Office Information 

Disclosure Vulnerability." 

This affects Office 365 

ProPlus, Microsoft Office. 

CVE ID : CVE-2019-0560 

guidance/advi

sory/CVE-

2019-0560 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Outlook 

improperly handles certain 

types of messages, aka 

"Microsoft Outlook 

Information Disclosure 

Vulnerability." This affects 

Office 365 ProPlus, 

Microsoft Office, Microsoft 

Outlook. 

CVE ID : CVE-2019-0559 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0559 

A-MIC-OFFI-

160119/111 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in the 

way that the MSHTML 

engine inproperly validates 

input, aka "MSHTML Engine 

Remote Code Execution 

Vulnerability." This affects 

Microsoft Office, Microsoft 

Office Word Viewer, 

Internet Explorer 9, 

Internet Explorer 11, 

Microsoft Excel Viewer, 

Internet Explorer 10, Office 

365 ProPlus. 

CVE ID : CVE-2019-0541 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0541 

A-MIC-OFFI-

160119/112 

Office Online Server 

Exec Code 2019-01-08 9.3 A remote code execution 

vulnerability exists in 

https://portal

.msrc.microso

A-MIC-OFFI-

160119/113 
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Microsoft Word software 

when it fails to properly 

handle objects in memory, 

aka "Microsoft Word 

Remote Code Execution 

Vulnerability." This affects 

Word, Microsoft Office, 

Microsoft Office Word 

Viewer, Office 365 ProPlus, 

Microsoft SharePoint, 

Microsoft Office Online 

Server, Microsoft Word, 

Microsoft SharePoint 

Server. 

CVE ID : CVE-2019-0585 

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0585 

Office Web Apps Server 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in 

Microsoft Word software 

when it fails to properly 

handle objects in memory, 

aka "Microsoft Word 

Remote Code Execution 

Vulnerability." This affects 

Word, Microsoft Office, 

Microsoft Office Word 

Viewer, Office 365 ProPlus, 

Microsoft SharePoint, 

Microsoft Office Online 

Server, Microsoft Word, 

Microsoft SharePoint 

Server. 

CVE ID : CVE-2019-0585 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0585 

A-MIC-OFFI-

160119/114 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Word macro 

buttons are used 

https://portal

.msrc.microso

ft.com/en-

US/security-

A-MIC-OFFI-

160119/115 
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improperly, aka "Microsoft 

Word Information 

Disclosure Vulnerability." 

This affects Microsoft Word, 

Office 365 ProPlus, 

Microsoft Office, Word. 

CVE ID : CVE-2019-0561 

guidance/advi

sory/CVE-

2019-0561 

Office Word Viewer 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in 

Microsoft Word software 

when it fails to properly 

handle objects in memory, 

aka "Microsoft Word 

Remote Code Execution 

Vulnerability." This affects 

Word, Microsoft Office, 

Microsoft Office Word 

Viewer, Office 365 ProPlus, 

Microsoft SharePoint, 

Microsoft Office Online 

Server, Microsoft Word, 

Microsoft SharePoint 

Server. 

CVE ID : CVE-2019-0585 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0585 

A-MIC-OFFI-

160119/116 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in the 

way that the MSHTML 

engine inproperly validates 

input, aka "MSHTML Engine 

Remote Code Execution 

Vulnerability." This affects 

Microsoft Office, Microsoft 

Office Word Viewer, 

Internet Explorer 9, 

Internet Explorer 11, 

Microsoft Excel Viewer, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0541 

A-MIC-OFFI-

160119/117 
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Internet Explorer 10, Office 

365 ProPlus. 

CVE ID : CVE-2019-0541 

Outlook 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Office improperly 

discloses the contents of its 

memory, aka "Microsoft 

Office Information 

Disclosure Vulnerability." 

This affects Office 365 

ProPlus, Microsoft Office. 

CVE ID : CVE-2019-0560 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0560 

A-MIC-

OUTL-

160119/118 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Outlook 

improperly handles certain 

types of messages, aka 

"Microsoft Outlook 

Information Disclosure 

Vulnerability." This affects 

Office 365 ProPlus, 

Microsoft Office, Microsoft 

Outlook. 

CVE ID : CVE-2019-0559 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0559 

A-MIC-

OUTL-

160119/119 

Sharepoint Server 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in 

Microsoft Word software 

when it fails to properly 

handle objects in memory, 

aka "Microsoft Word 

Remote Code Execution 

Vulnerability." This affects 

Word, Microsoft Office, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0585 

A-MIC-

SHAR-

160119/120 
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Microsoft Office Word 

Viewer, Office 365 ProPlus, 

Microsoft SharePoint, 

Microsoft Office Online 

Server, Microsoft Word, 

Microsoft SharePoint 

Server. 

CVE ID : CVE-2019-0585 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Word macro 

buttons are used 

improperly, aka "Microsoft 

Word Information 

Disclosure Vulnerability." 

This affects Microsoft Word, 

Office 365 ProPlus, 

Microsoft Office, Word. 

CVE ID : CVE-2019-0561 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0561 

A-MIC-

SHAR-

160119/121 

XSS 2019-01-08 3.5 

A cross-site-scripting (XSS) 

vulnerability exists when 

Microsoft SharePoint Server 

does not properly sanitize a 

specially crafted web 

request to an affected 

SharePoint server, aka 

"Microsoft Office SharePoint 

XSS Vulnerability." This 

affects Microsoft SharePoint 

Server, Microsoft 

SharePoint, Microsoft 

Business Productivity 

Servers. This CVE ID is 

unique from CVE-2019-

0556, CVE-2019-0557. 

CVE ID : CVE-2019-0558 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0558 

A-MIC-

SHAR-

160119/122 
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XSS 2019-01-08 3.5 

A cross-site-scripting (XSS) 

vulnerability exists when 

Microsoft SharePoint Server 

does not properly sanitize a 

specially crafted web 

request to an affected 

SharePoint server, aka 

"Microsoft Office SharePoint 

XSS Vulnerability." This 

affects Microsoft 

SharePoint. This CVE ID is 

unique from CVE-2019-

0556, CVE-2019-0558. 

CVE ID : CVE-2019-0557 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0557 

A-MIC-

SHAR-

160119/123 

XSS 2019-01-08 3.5 

A cross-site-scripting (XSS) 

vulnerability exists when 

Microsoft SharePoint Server 

does not properly sanitize a 

specially crafted web 

request to an affected 

SharePoint server, aka 

"Microsoft Office SharePoint 

XSS Vulnerability." This 

affects Microsoft 

SharePoint. This CVE ID is 

unique from CVE-2019-

0557, CVE-2019-0558. 

CVE ID : CVE-2019-0556 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0556 

A-MIC-

SHAR-

160119/124 

Visual Studio 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Visual Studio improperly 

discloses arbitrary file 

contents if the victim opens 

a malicious .vscontent file, 

aka "Microsoft Visual Studio 

Information Disclosure 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0537 

A-MIC-VISU-

160119/125 
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Vulnerability." This affects 

Microsoft Visual Studio. 

CVE ID : CVE-2019-0537 

Visual Studio 2017  

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists in Visual 

Studio when the C++ 

compiler improperly 

handles specific 

combinations of C++ 

constructs, aka "Visual 

Studio Remote Code 

Execution Vulnerability." 

This affects Microsoft Visual 

Studio. 

CVE ID : CVE-2019-0546 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0546 

A-MIC-VISU-

160119/126 

Word 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in 

Microsoft Word software 

when it fails to properly 

handle objects in memory, 

aka "Microsoft Word 

Remote Code Execution 

Vulnerability." This affects 

Word, Microsoft Office, 

Microsoft Office Word 

Viewer, Office 365 ProPlus, 

Microsoft SharePoint, 

Microsoft Office Online 

Server, Microsoft Word, 

Microsoft SharePoint 

Server. 

CVE ID : CVE-2019-0585 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0585 

A-MIC-

WORD-

160119/127 

+Info 2019-01-08 4.3 An information disclosure 

vulnerability exists when 

https://portal

.msrc.microso

A-MIC-

WORD-
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Microsoft Word macro 

buttons are used 

improperly, aka "Microsoft 

Word Information 

Disclosure Vulnerability." 

This affects Microsoft Word, 

Office 365 ProPlus, 

Microsoft Office, Word. 

CVE ID : CVE-2019-0561 

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0561 

160119/128 

Word Automation Services 

Exec Code 2019-01-08 9.3 

A remote code execution 

vulnerability exists in 

Microsoft Word software 

when it fails to properly 

handle objects in memory, 

aka "Microsoft Word 

Remote Code Execution 

Vulnerability." This affects 

Word, Microsoft Office, 

Microsoft Office Word 

Viewer, Office 365 ProPlus, 

Microsoft SharePoint, 

Microsoft Office Online 

Server, Microsoft Word, 

Microsoft SharePoint 

Server. 

CVE ID : CVE-2019-0585 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0585 

A-MIC-

WORD-

160119/129 

+Info 2019-01-08 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Word macro 

buttons are used 

improperly, aka "Microsoft 

Word Information 

Disclosure Vulnerability." 

This affects Microsoft Word, 

Office 365 ProPlus, 

Microsoft Office, Word. 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0561 

A-MIC-

WORD-

160119/130 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-0561 

Minishare Project  

Minishare  

Exec Code 

Overflow 
2019-01-03 7.5 

Buffer overflow in 

MiniShare 1.4.1 and earlier 

allows remote attackers to 

execute arbitrary code via a 

long HTTP POST request. 

NOTE: this product is 

discontinued. 

CVE ID : CVE-2018-19862 

N/A 
A-MIN-MINI-

160119/131 

Exec Code 

Overflow 
2019-01-03 7.5 

Buffer overflow in 

MiniShare 1.4.1 and earlier 

allows remote attackers to 

execute arbitrary code via a 

long HTTP HEAD request. 

NOTE: this product is 

discontinued. 

CVE ID : CVE-2018-19861 

N/A 
A-MIN-MINI-

160119/132 

Osclass 

Osclass 

XSS 2019-01-03 4.3 

Osclass 3.7.4 has XSS via the 

query string to index.php, a 

different vulnerability than 

CVE-2014-6280. 

CVE ID : CVE-2018-14481 

N/A 
A-OSC-OSCL-

160119/133 

Plikli  

Plikli Cms  

Exec Code 

Sql 
2019-01-03 7.5 

Multiple SQL injection 

vulnerabilities in Plikli CMS 

4.0.0 allow remote 

attackers to execute 

arbitrary SQL commands 

via the (1) id parameter to 

N/A 
A-PLI-PLIK-

160119/134 
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join_group.php or (2) 

comment_id parameter to 

story.php. 

CVE ID : CVE-2018-19415 

XSS 2019-01-03 4.3 

Multiple cross-site scripting 

(XSS) vulnerabilities in 

Plikli CMS 4.0.0 allow 

remote attackers to inject 

arbitrary web script or 

HTML via the (1) keyword 

parameter to groups.php; 

(2) username parameter to 

login.php; or (3) date 

parameter to search.php. 

CVE ID : CVE-2018-19414 

N/A 
A-PLI-PLIK-

160119/135 

Redhat 

Ansible  

+Info 2019-01-03 5 

ansible before versions 

2.5.14, 2.6.11, 2.7.5 is 

vulnerable to a information 

disclosure flaw in vvv+ 

mode with no_log on that 

can lead to leakage of 

sensible data. 

CVE ID : CVE-2018-16876 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=CVE-

2018-16876 

A-RED-

ANSI-

160119/136 

Ansible Tower  

DoS +Info 2019-01-03 7.5 

Ansible Tower before 

version 3.3.3 does not set a 

secure channel as it is using 

the default insecure 

configuration channel 

settings for messaging 

celery workers from 

RabbitMQ. This could lead 

in data leak of sensitive 

information such as 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=CVE-

2018-16879 

A-RED-

ANSI-

160119/137 
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passwords as well as denial 

of service attacks by 

deleting projects or 

inventory files. 

CVE ID : CVE-2018-16879 

Rhymix  

Rhymix  

N/A 2019-01-03 6.5 

Rhymix CMS 1.9.8.1 allows 

SSRF via an 

index.php?module=admin&

act=dispModuleAdminFileB

ox SVG upload. 

CVE ID : CVE-2018-19601 

https://githu

b.com/rhymix

/rhymix/issu

es/1089 

A-RHY-

RHYM-

160119/138 

XSS 2019-01-03 3.5 

Rhymix CMS 1.9.8.1 allows 

XSS via an 

index.php?module=admin&

act=dispModuleAdminFileB

ox SVG upload. 

CVE ID : CVE-2018-19600 

https://githu

b.com/rhymix

/rhymix/issu

es/1088 

A-RHY-

RHYM-

160119/139 

Tinyexr Project  

Tinyexr  

N/A 2019-01-01 4.3 

An attempted excessive 

memory allocation was 

discovered in the function 

tinyexr::AllocateImage in 

tinyexr.h in tinyexr v0.9.5. 

Remote attackers could 

leverage this vulnerability 

to cause a denial-of-service 

via crafted input, which 

leads to an out-of-memory 

exception. 

CVE ID : CVE-2018-20652 

N/A 
A-TIN-TINY-

160119/140 

Wireshark 
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Wireshark 

N/A 2019-01-08 4.3 

In Wireshark 2.4.0 to 2.4.11, 

the ENIP dissector could 

crash. This was addressed 

in epan/dissectors/packet-

enip.c by changing the 

memory-management 

approach so that a use-

after-free is avoided. 

CVE ID : CVE-2019-5721 

N/A 

A-WIR-

WIRE-

160119/141 

N/A 2019-01-08 4.3 

In Wireshark 2.6.0 to 2.6.5 

and 2.4.0 to 2.4.11, the 

ISAKMP dissector could 

crash. This was addressed 

in epan/dissectors/packet-

isakmp.c by properly 

handling the case of a 

missing decryption data 

block. 

CVE ID : CVE-2019-5719 

N/A 

A-WIR-

WIRE-

160119/142 

N/A 2019-01-08 4.3 

In Wireshark 2.6.0 to 2.6.5 

and 2.4.0 to 2.4.11, the 

RTSE dissector and other 

ASN.1 dissectors could 

crash. This was addressed 

in epan/charsets.c by 

adding a get_t61_string 

length check. 

CVE ID : CVE-2019-5718 

N/A 

A-WIR-

WIRE-

160119/143 

N/A 2019-01-08 4.3 

In Wireshark 2.6.0 to 2.6.5 

and 2.4.0 to 2.4.11, the 

P_MUL dissector could 

crash. This was addressed 

in epan/dissectors/packet-

p_mul.c by rejecting the 

invalid sequence number of 

N/A 

A-WIR-

WIRE-

160119/144 
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zero. 

CVE ID : CVE-2019-5717 

N/A 2019-01-08 4.3 

In Wireshark 2.6.0 to 2.6.5, 

the 6LoWPAN dissector 

could crash. This was 

addressed in 

epan/dissectors/packet-

6lowpan.c by avoiding use 

of a TVB before its creation. 

CVE ID : CVE-2019-5716 

N/A 

A-WIR-

WIRE-

160119/145 

Yeswiki  

Cercopitheque  

Exec Code 

Sql 
2019-01-02 7.5 

SQL injection vulnerability 

in the "Bazar" page in 

Yeswiki Cercopitheque 

2018-06-19-1 and earlier 

allows attackers to execute 

arbitrary SQL commands 

via the "id" parameter. 

CVE ID : CVE-2018-13045 

N/A 
A-YES-CERC-

160119/146 

Yunucms  

Yunucms  

XSS 2019-01-04 4.3 

An issue was discovered in 

YUNUCMS V1.1.8. 

app/index/controller/Show

.php has an XSS 

vulnerability via the 

index.php/index/show/ind

ex cw parameter. 

CVE ID : CVE-2019-5311 

N/A 

A-YUN-

YUNU-

160119/147 

XSS 2019-01-04 4.3 

YUNUCMS 1.1.8 has XSS in 

app/admin/controller/Syst

em.php because crafted 

data can be written to the 

sys.php file, as 

N/A 

A-YUN-

YUNU-

160119/148 
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demonstrated by site_title 

in an admin/system/basic 

POST request. 

CVE ID : CVE-2019-5310 

Zohocorp 

Manageengine Adselfservice Plus 

N/A 2019-01-03 7.5 

Zoho ManageEngine 

ADSelfService Plus 5.x 

before build 5703 has SSRF. 

CVE ID : CVE-2019-3905 

https://www.

manageengin

e.com/produc

ts/self-

service-

password/rel

ease-

notes.html#5

703 

A-ZOH-

MANA-

160119/149 

N/A 2019-01-03 7.5 

Zoho ManageEngine 

ADSelfService Plus 5.x 

before build 5701 has XXE 

via an uploaded product 

license. 

CVE ID : CVE-2018-20664 

https://www.

manageengin

e.com/produc

ts/self-

service-

password/rel

ease-

notes.html#5

701 

A-ZOH-

MANA-

160119/150 

OS 

Chinamobile  

Gpn2.4p21-c-cn Firmware  

XSS 2019-01-02 4.3 

ChinaMobile PLC Wireless 

Router GPN2.4P21-C-CN 

devices with firmware 

W2001EN-00 have XSS via 

the cgi-

bin/webproc?getpage=html

/index.html var:subpage 

parameter. 

N/A 

O-CHI-

GPN2-

160119/151 
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CVE ID : CVE-2018-20326 

Debian 

Debian Linux 

N/A 2019-01-02 4.3 

In Artifex Ghostscript 

before 9.26, a carefully 

crafted PDF file can trigger 

an extremely long running 

computation when parsing 

the file. 

CVE ID : CVE-2018-19478 

https://bugzil

la.redhat.com

/show_bug.cgi

?id=1655607, 

https://www.

ghostscript.co

m/doc/9.26/

History9.htm, 

https://bugs.g

hostscript.co

m/show_bug.

cgi?id=69985

6, 

http://git.gho

stscript.com/?

p=ghostpdl.git

;a=commitdiff

;h=0a7e5a1c3

09fa0911b89

2fa40996a7d

55d90bace 

O-DEB-

DEBI-

160119/152 

Overflow 2019-01-09 4.3 

A heap buffer overflow in 

GPU in Google Chrome prior 

to 70.0.3538.67 allowed a 

remote attacker who had 

compromised the renderer 

process to potentially 

perform a sandbox escape 

via a crafted HTML page. 

CVE ID : CVE-2018-17470 

https://chro

mereleases.go

ogleblog.com/

2018/10/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/153 

N/A 2019-01-09 6.8 

An out of bounds read in 

PDFium in Google Chrome 

prior to 68.0.3440.75 

allowed a remote attacker 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

O-DEB-

DEBI-

160119/154 
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Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

to perform an out of bounds 

memory read via a crafted 

PDF file. 

CVE ID : CVE-2018-17461 

le-channel-

update-for-

desktop.html 

N/A 2019-01-09 6.8 

Missing validation in Mojo 

in Google Chrome prior to 

69.0.3497.81 allowed a 

remote attacker to 

potentially perform a 

sandbox escape via a 

crafted HTML page. 

CVE ID : CVE-2018-16068 

https://chro

mereleases.go

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/155 

N/A 2019-01-09 4.3 

A use after free in 

WebAudio in Google 

Chrome prior to 

69.0.3497.81 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2018-16067 

https://chro

mereleases.go

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/156 

N/A 2019-01-09 4.3 

A use after free in Blink in 

Google Chrome prior to 

69.0.3497.81 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2018-16066 

https://chro

mereleases.go

ogleblog.com/

2018/09/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/157 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/158 
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Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6175 

Exec Code 

Overflow 
2019-01-09 6.8 

Integer overflows in 

Swiftshader in Google 

Chrome prior to 

68.0.3440.75 potentially 

allowed a remote attacker 

to execute arbitrary code 

via a crafted HTML page. 

CVE ID : CVE-2018-6174 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/159 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6173 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/160 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6172 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/161 

N/A 2019-01-09 6.8 

A bad cast in PDFium in 

Google Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to 

potentially exploit heap 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

O-DEB-

DEBI-

160119/162 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

corruption via a crafted PDF 

file. 

CVE ID : CVE-2018-6170 

update-for-

desktop.html 

N/A 2019-01-09 4.3 

Lack of timeout on 

extension install prompt in 

Extensions in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to trigger 

installation of an unwanted 

extension via a crafted 

HTML page. 

CVE ID : CVE-2018-6169 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/163 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6167 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/164 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6166 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/165 

N/A 2019-01-09 4.3 
Incorrect handling of 

reloads in Navigation in 

Google Chrome prior to 

https://chro

mereleases.go

ogleblog.com/

O-DEB-

DEBI-

160119/166 
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Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

68.0.3440.75 allowed a 

remote attacker to spoof the 

contents of the Omnibox 

(URL bar) via a crafted 

HTML page. 

CVE ID : CVE-2018-6165 

2018/07/stab

le-channel-

update-for-

desktop.html 

+Info 2019-01-09 4.3 

Insufficient origin checks 

for CSS content in Blink in 

Google Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2018-6164 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/167 

N/A 2019-01-09 4.3 

Incorrect handling of 

confusable characters in 

URL Formatter in Google 

Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2018-6163 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/168 

N/A 2019-01-09 5.1 

A race condition in Oilpan 

in Google Chrome prior to 

68.0.3440.75 allowed a 

remote attacker to 

potentially exploit heap 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2018-6158 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/169 

N/A 2019-01-09 6.8 

A precision error in Skia in 

Google Chrome prior to 

68.0.3440.75 allowed a 

remote attacker who had 

https://chro

mereleases.go

ogleblog.com/

2018/07/stab

O-DEB-

DEBI-

160119/170 
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Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

compromised the renderer 

process to perform an out 

of bounds memory write via 

a crafted HTML page. 

CVE ID : CVE-2018-6153 

le-channel-

update-for-

desktop.html 

N/A 2019-01-09 6.8 

Bad cast in DevTools in 

Google Chrome on Win, 

Linux, Mac, Chrome OS 

prior to 66.0.3359.117 

allowed an attacker who 

convinced a user to install a 

malicious extension to 

perform an out of bounds 

memory read via a crafted 

Chrome Extension. 

CVE ID : CVE-2018-6151 

https://chro

mereleases.go

ogleblog.com/

2018/04/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/171 

N/A 2019-01-09 6.8 

Off-by-one error in PDFium 

in Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to perform 

an out of bounds memory 

write via a crafted PDF file. 

CVE ID : CVE-2018-6144 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

O-DEB-

DEBI-

160119/172 

N/A 2019-01-09 4.3 

Insufficient validation in V8 

in Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to perform 

an out of bounds memory 

read via a crafted HTML 

page. 

CVE ID : CVE-2018-6143 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

O-DEB-

DEBI-

160119/173 

N/A 2019-01-09 6.8 

Insufficient validation of an 

image filter in Skia in 

Google Chrome prior to 

67.0.3396.62 allowed a 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

O-DEB-

DEBI-

160119/174 
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Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

remote attacker who had 

compromised the renderer 

process to perform an out 

of bounds memory read via 

a crafted HTML page. 

CVE ID : CVE-2018-6141 

le-channel-

update-for-

desktop_58.ht

ml 

+Info 2019-01-09 4.3 

CSS Paint API in Blink in 

Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to leak 

cross-origin data via a 

crafted HTML page. 

CVE ID : CVE-2018-6137 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

O-DEB-

DEBI-

160119/175 

N/A 2019-01-09 4.3 

Lack of clearing the 

previous site before loading 

alerts from a new one in 

Blink in Google Chrome 

prior to 67.0.3396.62 

allowed a remote attacker 

to perform domain spoofing 

via a crafted HTML page. 

CVE ID : CVE-2018-6135 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

O-DEB-

DEBI-

160119/176 

N/A 2019-01-09 6.8 

A precision error in Skia in 

Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to perform 

an out of bounds memory 

write via a crafted HTML 

page. 

CVE ID : CVE-2018-6126 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop_58.ht

ml 

O-DEB-

DEBI-

160119/177 

N/A 2019-01-09 4.3 

A use after free in Blink in 

Google Chrome prior to 

67.0.3396.62 allowed a 

remote attacker to 

potentially exploit heap 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

O-DEB-

DEBI-

160119/178 
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Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

corruption via a crafted 

HTML page. 

CVE ID : CVE-2018-6123 

update-for-

desktop_58.ht

ml 

Exec Code 

Overflow 
2019-01-09 6.8 

An integer overflow that 

could lead to an attacker-

controlled heap out-of-

bounds write in PDFium in 

Google Chrome prior to 

66.0.3359.170 allowed a 

remote attacker to execute 

arbitrary code inside a 

sandbox via a crafted PDF 

file. 

CVE ID : CVE-2018-6120 

https://chro

mereleases.go

ogleblog.com/

2018/05/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/179 

+Info 2019-01-09 4.3 

Confusing settings in 

Autofill in Google Chrome 

prior to 66.0.3359.117 

allowed a remote attacker 

to obtain potentially 

sensitive information from 

process memory via a 

crafted HTML page. 

CVE ID : CVE-2018-6117 

https://chro

mereleases.go

ogleblog.com/

2018/04/stab

le-channel-

update-for-

desktop.html 

O-DEB-

DEBI-

160119/180 

Microsoft 

Windows 10 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0584 

O-MIC-

WIND-

160119/181 
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Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0538, CVE-2019-0575, CVE-

2019-0576, CVE-2019-

0577, CVE-2019-0578, CVE-

2019-0579, CVE-2019-

0580, CVE-2019-0581, CVE-

2019-0582, CVE-2019-

0583. 

CVE ID : CVE-2019-0584 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0571, CVE-2019-

0572, CVE-2019-0573. 

CVE ID : CVE-2019-0574 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0574 

O-MIC-

WIND-

160119/182 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

O-MIC-

WIND-

160119/183 
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Type(s) 
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"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0571, CVE-2019-

0572, CVE-2019-0574. 

CVE ID : CVE-2019-0573 

sory/CVE-

2019-0573 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0571, CVE-2019-

0573, CVE-2019-0574. 

CVE ID : CVE-2019-0572 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0572 

O-MIC-

WIND-

160119/184 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0571 

O-MIC-

WIND-

160119/185 
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Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0572, CVE-2019-

0573, CVE-2019-0574. 

CVE ID : CVE-2019-0571 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0554. 

CVE ID : CVE-2019-0569 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0569 

O-MIC-

WIND-

160119/186 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0554 

O-MIC-

WIND-

160119/187 
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Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0569. 

CVE ID : CVE-2019-0554 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

Windows Subsystem for 

Linux improperly handles 

objects in memory, aka 

"Windows Subsystem for 

Linux Information 

Disclosure Vulnerability." 

This affects Windows 10 

Servers, Windows 10, 

Windows Server 2019. 

CVE ID : CVE-2019-0553 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0553 

O-MIC-

WIND-

160119/188 

N/A 2019-01-08 4.6 

An elevation of privilege 

exists in Windows COM 

Desktop Broker, aka 

"Windows COM Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2019, Windows Server 

2016, Windows 8.1, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0552 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0552 

O-MIC-

WIND-

160119/189 
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Exec Code 2019-01-08 7.7 

A remote code execution 

vulnerability exists when 

Windows Hyper-V on a host 

server fails to properly 

validate input from an 

authenticated user on a 

guest operating system, aka 

"Windows Hyper-V Remote 

Code Execution 

Vulnerability." This affects 

Windows Server 2016, 

Windows 10, Windows 

Server 2019, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0550. 

CVE ID : CVE-2019-0551 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0551 

O-MIC-

WIND-

160119/190 

Exec Code 2019-01-08 7.7 

A remote code execution 

vulnerability exists when 

Windows Hyper-V on a host 

server fails to properly 

validate input from an 

authenticated user on a 

guest operating system, aka 

"Windows Hyper-V Remote 

Code Execution 

Vulnerability." This affects 

Windows 10 Servers, 

Windows 10, Windows 

Server 2019. This CVE ID is 

unique from CVE-2019-

0551. 

CVE ID : CVE-2019-0550 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0550 

O-MIC-

WIND-

160119/191 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

https://portal

.msrc.microso

ft.com/en-

US/security-

O-MIC-

WIND-

160119/192 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0549 

guidance/advi

sory/CVE-

2019-0549 

Exec Code 

Overflow 

Mem. Corr. 

2019-01-08 7.5 

A memory corruption 

vulnerability exists in the 

Windows DHCP client when 

an attacker sends specially 

crafted DHCP responses to a 

client, aka "Windows DHCP 

Client Remote Code 

Execution Vulnerability." 

This affects Windows 10, 

Windows 10 Servers. 

CVE ID : CVE-2019-0547 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0547 

O-MIC-

WIND-

160119/193 

N/A 2019-01-08 4.6 

An elevation of privilege 

vulnerability exists when 

Windows improperly 

handles authentication 

requests, aka "Microsoft 

Windows Elevation of 

Privilege Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0543 

O-MIC-

WIND-

160119/194 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0543 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0575, CVE-2019-0576, CVE-

2019-0577, CVE-2019-

0578, CVE-2019-0579, CVE-

2019-0580, CVE-2019-

0581, CVE-2019-0582, CVE-

2019-0583, CVE-2019-

0584. 

CVE ID : CVE-2019-0538 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0538 

O-MIC-

WIND-

160119/195 

+Info 2019-01-08 2.1 An information disclosure https://portal O-MIC-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0549, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0536 

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0536 

WIND-

160119/196 

Windows 7 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0584 

O-MIC-

WIND-

160119/197 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Servers. This CVE ID is 

unique from CVE-2019-

0538, CVE-2019-0575, CVE-

2019-0576, CVE-2019-

0577, CVE-2019-0578, CVE-

2019-0579, CVE-2019-

0580, CVE-2019-0581, CVE-

2019-0582, CVE-2019-

0583. 

CVE ID : CVE-2019-0584 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0554. 

CVE ID : CVE-2019-0569 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0569 

O-MIC-

WIND-

160119/198 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

O-MIC-

WIND-

160119/199 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0569. 

CVE ID : CVE-2019-0554 

2019-0554 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0549 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0549 

O-MIC-

WIND-

160119/200 

N/A 2019-01-08 4.6 An elevation of privilege https://portal O-MIC-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

vulnerability exists when 

Windows improperly 

handles authentication 

requests, aka "Microsoft 

Windows Elevation of 

Privilege Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0543 

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0543 

WIND-

160119/201 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0575, CVE-2019-0576, CVE-

2019-0577, CVE-2019-

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0538 

O-MIC-

WIND-

160119/202 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

0578, CVE-2019-0579, CVE-

2019-0580, CVE-2019-

0581, CVE-2019-0582, CVE-

2019-0583, CVE-2019-

0584. 

CVE ID : CVE-2019-0538 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0549, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0536 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0536 

O-MIC-

WIND-

160119/203 

Windows 8.1 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0584 

O-MIC-

WIND-

160119/204 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0538, CVE-2019-0575, CVE-

2019-0576, CVE-2019-

0577, CVE-2019-0578, CVE-

2019-0579, CVE-2019-

0580, CVE-2019-0581, CVE-

2019-0582, CVE-2019-

0583. 

CVE ID : CVE-2019-0584 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0554. 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0569 

O-MIC-

WIND-

160119/205 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-0569 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0569. 

CVE ID : CVE-2019-0554 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0554 

O-MIC-

WIND-

160119/206 

N/A 2019-01-08 4.6 

An elevation of privilege 

exists in Windows COM 

Desktop Broker, aka 

"Windows COM Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2019, Windows Server 

2016, Windows 8.1, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0552 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0552 

O-MIC-

WIND-

160119/207 

+Info 2019-01-08 2.1 An information disclosure 

vulnerability exists when 

https://portal

.msrc.microso

O-MIC-

WIND-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0549 

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0549 

160119/208 

N/A 2019-01-08 4.6 

An elevation of privilege 

vulnerability exists when 

Windows improperly 

handles authentication 

requests, aka "Microsoft 

Windows Elevation of 

Privilege Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0543 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0543 

O-MIC-

WIND-

160119/209 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0575, CVE-2019-0576, CVE-

2019-0577, CVE-2019-

0578, CVE-2019-0579, CVE-

2019-0580, CVE-2019-

0581, CVE-2019-0582, CVE-

2019-0583, CVE-2019-

0584. 

CVE ID : CVE-2019-0538 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0538 

O-MIC-

WIND-

160119/210 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0536 

O-MIC-

WIND-

160119/211 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0549, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0536 

Windows Rt 8.1 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0538, CVE-2019-0575, CVE-

2019-0576, CVE-2019-

0577, CVE-2019-0578, CVE-

2019-0579, CVE-2019-

0580, CVE-2019-0581, CVE-

2019-0582, CVE-2019-

0583. 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0584 

O-MIC-

WIND-

160119/212 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-0584 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0554. 

CVE ID : CVE-2019-0569 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0569 

O-MIC-

WIND-

160119/213 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0554 

O-MIC-

WIND-

160119/214 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0569. 

CVE ID : CVE-2019-0554 

N/A 2019-01-08 4.6 

An elevation of privilege 

exists in Windows COM 

Desktop Broker, aka 

"Windows COM Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2019, Windows Server 

2016, Windows 8.1, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0552 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0552 

O-MIC-

WIND-

160119/215 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0554, CVE-

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0549 

O-MIC-

WIND-

160119/216 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

2019-0569. 

CVE ID : CVE-2019-0549 

N/A 2019-01-08 4.6 

An elevation of privilege 

vulnerability exists when 

Windows improperly 

handles authentication 

requests, aka "Microsoft 

Windows Elevation of 

Privilege Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0543 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0543 

O-MIC-

WIND-

160119/217 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0538 

O-MIC-

WIND-

160119/218 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Servers. This CVE ID is 

unique from CVE-2019-

0575, CVE-2019-0576, CVE-

2019-0577, CVE-2019-

0578, CVE-2019-0579, CVE-

2019-0580, CVE-2019-

0581, CVE-2019-0582, CVE-

2019-0583, CVE-2019-

0584. 

CVE ID : CVE-2019-0538 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0549, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0536 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0536 

O-MIC-

WIND-

160119/219 

Windows Server 2008 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

O-MIC-

WIND-

160119/220 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0538, CVE-2019-0575, CVE-

2019-0576, CVE-2019-

0577, CVE-2019-0578, CVE-

2019-0579, CVE-2019-

0580, CVE-2019-0581, CVE-

2019-0582, CVE-2019-

0583. 

CVE ID : CVE-2019-0584 

sory/CVE-

2019-0584 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0569 

O-MIC-

WIND-

160119/221 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0554. 

CVE ID : CVE-2019-0569 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0569. 

CVE ID : CVE-2019-0554 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0554 

O-MIC-

WIND-

160119/222 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0549 

O-MIC-

WIND-

160119/223 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0549 

N/A 2019-01-08 4.6 

An elevation of privilege 

vulnerability exists when 

Windows improperly 

handles authentication 

requests, aka "Microsoft 

Windows Elevation of 

Privilege Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0543 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0543 

O-MIC-

WIND-

160119/224 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0538 

O-MIC-

WIND-

160119/225 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0575, CVE-2019-0576, CVE-

2019-0577, CVE-2019-

0578, CVE-2019-0579, CVE-

2019-0580, CVE-2019-

0581, CVE-2019-0582, CVE-

2019-0583, CVE-2019-

0584. 

CVE ID : CVE-2019-0538 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0549, CVE-2019-0554, CVE-

2019-0569. 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0536 

O-MIC-

WIND-

160119/226 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-0536 

Windows Server 2012 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0538, CVE-2019-0575, CVE-

2019-0576, CVE-2019-

0577, CVE-2019-0578, CVE-

2019-0579, CVE-2019-

0580, CVE-2019-0581, CVE-

2019-0582, CVE-2019-

0583. 

CVE ID : CVE-2019-0584 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0584 

O-MIC-

WIND-

160119/227 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0569 

O-MIC-

WIND-

160119/228 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0554. 

CVE ID : CVE-2019-0569 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0569. 

CVE ID : CVE-2019-0554 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0554 

O-MIC-

WIND-

160119/229 

N/A 2019-01-08 4.6 
An elevation of privilege 

exists in Windows COM 

Desktop Broker, aka 

https://portal

.msrc.microso

ft.com/en-

O-MIC-

WIND-

160119/230 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

"Windows COM Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2019, Windows Server 

2016, Windows 8.1, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0552 

US/security-

guidance/advi

sory/CVE-

2019-0552 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0549 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0549 

O-MIC-

WIND-

160119/231 

N/A 2019-01-08 4.6 

An elevation of privilege 

vulnerability exists when 

Windows improperly 

handles authentication 

requests, aka "Microsoft 

Windows Elevation of 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

O-MIC-

WIND-

160119/232 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Privilege Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0543 

2019-0543 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0575, CVE-2019-0576, CVE-

2019-0577, CVE-2019-

0578, CVE-2019-0579, CVE-

2019-0580, CVE-2019-

0581, CVE-2019-0582, CVE-

2019-0583, CVE-2019-

0584. 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0538 

O-MIC-

WIND-

160119/233 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-0538 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0549, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0536 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0536 

O-MIC-

WIND-

160119/234 

Windows Server 2016 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0584 

O-MIC-

WIND-

160119/235 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0538, CVE-2019-0575, CVE-

2019-0576, CVE-2019-

0577, CVE-2019-0578, CVE-

2019-0579, CVE-2019-

0580, CVE-2019-0581, CVE-

2019-0582, CVE-2019-

0583. 

CVE ID : CVE-2019-0584 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0571, CVE-2019-

0572, CVE-2019-0573. 

CVE ID : CVE-2019-0574 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0574 

O-MIC-

WIND-

160119/236 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0573 

O-MIC-

WIND-

160119/237 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0571, CVE-2019-

0572, CVE-2019-0574. 

CVE ID : CVE-2019-0573 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0571, CVE-2019-

0573, CVE-2019-0574. 

CVE ID : CVE-2019-0572 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0572 

O-MIC-

WIND-

160119/238 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0571 

O-MIC-

WIND-

160119/239 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

2019-0572, CVE-2019-

0573, CVE-2019-0574. 

CVE ID : CVE-2019-0571 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0554. 

CVE ID : CVE-2019-0569 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0569 

O-MIC-

WIND-

160119/240 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0554 

O-MIC-

WIND-

160119/241 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0569. 

CVE ID : CVE-2019-0554 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

Windows Subsystem for 

Linux improperly handles 

objects in memory, aka 

"Windows Subsystem for 

Linux Information 

Disclosure Vulnerability." 

This affects Windows 10 

Servers, Windows 10, 

Windows Server 2019. 

CVE ID : CVE-2019-0553 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0553 

O-MIC-

WIND-

160119/242 

N/A 2019-01-08 4.6 

An elevation of privilege 

exists in Windows COM 

Desktop Broker, aka 

"Windows COM Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2019, Windows Server 

2016, Windows 8.1, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0552 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0552 

O-MIC-

WIND-

160119/243 

Exec Code 2019-01-08 7.7 

A remote code execution 

vulnerability exists when 

Windows Hyper-V on a host 

server fails to properly 

https://portal

.msrc.microso

ft.com/en-

US/security-

O-MIC-

WIND-

160119/244 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

validate input from an 

authenticated user on a 

guest operating system, aka 

"Windows Hyper-V Remote 

Code Execution 

Vulnerability." This affects 

Windows Server 2016, 

Windows 10, Windows 

Server 2019, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0550. 

CVE ID : CVE-2019-0551 

guidance/advi

sory/CVE-

2019-0551 

Exec Code 2019-01-08 7.7 

A remote code execution 

vulnerability exists when 

Windows Hyper-V on a host 

server fails to properly 

validate input from an 

authenticated user on a 

guest operating system, aka 

"Windows Hyper-V Remote 

Code Execution 

Vulnerability." This affects 

Windows 10 Servers, 

Windows 10, Windows 

Server 2019. This CVE ID is 

unique from CVE-2019-

0551. 

CVE ID : CVE-2019-0550 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0550 

O-MIC-

WIND-

160119/245 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0549 

O-MIC-

WIND-

160119/246 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0549 

N/A 2019-01-08 4.6 

An elevation of privilege 

vulnerability exists when 

Windows improperly 

handles authentication 

requests, aka "Microsoft 

Windows Elevation of 

Privilege Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0543 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0543 

O-MIC-

WIND-

160119/247 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

O-MIC-

WIND-

160119/248 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0575, CVE-2019-0576, CVE-

2019-0577, CVE-2019-

0578, CVE-2019-0579, CVE-

2019-0580, CVE-2019-

0581, CVE-2019-0582, CVE-

2019-0583, CVE-2019-

0584. 

CVE ID : CVE-2019-0538 

2019-0538 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0536 

O-MIC-

WIND-

160119/249 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

unique from CVE-2019-

0549, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0536 

Windows Server 2019  

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0538, CVE-2019-0575, CVE-

2019-0576, CVE-2019-

0577, CVE-2019-0578, CVE-

2019-0579, CVE-2019-

0580, CVE-2019-0581, CVE-

2019-0582, CVE-2019-

0583. 

CVE ID : CVE-2019-0584 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0584 

O-MIC-

WIND-

160119/250 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

O-MIC-

WIND-

160119/251 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0571, CVE-2019-

0572, CVE-2019-0573. 

CVE ID : CVE-2019-0574 

sory/CVE-

2019-0574 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0571, CVE-2019-

0572, CVE-2019-0574. 

CVE ID : CVE-2019-0573 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0573 

O-MIC-

WIND-

160119/252 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0572 

O-MIC-

WIND-

160119/253 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0571, CVE-2019-

0573, CVE-2019-0574. 

CVE ID : CVE-2019-0572 

N/A 2019-01-08 6.8 

An elevation of privilege 

vulnerability exists when 

the Windows Data Sharing 

Service improperly handles 

file operations, aka 

"Windows Data Sharing 

Service Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2016, Windows 10, 

Windows Server 2019, 

Windows 10 Servers. This 

CVE ID is unique from CVE-

2019-0572, CVE-2019-

0573, CVE-2019-0574. 

CVE ID : CVE-2019-0571 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0571 

O-MIC-

WIND-

160119/254 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0569 

O-MIC-

WIND-

160119/255 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0554. 

CVE ID : CVE-2019-0569 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0549, CVE-

2019-0569. 

CVE ID : CVE-2019-0554 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0554 

O-MIC-

WIND-

160119/256 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

Windows Subsystem for 

Linux improperly handles 

objects in memory, aka 

"Windows Subsystem for 

Linux Information 

Disclosure Vulnerability." 

This affects Windows 10 

Servers, Windows 10, 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0553 

O-MIC-

WIND-

160119/257 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Windows Server 2019. 

CVE ID : CVE-2019-0553 

N/A 2019-01-08 4.6 

An elevation of privilege 

exists in Windows COM 

Desktop Broker, aka 

"Windows COM Elevation of 

Privilege Vulnerability." 

This affects Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2019, Windows Server 

2016, Windows 8.1, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0552 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0552 

O-MIC-

WIND-

160119/258 

Exec Code 2019-01-08 7.7 

A remote code execution 

vulnerability exists when 

Windows Hyper-V on a host 

server fails to properly 

validate input from an 

authenticated user on a 

guest operating system, aka 

"Windows Hyper-V Remote 

Code Execution 

Vulnerability." This affects 

Windows Server 2016, 

Windows 10, Windows 

Server 2019, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0550. 

CVE ID : CVE-2019-0551 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0551 

O-MIC-

WIND-

160119/259 

Exec Code 2019-01-08 7.7 

A remote code execution 

vulnerability exists when 

Windows Hyper-V on a host 

server fails to properly 

validate input from an 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

O-MIC-

WIND-

160119/260 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

authenticated user on a 

guest operating system, aka 

"Windows Hyper-V Remote 

Code Execution 

Vulnerability." This affects 

Windows 10 Servers, 

Windows 10, Windows 

Server 2019. This CVE ID is 

unique from CVE-2019-

0551. 

CVE ID : CVE-2019-0550 

sory/CVE-

2019-0550 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0536, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0549 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0549 

O-MIC-

WIND-

160119/261 

N/A 2019-01-08 4.6 

An elevation of privilege 

vulnerability exists when 

Windows improperly 

handles authentication 

requests, aka "Microsoft 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

O-MIC-

WIND-

160119/262 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Windows Elevation of 

Privilege Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. 

CVE ID : CVE-2019-0543 

sory/CVE-

2019-0543 

Exec Code 

Overflow 
2019-01-08 9.3 

A remote code execution 

vulnerability exists when 

the Windows Jet Database 

Engine improperly handles 

objects in memory, aka "Jet 

Database Engine Remote 

Code Execution 

Vulnerability." This affects 

Windows 7, Windows 

Server 2012 R2, Windows 

RT 8.1, Windows Server 

2008, Windows Server 

2019, Windows Server 

2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0575, CVE-2019-0576, CVE-

2019-0577, CVE-2019-

0578, CVE-2019-0579, CVE-

2019-0580, CVE-2019-

0581, CVE-2019-0582, CVE-

2019-0583, CVE-2019-

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0538 

O-MIC-

WIND-

160119/263 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

0584. 

CVE ID : CVE-2019-0538 

+Info 2019-01-08 2.1 

An information disclosure 

vulnerability exists when 

the Windows kernel 

improperly handles objects 

in memory, aka "Windows 

Kernel Information 

Disclosure Vulnerability." 

This affects Windows 7, 

Windows Server 2012 R2, 

Windows RT 8.1, Windows 

Server 2008, Windows 

Server 2019, Windows 

Server 2012, Windows 8.1, 

Windows Server 2016, 

Windows Server 2008 R2, 

Windows 10, Windows 10 

Servers. This CVE ID is 

unique from CVE-2019-

0549, CVE-2019-0554, CVE-

2019-0569. 

CVE ID : CVE-2019-0536 

https://portal

.msrc.microso

ft.com/en-

US/security-

guidance/advi

sory/CVE-

2019-0536 

O-MIC-

WIND-

160119/264 

NEC 

Aterm Hc100rc Firmware  

Exec Code 2019-01-09 9 

Aterm HC100RC Ver1.0.1 

and earlier allows attacker 

with administrator rights to 

execute arbitrary OS 

commands via import.cgi 

encKey parameter. 

CVE ID : CVE-2018-0638 

N/A 

O-NEC-

ATER-

160119/265 

Exec Code 2019-01-09 9 

Aterm HC100RC Ver1.0.1 

and earlier allows attacker 

with administrator rights to 

execute arbitrary OS 

N/A 

O-NEC-

ATER-

160119/266 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

commands via export.cgi 

encKey parameter. 

CVE ID : CVE-2018-0637 

Exec Code 2019-01-09 9 

Aterm HC100RC Ver1.0.1 

and earlier allows attacker 

with administrator rights to 

execute arbitrary OS 

commands via 

FactoryPassword 

parameter of a certain URL, 

different URL from CVE-

2018-0634. 

CVE ID : CVE-2018-0636 

N/A 

O-NEC-

ATER-

160119/267 

Exec Code 2019-01-09 9 

Aterm HC100RC Ver1.0.1 

and earlier allows attacker 

with administrator rights to 

execute arbitrary OS 

commands via filename 

parameter. 

CVE ID : CVE-2018-0635 

N/A 

O-NEC-

ATER-

160119/268 

Aterm Wg1200hp Firmware  

Exec Code 2019-01-09 9 

Aterm WG1200HP 

firmware Ver1.0.31 and 

earlier allows attacker with 

administrator rights to 

execute arbitrary OS 

commands via targetAPSsid 

parameter. 

CVE ID : CVE-2018-0627 

N/A 

O-NEC-

ATER-

160119/269 

Exec Code 2019-01-09 9 

Aterm WG1200HP 

firmware Ver1.0.31 and 

earlier allows attacker with 

administrator rights to 

execute arbitrary OS 

commands via sysCmd in 

N/A 

O-NEC-

ATER-

160119/270 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

formWsc parameter. 

CVE ID : CVE-2018-0626 

Exec Code 2019-01-09 9 

Aterm WG1200HP 

firmware Ver1.0.31 and 

earlier allows attacker with 

administrator rights to 

execute arbitrary OS 

commands via formSysCmd 

parameter. 

CVE ID : CVE-2018-0625 

N/A 

O-NEC-

ATER-

160119/271 

Qualcomm 

Ipq8074 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

IPQ8-

160119/272 

N/A 2019-01-03 7.2 When a 3rd party TEE has https://www. O-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

qualcomm.co

m/company/

product-

security/bulle

tins 

IPQ8-

160119/273 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

IPQ8-

160119/274 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Mdm9206 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/275 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/276 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/277 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/278 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/279 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/280 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/281 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/282 

Mdm9607 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/283 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/284 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/285 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/286 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/287 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/288 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/289 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/290 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/291 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/292 

Mdm9615 Firmware  

Overflow 2019-01-03 7.2 Possible Buffer overflow 

when transmitting an RTP 

https://www.

qualcomm.co

O-QUA-

MDM9-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

m/company/

product-

security/bulle

tins 

160119/293 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/294 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/295 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/296 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/297 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/298 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18319 

Mdm9625 Firmware  

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/299 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/300 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/301 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/302 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/303 

Mdm9635m Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/304 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/305 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/306 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/307 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/308 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/309 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/310 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/311 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/312 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/313 

N/A 2019-01-03 2.1 A non-secure user may be 

able to access certain 

https://www.

qualcomm.co

O-QUA-

MDM9-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

m/company/

product-

security/bulle

tins 

160119/314 

Mdm9640 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/315 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/316 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/317 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/318 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/319 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/320 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/321 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

Mdm9645 Firmware  

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/322 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/323 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/324 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/325 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/326 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/327 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/328 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/329 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

Mdm9650 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

https://www.

qualcomm.co

m/company/

product-

O-QUA-

MDM9-

160119/331 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

security/bulle

tins 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/332 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

https://www.

qualcomm.co

m/company/

product-

O-QUA-

MDM9-

160119/333 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

security/bulle

tins 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/334 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

https://www.

qualcomm.co

m/company/

product-

O-QUA-

MDM9-

160119/335 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

security/bulle

tins 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/336 

+Info 2019-01-03 2.1 
Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

https://www.

qualcomm.co

m/company/

O-QUA-

MDM9-

160119/337 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

product-

security/bulle

tins 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/338 

N/A 2019-01-03 7.2 
When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

https://www.

qualcomm.co

m/company/

O-QUA-

MDM9-

160119/339 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

product-

security/bulle

tins 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/340 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Mdm9655 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/341 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/342 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/343 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/344 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/345 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/346 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/347 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/348 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/349 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/350 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MDM9-

160119/351 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-11004 

Msm8909w Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/352 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/353 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/354 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/355 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/356 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/357 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/358 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/359 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/360 

Msm8996au Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/361 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/362 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

https://www.

qualcomm.co

m/company/

product-

O-QUA-

MSM8-

160119/363 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

security/bulle

tins 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/364 

N/A 2019-01-03 7.2 
QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

https://www.

qualcomm.co

m/company/

O-QUA-

MSM8-

160119/365 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

product-

security/bulle

tins 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/366 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

MSM8-

160119/367 

Sd 205 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/368 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/369 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/370 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/371 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/372 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/373 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/374 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/375 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/376 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/377 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/378 

Sd 210 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/379 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/380 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/381 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/382 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/383 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/384 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/385 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/386 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/387 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/388 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD 2-

160119/389 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

security/bulle

tins 

Sd 212 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/390 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/391 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/392 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/393 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/394 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/395 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/396 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/397 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/398 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/399 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 2-

160119/400 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 410 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/401 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/402 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/403 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/404 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/405 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18322 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/406 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/407 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/408 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/409 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 412 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/410 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD 4-

160119/411 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

security/bulle

tins 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/412 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD 4-

160119/413 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

security/bulle

tins 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/414 

N/A 2019-01-03 7.2 QSEE unload attempt on a 

3rd party TEE without 

https://www.

qualcomm.co

O-QUA-SD 4-

160119/415 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

m/company/

product-

security/bulle

tins 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/416 

N/A 2019-01-03 7.2 When a 3rd party TEE has 

been loaded it is possible 

https://www.

qualcomm.co

O-QUA-SD 4-

160119/417 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

m/company/

product-

security/bulle

tins 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/418 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 415 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/419 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/420 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/421 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD 4-

160119/422 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

tins 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/423 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD 4-

160119/424 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

security/bulle

tins 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/425 

+Info 2019-01-03 2.1 
Information leak in UIM API 

debug messages in 

snapdragon mobile and 

https://www.

qualcomm.co

m/company/

O-QUA-SD 4-

160119/426 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

product-

security/bulle

tins 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/427 

Sd 425 Firmware  



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/428 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/429 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/430 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/431 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/432 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/433 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/434 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/435 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/436 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/437 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/438 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/439 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 427 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/440 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/441 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/442 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18328 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/443 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/444 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18324 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/445 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/446 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6, SXR1130. 

CVE ID : CVE-2017-18320 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/447 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/448 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/449 

Sd 429 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/450 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/451 

N/A 2019-01-03 7.2 When a 3rd party TEE has 

been loaded it is possible 

https://www.

qualcomm.co

O-QUA-SD 4-

160119/452 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

m/company/

product-

security/bulle

tins 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/453 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 430 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/454 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/455 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/456 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/457 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/458 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/459 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/460 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/461 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/462 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD 4-

160119/463 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

tins 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/464 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/465 

Sd 435 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/466 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/467 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/468 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/469 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/470 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/471 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/472 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/473 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/474 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/475 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Sd 439 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/476 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/477 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/478 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/479 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 450 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/480 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/481 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/482 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18328 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/483 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/484 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/485 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/486 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/487 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/488 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/489 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/490 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 4-

160119/491 

Sd 615 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/492 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/493 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/494 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/495 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/496 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/497 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18322 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/498 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/499 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/500 

Sd 616 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/501 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/502 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/503 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/504 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/505 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/506 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/507 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/508 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/509 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 625 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/510 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/511 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/512 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-18328 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/513 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/514 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/515 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/516 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/517 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/518 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/519 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/520 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/521 

Sd 632 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD 6-

160119/522 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

tins 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/523 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/524 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/525 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 636 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/526 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD 6-

160119/527 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

tins 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/528 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-SD 6-

160119/529 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

tins 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/530 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD 6-

160119/531 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

security/bulle

tins 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/532 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 650 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/533 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/534 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/535 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/536 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/537 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/538 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/539 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/540 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/541 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/542 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/543 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-11004 

Sd 652 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/544 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/545 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/546 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/547 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/548 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/549 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/550 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/551 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/552 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/553 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/554 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-11004 

Sd 670 Firmware  

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/555 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/556 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/557 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 6-

160119/558 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

Sd 710 Firmware  

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 7-

160119/559 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 7-

160119/560 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 7-

160119/561 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 7-

160119/562 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

Sd 712 Firmware  

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 7-

160119/563 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 7-

160119/564 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 7-

160119/565 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 7-

160119/566 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

Sd 800 Firmware  

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/567 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD 8-

160119/568 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

security/bulle

tins 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/569 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD 8-

160119/570 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

security/bulle

tins 

Sd 810 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/571 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/572 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/573 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-18326 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/574 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/575 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-18322 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/576 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/577 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/578 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/579 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 820 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/580 

Overflow 2019-01-03 7.2 Possible Buffer overflow 

when transmitting an RTP 

https://www.

qualcomm.co

O-QUA-SD 8-

160119/581 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

m/company/

product-

security/bulle

tins 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/582 

N/A 2019-01-03 2.1 Security keys are logged 

when any WCDMA call is 

https://www.

qualcomm.co

O-QUA-SD 8-

160119/583 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

m/company/

product-

security/bulle

tins 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/584 

+Info 2019-01-03 2.1 Cryptographic key material 

leaked in debug messages - 

https://www.

qualcomm.co

O-QUA-SD 8-

160119/585 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

m/company/

product-

security/bulle

tins 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/586 

+Info 2019-01-03 2.1 Cryptographic key material https://www. O-QUA-SD 8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

qualcomm.co

m/company/

product-

security/bulle

tins 

160119/587 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/588 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/589 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/590 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/591 

Sd 820a Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/592 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/593 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/594 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/595 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

https://www.

qualcomm.co

m/company/

product-

O-QUA-SD 8-

160119/596 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

security/bulle

tins 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/597 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sd 835 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/598 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/599 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/600 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/601 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/602 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/603 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/604 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/605 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/606 

+Info 2019-01-03 2.1 

Information leak in UIM API 

debug messages in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/607 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/608 

N/A 2019-01-03 2.1 A non-secure user may be https://www. O-QUA-SD 8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

qualcomm.co

m/company/

product-

security/bulle

tins 

160119/609 

Sd 845 Firmware  

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/610 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/611 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/612 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

Sd 850 Firmware  

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/613 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/614 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/615 

Sd 855 Firmware  

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-SD 8-

160119/616 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

Sda660 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDA6-

160119/617 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-

SDA6-

160119/618 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

tins 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDA6-

160119/619 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-

SDA6-

160119/620 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

tins 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDA6-

160119/621 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-

SDA6-

160119/622 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

tins 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDA6-

160119/623 

N/A 2019-01-03 7.2 
When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

https://www.

qualcomm.co

m/company/

O-QUA-

SDA6-

160119/624 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

product-

security/bulle

tins 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDA6-

160119/625 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sdm439 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM4-

160119/626 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM4-

160119/627 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM4-

160119/628 

N/A 2019-01-03 2.1 A non-secure user may be https://www. O-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

qualcomm.co

m/company/

product-

security/bulle

tins 

SDM4-

160119/629 

Sdm630 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/630 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/631 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/632 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/633 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/634 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/635 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

https://www.

qualcomm.co

m/company/

product-

security/bulle

O-QUA-

SDM6-

160119/636 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

tins 

Sdm660 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/637 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-18330 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/638 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/639 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-18328 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/640 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/641 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/642 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDM6-

160119/643 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Sdx20 Firmware  

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDX2-

160119/644 

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDX2-

160119/645 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

Sdx24 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDX2-

160119/646 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18330 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDX2-

160119/647 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDX2-

160119/648 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2017-18320 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18141 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDX2-

160119/649 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SDX2-

160119/650 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

Snapdragon High Med 2016 Firmware  

Overflow 2019-01-03 7.2 

Buffer overflow in AES-CCM 

and AES-GCM encryption 

via initialization vector in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18330 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SNAP-

160119/651 

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

https://www.

qualcomm.co

m/company/

product-

O-QUA-

SNAP-

160119/652 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

security/bulle

tins 

N/A 2019-01-03 7.2 

Use after free in QSH client 

rule processing in 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 425, SD 

427, SD 430, SD 435, SD 

450, SD 625, SD 636, SD 

820, SD 835, SDA660, 

SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18328 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SNAP-

160119/653 

+Info 2019-01-03 2.1 

Cryptographic keys are 

printed in modem debug 

messages in snapdragon 

mobile and snapdragon 

https://www.

qualcomm.co

m/company/

product-

O-QUA-

SNAP-

160119/654 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

wear in versions MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

636, SD 650/52, SD 800, SD 

810, SD 820, SD 835, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18326 

security/bulle

tins 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in debug messages - 

GERAN in snapdragon 

mobile and snapdragon 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, SD 855, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18324 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SNAP-

160119/655 

+Info 2019-01-03 2.1 

Cryptographic key material 

leaked in WCDMA debug 

messages in snapdragon 

mobile and snapdragon 

https://www.

qualcomm.co

m/company/

product-

O-QUA-

SNAP-

160119/656 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

wear in versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 650/52, SD 

800, SD 810, SD 820, SD 

835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18322 

security/bulle

tins 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SNAP-

160119/657 

+Info 2019-01-03 2.1 
Information leak in UIM API 

debug messages in 

snapdragon mobile and 

https://www.

qualcomm.co

m/company/

O-QUA-

SNAP-

160119/658 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, SD 

210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 800, SD 810, SD 

820, SD 835, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-18319 

product-

security/bulle

tins 

N/A 2019-01-03 7.2 

When a 3rd party TEE has 

been loaded it is possible 

for the non-secure world to 

create a secure monitor call 

which will give it access to 

privileged functions meant 

to only be accessible from 

the TEE in Snapdragon 

Automobile, Snapdragon 

Mobile and Snapdragon 

Wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 625, SD 

632, SD 636, SD 650/52, SD 

810, SD 820, SD 820A, SD 

835, SDA660, SDM439, 

SDM630, SDM660, SDX24, 

Snapdragon_High_Med_201

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SNAP-

160119/659 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

6. 

CVE ID : CVE-2017-18141 

N/A 2019-01-03 2.1 

A non-secure user may be 

able to access certain 

registers in snapdragon 

automobile, snapdragon 

mobile and snapdragon 

wear in versions IPQ8074, 

MDM9206, MDM9607, 

MDM9635M, MDM9650, 

MDM9655, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6. 

CVE ID : CVE-2017-11004 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SNAP-

160119/660 

Sxr1130 Firmware  

Overflow 2019-01-03 7.2 

Possible Buffer overflow 

when transmitting an RTP 

packet in snapdragon 

automobile and snapdragon 

wear in versions MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9645, 

MDM9650, MDM9655, 

MSM8909W, MSM8996AU, 

SD 210/SD 212/SD 205, SD 

425, SD 427, SD 430, SD 

435, SD 450, SD 615/16/SD 

415, SD 625, SD 636, SD 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SXR1-

160119/661 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

650/52, SD 712 / SD 710 / 

SD 670, SD 810, SD 820, SD 

835, SD 845 / SD 850, 

SDA660, SDM630, SDM660, 

Snapdragon_High_Med_201

6, SXR1130 

CVE ID : CVE-2017-18329 

N/A 2019-01-03 2.1 

Security keys are logged 

when any WCDMA call is 

configured or reconfigured 

in snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9607, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 425, SD 

430, SD 450, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18327 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SXR1-

160119/662 

N/A 2019-01-03 7.2 

QSEE unload attempt on a 

3rd party TEE without 

previously loading results 

in a data abort in 

snapdragon automobile and 

snapdragon mobile in 

versions MSM8996AU, SD 

410/12, SD 425, SD 427, SD 

430, SD 435, SD 439 / SD 

429, SD 450, SD 615/16/SD 

415, SD 625, SD 632, SD 

636, SD 650/52, SD 712 / 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SXR1-

160119/663 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 710 / SD 670, SD 810, SD 

820, SD 820A, SD 835, 

SDA660, SDM439, SDM630, 

SDM660, SDX24, 

Snapdragon_High_Med_201

6, SXR1130. 

CVE ID : CVE-2017-18320 

Sxr1130. Firmware  

N/A 2019-01-03 2.1 

Cryptographic key material 

leaked in TDSCDMA RRC 

debug messages in 

snapdragon automobile, 

snapdragon mobile and 

snapdragon wear in 

versions MDM9206, 

MDM9607, MDM9615, 

MDM9635M, MDM9640, 

MDM9645, MDM9650, 

MDM9655, MSM8909W, 

MSM8996AU, SD 210/SD 

212/SD 205, SD 410/12, SD 

425, SD 430, SD 450, SD 

615/16/SD 415, SD 625, SD 

650/52, SD 712 / SD 710 / 

SD 670, SD 820, SD 820A, 

SD 835, SD 845 / SD 850, 

SDA660, SDX20, SXR1130. 

CVE ID : CVE-2017-18323 

https://www.

qualcomm.co

m/company/

product-

security/bulle

tins 

O-QUA-

SXR1-

160119/664 

Technicolor 

Tg789vac Firmware  

XSS 2019-01-03 4.3 

The admin web interface on 

Technicolor MediaAccess 

TG789vac v2 HP devices 

with firmware v16.3.7190-

2761005-20161004084353 

displays unsanitised user 

N/A 

O-TEC-

TG78-

160119/665 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

input, which allows an 

unauthenticated malicious 

user to embed JavaScript 

into the Log viewer 

interface via a crafted HTTP 

Referer header, aka XSS. 

CVE ID : CVE-2018-8827 

Hardware 

Vivotek 

Camera  

Exec Code 

XSS 
2019-01-03 4.3 

Cross-site scripting in 

syslog.html in VIVOTEK 

Network Camera Series 

products with firmware 

0x06x to 0x08x allows 

remote attackers to execute 

arbitrary JavaScript code 

via an HTTP Referer 

Header. 

CVE ID : CVE-2018-18244 

http://downl

oad.vivotek.co

m/downloadfi

le/support/cy

ber-

security/vvtk-

sa-2018-006-

v1.pdf 

H-VIV-

CAME-

160119/666 

XSS 2019-01-03 4.3 

Cross-site scripting in 

event_script.js in VIVOTEK 

Network Camera Series 

products with firmware 

0x06x to 0x08x allows 

remote attackers to execute 

arbitrary JavaScript via a 

URL query string 

parameter. 

CVE ID : CVE-2018-18005 

http://downl

oad.vivotek.co

m/downloadfi

le/support/cy

ber-

security/vvtk-

sa-2018-006-

v1.pdf 

H-VIV-

CAME-

160119/667 

N/A 2019-01-03 5 

Incorrect Access Control in 

mod_inetd.cgi in VIVOTEK 

Network Camera Series 

products with firmware 

before XXXXXX-VVTK-

0X09a allows remote 

http://downl

oad.vivotek.co

m/downloadfi

le/support/cy

ber-

security/vvtk-

H-VIV-

CAME-

160119/668 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Vulnerability Type(s): CSRF- Cross Site Request Forgery; Dir. Trav.- Directory Traversal;  +Info- Gain Information; DoS- 
Denial of Service; XSS- Cross Site Scripting; Sql- SQL Injection; Mem. Corr. - Memory Corruption; N/A- Not Applicable.  

 

Vulnerability 

Type(s) 
Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

attackers to enable 

arbitrary system services 

via a URL parameter. 

CVE ID : CVE-2018-18004 

sa-2018-006-

v1.pdf 

 




