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Application 

Accusoft 

imagegear 

Out-of-

bounds 

Write 

03-12-2019 6.8 

An exploitable out-of-bounds 

write vulnerability exists in 

the igcore19d.dll PNG header-

parser of the Accusoft 

ImageGear 19.3.0 library. A 

specially crafted PNG file can 

cause an out-of-bounds write, 

resulting in a remote code 

execution. An attacker needs 

to provide a malformed file to 

the viction to trigger the 

vulnerability. 

CVE ID : CVE-2019-5076 

N/A 
A-ACC-IMAG-

171219/1

Out-of-

bounds 

Write 

03-12-2019 6.8 

An exploitable out-of-bounds 

write vulnerability exists in 

the igcore19d.dll 

TIFdecodethunderscan 

function of Accusoft 

ImageGear 19.3.0 library. A 

specially crafted TIFF file can 

cause an out of bounds write, 

resulting in a remote code 

execution. An attacker needs 

to provide a malformed file to 

the victim to trigger the 

vulnerability. 

CVE ID : CVE-2019-5083 

N/A 
A-ACC-IMAG-

171219/2

Out-of-

bounds 

Write 

03-12-2019 6.8 

An exploitable out-of-bounds 

write vulnerability exists in 

the igcore19d.dll GEM Raster 

parser of the Accusoft 

N/A 
A-ACC-IMAG-

171219/3
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ImageGear 19.3.0 library. A 

specially crafted GEM file can 

cause an out-of-bounds write, 

resulting in a remote code 

execution. An attacker needs 

to provide a malformed file to 

the victim to trigger the 

vulnerability. 

CVE ID : CVE-2019-5132 

Out-of-

bounds 

Write 

03-12-2019 6.8 

An exploitable out-of-bounds 

write vulnerability exists in 

the igcore19d.dll BMP parser 

of the ImageGear 19.3.0 

library. A specially crafted 

BMP file can cause an out-of-

bounds write, resulting in a 

remote code execution. An 

attacker needs to provide a 

malformed file to the victim to 

trigger the vulnerability. 

CVE ID : CVE-2019-5133 

N/A 
A-ACC-IMAG-

171219/4 

Adobe 

stock_api_integration 

Unrestricte

d Upload 

of File with 

Dangerous 

Type 

05-12-2019 7.5 

reset/modules/fotoliaFoto/m

ulti_upload.php in the 

RESET.PRO Adobe Stock API 

Integration for PrestaShop 1.6 

and 1.7 allows remote 

attackers to execute arbitrary 

code by uploading a .php file. 

CVE ID : CVE-2019-19594 

N/A 
A-ADO-STOC-

171219/5 

Unrestricte

d Upload 

of File with 

Dangerous 

Type 

05-12-2019 7.5 

reset/modules/advanced_for

m_maker_edit/multiupload/u

pload.php in the RESET.PRO 

Adobe Stock API integration 

4.8 for PrestaShop allows 

remote attackers to execute 

arbitrary code by uploading a 

N/A 
A-ADO-STOC-

171219/6 
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.php file. 

CVE ID : CVE-2019-19595 

Alfresco 

alfresco 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-12-2019 3.5 

Alfresco Enterprise before 

5.2.5 allows stored XSS via an 

uploaded HTML document. 

CVE ID : CVE-2019-19496 

N/A 
A-ALF-ALFR-

171219/7 

Amazon 

audible 

Improper 

Certificate 

Validation 

06-12-2019 4.3 

The Audible application 

through 2.34.0 for Android 

has Missing SSL Certificate 

Validation for Adobe SDKs, 

allowing MITM attackers to 

cause a denial of service. 

CVE ID : CVE-2019-11554 

N/A 
A-AMA-AUDI-

171219/8 

anviz 

management_system 

N/A 02-12-2019 5 

The Anviz Management 

System for access control has 

insufficient logging for device 

events such as door open 

requests. 

CVE ID : CVE-2019-12391 

N/A 

A-ANV-

MANA-

171219/9 

Authentica

tion 

Bypass by 

Capture-

replay 

02-12-2019 5 

Anviz access control devices 

are vulnerable to replay 

attacks which could allow 

attackers to intercept and 

replay open door requests. 

CVE ID : CVE-2019-12393 

N/A 

A-ANV-

MANA-

171219/10 
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Improper 

Authentica

tion 

02-12-2019 7.5 

Anviz access control devices 

allow unverified password 

change which allows remote 

attackers to change the 

administrator password 

without prior authentication. 

CVE ID : CVE-2019-12394 

N/A 

A-ANV-

MANA-

171219/11 

crosschex 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-12-2019 10 

Anviz CrossChex access 

control management software 

4.3.8.0 and 4.3.12 is 

vulnerable to a buffer 

overflow vulnerability. 

CVE ID : CVE-2019-12518 

N/A 
A-ANV-CROS-

171219/12 

Apache 

olingo 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

('XXE') 

04-12-2019 4.3 

The XML content type entity 

deserializer in Apache Olingo 

versions 4.0.0 to 4.6.0 is not 

configured to deny the 

resolution of external entities. 

Request with content type 

"application/xml", which 

trigger the deserialization of 

entities, can be used to trigger 

XXE attacks. 

CVE ID : CVE-2019-17554 

N/A 
A-APA-OLIN-

171219/13 

Improper 

Input 

Validation 

04-12-2019 5 

The 

AsyncResponseWrapperImpl 

class in Apache Olingo 

versions 4.0.0 to 4.6.0 reads 

the Retry-After header and 

passes it to the Thread.sleep() 

method without any check. If 

a malicious server returns a 

huge value in the header, then 

N/A 
A-APA-OLIN-

171219/14 
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it can help to implement a DoS 

attack. 

CVE ID : CVE-2019-17555 

Deserializa

tion of 

Untrusted 

Data 

04-12-2019 10 

Apache Olingo versions 4.0.0 

to 4.6.0 provide the 

AbstractService class, which is 

public API, uses 

ObjectInputStream and 

doesn't check classes being 

deserialized. If an attacker can 

feed malicious metadata to 

the class, then it may result in 

running attacker's code in the 

worse case. 

CVE ID : CVE-2019-17556 

N/A 
A-APA-OLIN-

171219/15 

atasm_project 

atasm 

Out-of-

bounds 

Write 

13-12-2019 6.8 

ATasm 1.06 has a stack-based 

buffer overflow in the 

to_comma() function in asm.c 

via a crafted .m65 file. 

CVE ID : CVE-2019-19785 

N/A 
A-ATA-ATAS-

171219/16 

Out-of-

bounds 

Write 

13-12-2019 6.8 

ATasm 1.06 has a stack-based 

buffer overflow in the 

parse_expr() function in 

setparse.c via a crafted .m65 

file. 

CVE ID : CVE-2019-19786 

N/A 
A-ATA-ATAS-

171219/17 

Out-of-

bounds 

Write 

13-12-2019 6.8 

ATasm 1.06 has a stack-based 

buffer overflow in the 

get_signed_expression() 

function in setparse.c via a 

crafted .m65 file. 

CVE ID : CVE-2019-19787 

N/A 
A-ATA-ATAS-

171219/18 

Atlassian 

crucible 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-12-2019 3.5 

The review resource in 

Atlassian Fisheye and Crucible 

before version 4.7.3 allows 

remote attackers to inject 

arbitrary HTML or JavaScript 

via a cross site scripting (XSS) 

vulnerability through the 

name of a missing branch. 

CVE ID : CVE-2019-15007 

N/A 
A-ATL-CRUC-

171219/19 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-12-2019 4.3 

The 

/plugins/servlet/branchrevie

w resource in Atlassian 

Fisheye and Crucible before 

version 4.7.3 allows remote 

attackers to inject arbitrary 

HTML or JavaScript via a cross 

site scripting (XSS) 

vulnerability in the 

reviewedBranch parameter. 

CVE ID : CVE-2019-15008 

N/A 
A-ATL-CRUC-

171219/20 

Incorrect 

Authorizati

on 

11-12-2019 4 

The 

/json/profile/removeStarAjax

.do resource in Atlassian 

Fisheye and Crucible before 

version 4.8.0 allows remote 

attackers to remove another 

user's favourite setting for a 

project via an improper 

authorization vulnerability. 

CVE ID : CVE-2019-15009 

N/A 
A-ATL-CRUC-

171219/21 

fisheye 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

11-12-2019 3.5 

The review resource in 

Atlassian Fisheye and Crucible 

before version 4.7.3 allows 

remote attackers to inject 

arbitrary HTML or JavaScript 

via a cross site scripting (XSS) 

vulnerability through the 

name of a missing branch. 

N/A 
A-ATL-FISH-

171219/22 
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Scripting') CVE ID : CVE-2019-15007 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-12-2019 4.3 

The 

/plugins/servlet/branchrevie

w resource in Atlassian 

Fisheye and Crucible before 

version 4.7.3 allows remote 

attackers to inject arbitrary 

HTML or JavaScript via a cross 

site scripting (XSS) 

vulnerability in the 

reviewedBranch parameter. 

CVE ID : CVE-2019-15008 

N/A 
A-ATL-FISH-

171219/23 

Incorrect 

Authorizati

on 

11-12-2019 4 

The 

/json/profile/removeStarAjax

.do resource in Atlassian 

Fisheye and Crucible before 

version 4.8.0 allows remote 

attackers to remove another 

user's favourite setting for a 

project via an improper 

authorization vulnerability. 

CVE ID : CVE-2019-15009 

N/A 
A-ATL-FISH-

171219/24 

Autodesk 

fbx_software_development_kit 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-12-2019 9.3 

Buffer overflow vulnerability 

in Autodesk FBX Software 

Development Kit version 

2019.5. A user may be tricked 

into opening a malicious FBX 

file which may exploit a buffer 

overflow vulnerability causing 

it to run arbitrary code on the 

system. 

CVE ID : CVE-2019-7366 

https://ww

w.autodesk.

com/trust/

security-

advisories/

adsk-sa-

2019-0003 

A-AUT-FBX_-

171219/25 

aviatrix 

vpn_client 

Improper 

Privilege 
05-12-2019 7.2 Weak file permissions applied 

to the Aviatrix VPN Client 
N/A A-AVI-VPN_-
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Manageme

nt 

through 2.2.10 installation 

directory on Windows and 

Linux allow a local attacker to 

execute arbitrary code by 

gaining elevated privileges 

through file modifications. 

CVE ID : CVE-2019-17388 

171219/26 

BMC 

remedy_smart_reporting 

Unrestricte

d Upload 

of File with 

Dangerous 

Type 

04-12-2019 5.5 

BMC Smart Reporting 7.3 

20180418 allows 

authenticated XXE within the 

import functionality. One can 

import a malicious XML file 

and perform XXE attacks to 

download local files from the 

server, or do DoS attacks with 

XML expansion attacks. XXE 

with direct response and XXE 

OOB are allowed. 

CVE ID : CVE-2019-11216 

N/A 

A-BMC-

REME-

171219/27 

brizoit 

work_time_calendar 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-12-2019 4.3 

The Work Time Calendar app 

before 4.7.1 for Jira allows 

XSS. 

CVE ID : CVE-2019-19748 

N/A 
A-BRI-WORK-

171219/28 

Broadcom 

nolio 

Deserializa

tion of 

Untrusted 

09-12-2019 7.5 

An unsafe deserialization 

vulnerability exists in CA 

Release Automation (Nolio) 

6.6 with the DataManagement 

https://tec

hdocs.broad

com.com/u

s/product-

A-BRO-NOLI-

171219/29 
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Data component that can allow a 

remote attacker to execute 

arbitrary code. 

CVE ID : CVE-2019-19230 

content/rec

ommended-

reading/sec

urity-

notices/ca2

0191209-

01-security-

notice-for-

ca-nolio-

release-

automation.

html?r=2 

Cacti 

cacti 

Deserializa

tion of 

Untrusted 

Data 

12-12-2019 5.5 

Cacti through 1.2.7 is affected 

by multiple instances of 

lib/functions.php unsafe 

deserialization of user-

controlled data to populate 

arrays. An authenticated 

attacker could use this to 

influence object data values 

and control actions taken by 

Cacti or potentially cause 

memory corruption in the 

PHP module. 

CVE ID : CVE-2019-17358 

N/A 
A-CAC-CACT-

171219/30 

cesnet 

libyang 

Out-of-

bounds 

Write 

06-12-2019 7.5 

In all versions of libyang 

before 1.0-r5, a stack-based 

buffer overflow was 

discovered in the way libyang 

parses YANG files with a leaf 

of type "bits". An application 

that uses libyang to parse 

untrusted YANG files may be 

vulnerable to this flaw, which 

would allow an attacker to 

https://bug

zilla.redhat.

com/show_

bug.cgi?id=

CVE-2019-

19333, 

https://gith

ub.com/CES

NET/libyan

g/commit/f

A-CES-LIBY-

171219/31 
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cause a denial of service or 

possibly gain code execution. 

CVE ID : CVE-2019-19333 

6d684ade9

9dd37b21b

abaa8a856f

64faa1e2e0

d 

cloudfoundry 

cf-deployment 

Informatio

n Exposure 

Through 

Log Files 

06-12-2019 3.5 

Cloud Foundry UAA Release, 

versions prior to v74.10.0, 

when set to logging level 

DEBUG, logs client_secret 

credentials when sent as a 

query parameter. A remote 

authenticated malicious user 

could gain access to user 

credentials via the uaa.log file 

if authentication is provided 

via query parameters. 

CVE ID : CVE-2019-11293 

https://ww

w.cloudfou

ndry.org/bl

og/cve-

2019-

11293 

A-CLO-CF-D-

171219/32 

user_account_and_authentication 

Informatio

n Exposure 

Through 

Log Files 

06-12-2019 3.5 

Cloud Foundry UAA Release, 

versions prior to v74.10.0, 

when set to logging level 

DEBUG, logs client_secret 

credentials when sent as a 

query parameter. A remote 

authenticated malicious user 

could gain access to user 

credentials via the uaa.log file 

if authentication is provided 

via query parameters. 

CVE ID : CVE-2019-11293 

https://ww

w.cloudfou

ndry.org/bl

og/cve-

2019-

11293 

A-CLO-USER-

171219/33 

Copadata 

zenon 

Uncontroll

ed Search 

Path 

Element 

04-12-2019 4.4 

COPA-DATA zenone32 zenon 

Editor through 8.10 has an 

Uncontrolled Search Path 

Element. 

https://ww

w.copadata.

com/en/su

pport-

A-COP-ZENO-

171219/34 
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CVE ID : CVE-2019-15638 services/kn

owledge-

base-

faq/pcd-

sva-2019-5-

nbspcopa-

data-editor-

security-

3225/, 

https://ww

w.copadata.

com/filead

min/user_u

pload/faq/f

iles/CD_SV

A_2019_5.p

df 

csshero 

csshero 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-12-2019 4.3 

The CSS Hero plugin through 

4.0.3 for WordPress is prone 

to reflected XSS via the URI in 

a csshero_action=edit_page 

request because it fails to 

sufficiently sanitize user-

supplied input. An attacker 

may leverage this issue to 

execute arbitrary JavaScript in 

the browser of an 

unsuspecting user in the 

context of the affected site. 

This may allow the attacker to 

steal cookies or launch other 

attacks. 

CVE ID : CVE-2019-19133 

N/A 
A-CSS-CSSH-

171219/35 

davical 

davical 

Improper 

Neutralizat
12-12-2019 4.3 A reflected XSS issue was 

discovered in DAViCal 
N/A 

A-DAV-DAVI-

171219/36 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

through 1.1.8. It echoes the 

action parameter without 

encoding. If a user visits an 

attacker-supplied link, the 

attacker can view all data the 

attacked user can view, as 

well as perform all actions in 

the name of the user. If the 

user is an administrator, the 

attacker can for example add 

a new admin user to gain full 

access to the application. 

CVE ID : CVE-2019-18345 

Cross-Site 

Request 

Forgery 

(CSRF) 

04-12-2019 6.8 

A CSRF issue was discovered 

in DAViCal through 1.1.8. If an 

authenticated user visits an 

attacker-controlled webpage, 

the attacker can send 

arbitrary requests in the 

name of the user to the 

application. If the attacked 

user is an administrator, the 

attacker could for example 

add a new admin user. 

CVE ID : CVE-2019-18346 

N/A 
A-DAV-DAVI-

171219/37 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-12-2019 3.5 

A stored XSS issue was 

discovered in DAViCal 

through 1.1.8. It does not 

adequately sanitize output of 

various fields that can be set 

by unprivileged users, making 

it possible for JavaScript 

stored in those fields to be 

executed by another (possibly 

privileged) user. Affected 

database fields include 

Username, Display Name, and 

Email. 

CVE ID : CVE-2019-18347 

N/A 
A-DAV-DAVI-

171219/38 
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Dell 

command_update 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

03-12-2019 3.6 

Dell Command Update 

versions prior to 3.1 contain 

an Arbitrary File Deletion 

Vulnerability. A local 

authenticated malicious user 

with low privileges potentially 

could exploit this 

vulnerability to delete 

arbitrary files by creating a 

symlink from the 

"Temp\ICProgress\Dell_Inven

toryCollector_Progress.xml" 

to any targeted file. This issue 

occurs because permissions 

on the Temp directory were 

set incorrectly. 

CVE ID : CVE-2019-3749 

N/A 

A-DEL-

COMM-

171219/39 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

03-12-2019 3.6 

Dell Command Update 

versions prior to 3.1 contain 

an Arbitrary File Deletion 

Vulnerability. A local 

authenticated malicious user 

with low privileges potentially 

could exploit this 

vulnerability to delete 

arbitrary files by creating a 

symlink from the 

"Temp\IC\ICDebugLog.txt" to 

any targeted file. This issue 

occurs because of insecure 

handling of Temp directory 

permissions that were set 

incorrectly. 

CVE ID : CVE-2019-3750 

N/A 

A-DEL-

COMM-

171219/40 

documize 

documize 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-12-2019 4.3 

domain/section/markdown/

markdown.go in Documize 

before 3.5.1 mishandles 

untrusted Markdown content. 

This was addressed by adding 

the bluemonday HTML 

sanitizer to defend against 

XSS. 

CVE ID : CVE-2019-19619 

N/A 
A-DOC-DOCU-

171219/41 

EA 

origin 

Improper 

Privilege 

Manageme

nt 

12-12-2019 7.2 

Electronic Arts Origin through 

10.5.x allows Elevation of 

Privilege (issue 1 of 2). 

CVE ID : CVE-2019-19247 

N/A 
A-EA-ORIG-

171219/42 

Improper 

Privilege 

Manageme

nt 

12-12-2019 7.2 

Electronic Arts Origin through 

10.5.x allows Elevation of 

Privilege (issue 2 of 2). 

CVE ID : CVE-2019-19248 

https://ww

w.ea.com/s

ecurity/ne

ws/easec-

2019-001-

elevation-

of-

privilege-

vulnerabilit

y-in-origin-

client 

A-EA-ORIG-

171219/43 

Embedthis 

goahead 

Use After 

Free 
03-12-2019 7.5 

An exploitable code execution 

vulnerability exists in the 

processing of multi-

part/form-data requests 

within the base GoAhead web 

server application in versions 

v5.0.1, v.4.1.1 and v3.6.5. A 

specially crafted HTTP 

request can lead to a use-

after-free condition during the 

N/A 

A-EMB-

GOAH-

171219/44 
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processing of this request that 

can be used to corrupt heap 

structures that could lead to 

full code execution. The 

request can be 

unauthenticated in the form of 

GET or POST requests, and 

does not require the 

requested resource to exist on 

the server. 

CVE ID : CVE-2019-5096 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

03-12-2019 5 

A denial-of-service 

vulnerability exists in the 

processing of multi-

part/form-data requests in 

the base GoAhead web server 

application in versions v5.0.1, 

v.4.1.1 and v3.6.5. A specially 

crafted HTTP request can lead 

to an infinite loop in the 

process. The request can be 

unauthenticated in the form of 

GET or POST requests and 

does not require the 

requested resource to exist on 

the server. 

CVE ID : CVE-2019-5097 

N/A 

A-EMB-

GOAH-

171219/45 

Facebook 

mcrouter 

Uncontroll

ed 

Resource 

Consumpti

on 

04-12-2019 5 

In Mcrouter prior to v0.41.0, 

the deprecated ASCII parser 

would allocate a buffer to a 

user-specified length with no 

maximum length enforced, 

allowing for resource 

exhaustion or denial of 

service. 

CVE ID : CVE-2019-11923 

https://ww

w.facebook.

com/securit

y/advisorie

s/cve-2019-

11923 

A-FAC-MCRO-

171219/46 
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Uncontroll

ed 

Resource 

Consumpti

on 

04-12-2019 5 

In Mcrouter prior to v0.41.0, a 

large struct input provided to 

the Carbon protocol reader 

could result in stack 

exhaustion and denial of 

service. 

CVE ID : CVE-2019-11937 

https://ww

w.facebook.

com/securit

y/advisorie

s/cve-2019-

11937 

A-FAC-MCRO-

171219/47 

folly 

Out-of-

bounds 

Read 

04-12-2019 7.5 

Improper handling of 

close_notify alerts can result 

in an out-of-bounds read in 

AsyncSSLSocket. This issue 

affects folly prior to 

v2019.11.04.00. 

CVE ID : CVE-2019-11934 

https://ww

w.facebook.

com/securit

y/advisorie

s/cve-2019-

11934 

A-FAC-FOLL-

171219/48 

hhvm 

Improper 

Input 

Validation 

04-12-2019 7.5 

An invalid free in 

mb_detect_order can cause 

the application to crash or 

potentially result in remote 

code execution. This issue 

affects HHVM versions prior 

to 3.30.12, all versions 

between 4.0.0 and 4.8.5, all 

versions between 4.9.0 and 

4.23.1, as well as 4.24.0, 

4.25.0, 4.26.0, 4.27.0, 4.28.0, 

and 4.28.1. 

CVE ID : CVE-2019-11930 

https://gith

ub.com/fac

ebook/hhv

m/commit/

524d2e60cf

e910406ec

6109e4286

d7edd545a

b36, 

https://hhv

m.com/blog

/2019/10/

28/security

-

update.html

, 

https://ww

w.facebook.

com/securit

y/advisorie

s/cve-2019-

11930 

A-FAC-HHVM-

171219/49 

Buffer 04-12-2019 7.5 Insufficient boundary checks https://gith A-FAC-HHVM-
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Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

when processing a string in 

mb_ereg_replace allows 

access to out-of-bounds 

memory. This issue affects 

HHVM versions prior to 

3.30.12, all versions between 

4.0.0 and 4.8.5, all versions 

between 4.9.0 and 4.23.1, as 

well as 4.24.0, 4.25.0, 4.26.0, 

4.27.0, 4.28.0, and 4.28.1. 

CVE ID : CVE-2019-11935 

ub.com/fac

ebook/hhv

m/commit/

1c518555d

ba6ceb45d

5ba61845b

96e261219

c3b7, 

https://hhv

m.com/blog

/2019/10/

28/security

-

update.html

, 

https://ww

w.facebook.

com/securit

y/advisorie

s/cve-2019-

11935 

171219/50 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

04-12-2019 7.5 

Various APC functions accept 

keys containing null bytes as 

input, leading to premature 

truncation of input. This issue 

affects HHVM versions prior 

to 3.30.12, all versions 

between 4.0.0 and 4.8.5, all 

versions between 4.9.0 and 

4.23.1, as well as 4.24.0, 

4.25.0, 4.26.0, 4.27.0, 4.28.0, 

and 4.28.1. 

CVE ID : CVE-2019-11936 

https://gith

ub.com/fac

ebook/hhv

m/commit/

f57df6d8cf3

3cb14c40f5

2287da293

60e700337

3, 

https://hhv

m.com/blog

/2019/10/

28/security

-

update.html

, 

https://ww

w.facebook.

com/securit

y/advisorie

A-FAC-HHVM-

171219/51 
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s/cve-2019-

11936 

fig2dev_project 

fig2dev 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.3 

make_arrow in arrow.c in Xfig 

fig2dev 3.2.7b allows a 

segmentation fault and out-of-

bounds write because of an 

integer overflow via a large 

arrow type. 

CVE ID : CVE-2019-19746 

N/A 
A-FIG-FIG2-

171219/52 

Formalms 

formalms 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-12-2019 6.5 

Exploitable SQL injection 

vulnerability exists in the 

authenticated portion of 

Forma LMS 2.2.1. The 

/appLms/ajax.server.php URL 

and parameter filter_status 

was confirmed to suffer from 

SQL injections and could be 

exploited by authenticated 

attackers. An attacker can 

send a web request with 

parameters containing SQL 

injection attacks to trigger 

this vulnerability, potentially 

allowing exfiltration of the 

database, user credentials 

and, in certain configurations, 

access the underlying 

operating system. 

CVE ID : CVE-2019-5112 

N/A 
A-FOR-FORM-

171219/53 

Improper 

Neutralizat

ion of 

Special 

Elements 

03-12-2019 6.5 

Exploitable SQL injection 

vulnerabilities exists in the 

authenticated portion of 

Forma LMS 2.2.1. Specially 

crafted web requests can 

N/A 
A-FOR-FORM-

171219/54 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

19 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

used in an 

SQL 

Command 

('SQL 

Injection') 

cause SQL injections. An 

attacker can send a web 

request with parameters 

containing SQL injection 

attacks to trigger this 

vulnerability, potentially 

allowing exfiltration of the 

database, user credentials 

and, in certain configurations, 

access the underlying 

operating system. 

CVE ID : CVE-2019-5109 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-12-2019 6.5 

Exploitable SQL injection 

vulnerabilities exist in the 

authenticated portion of 

Forma LMS 2.2.1. Specially 

crafted web requests can 

cause SQL injections. An 

attacker can send a web 

request with parameters 

containing SQL injection 

attacks to trigger this 

vulnerability, potentially 

allowing exfiltration of the 

database, user credentials 

and, in certain configurations, 

access the underlying 

operating system. 

CVE ID : CVE-2019-5110 

N/A 
A-FOR-FORM-

171219/55 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

03-12-2019 6.5 

Exploitable SQL injection 

vulnerability exists in the 

authenticated portion of 

Forma LMS 2.2.1. The 

/appLms/ajax.server.php URL 

and parameter filter_cat was 

confirmed to suffer from SQL 

injections and could be 

exploited by authenticated 

attackers. An attacker can 

send a web request with 

N/A 
A-FOR-FORM-

171219/56 
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parameters containing SQL 

injection attacks to trigger 

this vulnerability, potentially 

allowing exfiltration of the 

database, user credentials 

and, in certain configurations, 

access the underlying 

operating system. 

CVE ID : CVE-2019-5111 

Freeftpd 

freeftpd 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

03-12-2019 6.5 

freeFTPd 1.0.8 has a Post-

Authentication Buffer 

Overflow via a crafted SIZE 

command (this is exploitable 

even if logging is disabled). 

CVE ID : CVE-2019-19383 

N/A 
A-FRE-FREE-

171219/57 

Freeradius 

freeradius 

Informatio

n Exposure 
03-12-2019 2.9 

In FreeRADIUS 3.0 through 

3.0.19, on average 1 in every 

2048 EAP-pwd handshakes 

fails because the password 

element cannot be found 

within 10 iterations of the 

hunting and pecking loop. 

This leaks information that an 

attacker can use to recover 

the password of any user. This 

information leakage is similar 

to the "Dragonblood" attack 

and CVE-2019-9494. 

CVE ID : CVE-2019-13456 

N/A 
A-FRE-FREE-

171219/58 

GIT 

git 
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Improper 

Input 

Validation 

11-12-2019 10 

Arbitrary command execution 

is possible in Git before 2.20.2, 

2.21.x before 2.21.1, 2.22.x 

before 2.22.2, 2.23.x before 

2.23.1, and 2.24.x before 

2.24.1 because a "git 

submodule update" operation 

can run commands found in 

the .gitmodules file of a 

malicious repository. 

CVE ID : CVE-2019-19604 

https://pub

lic-

inbox.org/g

it/xmqqr21

cqcn9.fsf@g

itster-

ct.c.googler

s.com/, 

https://raw

.githubuser

content.co

m/git/git/

master/Doc

umentation

/RelNotes/

2.24.1.txt 

A-GIT-GIT-

171219/59 

gitbook 

gitbook 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-12-2019 3.5 

GitBook through 2.6.9 allows 

XSS via a local .md file. 

CVE ID : CVE-2019-19596 

N/A 
A-GIT-GITB-

171219/60 

goharbor 

harbor 

Informatio

n Exposure 
03-12-2019 4 

A User Enumeration flaw 

exists in Harbor. The issue is 

present in the "/users" API 

endpoint. This endpoint is 

supposed to be restricted to 

administrators. This 

restriction is able to be 

bypassed and information can 

be obtained about registered 

users can be obtained via the 

https://gith

ub.com/goh

arbor/harb

or/security

/advisories

/GHSA-

6qj9-33j4-

rvhg 

A-GOH-HARB-

171219/61 
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"search" functionality. 

CVE ID : CVE-2019-3990 

Google 

chrome 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

Omnibox in Google Chrome 

prior to 77.0.3865.75 allowed 

a remote attacker to 

potentially spoof the contents 

of the Omnibox (URL bar) via 

a crafted HTML page on iOS. 

CVE ID : CVE-2019-13672 

N/A 
A-GOO-CHRO-

171219/62 

Use After 

Free 
10-12-2019 6.8 

Use-after-free in Bluetooth in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to execute 

arbitrary code via a crafted 

HTML page. 

CVE ID : CVE-2019-13725 

N/A 
A-GOO-CHRO-

171219/63 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 6.8 

Buffer overflow in password 

manager in Google Chrome 

prior to 79.0.3945.79 allowed 

a remote attacker to execute 

arbitrary code via a crafted 

HTML page. 

CVE ID : CVE-2019-13726 

N/A 
A-GOO-CHRO-

171219/64 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-12-2019 6.8 

Insufficient policy 

enforcement in WebSockets in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to bypass 

same origin policy via a 

crafted HTML page. 

CVE ID : CVE-2019-13727 

N/A 
A-GOO-CHRO-

171219/65 

Out-of-

bounds 
10-12-2019 6.8 

Out of bounds write in 

JavaScript in Google Chrome 

prior to 79.0.3945.79 allowed 

N/A 
A-GOO-CHRO-

171219/66 
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Write a remote attacker to 

potentially exploit heap 

corruption via a crafted HTML 

page. 

CVE ID : CVE-2019-13728 

Use After 

Free 
10-12-2019 6.8 

Use-after-free in WebSockets 

in Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to potentially 

exploit heap corruption via a 

crafted HTML page. 

CVE ID : CVE-2019-13729 

N/A 
A-GOO-CHRO-

171219/67 

Access of 

Resource 

Using 

Incompati

ble Type 

('Type 

Confusion'

) 

10-12-2019 6.8 

Type confusion in JavaScript 

in Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to potentially 

exploit heap corruption via a 

crafted HTML page. 

CVE ID : CVE-2019-13730 

N/A 
A-GOO-CHRO-

171219/68 

Use After 

Free 
10-12-2019 6.8 

Use-after-free in WebAudio in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to potentially 

exploit heap corruption via a 

crafted HTML page. 

CVE ID : CVE-2019-13732 

N/A 
A-GOO-CHRO-

171219/69 

Out-of-

bounds 

Write 

10-12-2019 6.8 

Out of bounds write in SQLite 

in Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to potentially 

exploit heap corruption via a 

crafted HTML page. 

CVE ID : CVE-2019-13734 

N/A 
A-GOO-CHRO-

171219/70 

Out-of-

bounds 

Write 

10-12-2019 6.8 

Out of bounds write in 

JavaScript in Google Chrome 

prior to 79.0.3945.79 allowed 

a remote attacker to execute 

N/A 
A-GOO-CHRO-

171219/71 
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arbitrary code inside a 

sandbox via a crafted HTML 

page. 

CVE ID : CVE-2019-13735 

Integer 

Overflow 

or 

Wraparou

nd 

10-12-2019 6.8 

Integer overflow in PDFium in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to potentially 

exploit heap corruption via a 

crafted PDF file. 

CVE ID : CVE-2019-13736 

N/A 
A-GOO-CHRO-

171219/72 

Informatio

n Exposure 
10-12-2019 4.3 

Insufficient policy 

enforcement in autocomplete 

in Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to obtain 

potentially sensitive 

information from process 

memory via a crafted HTML 

page. 

CVE ID : CVE-2019-13737 

N/A 
A-GOO-CHRO-

171219/73 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

10-12-2019 4.3 

Insufficient policy 

enforcement in navigation in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to bypass site 

isolation via a crafted HTML 

page. 

CVE ID : CVE-2019-13738 

N/A 
A-GOO-CHRO-

171219/74 

Improper 

Input 

Validation 

10-12-2019 4.3 

Insufficient policy 

enforcement in Omnibox in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2019-13739 

N/A 
A-GOO-CHRO-

171219/75 
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Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

sharing in Google Chrome 

prior to 79.0.3945.79 allowed 

a remote attacker to perform 

domain spoofing via a crafted 

HTML page. 

CVE ID : CVE-2019-13740 

N/A 
A-GOO-CHRO-

171219/76 

Improper 

Input 

Validation 

10-12-2019 6.8 

Insufficient validation of 

untrusted input in Blink in 

Google Chrome prior to 

79.0.3945.79 allowed a local 

attacker to bypass same origin 

policy via crafted clipboard 

content. 

CVE ID : CVE-2019-13741 

N/A 
A-GOO-CHRO-

171219/77 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

Omnibox in Google Chrome on 

iOS prior to 79.0.3945.79 

allowed a remote attacker to 

spoof the contents of the 

Omnibox (URL bar) via a 

crafted domain name. 

CVE ID : CVE-2019-13742 

N/A 
A-GOO-CHRO-

171219/78 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

external protocol handling in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to spoof 

security UI via a crafted HTML 

page. 

CVE ID : CVE-2019-13743 

N/A 
A-GOO-CHRO-

171219/79 

Informatio

n Exposure 
10-12-2019 4.3 

Insufficient policy 

enforcement in cookies in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to leak cross-

origin data via a crafted HTML 

page. 

N/A 
A-GOO-CHRO-

171219/80 
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CVE ID : CVE-2019-13744 

Informatio

n Exposure 
10-12-2019 4.3 

Insufficient policy 

enforcement in audio in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to leak cross-

origin data via a crafted HTML 

page. 

CVE ID : CVE-2019-13745 

N/A 
A-GOO-CHRO-

171219/81 

Improper 

Input 

Validation 

10-12-2019 4.3 

Insufficient policy 

enforcement in Omnibox in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to spoof the 

contents of the Omnibox (URL 

bar) via a crafted HTML page. 

CVE ID : CVE-2019-13746 

N/A 
A-GOO-CHRO-

171219/82 

Improper 

Input 

Validation 

10-12-2019 6.8 

Uninitialized data in 

rendering in Google Chrome 

on Android prior to 

79.0.3945.79 allowed a 

remote attacker to potentially 

exploit heap corruption via a 

crafted HTML page. 

CVE ID : CVE-2019-13747 

N/A 
A-GOO-CHRO-

171219/83 

Improper 

Input 

Validation 

10-12-2019 4.3 

Insufficient policy 

enforcement in developer 

tools in Google Chrome prior 

to 79.0.3945.79 allowed a 

local attacker to obtain 

potentially sensitive 

information from process 

memory via a crafted HTML 

page. 

CVE ID : CVE-2019-13748 

N/A 
A-GOO-CHRO-

171219/84 

Improper 

Input 

Validation 

10-12-2019 4.3 
Incorrect security UI in 

Omnibox in Google Chrome on 

iOS prior to 79.0.3945.79 

N/A 
A-GOO-CHRO-

171219/85 
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allowed a remote attacker to 

spoof the contents of the 

Omnibox (URL bar) via a 

crafted HTML page. 

CVE ID : CVE-2019-13749 

Improper 

Input 

Validation 

10-12-2019 4.3 

Insufficient data validation in 

SQLite in Google Chrome prior 

to 79.0.3945.79 allowed a 

remote attacker to bypass 

defense-in-depth measures 

via a crafted HTML page. 

CVE ID : CVE-2019-13750 

N/A 
A-GOO-CHRO-

171219/86 

Informatio

n Exposure 
10-12-2019 4.3 

Uninitialized data in SQLite in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to obtain 

potentially sensitive 

information from process 

memory via a crafted HTML 

page. 

CVE ID : CVE-2019-13751 

N/A 
A-GOO-CHRO-

171219/87 

Out-of-

bounds 

Read 

10-12-2019 4.3 

Out of bounds read in SQLite 

in Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to obtain 

potentially sensitive 

information from process 

memory via a crafted HTML 

page. 

CVE ID : CVE-2019-13752 

N/A 
A-GOO-CHRO-

171219/88 

Out-of-

bounds 

Read 

10-12-2019 4.3 

Out of bounds read in SQLite 

in Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to obtain 

potentially sensitive 

information from process 

memory via a crafted HTML 

page. 

N/A 
A-GOO-CHRO-

171219/89 
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CVE ID : CVE-2019-13753 

Improper 

Input 

Validation 

10-12-2019 4.3 

Insufficient policy 

enforcement in extensions in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to bypass 

navigation restrictions via a 

crafted HTML page. 

CVE ID : CVE-2019-13754 

N/A 
A-GOO-CHRO-

171219/90 

Improper 

Input 

Validation 

10-12-2019 4.3 

Insufficient policy 

enforcement in extensions in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to disable 

extensions via a crafted HTML 

page. 

CVE ID : CVE-2019-13755 

N/A 
A-GOO-CHRO-

171219/91 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

printing in Google Chrome 

prior to 79.0.3945.79 allowed 

a remote attacker to perform 

domain spoofing via a crafted 

HTML page. 

CVE ID : CVE-2019-13756 

N/A 
A-GOO-CHRO-

171219/92 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

Omnibox in Google Chrome 

prior to 79.0.3945.79 allowed 

a remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2019-13757 

N/A 
A-GOO-CHRO-

171219/93 

Improper 

Input 

Validation 

10-12-2019 4.3 

Insufficient policy 

enforcement in navigation in 

Google Chrome on Android 

prior to 79.0.3945.79 allowed 

a remote attacker to bypass 

navigation restrictions via a 

N/A 
A-GOO-CHRO-

171219/94 
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crafted HTML page. 

CVE ID : CVE-2019-13758 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

interstitials in Google Chrome 

prior to 79.0.3945.79 allowed 

a remote attacker to perform 

domain spoofing via a crafted 

HTML page. 

CVE ID : CVE-2019-13759 

N/A 
A-GOO-CHRO-

171219/95 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

Omnibox in Google Chrome 

prior to 79.0.3945.79 allowed 

a remote attacker to perform 

domain spoofing via IDN 

homographs via a crafted 

domain name. 

CVE ID : CVE-2019-13761 

N/A 
A-GOO-CHRO-

171219/96 

Improper 

Input 

Validation 

10-12-2019 2.1 

Insufficient policy 

enforcement in downloads in 

Google Chrome on Windows 

prior to 79.0.3945.79 allowed 

a local attacker to spoof 

downloaded files via local 

code. 

CVE ID : CVE-2019-13762 

N/A 
A-GOO-CHRO-

171219/97 

Improper 

Input 

Validation 

10-12-2019 4.3 

Insufficient policy 

enforcement in payments in 

Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker who had 

compromised the renderer 

process to leak cross-origin 

data via a crafted HTML page. 

CVE ID : CVE-2019-13763 

N/A 
A-GOO-CHRO-

171219/98 

Access of 

Resource 

Using 

Incompati

10-12-2019 6.8 

Type confusion in JavaScript 

in Google Chrome prior to 

79.0.3945.79 allowed a 

remote attacker to potentially 

N/A 
A-GOO-CHRO-

171219/99 
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ble Type 

('Type 

Confusion'

) 

exploit heap corruption via a 

crafted HTML page. 

CVE ID : CVE-2019-13764 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 6.8 

Out of bounds memory access 

in JavaScript in Google 

Chrome prior to 75.0.3770.80 

allowed a remote attacker to 

potentially exploit heap 

corruption via a crafted HTML 

page. 

CVE ID : CVE-2019-5841 

N/A 
A-GOO-CHRO-

171219/100 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 6.8 

Out of bounds memory access 

in JavaScript in Google 

Chrome prior to 

74.0.3729.108 allowed a 

remote attacker to potentially 

exploit heap corruption via a 

crafted HTML page. 

CVE ID : CVE-2019-5843 

N/A 
A-GOO-CHRO-

171219/101 

hashicorp 

terraform 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

02-12-2019 4.3 

When using the Azure 

backend with a shared access 

signature (SAS), Terraform 

versions prior to 0.12.17 may 

transmit the token and state 

snapshot using cleartext 

HTTP. 

CVE ID : CVE-2019-19316 

https://gith

ub.com/has

hicorp/terr

aform/secu

rity/advisor

ies/GHSA-

4rvg-555h-

r626 

A-HAS-TERR-

171219/102 

htmldoc_project 

htmldoc 

Out-of-

bounds 

Write 

08-12-2019 6.8 

HTMLDOC 1.9.7 allows a 

stack-based buffer overflow in 

the hd_strlcpy() function in 

string.c (when called from 

render_contents in ps-pdf.cxx) 

N/A 

A-HTM-

HTML-

171219/103 
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via a crafted HTML document. 

CVE ID : CVE-2019-19630 

IBM 

spectrum_scale 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-12-2019 3.5 

IBM Spectrum Scale 4.2 and 

5.0 is vulnerable to cross-site 

scripting. This vulnerability 

allows users to embed 

arbitrary JavaScript code in 

the Web UI thus altering the 

intended functionality 

potentially leading to 

credentials disclosure within 

a trusted session. IBM X-Force 

ID: 171247. 

CVE ID : CVE-2019-4665 

https://ww

w.ibm.com/

support/pa

ges/node/1

118937 

A-IBM-SPEC-

171219/104 

Improper 

Input 

Validation 

11-12-2019 9 

IBM Spectrum Scale 4.2 and 

5.0 could allow a remote 

authenticated attacker to 

execute arbitrary commands 

on the system. By sending a 

specially-crafted request, an 

attacker could exploit this 

vulnerability to execute 

arbitrary commands on the 

system. IBM X-Force ID: 

172093. 

CVE ID : CVE-2019-4715 

https://ww

w.ibm.com/

support/pa

ges/node/1

118913 

A-IBM-SPEC-

171219/105 

planning_analytics 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-12-2019 3.5 

IBM Planning Analytics 2.0 is 

vulnerable to cross-site 

scripting. This vulnerability 

allows users to embed 

arbitrary JavaScript code in 

the Web UI thus altering the 

intended functionality 

potentially leading to 

credentials disclosure within 

https://ww

w.ibm.com/

support/pa

ges/node/1

118565 

A-IBM-PLAN-

171219/106 
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a trusted session. IBM X-Force 

ID: 168519. 

CVE ID : CVE-2019-4611 

Unrestricte

d Upload 

of File with 

Dangerous 

Type 

09-12-2019 6.5 

IBM Planning Analytics 2.0 is 

vulnerable to malicious file 

upload in the My Account 

Portal. Attackers can make 

use of this weakness and 

upload malicious executable 

files into the system and it can 

be sent to victim for 

performing further attacks. 

IBM X-Force ID: 168523. 

CVE ID : CVE-2019-4612 

https://ww

w.ibm.com/

support/pa

ges/node/1

118565 

A-IBM-PLAN-

171219/107 

cloud_pak_system 

Cross-Site 

Request 

Forgery 

(CSRF) 

10-12-2019 4.3 

IBM Cloud Pak System 2.3 is 

vulnerable to cross-site 

request forgery which could 

allow an attacker to execute 

malicious and unauthorized 

actions transmitted from a 

user that the website trusts. 

IBM X-Force ID: 158015. 

CVE ID : CVE-2019-4095 

https://ww

w.ibm.com/

support/pa

ges/node/1

126605 

A-IBM-CLOU-

171219/108 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-12-2019 3.5 

IBM Cloud Pak System 2.3 and 

2.3.0.1 is vulnerable to cross-

site scripting. This 

vulnerability allows users to 

embed arbitrary JavaScript 

code in the Web UI thus 

altering the intended 

functionality potentially 

leading to credentials 

disclosure within a trusted 

session. IBM X-Force ID: 

158020. 

CVE ID : CVE-2019-4098 

https://ww

w.ibm.com/

support/pa

ges/node/1

118181 

A-IBM-CLOU-

171219/109 

Unrestricte 03-12-2019 6.5 IBM Cloud Pak System 2.3 and https://ww A-IBM-CLOU-
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d Upload 

of File with 

Dangerous 

Type 

2.3.0.1 could allow a remote 

attacker to upload arbitrary 

files, which could allow the 

attacker to execute arbitrary 

code on the vulnerable server. 

IBM X-Force ID: 158280. 

CVE ID : CVE-2019-4130 

w.ibm.com/

support/pa

ges/node/1

118487 

171219/110 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-12-2019 3.5 

IBM Cloud Pak System 2.3 and 

2.3.0.1 is vulnerable to cross-

site scripting. This 

vulnerability allows users to 

embed arbitrary JavaScript 

code in the Web UI thus 

altering the intended 

functionality potentially 

leading to credentials 

disclosure within a trusted 

session. IBM X-Force ID: 

159243. 

CVE ID : CVE-2019-4226 

https://ww

w.ibm.com/

support/pa

ges/node/1

118487 

A-IBM-CLOU-

171219/111 

Informatio

n Exposure 
03-12-2019 2.1 

IBM Cloud Pak System 2.3 and 

2.3.0.1 allows web pages to be 

stored locally which can be 

read by another user on the 

system. IBM X-Force ID: 

163774. 

CVE ID : CVE-2019-4465 

https://ww

w.ibm.com/

support/pa

ges/node/1

118487 

A-IBM-CLOU-

171219/112 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-12-2019 3.5 

IBM Cloud Pak System 2.3 and 

2.3.0.1 is vulnerable to cross-

site scripting. This 

vulnerability allows users to 

embed arbitrary JavaScript 

code in the Web UI thus 

altering the intended 

functionality potentially 

leading to credentials 

disclosure within a trusted 

session. IBM X-Force ID: 

163776. 

https://ww

w.ibm.com/

support/pa

ges/node/1

118487 

A-IBM-CLOU-

171219/113 
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CVE ID : CVE-2019-4467 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-12-2019 3.5 

IBM Cloud Pak System 2.3 and 

2.3.0.1 is vulnerable to cross-

site scripting. This 

vulnerability allows users to 

embed arbitrary JavaScript 

code in the Web UI thus 

altering the intended 

functionality potentially 

leading to credentials 

disclosure within a trusted 

session. IBM X-Force ID: 

163777. 

CVE ID : CVE-2019-4468 

https://ww

w.ibm.com/

support/pa

ges/node/1

118487 

A-IBM-CLOU-

171219/114 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

10-12-2019 10 

Platform System Manager in 

IBM Cloud Pak System 2.3 is 

potentially vulnerable to CVS 

Injection. A remote attacker 

could execute arbitrary 

commands on the system, 

caused by improper validation 

of csv file contents. IBM X-

Force ID: 165179. 

CVE ID : CVE-2019-4521 

https://ww

w.ibm.com/

support/pa

ges/node/1

126605 

A-IBM-CLOU-

171219/115 

watson_assistant_for_ibm_cloud_pak_for_data 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-12-2019 3.5 

IBM Watson Assistant for IBM 

Cloud Pak for Data 1.0.0 

through 1.3.0 is vulnerable to 

cross-site scripting. This 

vulnerability allows users to 

embed arbitrary JavaScript 

code in the Web UI thus 

altering the intended 

functionality potentially 

leading to credentials 

disclosure within a trusted 

session. IBM X-Force ID: 

https://ww

w.ibm.com/

support/pa

ges/node/1

125585 

A-IBM-WATS-

171219/116 
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162807. 

CVE ID : CVE-2019-4428 

websphere_application_server 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-12-2019 3.5 

IBM WebSphere Application 

Server - Liberty is vulnerable 

to cross-site scripting. This 

vulnerability allows users to 

embed arbitrary JavaScript 

code in the Web UI thus 

altering the intended 

functionality potentially 

leading to credentials 

disclosure within a trusted 

session. IBM X-Force ID: 

171245. 

CVE ID : CVE-2019-4663 

https://ww

w.ibm.com/

support/pa

ges/node/1

127367 

A-IBM-WEBS-

171219/117 

smartcloud_analytics_log_analysis 

Missing 

Authentica

tion for 

Critical 

Function 

10-12-2019 6.4 

IBM SmartCloud Analytics 

1.3.1 through 1.3.5 could 

allow a remote attacker to 

gain unauthorized 

information and unrestricted 

control over Zookeeper 

installations due to missing 

authentication. IBM X-Force 

ID: 159518. 

CVE ID : CVE-2019-4244 

https://ww

w.ibm.com/

support/pa

ges/node/1

127523 

A-IBM-SMAR-

171219/118 

Intesync 

solismed 

Improper 

Restriction 

of 

Rendered 

UI Layers 

or Frames 

12-12-2019 4.3 

Intesync Solismed 3.3sp 

allows Clickjacking. 

CVE ID : CVE-2019-15930 

N/A 
A-INT-SOLI-

171219/119 

Improper 

Limitation 

of a 

12-12-2019 7.5 
Intesync Solismed 3.3sp 

allows Directory Traversal, a 

different vulnerability than 

N/A 
A-INT-SOLI-

171219/120 
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Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

CVE-2019-16246. 

CVE ID : CVE-2019-15931 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

12-12-2019 7.5 

Intesync Solismed 3.3sp has 

Incorrect Access Control. 

CVE ID : CVE-2019-15932 

N/A 
A-INT-SOLI-

171219/121 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-12-2019 7.5 

Intesync Solismed 3.3sp has 

SQL Injection. 

CVE ID : CVE-2019-15933 

N/A 
A-INT-SOLI-

171219/122 

Cross-Site 

Request 

Forgery 

(CSRF) 

12-12-2019 6.8 

Intesync Solismed 3.3sp has 

CSRF. 

CVE ID : CVE-2019-15934 

N/A 
A-INT-SOLI-

171219/123 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-12-2019 4.3 

Intesync Solismed 3.3sp has 

XSS. 

CVE ID : CVE-2019-15935 

N/A 
A-INT-SOLI-

171219/124 

Unrestricte

d Upload 

of File with 

Dangerous 

12-12-2019 7.5 

Intesync Solismed 3.3sp 

allows Insecure File Upload. 

CVE ID : CVE-2019-15936 

N/A 
A-INT-SOLI-

171219/125 
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Type 

Informatio

n Exposure 
12-12-2019 7.5 

Intesync Solismed 3.3sp1 

allows Local File Inclusion 

(LFI), a different vulnerability 

than CVE-2019-15931. This 

leads to unauthenticated code 

execution. 

CVE ID : CVE-2019-16246 

N/A 
A-INT-SOLI-

171219/126 

Inadequate 

Encryption 

Strength 

12-12-2019 4.3 

An issue was discovered in 

Intesync Solismed 3.3sp1. An 

flaw in the encryption 

implementation exists, 

allowing for all encrypted 

data stored within the 

database to be decrypted. 

CVE ID : CVE-2019-17428 

N/A 
A-INT-SOLI-

171219/127 

Jetbrains 

ktor 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

10-12-2019 5.8 

In Ktor through 1.2.6, the 

client resends data from the 

HTTP Authorization header to 

a redirect location. 

CVE ID : CVE-2019-19703 

N/A 
A-JET-KTOR-

171219/128 

Kentico 

kentico 

Unrestricte

d Upload 

of File with 

Dangerous 

Type 

02-12-2019 4.3 

Kentico before 12.0.50 allows 

file uploads in which the 

Content-Type header is 

inconsistent with the file 

extension, leading to XSS. 

CVE ID : CVE-2019-19493 

N/A 
A-KEN-KENT-

171219/129 

libsixel_project 

libsixel 

Out-of-

bounds 
08-12-2019 7.5 

An issue was discovered in 

libsixel 1.8.2. There is a heap-

based buffer overflow in the 

N/A 
A-LIB-LIBS-

171219/130 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

38 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Write function 

sixel_decode_raw_impl at 

fromsixel.c. 

CVE ID : CVE-2019-19635 

Integer 

Overflow 

or 

Wraparou

nd 

08-12-2019 7.5 

An issue was discovered in 

libsixel 1.8.2. There is an 

integer overflow in the 

function sixel_encode_body at 

tosixel.c. 

CVE ID : CVE-2019-19636 

N/A 
A-LIB-LIBS-

171219/131 

Integer 

Overflow 

or 

Wraparou

nd 

08-12-2019 7.5 

An issue was discovered in 

libsixel 1.8.2. There is an 

integer overflow in the 

function 

sixel_decode_raw_impl at 

fromsixel.c. 

CVE ID : CVE-2019-19637 

N/A 
A-LIB-LIBS-

171219/132 

Integer 

Overflow 

or 

Wraparou

nd 

08-12-2019 7.5 

An issue was discovered in 

libsixel 1.8.2. There is a heap-

based buffer overflow in the 

function load_pnm at 

frompnm.c, due to an integer 

overflow. 

CVE ID : CVE-2019-19638 

N/A 
A-LIB-LIBS-

171219/133 

libwav_project 

libwav 

NULL 

Pointer 

Dereferenc

e 

10-12-2019 4.3 

marc-q libwav through 2017-

04-20 has a NULL pointer 

dereference in 

wav_content_read() at 

libwav.c. 

CVE ID : CVE-2019-19698 

N/A 
A-LIB-LIBW-

171219/134 

maxpcsecure 

anti_virus_plus 

Incorrect 

Permission 

Assignmen

03-12-2019 4.6 
Max Secure Anti Virus Plus 

19.0.4.020 has Insecure 

Permissions on the 

N/A 
A-MAX-ANTI-

171219/135 
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t for 

Critical 

Resource 

installation directory. Local 

attackers can replace a .exe or 

.dll file to achieve privilege 

escalation. 

CVE ID : CVE-2019-19382 

Mcafee 

webadvisor 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

03-12-2019 4.3 

Code Injection vulnerability in 

the web interface in McAfee 

Web Advisor (WA) prior to 

4.1.1.48 allows remote 

unauthenticated attacker to 

allow the browser to render a 

website which Web Advisor 

would normally have blocked 

via a carefully crafted web 

site. 

CVE ID : CVE-2019-3665 

http://servi

ce.mcafee.c

om/FAQDo

cument.asp

x?&id=TS10

2991 

A-MCA-

WEBA-

171219/136 

N/A 03-12-2019 4.3 

API Abuse/Misuse 

vulnerability in the web 

interface in McAfee Web 

Advisor (WA) prior to 4.1.1.48 

allows remote 

unauthenticated attacker to 

allow the browser to navigate 

to restricted websites via a 

carefully crafted web site. 

CVE ID : CVE-2019-3666 

http://servi

ce.mcafee.c

om/FAQDo

cument.asp

x?&id=TS10

2991 

A-MCA-

WEBA-

171219/137 

Mediawiki 

visual_editor 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

11-12-2019 4.3 

The VisualEditor extension 

through 1.34 for MediaWiki 

allows XSS via pasted content 

containing an element with a 

data-ve-clipboard-key 

attribute. 

CVE ID : CVE-2019-19708 

N/A 
A-MED-VISU-

171219/138 
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Scripting') 

Microsoft 

authentication_library 

Informatio

n Exposure 
10-12-2019 4 

An information disclosure 

vulnerability in Android Apps 

using Microsoft 

Authentication Library 

(MSAL) 0.3.1-Alpha or later 

exists under specific 

conditions, aka 'Microsoft 

Authentication Library for 

Android Information 

Disclosure Vulnerability'. 

CVE ID : CVE-2019-1487 

N/A 
A-MIC-AUTH-

171219/139 

power_bi_report_server 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-12-2019 4.3 

A cross-site scripting (XSS) 

vulnerability exists when 

Microsoft SQL Server 

Reporting Services (SSRS) 

does not properly sanitize a 

specially-crafted web request 

to an affected SSRS server, aka 

'Microsoft SQL Server 

Reporting Services XSS 

Vulnerability'. 

CVE ID : CVE-2019-1332 

N/A 
A-MIC-POWE-

171219/140 

sql_server_2017_reporting_services 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-12-2019 4.3 

A cross-site scripting (XSS) 

vulnerability exists when 

Microsoft SQL Server 

Reporting Services (SSRS) 

does not properly sanitize a 

specially-crafted web request 

to an affected SSRS server, aka 

'Microsoft SQL Server 

Reporting Services XSS 

Vulnerability'. 

CVE ID : CVE-2019-1332 

N/A 
A-MIC-SQL_-

171219/141 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

41 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

sql_server_2019_reporting_services 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-12-2019 4.3 

A cross-site scripting (XSS) 

vulnerability exists when 

Microsoft SQL Server 

Reporting Services (SSRS) 

does not properly sanitize a 

specially-crafted web request 

to an affected SSRS server, aka 

'Microsoft SQL Server 

Reporting Services XSS 

Vulnerability'. 

CVE ID : CVE-2019-1332 

N/A 
A-MIC-SQL_-

171219/142 

powerpoint 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists in 

Microsoft PowerPoint 

software when the software 

fails to properly handle 

objects in memory, aka 

'Microsoft PowerPoint 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1462 

N/A 
A-MIC-POWE-

171219/143 

office 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists in 

Microsoft Access software 

when the software fails to 

properly handle objects in 

memory, aka 'Microsoft 

Access Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1463. 

CVE ID : CVE-2019-1400 

N/A 
A-MIC-OFFI-

171219/144 

Improper 

Input 

Validation 

10-12-2019 7.1 

A denial of service 

vulnerability exists in 

Microsoft Word software 

when the software fails to 

N/A 
A-MIC-OFFI-

171219/145 
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properly handle objects in 

memory, aka 'Microsoft Word 

Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1461 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists in 

Microsoft PowerPoint 

software when the software 

fails to properly handle 

objects in memory, aka 

'Microsoft PowerPoint 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1462 

N/A 
A-MIC-OFFI-

171219/146 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists in 

Microsoft Access software 

when the software fails to 

properly handle objects in 

memory, aka 'Microsoft 

Access Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1400. 

CVE ID : CVE-2019-1463 

N/A 
A-MIC-OFFI-

171219/147 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Excel improperly 

discloses the contents of its 

memory, aka 'Microsoft Excel 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1464 

N/A 
A-MIC-OFFI-

171219/148 

office_365_proplus 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists in 

Microsoft Access software 

when the software fails to 

N/A 
A-MIC-OFFI-

171219/149 
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properly handle objects in 

memory, aka 'Microsoft 

Access Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1463. 

CVE ID : CVE-2019-1400 

Improper 

Input 

Validation 

10-12-2019 7.1 

A denial of service 

vulnerability exists in 

Microsoft Word software 

when the software fails to 

properly handle objects in 

memory, aka 'Microsoft Word 

Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1461 

N/A 
A-MIC-OFFI-

171219/150 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists in 

Microsoft PowerPoint 

software when the software 

fails to properly handle 

objects in memory, aka 

'Microsoft PowerPoint 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1462 

N/A 
A-MIC-OFFI-

171219/151 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists in 

Microsoft Access software 

when the software fails to 

properly handle objects in 

memory, aka 'Microsoft 

Access Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1400. 

CVE ID : CVE-2019-1463 

N/A 
A-MIC-OFFI-

171219/152 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Excel improperly 

discloses the contents of its 

N/A 
A-MIC-OFFI-

171219/153 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

44 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

memory, aka 'Microsoft Excel 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1464 

internet_explorer 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 7.6 

A remote code execution 

vulnerability exists in the way 

that the VBScript engine 

handles objects in memory, 

aka 'VBScript Remote Code 

Execution Vulnerability'. 

CVE ID : CVE-2019-1485 

N/A 
A-MIC-INTE-

171219/154 

word 

Improper 

Input 

Validation 

10-12-2019 7.1 

A denial of service 

vulnerability exists in 

Microsoft Word software 

when the software fails to 

properly handle objects in 

memory, aka 'Microsoft Word 

Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1461 

N/A 
A-MIC-WORD-

171219/155 

skype_for_business 

Improper 

Input 

Validation 

10-12-2019 3.5 

A spoofing vulnerability exists 

when a Skype for Business 

Server does not properly 

sanitize a specially crafted 

request, aka 'Skype for 

Business Server Spoofing 

Vulnerability'. 

CVE ID : CVE-2019-1490 

N/A 
A-MIC-SKYP-

171219/156 

excel 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when 

Microsoft Excel improperly 

discloses the contents of its 

memory, aka 'Microsoft Excel 

N/A 
A-MIC-EXCE-

171219/157 
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Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1464 

Mulesoft 

api_gateway 

N/A 02-12-2019 7.5 

Remote Code Execution 

vulnerability in MuleSoft Mule 

CE/EE 3.x and API Gateway 

2.x released before October 

31, 2019 allows remote 

attackers to execute arbitrary 

code. 

CVE ID : CVE-2019-15631 

N/A 
A-MUL-API_-

171219/158 

mule_runtime 

N/A 02-12-2019 7.5 

Remote Code Execution 

vulnerability in MuleSoft Mule 

CE/EE 3.x and API Gateway 

2.x released before October 

31, 2019 allows remote 

attackers to execute arbitrary 

code. 

CVE ID : CVE-2019-15631 

N/A 

A-MUL-

MULE-

171219/159 

napc 

xinet_elegant_6_asset_library 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-12-2019 7.5 

NAPC Xinet Elegant 6 Asset 

Library 6.1.655 allows Pre-

Authentication SQL Injection 

via the /elegant6/login 

LoginForm[username] field 

when double quotes are used. 

CVE ID : CVE-2019-19245 

N/A 
A-NAP-XINE-

171219/160 

nopcommerce 

nopcommerce 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

46 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-12-2019 3.5 

nopCommerce through 4.20 

allows XSS in the 

SaveStoreMappings of the 

components 

\Presentation\Nop.Web\Area

s\Admin\Controllers\NewsCo

ntroller.cs and 

\Presentation\Nop.Web\Area

s\Admin\Controllers\BlogCo

ntroller.cs via Body or Full to 

Admin/News/NewsItemEdit/

[id] 

Admin/Blog/BlogPostEdit/[id

]. NOTE: the vendor 

reportedly considers this a 

"feature" because the affected 

components are an HTML 

content editor. 

CVE ID : CVE-2019-19682 

N/A 
A-NOP-NOPC-

171219/161 

Unrestricte

d Upload 

of File with 

Dangerous 

Type 

09-12-2019 6.5 

nopCommerce v4.2.0 allows 

privilege escalation via file 

upload in 

Presentation/Nop.Web/Admi

n/Areas/Controllers/PluginC

ontroller.cs via 

Admin/FacebookAuthenticati

on/Configure because it is 

possible to upload a crafted 

Facebook Auth plugin. 

CVE ID : CVE-2019-19684 

N/A 
A-NOP-NOPC-

171219/162 

norton 

password_manager 

Origin 

Validation 

Error 

05-12-2019 6.5 

Norton Password Manager, 

prior to 6.6.2.5, may be 

susceptible to a cross origin 

resource sharing (CORS) 

vulnerability, which is a type 

of issue that allows restricted 

resources on a web page to be 

https://sup

port.symant

ec.com/us/

en/article.S

YMSA1499.

html 

A-NOR-PASS-

171219/163 
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requested from another 

domain outside the domain 

from which the first resource 

was served. 

CVE ID : CVE-2019-18381 

Origin 

Validation 

Error 

05-12-2019 6.5 

Norton Password Manager, 

prior to 6.6.2.5, may be 

susceptible to a cross origin 

resource sharing (CORS) 

vulnerability, which is a type 

of issue that allows restricted 

resources on a web page to be 

requested from another 

domain outside the domain 

from which the first resource 

was served. 

CVE ID : CVE-2019-19545 

https://sup

port.symant

ec.com/us/

en/article.S

YMSA1499.

html 

A-NOR-PASS-

171219/164 

Informatio

n Exposure 
05-12-2019 4 

Norton Password Manager, 

prior to 6.6.2.5, may be 

susceptible to an information 

disclosure issue, which is a 

type of vulnerability whereby 

there is an unintentional 

disclosure of information to 

an actor that is not explicitly 

authorized to have access to 

that information. 

CVE ID : CVE-2019-19546 

https://sup

port.symant

ec.com/us/

en/article.S

YMSA1499.

html 

A-NOR-PASS-

171219/165 

Octeth 

oempro 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

12-12-2019 7.5 

Octeth Oempro 4.7 allows SQL 

injection. The parameter 

CampaignID in Campaign.Get 

is vulnerable. 

CVE ID : CVE-2019-19740 

N/A 
A-OCT-OEMP-

171219/166 
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Injection') 

okay-cms 

okaycms 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

03-12-2019 7.5 

In OkayCMS through 2.3.4, an 

unauthenticated attacker can 

achieve remote code 

execution by injecting a 

malicious PHP object via a 

crafted cookie. This could 

happen at two places: first in 

view/ProductsView.php using 

the cookie price_filter, and 

second in 

api/Comparison.php via the 

cookie comparison. 

CVE ID : CVE-2019-16885 

N/A 
A-OKA-OKAY-

171219/167 

opendetex_project 

opendetex 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-12-2019 6.8 

OpenDetex 2.8.5 has a Buffer 

Overflow in TexOpen in 

detex.l because of an incorrect 

sprintf. 

CVE ID : CVE-2019-19601 

N/A 
A-OPE-OPEN-

171219/168 

opensc_project 

opensc 

Out-of-

bounds 

Read 

01-12-2019 2.1 

An issue was discovered in 

OpenSC through 0.19.0 and 

0.20.x through 0.20.0-rc3. 

libopensc/card-setcos.c has 

an incorrect read operation 

during parsing of a SETCOS 

file attribute. 

CVE ID : CVE-2019-19479 

N/A 
A-OPE-OPEN-

171219/169 

Operation 01-12-2019 5 An issue was discovered in N/A A-OPE-OPEN-
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on a 

Resource 

after 

Expiration 

or Release 

OpenSC through 0.19.0 and 

0.20.x through 0.20.0-rc3. 

libopensc/pkcs15-prkey.c has 

an incorrect free operation in 

sc_pkcs15_decode_prkdf_entr

y. 

CVE ID : CVE-2019-19480 

171219/170 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

01-12-2019 4.6 

An issue was discovered in 

OpenSC through 0.19.0 and 

0.20.x through 0.20.0-rc3. 

libopensc/card-cac1.c 

mishandles buffer limits for 

CAC certificates. 

CVE ID : CVE-2019-19481 

N/A 
A-OPE-OPEN-

171219/171 

Prestashop 

prestashop 

Unrestricte

d Upload 

of File with 

Dangerous 

Type 

05-12-2019 7.5 

reset/modules/fotoliaFoto/m

ulti_upload.php in the 

RESET.PRO Adobe Stock API 

Integration for PrestaShop 1.6 

and 1.7 allows remote 

attackers to execute arbitrary 

code by uploading a .php file. 

CVE ID : CVE-2019-19594 

N/A 
A-PRE-PRES-

171219/172 

Unrestricte

d Upload 

of File with 

Dangerous 

Type 

05-12-2019 7.5 

reset/modules/advanced_for

m_maker_edit/multiupload/u

pload.php in the RESET.PRO 

Adobe Stock API integration 

4.8 for PrestaShop allows 

remote attackers to execute 

arbitrary code by uploading a 

.php file. 

CVE ID : CVE-2019-19595 

N/A 
A-PRE-PRES-

171219/173 

Qnap 

video_station 

Improper 

Neutralizat
05-12-2019 3.5 This cross-site scripting (XSS) 

vulnerability in Video Station 

https://ww

w.qnap.com
A-QNA-VIDE-
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

allows remote attackers to 

inject and execute scripts on 

the administrator?s 

management console. To fix 

this vulnerability, QNAP 

recommend updating Video 

Station to their latest 

versions. 

CVE ID : CVE-2019-7184 

/zh-

tw/security

-

advisory/na

s-201911-

27 

171219/174 

music_station 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-12-2019 3.5 

This cross-site scripting (XSS) 

vulnerability in Music Station 

allows remote attackers to 

inject and execute scripts on 

the administrator?s 

management console. To fix 

this vulnerability, QNAP 

recommend updating Music 

Station to their latest 

versions. 

CVE ID : CVE-2019-7185 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

27 

A-QNA-MUSI-

171219/175 

photo_station 

Improper 

Privilege 

Manageme

nt 

05-12-2019 7.5 

This improper access control 

vulnerability allows remote 

attackers to gain 

unauthorized access to the 

system. To fix these 

vulnerabilities, QNAP 

recommend updating Photo 

Station to their latest 

versions. 

CVE ID : CVE-2019-7192 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

25 

A-QNA-PHOT-

171219/176 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

05-12-2019 7.5 

This external control of file 

name or path vulnerability 

allows remote attackers to 

access or modify system files. 

To fix the vulnerability, QNAP 

recommend updating Photo 

Station to their latest 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

A-QNA-PHOT-

171219/177 
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Sphere versions. 

CVE ID : CVE-2019-7194 

25 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

05-12-2019 7.5 

This external control of file 

name or path vulnerability 

allows remote attackers to 

access or modify system files. 

To fix the vulnerability, QNAP 

recommend updating Photo 

Station to their latest 

versions. 

CVE ID : CVE-2019-7195 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

25 

A-QNA-PHOT-

171219/178 

netbak_replicator 

Unquoted 

Search 

Path or 

Element 

04-12-2019 7.2 

An unquoted service path 

vulnerability is reported to 

affect the service 

?QVssService? in QNAP 

NetBak Replicator. This 

vulnerability could allow an 

authorized but non-privileged 

local user to execute arbitrary 

code with elevated system 

privileges. QNAP have already 

fixed this issue in QNAP 

NetBak Replicator 

4.5.12.1108. 

CVE ID : CVE-2019-7201 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201912-

02 

A-QNA-NETB-

171219/179 

Radare 

radare2 

Integer 

Overflow 

or 

Wraparou

nd 

05-12-2019 6.8 

In radare2 through 4.0, there 

is an integer overflow for the 

variable new_token_size in the 

function r_asm_massemble at 

libr/asm/asm.c. This integer 

overflow will result in a Use-

After-Free for the buffer 

tokens, which can be filled 

with arbitrary malicious data 

after the free. This allows 

N/A 
A-RAD-RADA-

171219/180 
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remote attackers to cause a 

denial of service (application 

crash) or possibly execute 

arbitrary code via crafted 

input. 

CVE ID : CVE-2019-19590 

Improper 

Input 

Validation 

09-12-2019 6.8 

radare2 through 4.0.0 lacks 

validation of the content 

variable in the function 

r_asm_pseudo_incbin at 

libr/asm/asm.c, ultimately 

leading to an arbitrary write. 

This allows remote attackers 

to cause a denial of service 

(application crash) or possibly 

have unspecified other impact 

via crafted input. 

CVE ID : CVE-2019-19647 

N/A 
A-RAD-RADA-

171219/181 

Redhat 

keycloak 

Improper 

Authentica

tion 

05-12-2019 7.5 

A vulnerability was found in 

keycloak 7.x, when keycloak is 

configured with LDAP user 

federation and StartTLS is 

used instead of SSL/TLS from 

the LDAP server (ldaps), in 

this case user authentication 

succeeds even if invalid 

password has entered. 

CVE ID : CVE-2019-14910 

https://bug

zilla.redhat.

com/show_

bug.cgi?id=

CVE-2019-

14910 

A-RED-KEYC-

171219/182 

ros 

sros2 

Informatio

n Exposure 
06-12-2019 5 

SROS 2 0.8.1 (which provides 

the tools that generate and 

distribute keys for Robot 

Operating System 2 and uses 

the underlying security 

plugins of DDS from ROS 2) 

N/A 
A-ROS-SROS-

171219/183 
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leaks node information due to 

a leaky default configuration 

as indicated in the 

policy/defaults/dds/governa

nce.xml document. 

CVE ID : CVE-2019-19625 

Informatio

n Exposure 
06-12-2019 5 

SROS 2 0.8.1 (after CVE-2019-

19625 is mitigated) leaks ROS 

2 node-related information 

regardless of the 

rtps_protection_kind 

configuration. (SROS2 

provides the tools to generate 

and distribute keys for Robot 

Operating System 2 and uses 

the underlying security 

plugins of DDS from ROS 2.) 

CVE ID : CVE-2019-19627 

N/A 
A-ROS-SROS-

171219/184 

RSA 

authentication_manager 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-12-2019 3.5 

RSA Authentication Manager 

software versions prior to 8.4 

P8 contain a stored cross-site 

scripting vulnerability in the 

Security Console. A malicious 

Security Console 

administrator could exploit 

this vulnerability to store 

arbitrary HTML or JavaScript 

code through the web 

interface which could then be 

included in a report. When 

other Security Console 

administrators open the 

affected report, the injected 

scripts could potentially be 

executed in their browser. 

CVE ID : CVE-2019-18574 

N/A 
A-RSA-AUTH-

171219/185 
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saltosystem 

proaccess_space 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-12-2019 3.5 

SALTO ProAccess SPACE 

5.4.3.0 allows XSS. 

CVE ID : CVE-2019-19457 

N/A 
A-SAL-PROA-

171219/186 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

03-12-2019 5 

SALTO ProAccess SPACE 

5.4.3.0 allows Directory 

Traversal in the Data Export 

feature. 

CVE ID : CVE-2019-19458 

N/A 
A-SAL-PROA-

171219/187 

Incorrect 

Default 

Permission

s 

03-12-2019 6.6 

An issue was discovered in 

SALTO ProAccess SPACE 

5.4.3.0. The product's 

webserver runs as a Windows 

service with local SYSTEM 

permissions by default. This is 

against the principle of least 

privilege. An attacker who is 

able to exploit CVE-2019-

19458 or CVE-2019-19459 is 

basically able to write to 

every single path on the file 

system, because the 

webserver is running with the 

highest privileges available. 

CVE ID : CVE-2019-19460 

N/A 
A-SAL-PROA-

171219/188 

Sangoma 

freepbx 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

55 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-12-2019 3.5 

In userman 13.0.76.43 

through 15.0.20 in Sangoma 

FreePBX, XSS exists in the 

User Management screen of 

the Administrator web site. 

An attacker with access to the 

User Control Panel application 

can submit malicious values in 

some of the time/date 

formatting and time-zone 

fields. These fields are not 

being properly sanitized. If 

this is done and a user (such 

as an admin) visits the User 

Management screen and 

views that user's profile, the 

XSS payload will render and 

execute in the context of the 

victim user's account. 

CVE ID : CVE-2019-19551 

https://wik

i.freepbx.or

g/display/F

OP/2019-

12-

03+Multiple

+XSS+Vulne

rabilities 

A-SAN-FREE-

171219/189 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-12-2019 3.5 

In userman 13.0.76.43 

through 15.0.20 in Sangoma 

FreePBX, XSS exists in the 

user management screen of 

the Administrator web site, 

i.e., 

the/admin/config.php?displa

y=userman URI. An attacker 

with sufficient privileges can 

edit the Display Name of a 

user and embed malicious XSS 

code. When another user 

(such as an admin) visits the 

main User Management 

screen, the XSS payload will 

render and execute in the 

context of the victim user's 

account. 

CVE ID : CVE-2019-19552 

N/A 
A-SAN-FREE-

171219/190 

SAP 
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adaptive_server_enterprise 

Informatio

n Exposure 
11-12-2019 2.1 

SAP Adaptive Server 

Enterprise, before versions 

15.7 and 16.0, under certain 

conditions exposes some 

sensitive information to the 

admin, leading to Information 

Disclosure. 

CVE ID : CVE-2019-0402 

https://lau

nchpad.sup

port.sap.co

m/#/notes

/2845780, 

https://wik

i.scn.sap.co

m/wiki/pag

es/viewpag

e.action?pa

geId=53366

0397 

A-SAP-ADAP-

171219/191 

sceditor 

sceditor 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-12-2019 4.3 
SCEditor 2.1.3 allows XSS. 

CVE ID : CVE-2019-19466 
N/A 

A-SCE-SCED-

171219/192 

scoutnet 

kalender 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-12-2019 3.5 

The Scoutnet Kalender plugin 

1.1.0 for WordPress allows 

XSS. 

CVE ID : CVE-2019-19198 

N/A 
A-SCO-KALE-

171219/193 

serialize-to-js_project 

serialize-to-js 

Improper 07-12-2019 4.3 The serialize-to-js NPM https://gith A-SER-SERI-
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Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

package before version 3.0.1 

is vulnerable to Cross-site 

Scripting (XSS). It does not 

properly mitigate against 

unsafe characters in serialized 

regular expressions. This 

vulnerability is not affected on 

Node.js environment since 

Node.js's implementation of 

RegExp.prototype.toString() 

backslash-escapes all forward 

slashes in regular expressions. 

If serialized data of regular 

expression objects are used in 

an environment other than 

Node.js, it is affected by this 

vulnerability. 

CVE ID : CVE-2019-16772 

ub.com/co

mmenthol/

serialize-to-

js/security/

advisories/

GHSA-3fjq-

93xj-3f3f 

171219/194 

shadowsocks 

shadowsocks-libev 

Missing 

Authentica

tion for 

Critical 

Function 

03-12-2019 4.3 

An exploitable denial-of-

service vulnerability exists in 

the UDPRelay functionality of 

Shadowsocks-libev 3.3.2. 

When utilizing a Stream 

Cipher and a local_address, 

arbitrary UDP packets can 

cause a FATAL error code 

path and exit. An attacker can 

send arbitrary UDP packets to 

trigger this vulnerability. 

CVE ID : CVE-2019-5163 

N/A 
A-SHA-SHAD-

171219/195 

Missing 

Authentica

tion for 

Critical 

Function 

03-12-2019 4.6 

An exploitable code execution 

vulnerability exists in the ss-

manager binary of 

Shadowsocks-libev 3.3.2. 

Specially crafted network 

packets sent to ss-manager 

can cause an arbitrary binary 

N/A 
A-SHA-SHAD-

171219/196 
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to run, resulting in code 

execution and privilege 

escalation. An attacker can 

send network packets to 

trigger this vulnerability. 

CVE ID : CVE-2019-5164 

sitevision 

sitevision 

Improper 

Input 

Validation 

06-12-2019 9 

SiteVision 4 allows Remote 

Code Execution. 

CVE ID : CVE-2019-12733 

N/A 
A-SIT-SITE-

171219/197 

Improper 

Privilege 

Manageme

nt 

06-12-2019 6.5 

SiteVision 4 has Incorrect 

Access Control. 

CVE ID : CVE-2019-12734 

N/A 
A-SIT-SITE-

171219/198 

smplayer 

smplayer 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-12-2019 4.3 

SMPlayer 19.5.0 has a buffer 

overflow via a long .m3u file. 

CVE ID : CVE-2019-19489 

N/A 
A-SMP-SMPL-

171219/199 

Sqlite 

sqlite 

Improper 

Input 

Validation 

05-12-2019 7.5 

lookupName in resolve.c in 

SQLite 3.30.1 omits bits from 

the colUsed bitmask in the 

case of a generated column, 

which allows attackers to 

cause a denial of service or 

possibly have unspecified 

other impact. 

CVE ID : CVE-2019-19317 

N/A 
A-SQL-SQLI-

171219/200 
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N/A 09-12-2019 7.5 

SQLite 3.30.1 mishandles 

certain SELECT statements 

with a nonexistent VIEW, 

leading to an application 

crash. 

CVE ID : CVE-2019-19603 

N/A 
A-SQL-SQLI-

171219/201 

Symantec 

messaging_gateway 

Improper 

Privilege 

Manageme

nt 

11-12-2019 6.5 

Symantec Messaging Gateway, 

prior to 10.7.3, may be 

susceptible to a privilege 

escalation vulnerability, 

which is a type of issue 

whereby an attacker may 

attempt to compromise the 

software application to gain 

elevated access to resources 

that are normally protected 

from an application or user. 

CVE ID : CVE-2019-18377 

N/A 
A-SYM-MESS-

171219/202 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-12-2019 3.5 

Symantec Messaging Gateway, 

prior to 10.7.3, may be 

susceptible to a cross-site 

scripting (XSS) exploit, which 

is a type of issue that can 

enable attackers to inject 

client-side scripts into web 

pages viewed by other users. 

A cross-site scripting 

vulnerability may be used by 

attackers to potentially 

bypass access controls such as 

the same-origin policy. 

CVE ID : CVE-2019-18378 

N/A 
A-SYM-MESS-

171219/203 

Server-

Side 

Request 

Forgery 

11-12-2019 7.5 

Symantec Messaging Gateway, 

prior to 10.7.3, may be 

susceptible to a server-side 

request forgery (SSRF) 

exploit, which is a type of 

N/A 
A-SYM-MESS-

171219/204 
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(SSRF) issue that can let an attacker 

send crafted requests from 

the backend server of a 

vulnerable web application or 

access services available 

through the loopback 

interface. 

CVE ID : CVE-2019-18379 

sysstat_project 

sysstat 

Double 

Free 
11-12-2019 7.5 

sysstat through 12.2.0 has a 

double free in check_file_actlst 

in sa_common.c. 

CVE ID : CVE-2019-19725 

N/A 
A-SYS-SYSS-

171219/205 

tableau 

tableau_server 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-12-2019 4.3 

Tableau Server 10.3 through 

2019.4 on Windows and Linux 

allows XSS via the 

embeddedAuthRedirect page. 

CVE ID : CVE-2019-19719 

N/A 
A-TAB-TABL-

171219/206 

Testlink 

testlink 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-12-2019 4.3 

TestLink 1.9.19 has XSS via 

the 

lib/testcases/archiveData.php 

edit parameter, the index.php 

reqURI parameter, or the URI 

in a 

lib/testcases/tcEdit.php?doAc

tion=doDeleteStep request. 

CVE ID : CVE-2019-19491 

N/A 
A-TES-TEST-

171219/207 

titanhq 
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webtitan 

Improper 

Privilege 

Manageme

nt 

02-12-2019 7.2 

An issue was discovered in 

TitanHQ WebTitan before 

5.18. It has a sudoers file that 

enables low-privilege users to 

execute a vast number of 

commands as root, including 

mv, chown, and chmod. This 

can be trivially exploited to 

gain root privileges by an 

attacker with access. 

CVE ID : CVE-2019-19014 

N/A 
A-TIT-WEBT-

171219/208 

Exposure 

of 

Resource 

to Wrong 

Sphere 

02-12-2019 10 

An issue was discovered in 

TitanHQ WebTitan before 

5.18. The proxy service 

(which is typically exposed to 

all users) allows connections 

to the internal PostgreSQL 

database of the appliance. By 

connecting to the database 

through the proxy (without 

password authentication), an 

attacker is able to fully control 

the appliance database. 

Through this, several different 

paths exist to gain further 

access, or execute code. 

CVE ID : CVE-2019-19015 

N/A 
A-TIT-WEBT-

171219/209 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-12-2019 5 

An issue was discovered in 

TitanHQ WebTitan before 

5.18. Some functions, such as 

/history-x.php, of the 

administration interface are 

vulnerable to SQL Injection 

through the results 

parameter. This could be used 

by an attacker to extract 

sensitive information from the 

appliance database. 

N/A 
A-TIT-WEBT-

171219/210 
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CVE ID : CVE-2019-19016 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

02-12-2019 9.3 

An issue was discovered in 

TitanHQ WebTitan before 

5.18. The appliance has a 

hard-coded root password set 

during installation. An 

attacker could utilize this to 

gain root privileges on the 

system. 

CVE ID : CVE-2019-19017 

N/A 
A-TIT-WEBT-

171219/211 

Informatio

n Exposure 
02-12-2019 4 

An issue was discovered in 

TitanHQ WebTitan before 

5.18. It exposes a database 

configuration file under 

/include/dbconfig.ini in the 

web administration interface, 

revealing what database the 

web application is using. 

CVE ID : CVE-2019-19018 

N/A 
A-TIT-WEBT-

171219/212 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

02-12-2019 8.5 

An issue was discovered in 

TitanHQ WebTitan before 

5.18. It contains a Remote 

Code Execution issue through 

which an attacker can execute 

arbitrary code as root. The 

issue stems from the hotfix 

download mechanism, which 

downloads a shell script via 

HTTP, and then executes it as 

root. This is analogous to CVE-

2019-6800 but for a different 

product. 

CVE ID : CVE-2019-19019 

N/A 
A-TIT-WEBT-

171219/213 

Unrestricte

d Upload 

of File with 

Dangerous 

02-12-2019 9 

An issue was discovered in 

TitanHQ WebTitan before 

5.18. In the administration 

web interface it is possible to 

N/A 
A-TIT-WEBT-

171219/214 
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Type upload a crafted backup file 

that enables an attacker to 

execute arbitrary code by 

overwriting existing files or 

adding new PHP files under 

the web root. This requires 

the attacker to have access to 

a valid web interface account. 

CVE ID : CVE-2019-19020 

Use of 

Hard-

coded 

Credential

s 

02-12-2019 7.5 

An issue was discovered in 

TitanHQ WebTitan before 

5.18. It has a hidden support 

account (with a hard-coded 

password) in the web 

administration interface, with 

administrator privileges. 

Anybody can log in with this 

account. 

CVE ID : CVE-2019-19021 

N/A 
A-TIT-WEBT-

171219/215 

Trendmicro 

antivirus\+_security_2020 

NULL 

Pointer 

Dereferenc

e 

09-12-2019 7.5 

Trend Micro Security 

(Consumer) 2020 (v16.x) is 

affected by a vulnerability in 

where null pointer 

dereference errors result in 

the crash of application, which 

could potentially lead to 

possible unsigned code 

execution under certain 

circumstances. 

CVE ID : CVE-2019-18190 

N/A 
A-TRE-ANTI-

171219/216 

antivirus_\+_security_2020 

Untrusted 

Search 

Path 

02-12-2019 6.9 

Trend Micro Security 

(Consumer) 2020 (v16.0.1221 

and below) is affected by a 

DLL hijacking vulnerability 

that could allow an attacker to 

N/A 
A-TRE-ANTI-

171219/217 
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use a specific service as an 

execution and/or persistence 

mechanism which could 

execute a malicious program 

each time the service is 

started. 

CVE ID : CVE-2019-15628 

internet_security_2020 

Untrusted 

Search 

Path 

02-12-2019 6.9 

Trend Micro Security 

(Consumer) 2020 (v16.0.1221 

and below) is affected by a 

DLL hijacking vulnerability 

that could allow an attacker to 

use a specific service as an 

execution and/or persistence 

mechanism which could 

execute a malicious program 

each time the service is 

started. 

CVE ID : CVE-2019-15628 

N/A 
A-TRE-INTE-

171219/218 

NULL 

Pointer 

Dereferenc

e 

09-12-2019 7.5 

Trend Micro Security 

(Consumer) 2020 (v16.x) is 

affected by a vulnerability in 

where null pointer 

dereference errors result in 

the crash of application, which 

could potentially lead to 

possible unsigned code 

execution under certain 

circumstances. 

CVE ID : CVE-2019-18190 

N/A 
A-TRE-INTE-

171219/219 

maximum_security_2020 

Untrusted 

Search 

Path 

02-12-2019 6.9 

Trend Micro Security 

(Consumer) 2020 (v16.0.1221 

and below) is affected by a 

DLL hijacking vulnerability 

that could allow an attacker to 

use a specific service as an 

execution and/or persistence 

N/A 
A-TRE-MAXI-

171219/220 
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mechanism which could 

execute a malicious program 

each time the service is 

started. 

CVE ID : CVE-2019-15628 

NULL 

Pointer 

Dereferenc

e 

09-12-2019 7.5 

Trend Micro Security 

(Consumer) 2020 (v16.x) is 

affected by a vulnerability in 

where null pointer 

dereference errors result in 

the crash of application, which 

could potentially lead to 

possible unsigned code 

execution under certain 

circumstances. 

CVE ID : CVE-2019-18190 

N/A 
A-TRE-MAXI-

171219/221 

premium_security_2020 

Untrusted 

Search 

Path 

02-12-2019 6.9 

Trend Micro Security 

(Consumer) 2020 (v16.0.1221 

and below) is affected by a 

DLL hijacking vulnerability 

that could allow an attacker to 

use a specific service as an 

execution and/or persistence 

mechanism which could 

execute a malicious program 

each time the service is 

started. 

CVE ID : CVE-2019-15628 

N/A 
A-TRE-PREM-

171219/222 

NULL 

Pointer 

Dereferenc

e 

09-12-2019 7.5 

Trend Micro Security 

(Consumer) 2020 (v16.x) is 

affected by a vulnerability in 

where null pointer 

dereference errors result in 

the crash of application, which 

could potentially lead to 

possible unsigned code 

execution under certain 

circumstances. 

N/A 
A-TRE-PREM-

171219/223 
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CVE ID : CVE-2019-18190 

validators_project 

validators 

Uncontroll

ed 

Resource 

Consumpti

on 

05-12-2019 7.8 

The validators package 0.12.2 

through 0.12.5 for Python 

enters an infinite loop when 

validators.domain is called 

with a crafted domain string. 

This is fixed in 0.12.6. 

CVE ID : CVE-2019-19588 

N/A 
A-VAL-VALI-

171219/224 

Verizon 

serialize-javascript 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-12-2019 3.5 

The serialize-javascript npm 

package before version 2.1.1 

is vulnerable to Cross-site 

Scripting (XSS). It does not 

properly mitigate against 

unsafe characters in serialized 

regular expressions. This 

vulnerability is not affected on 

Node.js environment since 

Node.js's implementation of 

RegExp.prototype.toString() 

backslash-escapes all forward 

slashes in regular expressions. 

If serialized data of regular 

expression objects are used in 

an environment other than 

Node.js, it is affected by this 

vulnerability. 

CVE ID : CVE-2019-16769 

https://gith

ub.com/yah

oo/serialize

-

javascript/s

ecurity/adv

isories/GHS

A-h9rv-

jmmf-4pgx 

A-VER-SERI-

171219/225 

Wireshark 

wireshark 

Improper 

Neutralizat

ion of 

Special 

Elements 

05-12-2019 5 

In Wireshark 3.0.0 to 3.0.6 

and 2.6.0 to 2.6.12, the CMS 

dissector could crash. This 

was addressed in 

epan/dissectors/asn1/cms/p

N/A 
A-WIR-WIRE-

171219/226 
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in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

acket-cms-template.c by 

ensuring that an object 

identifier is set to NULL after 

a ContentInfo dissection. 

CVE ID : CVE-2019-19553 

wp-pdf 

pdf_embedder 

Improper 

Input 

Validation 

05-12-2019 7.5 

The Lever PDF Embedder 

plugin 4.4 for WordPress does 

not block the distribution of 

polyglot PDF documents that 

are valid JAR archives. 

CVE ID : CVE-2019-19589 

N/A 
A-WP--PDF_-

171219/227 

Wso2 

enterprise_integrator 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-12-2019 4.3 

In WSO2 Enterprise 

Integrator 6.5.0, reflected XSS 

occurs when updating the 

message processor 

configuration from the source 

view in the Management 

Console. 

CVE ID : CVE-2019-19587 

N/A 
A-WSO-ENTE-

171219/228 

xfig_project 

xfig 

Out-of-

bounds 

Write 

04-12-2019 4.3 

read_textobject in read.c in 

Xfig fig2dev 3.2.7b has a 

stack-based buffer overflow 

because of an incorrect sscanf. 

CVE ID : CVE-2019-19555 

N/A 
A-XFI-XFIG-

171219/229 

Xmlsoft 

libxslt 
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Access of 

Resource 

Using 

Incompati

ble Type 

('Type 

Confusion'

) 

11-12-2019 5 

Type confusion in 

xsltNumberFormatGetMultipl

eLevel prior to libxslt 1.1.33 

could allow attackers to 

potentially exploit heap 

corruption via crafted XML 

data. 

CVE ID : CVE-2019-5815 

N/A 
A-XML-LIBX-

171219/230 

xpand-it 

xray_test_mangaement 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-12-2019 3.5 

In "Xray Test Management for 

Jira" prior to version 3.5.5, 

remote authenticated 

attackers can cause XSS in the 

generic field entry point via 

the Generic Test Definition 

field of a new Generic Test 

issue. 

CVE ID : CVE-2019-19678 

N/A 
A-XPA-XRAY-

171219/231 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-12-2019 3.5 

In "Xray Test Management for 

Jira" prior to version 3.5.5, 

remote authenticated 

attackers can cause XSS in the 

Pre-Condition Summary entry 

point via the summary field of 

a Create Pre-Condition action 

for a new Test Issue. 

CVE ID : CVE-2019-19679 

N/A 
A-XPA-XRAY-

171219/232 

Zmanda 

amanda 

Cross-Site 

Request 

Forgery 

(CSRF) 

01-12-2019 6.8 

In Zmanda Management 

Console 3.3.9, 

ZMC_Admin_Advanced?form=

adminTasks&action=Apply&c

ommand= allows CSRF, as 

demonstrated by command 

injection with shell 

metacharacters. This may 

N/A 

A-ZMA-

AMAN-

171219/233 
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depend on weak default 

credentials. 

CVE ID : CVE-2019-19469 

Zohocorp 

manageengine_applications_manager 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

11-12-2019 7.5 

Zoho ManageEngine 

Applications Manager before 

13620 allows a remote 

unauthenticated SQL injection 

via the SyncEventServlet 

eventid parameter to the 

SyncEventServlet.java doGet 

function. 

CVE ID : CVE-2019-19649 

https://ww

w.managee

ngine.com/

products/a

pplications_

manager/re

lease-

notes.html 

A-ZOH-

MANA-

171219/234 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

11-12-2019 6.5 

Zoho ManageEngine 

Applications Manager before 

13640 allows a remote 

authenticated SQL injection 

via the Agent servlet agentid 

parameter to the Agent.java 

process function. 

CVE ID : CVE-2019-19650 

https://ww

w.managee

ngine.com/

products/a

pplications_

manager/re

lease-

notes.html 

A-ZOH-

MANA-

171219/235 

Operating System 

Amazon 

blink_xt2_sync_module_firmware 

Insufficient

ly 

Protected 

Credential

s 

11-12-2019 7.2 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary code and 

commands on the device due 

to insufficient UART 

protections. 

CVE ID : CVE-2019-3983 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

O-AMA-BLIN-

171219/236 

Improper 

Neutralizat
11-12-2019 8.3 Blink XT2 Sync Module 

firmware prior to 2.13.11 

https://ww

w.tenable.c
O-AMA-BLIN-
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ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when configuring the devices 

wifi configuration via the ssid 

parameter. 

CVE ID : CVE-2019-3985 

om/securit

y/research/

tra-2019-51 

171219/237 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-12-2019 8.3 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when configuring the devices 

wifi configuration via the 

encryption parameter. 

CVE ID : CVE-2019-3986 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

O-AMA-BLIN-

171219/238 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-12-2019 8.3 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when configuring the devices 

wifi configuration via the key 

parameter. 

CVE ID : CVE-2019-3987 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

O-AMA-BLIN-

171219/239 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

11-12-2019 8.3 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when configuring the devices 

wifi configuration via the 

bssid parameter. 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

O-AMA-BLIN-

171219/240 
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Command 

Injection') 

CVE ID : CVE-2019-3988 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-12-2019 9.3 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when retrieving internal 

network configuration data. 

CVE ID : CVE-2019-3989 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

O-AMA-BLIN-

171219/241 

anviz 

anviz_firmware 

Informatio

n Exposure 
02-12-2019 5 

Anviz access control devices 

perform cleartext 

transmission of sensitive 

information (passwords/pins 

and names) when replying to 

query on port tcp/5010. 

CVE ID : CVE-2019-12388 

N/A 
O-ANV-ANVI-

171219/242 

Informatio

n Exposure 
02-12-2019 5 

Anviz access control devices 

expose credentials (names 

and passwords) by allowing 

remote attackers to query this 

information without 

credentials via port tcp/5010. 

CVE ID : CVE-2019-12389 

N/A 
O-ANV-ANVI-

171219/243 

Informatio

n Exposure 
02-12-2019 5 

Anviz access control devices 

expose private Information 

(pin code and name) by 

allowing remote attackers to 

query this information 

without credentials via port 

tcp/5010. 

CVE ID : CVE-2019-12390 

N/A 
O-ANV-ANVI-

171219/244 

Incorrect 02-12-2019 7.5 Anviz access control devices N/A O-ANV-ANVI-
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Authorizati

on 

allow remote attackers to 

issue commands without a 

password. 

CVE ID : CVE-2019-12392 

171219/245 

Apple 

iphone_os 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

Omnibox in Google Chrome 

prior to 77.0.3865.75 allowed 

a remote attacker to 

potentially spoof the contents 

of the Omnibox (URL bar) via 

a crafted HTML page on iOS. 

CVE ID : CVE-2019-13672 

N/A 
O-APP-IPHO-

171219/246 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

Omnibox in Google Chrome on 

iOS prior to 79.0.3945.79 

allowed a remote attacker to 

spoof the contents of the 

Omnibox (URL bar) via a 

crafted domain name. 

CVE ID : CVE-2019-13742 

N/A 
O-APP-IPHO-

171219/247 

Improper 

Input 

Validation 

10-12-2019 4.3 

Incorrect security UI in 

Omnibox in Google Chrome on 

iOS prior to 79.0.3945.79 

allowed a remote attacker to 

spoof the contents of the 

Omnibox (URL bar) via a 

crafted HTML page. 

CVE ID : CVE-2019-13749 

N/A 
O-APP-IPHO-

171219/248 

Debian 

debian_linux 

Deserializa

tion of 

Untrusted 

Data 

12-12-2019 5.5 

Cacti through 1.2.7 is affected 

by multiple instances of 

lib/functions.php unsafe 

deserialization of user-

controlled data to populate 

N/A 
O-DEB-DEBI-

171219/249 
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arrays. An authenticated 

attacker could use this to 

influence object data values 

and control actions taken by 

Cacti or potentially cause 

memory corruption in the 

PHP module. 

CVE ID : CVE-2019-17358 

Improper 

Input 

Validation 

11-12-2019 10 

Arbitrary command execution 

is possible in Git before 2.20.2, 

2.21.x before 2.21.1, 2.22.x 

before 2.22.2, 2.23.x before 

2.23.1, and 2.24.x before 

2.24.1 because a "git 

submodule update" operation 

can run commands found in 

the .gitmodules file of a 

malicious repository. 

CVE ID : CVE-2019-19604 

https://pub

lic-

inbox.org/g

it/xmqqr21

cqcn9.fsf@g

itster-

ct.c.googler

s.com/, 

https://raw

.githubuser

content.co

m/git/git/

master/Doc

umentation

/RelNotes/

2.24.1.txt 

O-DEB-DEBI-

171219/250 

Out-of-

bounds 

Write 

08-12-2019 6.8 

HTMLDOC 1.9.7 allows a 

stack-based buffer overflow in 

the hd_strlcpy() function in 

string.c (when called from 

render_contents in ps-pdf.cxx) 

via a crafted HTML document. 

CVE ID : CVE-2019-19630 

N/A 
O-DEB-DEBI-

171219/251 

Dlink 

dap-1860_firmware 

Improper 

Authentica

tion 

05-12-2019 8.3 

D-Link DAP-1860 devices 

before v1.04b03 Beta allow 

arbitrary remote code 

execution as root without 

authentication via shell 

metacharacters within an 

N/A 
O-DLI-DAP--

171219/252 
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HNAP_AUTH HTTP header. 

CVE ID : CVE-2019-19597 

Improper 

Authentica

tion 

05-12-2019 8.3 

D-Link DAP-1860 devices 

before v1.04b03 Beta allow 

access to administrator 

functions without 

authentication via the 

HNAP_AUTH header 

timestamp value. In HTTP 

requests, part of the 

HNAP_AUTH header is the 

timestamp used to determine 

the time when the user sent 

the request. If this value is 

equal to the value stored in 

the device's 

/var/hnap/timestamp file, the 

request will pass the 

HNAP_AUTH check function. 

CVE ID : CVE-2019-19598 

N/A 
O-DLI-DAP--

171219/253 

Freebsd 

freebsd 

Improper 

Privilege 

Manageme

nt 

05-12-2019 7.2 

Weak file permissions applied 

to the Aviatrix VPN Client 

through 2.2.10 installation 

directory on Windows and 

Linux allow a local attacker to 

execute arbitrary code by 

gaining elevated privileges 

through file modifications. 

CVE ID : CVE-2019-17388 

N/A 
O-FRE-FREE-

171219/254 

Google 

android 

Use After 

Free 
06-12-2019 7.2 

In setCpuVulkanInUse of 

GpuStats.cpp, there is possible 

memory corruption due to a 

use after free. This could lead 

to local escalation of privilege 

N/A 
O-GOO-ANDR-

171219/255 
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with no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

10Android ID: A-141003796 

CVE ID : CVE-2019-2217 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

06-12-2019 7.2 

In createSessionInternal of 

PackageInstallerService.java, 

there is a possible improper 

permission grant due to a 

missing permission check. 

This could lead to local 

escalation of privilege by 

installing malicious packages 

with User execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-

10Android ID: A-141169173 

CVE ID : CVE-2019-2218 

N/A 
O-GOO-ANDR-

171219/256 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

06-12-2019 4.7 

In System UI, there is a 

possible bypass of user's 

consent for access to sensor 

data due to a race condition. 

This could lead to local 

information disclosure with 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-9 

Android-10Android ID: A-

119041698 

CVE ID : CVE-2019-2219 

N/A 
O-GOO-ANDR-

171219/257 

Informatio

n Exposure 
06-12-2019 4.9 

In checkOperation of 

AppOpsService.java, there is a 

possible bypass of user 

N/A 
O-GOO-ANDR-

171219/258 
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interaction requirements due 

to mishandling application 

suspend. This could lead to 

local information disclosure 

no additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-9 

Android-10Android ID: A-

138636979 

CVE ID : CVE-2019-2220 

Improper 

Input 

Validation 

06-12-2019 4.6 

In hasActivityInVisibleTask of 

WindowProcessController.jav

a there?s a possible bypass of 

user interaction requirements 

due to incorrect handling of 

top activities in INITIALIZING 

state. This could lead to local 

escalation of privilege with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-

10Android ID: A-138583650 

CVE ID : CVE-2019-2221 

N/A 
O-GOO-ANDR-

171219/259 

Out-of-

bounds 

Write 

06-12-2019 6.8 

n ihevcd_parse_slice_data of 

ihevcd_parse_slice.c, there is a 

possible out of bounds write 

due to a missing bounds 

check. This could lead to 

remote code execution with 

no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-8.0 

Android-8.1 Android-9 

Android-10Android ID: A-

N/A 
O-GOO-ANDR-

171219/260 
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140322595 

CVE ID : CVE-2019-2222 

Out-of-

bounds 

Write 

06-12-2019 6.8 

In ihevcd_ref_list of 

ihevcd_ref_list.c, there is a 

possible out of bounds write 

due to a missing bounds 

check. This could lead to 

remote code execution with 

no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-8.0 

Android-8.1 Android-9 

Android-10Android ID: A-

140692129 

CVE ID : CVE-2019-2223 

N/A 
O-GOO-ANDR-

171219/261 

Out-of-

bounds 

Write 

06-12-2019 9.3 

In ReadMATImage of mat.c, 

there is a possible out of 

bounds write due to a missing 

bounds check. This could lead 

to remote code execution in 

an unprivileged process when 

loading a MATLAB image file 

with no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-8.0 

Android-8.1 Android-9 

Android-10Android ID: A-

140328986 

CVE ID : CVE-2019-2224 

N/A 
O-GOO-ANDR-

171219/262 

Improper 

Privilege 

Manageme

nt 

06-12-2019 5.8 

When pairing with a 

Bluetooth device, it may be 

possible to pair a malicious 

device without any 

confirmation from the user, 

and that device may be able to 

N/A 
O-GOO-ANDR-

171219/263 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

78 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

interact with the phone. This 

could lead to remote 

escalation of privilege with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-8.0 

Android-8.1 Android-9 

Android-10Android ID: A-

110433804 

CVE ID : CVE-2019-2225 

Out-of-

bounds 

Read 

06-12-2019 4.9 

In device_class_to_int of 

device_class.cc, there is a 

possible out of bounds read 

due to improper casting. This 

could lead to local information 

disclosure in the Bluetooth 

server with User execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-8.0 

Android-8.1 Android-9 

Android-10Android ID: A-

140152619 

CVE ID : CVE-2019-2226 

N/A 
O-GOO-ANDR-

171219/264 

Out-of-

bounds 

Read 

06-12-2019 3.3 

In DeepCopy of btif_av.cc, 

there is a possible out of 

bounds read due to improper 

casting. This could lead to 

remote information disclosure 

over Bluetooth with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-9 

Android-10Android ID: A-

140768453 

N/A 
O-GOO-ANDR-

171219/265 
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CVE ID : CVE-2019-2227 

Out-of-

bounds 

Read 

06-12-2019 4.9 

In array_find of array.c, there 

is a possible out-of-bounds 

read due to an incorrect 

bounds check. This could lead 

to local information 

disclosure in the printer 

spooler with no additional 

execution privileges needed. 

User interaction is not needed 

for exploitation.Product: 

AndroidVersions: Android-8.0 

Android-8.1 Android-9 

Android-10Android ID: A-

111210196 

CVE ID : CVE-2019-2228 

N/A 
O-GOO-ANDR-

171219/266 

Informatio

n Exposure 
06-12-2019 2.1 

In updateWidget of 

BaseWidgetProvider.java, 

there is a possible leak of user 

data due to a missing 

permission check. This could 

lead to local information 

disclosure with no additional 

execution privileges needed. 

User interaction is not needed 

for exploitation.Product: 

AndroidVersions: Android-8.0 

Android-8.1 Android-9 

Android-10Android ID: A-

139803872 

CVE ID : CVE-2019-2229 

N/A 
O-GOO-ANDR-

171219/267 

Use After 

Free 
06-12-2019 5 

In nfcManager_routeAid and 

nfcManager_unrouteAid of 

NativeNfcManager.cpp, there 

is possible memory reuse due 

to a use after free. This could 

lead to remote information 

disclosure with no additional 

execution privileges needed. 

User interaction is not needed 

N/A 
O-GOO-ANDR-

171219/268 
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for exploitation.Product: 

AndroidVersions: Android-

10Android ID: A-141170038 

CVE ID : CVE-2019-2230 

Improper 

Input 

Validation 

06-12-2019 2.1 

In Blob::Blob of blob.cpp, 

there is a possible 

unencrypted master key due 

to improper input validation. 

This could lead to local 

information disclosure with 

System execution privileges 

needed. User interaction is 

not needed for 

exploitation.Product: 

AndroidVersions: Android-9 

Android-10Android ID: A-

141955555 

CVE ID : CVE-2019-2231 

N/A 
O-GOO-ANDR-

171219/269 

Improper 

Input 

Validation 

06-12-2019 7.8 

In handleRun of TextLine.java, 

there is a possible application 

crash due to improper input 

validation. This could lead to 

remote denial of service when 

processing Unicode with no 

additional execution 

privileges needed. User 

interaction is not needed for 

exploitation.Product: 

AndroidVersions: Android-8.0 

Android-8.1 Android-9 

Android-10Android ID: A-

140632678 

CVE ID : CVE-2019-2232 

N/A 
O-GOO-ANDR-

171219/270 

Improper 

Input 

Validation 

10-12-2019 4.3 

Insufficient policy 

enforcement in navigation in 

Google Chrome on Android 

prior to 79.0.3945.79 allowed 

a remote attacker to bypass 

navigation restrictions via a 

N/A 
O-GOO-ANDR-

171219/271 
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crafted HTML page. 

CVE ID : CVE-2019-13758 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

06-12-2019 4.3 

In various functions of 

RecentLocationApps.java, 

DevicePolicyManagerService.j

ava, and 

RecognitionService.java, there 

is an incorrect warning 

indicating an app accessed the 

user's location. This could 

dissolve the trust in the 

platform's permission system, 

with no additional execution 

privileges needed. User 

interaction is needed for 

exploitation.Product: 

AndroidVersions: Android-

10Android ID: A-141028068 

CVE ID : CVE-2019-9464 

N/A 
O-GOO-ANDR-

171219/272 

intelbras 

wrn_150_firmware 

Cross-Site 

Request 

Forgery 

(CSRF) 

02-12-2019 4.3 

Intelbras WRN 150 1.0.18 

devices allow CSRF via 

GO=system_password.asp to 

the 

goform/SysToolChangePwd 

URI to change a password. 

CVE ID : CVE-2019-19516 

N/A 
O-INT-WRN_-

171219/273 

Linux 

linux_kernel 

Informatio

n Exposure 
03-12-2019 2.9 

In FreeRADIUS 3.0 through 

3.0.19, on average 1 in every 

2048 EAP-pwd handshakes 

fails because the password 

element cannot be found 

within 10 iterations of the 

hunting and pecking loop. 

This leaks information that an 

N/A 
O-LIN-LINU-

171219/274 
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attacker can use to recover 

the password of any user. This 

information leakage is similar 

to the "Dragonblood" attack 

and CVE-2019-9494. 

CVE ID : CVE-2019-13456 

Improper 

Privilege 

Manageme

nt 

05-12-2019 7.2 

Weak file permissions applied 

to the Aviatrix VPN Client 

through 2.2.10 installation 

directory on Windows and 

Linux allow a local attacker to 

execute arbitrary code by 

gaining elevated privileges 

through file modifications. 

CVE ID : CVE-2019-17388 

N/A 
O-LIN-LINU-

171219/275 

Deserializa

tion of 

Untrusted 

Data 

09-12-2019 7.5 

An unsafe deserialization 

vulnerability exists in CA 

Release Automation (Nolio) 

6.6 with the DataManagement 

component that can allow a 

remote attacker to execute 

arbitrary code. 

CVE ID : CVE-2019-19230 

https://tec

hdocs.broad

com.com/u

s/product-

content/rec

ommended-

reading/sec

urity-

notices/ca2

0191209-

01-security-

notice-for-

ca-nolio-

release-

automation.

html?r=2 

O-LIN-LINU-

171219/276 

Use After 

Free 
08-12-2019 6.8 

In the Linux kernel 5.0.21, 

mounting a crafted ext4 

filesystem image, performing 

some operations, and 

unmounting can lead to a use-

after-free in ext4_put_super in 

fs/ext4/super.c, related to 

dump_orphan_list in 

N/A 
O-LIN-LINU-

171219/277 
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fs/ext4/super.c. 

CVE ID : CVE-2019-19447 

Use After 

Free 
08-12-2019 6.8 

In the Linux kernel 5.0.21 and 

5.3.11, mounting a crafted 

btrfs filesystem image, 

performing some operations, 

and then making a syncfs 

system call can lead to a use-

after-free in 

try_merge_free_space in 

fs/btrfs/free-space-cache.c 

because the pointer to a left 

data structure can be the 

same as the pointer to a right 

data structure. 

CVE ID : CVE-2019-19448 

N/A 
O-LIN-LINU-

171219/278 

Out-of-

bounds 

Read 

08-12-2019 6.8 

In the Linux kernel 5.0.21, 

mounting a crafted f2fs 

filesystem image can lead to 

slab-out-of-bounds read 

access in 

f2fs_build_segment_manager 

in fs/f2fs/segment.c, related 

to init_min_max_mtime in 

fs/f2fs/segment.c (because 

the second argument to 

get_seg_entry is not 

validated). 

CVE ID : CVE-2019-19449 

N/A 
O-LIN-LINU-

171219/279 

Operation 

on a 

Resource 

after 

Expiration 

or Release 

01-12-2019 5 

An issue was discovered in 

OpenSC through 0.19.0 and 

0.20.x through 0.20.0-rc3. 

libopensc/pkcs15-prkey.c has 

an incorrect free operation in 

sc_pkcs15_decode_prkdf_entr

y. 

CVE ID : CVE-2019-19480 

N/A 
O-LIN-LINU-

171219/280 

Use After 03-12-2019 4.9 In the Linux kernel before 

5.3.7, there is a use-after-free 
N/A O-LIN-LINU-
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Free bug that can be caused by a 

malicious USB device in the 

drivers/usb/misc/adutux.c 

driver, aka CID-

44efc269db79. 

CVE ID : CVE-2019-19523 

171219/281 

Use After 

Free 
03-12-2019 4.9 

In the Linux kernel before 

5.3.12, there is a use-after-

free bug that can be caused by 

a malicious USB device in the 

drivers/input/ff-memless.c 

driver, aka CID-fa3a5a1880c9. 

CVE ID : CVE-2019-19524 

N/A 
O-LIN-LINU-

171219/282 

Use After 

Free 
03-12-2019 4.9 

In the Linux kernel before 

5.3.6, there is a use-after-free 

bug that can be caused by a 

malicious USB device in the 

drivers/net/ieee802154/atus

b.c driver, aka CID-

7fd25e6fc035. 

CVE ID : CVE-2019-19525 

N/A 
O-LIN-LINU-

171219/283 

Use After 

Free 
03-12-2019 4.9 

In the Linux kernel before 

5.3.9, there is a use-after-free 

bug that can be caused by a 

malicious USB device in the 

drivers/nfc/pn533/usb.c 

driver, aka CID-6af3aa57a098. 

CVE ID : CVE-2019-19526 

N/A 
O-LIN-LINU-

171219/284 

Use After 

Free 
03-12-2019 4.9 

In the Linux kernel before 

5.2.10, there is a use-after-

free bug that can be caused by 

a malicious USB device in the 

drivers/hid/usbhid/hiddev.c 

driver, aka CID-

9c09b214f30e. 

CVE ID : CVE-2019-19527 

N/A 
O-LIN-LINU-

171219/285 

Use After 

Free 
03-12-2019 4.9 In the Linux kernel before 

5.3.7, there is a use-after-free 
N/A 

O-LIN-LINU-

171219/286 
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bug that can be caused by a 

malicious USB device in the 

drivers/usb/misc/iowarrior.c 

driver, aka CID-

edc4746f253d. 

CVE ID : CVE-2019-19528 

Use After 

Free 
03-12-2019 4.9 

In the Linux kernel before 

5.3.11, there is a use-after-

free bug that can be caused by 

a malicious USB device in the 

drivers/net/can/usb/mcba_u

sb.c driver, aka CID-

4d6636498c41. 

CVE ID : CVE-2019-19529 

N/A 
O-LIN-LINU-

171219/287 

Use After 

Free 
03-12-2019 4.9 

In the Linux kernel before 

5.2.10, there is a use-after-

free bug that can be caused by 

a malicious USB device in the 

drivers/usb/class/cdc-acm.c 

driver, aka CID-c52873e5a1ef. 

CVE ID : CVE-2019-19530 

N/A 
O-LIN-LINU-

171219/288 

Use After 

Free 
03-12-2019 4.6 

In the Linux kernel before 

5.2.9, there is a use-after-free 

bug that can be caused by a 

malicious USB device in the 

drivers/usb/misc/yurex.c 

driver, aka CID-fc05481b2fca. 

CVE ID : CVE-2019-19531 

N/A 
O-LIN-LINU-

171219/289 

Out-of-

bounds 

Write 

03-12-2019 4.6 

In the Linux kernel before 

5.3.9, there are multiple out-

of-bounds write bugs that can 

be caused by a malicious USB 

device in the Linux kernel HID 

drivers, aka CID-

d9d4b1e46d95. This affects 

drivers/hid/hid-axff.c, 

drivers/hid/hid-dr.c, 

drivers/hid/hid-emsff.c, 

drivers/hid/hid-gaff.c, 

N/A 
O-LIN-LINU-

171219/290 
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drivers/hid/hid-holtekff.c, 

drivers/hid/hid-lg2ff.c, 

drivers/hid/hid-lg3ff.c, 

drivers/hid/hid-lg4ff.c, 

drivers/hid/hid-lgff.c, 

drivers/hid/hid-logitech-

hidpp.c, drivers/hid/hid-

microsoft.c, drivers/hid/hid-

sony.c, drivers/hid/hid-tmff.c, 

and drivers/hid/hid-zpff.c. 

CVE ID : CVE-2019-19532 

Missing 

Release of 

Resource 

after 

Effective 

Lifetime 

03-12-2019 2.1 

In the Linux kernel before 

5.3.4, there is an info-leak bug 

that can be caused by a 

malicious USB device in the 

drivers/media/usb/ttusb-

dec/ttusb_dec.c driver, aka 

CID-a10feaf8c464. 

CVE ID : CVE-2019-19533 

N/A 
O-LIN-LINU-

171219/291 

Informatio

n Exposure 
03-12-2019 2.1 

In the Linux kernel before 

5.3.11, there is an info-leak 

bug that can be caused by a 

malicious USB device in the 

drivers/net/can/usb/peak_us

b/pcan_usb_core.c driver, aka 

CID-f7a1337f0d29. 

CVE ID : CVE-2019-19534 

N/A 
O-LIN-LINU-

171219/292 

Informatio

n Exposure 
03-12-2019 2.1 

In the Linux kernel before 

5.2.9, there is an info-leak bug 

that can be caused by a 

malicious USB device in the 

drivers/net/can/usb/peak_us

b/pcan_usb_fd.c driver, aka 

CID-30a8beeb3042. 

CVE ID : CVE-2019-19535 

N/A 
O-LIN-LINU-

171219/293 

Informatio

n Exposure 
03-12-2019 2.1 

In the Linux kernel before 

5.2.9, there is an info-leak bug 

that can be caused by a 

malicious USB device in the 

N/A 
O-LIN-LINU-

171219/294 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

87 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

drivers/net/can/usb/peak_us

b/pcan_usb_pro.c driver, aka 

CID-ead16e53c2f0. 

CVE ID : CVE-2019-19536 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

03-12-2019 4.7 

In the Linux kernel before 

5.2.10, there is a race 

condition bug that can be 

caused by a malicious USB 

device in the USB character 

device driver layer, aka CID-

303911cfc5b9. This affects 

drivers/usb/core/file.c. 

CVE ID : CVE-2019-19537 

N/A 
O-LIN-LINU-

171219/295 

Use After 

Free 
03-12-2019 4.6 

In the Linux kernel before 

5.1.6, there is a use-after-free 

in serial_ir_init_module() in 

drivers/media/rc/serial_ir.c. 

CVE ID : CVE-2019-19543 

N/A 
O-LIN-LINU-

171219/296 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

11-12-2019 4.3 

Tableau Server 10.3 through 

2019.4 on Windows and Linux 

allows XSS via the 

embeddedAuthRedirect page. 

CVE ID : CVE-2019-19719 

N/A 
O-LIN-LINU-

171219/297 

Microsoft 

windows 

Improper 

Input 

Validation 

10-12-2019 2.1 

Insufficient policy 

enforcement in downloads in 

Google Chrome on Windows 

prior to 79.0.3945.79 allowed 

a local attacker to spoof 

downloaded files via local 

code. 

N/A 
O-MIC-WIND-

171219/298 
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CVE ID : CVE-2019-13762 

Untrusted 

Search 

Path 

02-12-2019 6.9 

Trend Micro Security 

(Consumer) 2020 (v16.0.1221 

and below) is affected by a 

DLL hijacking vulnerability 

that could allow an attacker to 

use a specific service as an 

execution and/or persistence 

mechanism which could 

execute a malicious program 

each time the service is 

started. 

CVE ID : CVE-2019-15628 

N/A 
O-MIC-WIND-

171219/299 

Improper 

Privilege 

Manageme

nt 

05-12-2019 7.2 

Weak file permissions applied 

to the Aviatrix VPN Client 

through 2.2.10 installation 

directory on Windows and 

Linux allow a local attacker to 

execute arbitrary code by 

gaining elevated privileges 

through file modifications. 

CVE ID : CVE-2019-17388 

N/A 
O-MIC-WIND-

171219/300 

NULL 

Pointer 

Dereferenc

e 

09-12-2019 7.5 

Trend Micro Security 

(Consumer) 2020 (v16.x) is 

affected by a vulnerability in 

where null pointer 

dereference errors result in 

the crash of application, which 

could potentially lead to 

possible unsigned code 

execution under certain 

circumstances. 

CVE ID : CVE-2019-18190 

N/A 
O-MIC-WIND-

171219/301 

Deserializa

tion of 

Untrusted 

Data 

09-12-2019 7.5 

An unsafe deserialization 

vulnerability exists in CA 

Release Automation (Nolio) 

6.6 with the DataManagement 

component that can allow a 

remote attacker to execute 

https://tec

hdocs.broad

com.com/u

s/product-

content/rec

ommended-

O-MIC-WIND-

171219/302 
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arbitrary code. 

CVE ID : CVE-2019-19230 

reading/sec

urity-

notices/ca2

0191209-

01-security-

notice-for-

ca-nolio-

release-

automation.

html?r=2 

Incorrect 

Default 

Permission

s 

03-12-2019 6.6 

An issue was discovered in 

SALTO ProAccess SPACE 

5.4.3.0. The product's 

webserver runs as a Windows 

service with local SYSTEM 

permissions by default. This is 

against the principle of least 

privilege. An attacker who is 

able to exploit CVE-2019-

19458 or CVE-2019-19459 is 

basically able to write to 

every single path on the file 

system, because the 

webserver is running with the 

highest privileges available. 

CVE ID : CVE-2019-19460 

N/A 
O-MIC-WIND-

171219/303 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-12-2019 4.3 

SMPlayer 19.5.0 has a buffer 

overflow via a long .m3u file. 

CVE ID : CVE-2019-19489 

N/A 
O-MIC-WIND-

171219/304 

Improper 

Neutralizat

ion of 

Input 

During 

11-12-2019 4.3 

Tableau Server 10.3 through 

2019.4 on Windows and Linux 

allows XSS via the 

embeddedAuthRedirect page. 

N/A 
O-MIC-WIND-

171219/305 
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Web Page 

Generation 

('Cross-site 

Scripting') 

CVE ID : CVE-2019-19719 

windows_xp 

Informatio

n Exposure 
10-12-2019 5 

An information disclosure 

vulnerability exists when the 

Windows Remote Desktop 

Protocol (RDP) fails to 

properly handle objects in 

memory, aka 'Remote 

Desktop Protocol Information 

Disclosure Vulnerability'. 

CVE ID : CVE-2019-1489 

N/A 
O-MIC-WIND-

171219/306 

windows_10 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when 

Windows AppX Deployment 

Service (AppXSVC) 

improperly handles hard 

links, aka 'Windows Elevation 

of Privilege Vulnerability'. 

This CVE ID is unique from 

CVE-2019-1483. 

CVE ID : CVE-2019-1476 

N/A 
O-MIC-WIND-

171219/307 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when the 

Windows Printer Service 

improperly validates file 

paths while loading printer 

drivers, aka 'Windows Printer 

Service Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1477 

N/A 
O-MIC-WIND-

171219/308 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when the 

Windows AppX Deployment 

Server improperly handles 

N/A 
O-MIC-WIND-

171219/309 
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junctions.To exploit this 

vulnerability, an attacker 

would first have to gain 

execution on the victim 

system, aka 'Windows 

Elevation of Privilege 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1476. 

CVE ID : CVE-2019-1483 

Improper 

Input 

Validation 

10-12-2019 6.8 

A remote code execution 

vulnerability exists when 

Microsoft Windows OLE fails 

to properly validate user 

input, aka 'Windows OLE 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1484 

N/A 
O-MIC-WIND-

171219/310 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 7.6 

A remote code execution 

vulnerability exists in the way 

that the VBScript engine 

handles objects in memory, 

aka 'VBScript Remote Code 

Execution Vulnerability'. 

CVE ID : CVE-2019-1485 

N/A 
O-MIC-WIND-

171219/311 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 2.1 

A security feature bypass 

vulnerability exists when 

Microsoft Defender 

improperly handles specific 

buffers, aka 'Microsoft 

Defender Security Feature 

Bypass Vulnerability'. 

CVE ID : CVE-2019-1488 

N/A 
O-MIC-WIND-

171219/312 

Improper 

Input 

Validation 

10-12-2019 5 

A denial of service 

vulnerability exists in Remote 

Desktop Protocol (RDP) when 

an attacker connects to the 

target system using RDP and 

sends specially crafted 

N/A 
O-MIC-WIND-

171219/313 
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requests, aka 'Windows 

Remote Desktop Protocol 

(RDP) Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1453 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists in 

Windows when the Win32k 

component fails to properly 

handle objects in memory, aka 

'Win32k Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1458 

N/A 
O-MIC-WIND-

171219/314 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1466, CVE-2019-1467. 

CVE ID : CVE-2019-1465 

N/A 
O-MIC-WIND-

171219/315 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1467. 

CVE ID : CVE-2019-1466 

N/A 
O-MIC-WIND-

171219/316 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

N/A 
O-MIC-WIND-

171219/317 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

93 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1466. 

CVE ID : CVE-2019-1467 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists when the 

Windows font library 

improperly handles specially 

crafted embedded fonts, aka 

'Win32k Graphics Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1468 

N/A 
O-MIC-WIND-

171219/318 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

win32k component 

improperly provides kernel 

information, aka 'Win32k 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1469 

N/A 
O-MIC-WIND-

171219/319 

Informatio

n Exposure 
10-12-2019 4 

An information disclosure 

vulnerability exists when 

Windows Hyper-V on a host 

operating system fails to 

properly validate input from 

an authenticated user on a 

guest operating system, aka 

'Windows Hyper-V 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1470 

N/A 
O-MIC-WIND-

171219/320 

Improper 

Input 

Validation 

10-12-2019 6.5 

A remote code execution 

vulnerability exists when 

Windows Hyper-V on a host 

server fails to properly 

validate input from an 

authenticated user on a guest 

operating system, aka 

'Windows Hyper-V Remote 

N/A 
O-MIC-WIND-

171219/321 
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Code Execution Vulnerability'. 

CVE ID : CVE-2019-1471 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1474. 

CVE ID : CVE-2019-1472 

N/A 
O-MIC-WIND-

171219/322 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1472. 

CVE ID : CVE-2019-1474 

N/A 
O-MIC-WIND-

171219/323 

windows_7 

Improper 

Input 

Validation 

10-12-2019 6.8 

A remote code execution 

vulnerability exists when 

Microsoft Windows OLE fails 

to properly validate user 

input, aka 'Windows OLE 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1484 

N/A 
O-MIC-WIND-

171219/324 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 7.6 

A remote code execution 

vulnerability exists in the way 

that the VBScript engine 

handles objects in memory, 

aka 'VBScript Remote Code 

Execution Vulnerability'. 

CVE ID : CVE-2019-1485 

N/A 
O-MIC-WIND-

171219/325 

Improper 10-12-2019 2.1 A security feature bypass N/A O-MIC-WIND-
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Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

vulnerability exists when 

Microsoft Defender 

improperly handles specific 

buffers, aka 'Microsoft 

Defender Security Feature 

Bypass Vulnerability'. 

CVE ID : CVE-2019-1488 

171219/326 

Improper 

Input 

Validation 

10-12-2019 5 

A denial of service 

vulnerability exists in Remote 

Desktop Protocol (RDP) when 

an attacker connects to the 

target system using RDP and 

sends specially crafted 

requests, aka 'Windows 

Remote Desktop Protocol 

(RDP) Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1453 

N/A 
O-MIC-WIND-

171219/327 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists in 

Windows when the Win32k 

component fails to properly 

handle objects in memory, aka 

'Win32k Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1458 

N/A 
O-MIC-WIND-

171219/328 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1466, CVE-2019-1467. 

CVE ID : CVE-2019-1465 

N/A 
O-MIC-WIND-

171219/329 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

N/A 
O-MIC-WIND-

171219/330 
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improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1467. 

CVE ID : CVE-2019-1466 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1466. 

CVE ID : CVE-2019-1467 

N/A 
O-MIC-WIND-

171219/331 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists when the 

Windows font library 

improperly handles specially 

crafted embedded fonts, aka 

'Win32k Graphics Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1468 

N/A 
O-MIC-WIND-

171219/332 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

win32k component 

improperly provides kernel 

information, aka 'Win32k 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1469 

N/A 
O-MIC-WIND-

171219/333 

Informatio

n Exposure 
10-12-2019 4 

An information disclosure 

vulnerability exists when 

Windows Hyper-V on a host 

operating system fails to 

properly validate input from 

an authenticated user on a 

N/A 
O-MIC-WIND-

171219/334 
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guest operating system, aka 

'Windows Hyper-V 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1470 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1472. 

CVE ID : CVE-2019-1474 

N/A 
O-MIC-WIND-

171219/335 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when 

Windows improperly handles 

COM object creation, aka 

'Windows COM Server 

Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1478 

N/A 
O-MIC-WIND-

171219/336 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists in 

Windows Media Player when 

it fails to properly handle 

objects in memory, aka 

'Windows Media Player 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1481. 

CVE ID : CVE-2019-1480 

N/A 
O-MIC-WIND-

171219/337 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists in 

Windows Media Player when 

it fails to properly handle 

objects in memory, aka 

'Windows Media Player 

Information Disclosure 

N/A 
O-MIC-WIND-

171219/338 
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Vulnerability'. This CVE ID is 

unique from CVE-2019-1480. 

CVE ID : CVE-2019-1481 

windows_8.1 

Improper 

Input 

Validation 

10-12-2019 6.8 

A remote code execution 

vulnerability exists when 

Microsoft Windows OLE fails 

to properly validate user 

input, aka 'Windows OLE 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1484 

N/A 
O-MIC-WIND-

171219/339 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 7.6 

A remote code execution 

vulnerability exists in the way 

that the VBScript engine 

handles objects in memory, 

aka 'VBScript Remote Code 

Execution Vulnerability'. 

CVE ID : CVE-2019-1485 

N/A 
O-MIC-WIND-

171219/340 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 2.1 

A security feature bypass 

vulnerability exists when 

Microsoft Defender 

improperly handles specific 

buffers, aka 'Microsoft 

Defender Security Feature 

Bypass Vulnerability'. 

CVE ID : CVE-2019-1488 

N/A 
O-MIC-WIND-

171219/341 

Improper 

Input 

Validation 

10-12-2019 5 

A denial of service 

vulnerability exists in Remote 

Desktop Protocol (RDP) when 

an attacker connects to the 

target system using RDP and 

sends specially crafted 

requests, aka 'Windows 

Remote Desktop Protocol 

(RDP) Denial of Service 

Vulnerability'. 

N/A 
O-MIC-WIND-

171219/342 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

99 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-1453 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists in 

Windows when the Win32k 

component fails to properly 

handle objects in memory, aka 

'Win32k Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1458 

N/A 
O-MIC-WIND-

171219/343 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1466, CVE-2019-1467. 

CVE ID : CVE-2019-1465 

N/A 
O-MIC-WIND-

171219/344 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1467. 

CVE ID : CVE-2019-1466 

N/A 
O-MIC-WIND-

171219/345 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1466. 

N/A 
O-MIC-WIND-

171219/346 
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CVE ID : CVE-2019-1467 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists when the 

Windows font library 

improperly handles specially 

crafted embedded fonts, aka 

'Win32k Graphics Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1468 

N/A 
O-MIC-WIND-

171219/347 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

win32k component 

improperly provides kernel 

information, aka 'Win32k 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1469 

N/A 
O-MIC-WIND-

171219/348 

Informatio

n Exposure 
10-12-2019 4 

An information disclosure 

vulnerability exists when 

Windows Hyper-V on a host 

operating system fails to 

properly validate input from 

an authenticated user on a 

guest operating system, aka 

'Windows Hyper-V 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1470 

N/A 
O-MIC-WIND-

171219/349 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1472. 

CVE ID : CVE-2019-1474 

N/A 
O-MIC-WIND-

171219/350 

windows_rt_8.1 
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Improper 

Input 

Validation 

10-12-2019 6.8 

A remote code execution 

vulnerability exists when 

Microsoft Windows OLE fails 

to properly validate user 

input, aka 'Windows OLE 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1484 

N/A 
O-MIC-WIND-

171219/351 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 7.6 

A remote code execution 

vulnerability exists in the way 

that the VBScript engine 

handles objects in memory, 

aka 'VBScript Remote Code 

Execution Vulnerability'. 

CVE ID : CVE-2019-1485 

N/A 
O-MIC-WIND-

171219/352 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 2.1 

A security feature bypass 

vulnerability exists when 

Microsoft Defender 

improperly handles specific 

buffers, aka 'Microsoft 

Defender Security Feature 

Bypass Vulnerability'. 

CVE ID : CVE-2019-1488 

N/A 
O-MIC-WIND-

171219/353 

Improper 

Input 

Validation 

10-12-2019 5 

A denial of service 

vulnerability exists in Remote 

Desktop Protocol (RDP) when 

an attacker connects to the 

target system using RDP and 

sends specially crafted 

requests, aka 'Windows 

Remote Desktop Protocol 

(RDP) Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1453 

N/A 
O-MIC-WIND-

171219/354 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists in 

Windows when the Win32k 

component fails to properly 

N/A 
O-MIC-WIND-

171219/355 
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handle objects in memory, aka 

'Win32k Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1458 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1466, CVE-2019-1467. 

CVE ID : CVE-2019-1465 

N/A 
O-MIC-WIND-

171219/356 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1467. 

CVE ID : CVE-2019-1466 

N/A 
O-MIC-WIND-

171219/357 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1466. 

CVE ID : CVE-2019-1467 

N/A 
O-MIC-WIND-

171219/358 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists when the 

Windows font library 

improperly handles specially 

crafted embedded fonts, aka 

N/A 
O-MIC-WIND-

171219/359 
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'Win32k Graphics Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1468 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

win32k component 

improperly provides kernel 

information, aka 'Win32k 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1469 

N/A 
O-MIC-WIND-

171219/360 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1472. 

CVE ID : CVE-2019-1474 

N/A 
O-MIC-WIND-

171219/361 

windows_server_2008 

Improper 

Input 

Validation 

10-12-2019 6.8 

A remote code execution 

vulnerability exists when 

Microsoft Windows OLE fails 

to properly validate user 

input, aka 'Windows OLE 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1484 

N/A 
O-MIC-WIND-

171219/362 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 7.6 

A remote code execution 

vulnerability exists in the way 

that the VBScript engine 

handles objects in memory, 

aka 'VBScript Remote Code 

Execution Vulnerability'. 

CVE ID : CVE-2019-1485 

N/A 
O-MIC-WIND-

171219/363 

Improper 10-12-2019 2.1 A security feature bypass N/A O-MIC-WIND-
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Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

vulnerability exists when 

Microsoft Defender 

improperly handles specific 

buffers, aka 'Microsoft 

Defender Security Feature 

Bypass Vulnerability'. 

CVE ID : CVE-2019-1488 

171219/364 

Improper 

Input 

Validation 

10-12-2019 5 

A denial of service 

vulnerability exists in Remote 

Desktop Protocol (RDP) when 

an attacker connects to the 

target system using RDP and 

sends specially crafted 

requests, aka 'Windows 

Remote Desktop Protocol 

(RDP) Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1453 

N/A 
O-MIC-WIND-

171219/365 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists in 

Windows when the Win32k 

component fails to properly 

handle objects in memory, aka 

'Win32k Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1458 

N/A 
O-MIC-WIND-

171219/366 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1466, CVE-2019-1467. 

CVE ID : CVE-2019-1465 

N/A 
O-MIC-WIND-

171219/367 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

N/A 
O-MIC-WIND-

171219/368 
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improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1467. 

CVE ID : CVE-2019-1466 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1466. 

CVE ID : CVE-2019-1467 

N/A 
O-MIC-WIND-

171219/369 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists when the 

Windows font library 

improperly handles specially 

crafted embedded fonts, aka 

'Win32k Graphics Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1468 

N/A 
O-MIC-WIND-

171219/370 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

win32k component 

improperly provides kernel 

information, aka 'Win32k 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1469 

N/A 
O-MIC-WIND-

171219/371 

Informatio

n Exposure 
10-12-2019 4 

An information disclosure 

vulnerability exists when 

Windows Hyper-V on a host 

operating system fails to 

properly validate input from 

an authenticated user on a 

N/A 
O-MIC-WIND-

171219/372 
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guest operating system, aka 

'Windows Hyper-V 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1470 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1472. 

CVE ID : CVE-2019-1474 

N/A 
O-MIC-WIND-

171219/373 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when 

Windows improperly handles 

COM object creation, aka 

'Windows COM Server 

Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1478 

N/A 
O-MIC-WIND-

171219/374 

windows_server_2012 

Improper 

Input 

Validation 

10-12-2019 6.8 

A remote code execution 

vulnerability exists when 

Microsoft Windows OLE fails 

to properly validate user 

input, aka 'Windows OLE 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1484 

N/A 
O-MIC-WIND-

171219/375 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

10-12-2019 7.6 

A remote code execution 

vulnerability exists in the way 

that the VBScript engine 

handles objects in memory, 

aka 'VBScript Remote Code 

Execution Vulnerability'. 

CVE ID : CVE-2019-1485 

N/A 
O-MIC-WIND-

171219/376 
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Buffer 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 2.1 

A security feature bypass 

vulnerability exists when 

Microsoft Defender 

improperly handles specific 

buffers, aka 'Microsoft 

Defender Security Feature 

Bypass Vulnerability'. 

CVE ID : CVE-2019-1488 

N/A 
O-MIC-WIND-

171219/377 

Improper 

Input 

Validation 

10-12-2019 5 

A denial of service 

vulnerability exists in Remote 

Desktop Protocol (RDP) when 

an attacker connects to the 

target system using RDP and 

sends specially crafted 

requests, aka 'Windows 

Remote Desktop Protocol 

(RDP) Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1453 

N/A 
O-MIC-WIND-

171219/378 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists in 

Windows when the Win32k 

component fails to properly 

handle objects in memory, aka 

'Win32k Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1458 

N/A 
O-MIC-WIND-

171219/379 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1466, CVE-2019-1467. 

CVE ID : CVE-2019-1465 

N/A 
O-MIC-WIND-

171219/380 
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Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1467. 

CVE ID : CVE-2019-1466 

N/A 
O-MIC-WIND-

171219/381 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1466. 

CVE ID : CVE-2019-1467 

N/A 
O-MIC-WIND-

171219/382 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists when the 

Windows font library 

improperly handles specially 

crafted embedded fonts, aka 

'Win32k Graphics Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1468 

N/A 
O-MIC-WIND-

171219/383 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

win32k component 

improperly provides kernel 

information, aka 'Win32k 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1469 

N/A 
O-MIC-WIND-

171219/384 

Informatio

n Exposure 
10-12-2019 4 

An information disclosure 

vulnerability exists when 

Windows Hyper-V on a host 

N/A 
O-MIC-WIND-

171219/385 
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operating system fails to 

properly validate input from 

an authenticated user on a 

guest operating system, aka 

'Windows Hyper-V 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1470 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1472. 

CVE ID : CVE-2019-1474 

N/A 
O-MIC-WIND-

171219/386 

windows_server_2016 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when 

Windows AppX Deployment 

Service (AppXSVC) 

improperly handles hard 

links, aka 'Windows Elevation 

of Privilege Vulnerability'. 

This CVE ID is unique from 

CVE-2019-1483. 

CVE ID : CVE-2019-1476 

N/A 
O-MIC-WIND-

171219/387 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when the 

Windows AppX Deployment 

Server improperly handles 

junctions.To exploit this 

vulnerability, an attacker 

would first have to gain 

execution on the victim 

system, aka 'Windows 

Elevation of Privilege 

Vulnerability'. This CVE ID is 

N/A 
O-MIC-WIND-

171219/388 
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unique from CVE-2019-1476. 

CVE ID : CVE-2019-1483 

Improper 

Input 

Validation 

10-12-2019 6.8 

A remote code execution 

vulnerability exists when 

Microsoft Windows OLE fails 

to properly validate user 

input, aka 'Windows OLE 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1484 

N/A 
O-MIC-WIND-

171219/389 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 7.6 

A remote code execution 

vulnerability exists in the way 

that the VBScript engine 

handles objects in memory, 

aka 'VBScript Remote Code 

Execution Vulnerability'. 

CVE ID : CVE-2019-1485 

N/A 
O-MIC-WIND-

171219/390 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 2.1 

A security feature bypass 

vulnerability exists when 

Microsoft Defender 

improperly handles specific 

buffers, aka 'Microsoft 

Defender Security Feature 

Bypass Vulnerability'. 

CVE ID : CVE-2019-1488 

N/A 
O-MIC-WIND-

171219/391 

Improper 

Input 

Validation 

10-12-2019 5 

A denial of service 

vulnerability exists in Remote 

Desktop Protocol (RDP) when 

an attacker connects to the 

target system using RDP and 

sends specially crafted 

requests, aka 'Windows 

Remote Desktop Protocol 

(RDP) Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1453 

N/A 
O-MIC-WIND-

171219/392 

Improper 10-12-2019 7.2 An elevation of privilege N/A O-MIC-WIND-
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Privilege 

Manageme

nt 

vulnerability exists in 

Windows when the Win32k 

component fails to properly 

handle objects in memory, aka 

'Win32k Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1458 

171219/393 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1466, CVE-2019-1467. 

CVE ID : CVE-2019-1465 

N/A 
O-MIC-WIND-

171219/394 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1467. 

CVE ID : CVE-2019-1466 

N/A 
O-MIC-WIND-

171219/395 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1466. 

CVE ID : CVE-2019-1467 

N/A 
O-MIC-WIND-

171219/396 

Improper 

Input 
10-12-2019 9.3 A remote code execution 

vulnerability exists when the 
N/A O-MIC-WIND-
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Validation Windows font library 

improperly handles specially 

crafted embedded fonts, aka 

'Win32k Graphics Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1468 

171219/397 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

win32k component 

improperly provides kernel 

information, aka 'Win32k 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1469 

N/A 
O-MIC-WIND-

171219/398 

Informatio

n Exposure 
10-12-2019 4 

An information disclosure 

vulnerability exists when 

Windows Hyper-V on a host 

operating system fails to 

properly validate input from 

an authenticated user on a 

guest operating system, aka 

'Windows Hyper-V 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1470 

N/A 
O-MIC-WIND-

171219/399 

Improper 

Input 

Validation 

10-12-2019 6.5 

A remote code execution 

vulnerability exists when 

Windows Hyper-V on a host 

server fails to properly 

validate input from an 

authenticated user on a guest 

operating system, aka 

'Windows Hyper-V Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1471 

N/A 
O-MIC-WIND-

171219/400 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

N/A 
O-MIC-WIND-

171219/401 
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aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1474. 

CVE ID : CVE-2019-1472 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1472. 

CVE ID : CVE-2019-1474 

N/A 
O-MIC-WIND-

171219/402 

windows_server_2019 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when 

Windows AppX Deployment 

Service (AppXSVC) 

improperly handles hard 

links, aka 'Windows Elevation 

of Privilege Vulnerability'. 

This CVE ID is unique from 

CVE-2019-1483. 

CVE ID : CVE-2019-1476 

N/A 
O-MIC-WIND-

171219/403 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when the 

Windows Printer Service 

improperly validates file 

paths while loading printer 

drivers, aka 'Windows Printer 

Service Elevation of Privilege 

Vulnerability'. 

CVE ID : CVE-2019-1477 

N/A 
O-MIC-WIND-

171219/404 

Improper 

Privilege 

Manageme

nt 

10-12-2019 7.2 

An elevation of privilege 

vulnerability exists when the 

Windows AppX Deployment 

Server improperly handles 

N/A 
O-MIC-WIND-

171219/405 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

114 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

junctions.To exploit this 

vulnerability, an attacker 

would first have to gain 

execution on the victim 

system, aka 'Windows 

Elevation of Privilege 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1476. 

CVE ID : CVE-2019-1483 

Improper 

Input 

Validation 

10-12-2019 6.8 

A remote code execution 

vulnerability exists when 

Microsoft Windows OLE fails 

to properly validate user 

input, aka 'Windows OLE 

Remote Code Execution 

Vulnerability'. 

CVE ID : CVE-2019-1484 

N/A 
O-MIC-WIND-

171219/406 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 7.6 

A remote code execution 

vulnerability exists in the way 

that the VBScript engine 

handles objects in memory, 

aka 'VBScript Remote Code 

Execution Vulnerability'. 

CVE ID : CVE-2019-1485 

N/A 
O-MIC-WIND-

171219/407 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

10-12-2019 2.1 

A security feature bypass 

vulnerability exists when 

Microsoft Defender 

improperly handles specific 

buffers, aka 'Microsoft 

Defender Security Feature 

Bypass Vulnerability'. 

CVE ID : CVE-2019-1488 

N/A 
O-MIC-WIND-

171219/408 

Improper 

Input 

Validation 

10-12-2019 5 

A denial of service 

vulnerability exists in Remote 

Desktop Protocol (RDP) when 

an attacker connects to the 

target system using RDP and 

sends specially crafted 

N/A 
O-MIC-WIND-

171219/409 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

115 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

requests, aka 'Windows 

Remote Desktop Protocol 

(RDP) Denial of Service 

Vulnerability'. 

CVE ID : CVE-2019-1453 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1466, CVE-2019-1467. 

CVE ID : CVE-2019-1465 

N/A 
O-MIC-WIND-

171219/410 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1467. 

CVE ID : CVE-2019-1466 

N/A 
O-MIC-WIND-

171219/411 

Informatio

n Exposure 
10-12-2019 4.3 

An information disclosure 

vulnerability exists when the 

Windows GDI component 

improperly discloses the 

contents of its memory, aka 

'Windows GDI Information 

Disclosure Vulnerability'. This 

CVE ID is unique from CVE-

2019-1465, CVE-2019-1466. 

CVE ID : CVE-2019-1467 

N/A 
O-MIC-WIND-

171219/412 

Improper 

Input 

Validation 

10-12-2019 9.3 

A remote code execution 

vulnerability exists when the 

Windows font library 

improperly handles specially 

N/A 
O-MIC-WIND-

171219/413 
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crafted embedded fonts, aka 

'Win32k Graphics Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1468 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

win32k component 

improperly provides kernel 

information, aka 'Win32k 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1469 

N/A 
O-MIC-WIND-

171219/414 

Informatio

n Exposure 
10-12-2019 4 

An information disclosure 

vulnerability exists when 

Windows Hyper-V on a host 

operating system fails to 

properly validate input from 

an authenticated user on a 

guest operating system, aka 

'Windows Hyper-V 

Information Disclosure 

Vulnerability'. 

CVE ID : CVE-2019-1470 

N/A 
O-MIC-WIND-

171219/415 

Improper 

Input 

Validation 

10-12-2019 6.5 

A remote code execution 

vulnerability exists when 

Windows Hyper-V on a host 

server fails to properly 

validate input from an 

authenticated user on a guest 

operating system, aka 

'Windows Hyper-V Remote 

Code Execution Vulnerability'. 

CVE ID : CVE-2019-1471 

N/A 
O-MIC-WIND-

171219/416 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

N/A 
O-MIC-WIND-

171219/417 
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Vulnerability'. This CVE ID is 

unique from CVE-2019-1474. 

CVE ID : CVE-2019-1472 

Informatio

n Exposure 
10-12-2019 2.1 

An information disclosure 

vulnerability exists when the 

Windows kernel improperly 

handles objects in memory, 

aka 'Windows Kernel 

Information Disclosure 

Vulnerability'. This CVE ID is 

unique from CVE-2019-1472. 

CVE ID : CVE-2019-1474 

N/A 
O-MIC-WIND-

171219/418 

Openbsd 

openbsd 

Improper 

Input 

Validation 

05-12-2019 4.6 

In OpenBSD 6.6, local users 

can use the su -L option to 

achieve any login class (often 

excluding root) because there 

is a logic error in the main 

function in su/su.c. 

CVE ID : CVE-2019-19519 

N/A 
O-OPE-OPEN-

171219/419 

Improper 

Privilege 

Manageme

nt 

05-12-2019 4.6 

xlock in OpenBSD 6.6 allows 

local users to gain the 

privileges of the auth group 

by providing a 

LIBGL_DRIVERS_PATH 

environment variable, 

because 

xenocara/lib/mesa/src/loade

r/loader.c mishandles dlopen. 

CVE ID : CVE-2019-19520 

N/A 
O-OPE-OPEN-

171219/420 

Improper 

Authentica

tion 

05-12-2019 7.5 

libc in OpenBSD 6.6 allows 

authentication bypass via the 

-schallenge username, as 

demonstrated by smtpd, 

ldapd, or radiusd. This is 

related to gen/auth_subr.c 

and gen/authenticate.c in libc 

N/A 
O-OPE-OPEN-

171219/421 
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(and login/login.c and 

xenocara/app/xenodm/greet

er/verify.c). 

CVE ID : CVE-2019-19521 

Improper 

Authentica

tion 

05-12-2019 7.2 

OpenBSD 6.6, in a non-default 

configuration where S/Key or 

YubiKey authentication is 

enabled, allows local users to 

become root by leveraging 

membership in the auth 

group. This occurs because 

root's file can be written to 

/etc/skey or 

/var/db/yubikey, and need 

not be owned by root. 

CVE ID : CVE-2019-19522 

N/A 
O-OPE-OPEN-

171219/422 

Opensuse 

leap 

Deserializa

tion of 

Untrusted 

Data 

12-12-2019 5.5 

Cacti through 1.2.7 is affected 

by multiple instances of 

lib/functions.php unsafe 

deserialization of user-

controlled data to populate 

arrays. An authenticated 

attacker could use this to 

influence object data values 

and control actions taken by 

Cacti or potentially cause 

memory corruption in the 

PHP module. 

CVE ID : CVE-2019-17358 

N/A 
O-OPE-LEAP-

171219/423 

Paloaltonetworks 

pan-os 

Improper 

Authentica

tion 

05-12-2019 4.6 

An improper authentication 

check in Palo Alto Networks 

PAN-OS may allow an 

authenticated low privileged 

non-superuser custom role 

https://sec

urityadviso

ries.paloalt

onetworks.c

om/Home/

O-PAL-PAN--

171219/424 
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user to elevate privileges and 

become superuser. This issue 

affects PAN-OS 7.1 versions 

prior to 7.1.25; 8.0 versions 

prior to 8.0.20; 8.1 versions 

prior to 8.1.11; 9.0 versions 

prior to 9.0.5. PAN-OS version 

7.0 and prior EOL versions 

have not been evaluated for 

this issue. 

CVE ID : CVE-2019-17437 

Detail/159 

Qnap 

qts 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

05-12-2019 7.5 

This improper link resolution 

vulnerability allows remote 

attackers to access system 

files. To fix this vulnerability, 

QNAP recommend updating 

QTS to their latest versions. 

CVE ID : CVE-2019-7183 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

27 

O-QNA-QTS-

171219/425 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-12-2019 3.5 

This cross-site scripting (XSS) 

vulnerability in Video Station 

allows remote attackers to 

inject and execute scripts on 

the administrator?s 

management console. To fix 

this vulnerability, QNAP 

recommend updating Video 

Station to their latest 

versions. 

CVE ID : CVE-2019-7184 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

27 

O-QNA-QTS-

171219/426 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

05-12-2019 3.5 

This cross-site scripting (XSS) 

vulnerability in Music Station 

allows remote attackers to 

inject and execute scripts on 

the administrator?s 

management console. To fix 

this vulnerability, QNAP 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

O-QNA-QTS-

171219/427 
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('Cross-site 

Scripting') 

recommend updating Music 

Station to their latest 

versions. 

CVE ID : CVE-2019-7185 

27 

Improper 

Privilege 

Manageme

nt 

05-12-2019 7.5 

This improper access control 

vulnerability allows remote 

attackers to gain 

unauthorized access to the 

system. To fix these 

vulnerabilities, QNAP 

recommend updating Photo 

Station to their latest 

versions. 

CVE ID : CVE-2019-7192 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

25 

O-QNA-QTS-

171219/428 

Improper 

Input 

Validation 

05-12-2019 10 

This improper input 

validation vulnerability allows 

remote attackers to inject 

arbitrary code to the system. 

To fix the vulnerability, QNAP 

recommend updating QTS to 

their latest versions. 

CVE ID : CVE-2019-7193 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

25 

O-QNA-QTS-

171219/429 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

05-12-2019 7.5 

This external control of file 

name or path vulnerability 

allows remote attackers to 

access or modify system files. 

To fix the vulnerability, QNAP 

recommend updating Photo 

Station to their latest 

versions. 

CVE ID : CVE-2019-7194 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

25 

O-QNA-QTS-

171219/430 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

05-12-2019 7.5 

This external control of file 

name or path vulnerability 

allows remote attackers to 

access or modify system files. 

To fix the vulnerability, QNAP 

recommend updating Photo 

Station to their latest 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

O-QNA-QTS-

171219/431 
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versions. 

CVE ID : CVE-2019-7195 

25 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-12-2019 3.5 

A stored cross-site scripting 

(XSS) vulnerability has been 

reported to affect multiple 

versions of QTS. If exploited, 

this vulnerability may allow 

an attacker to inject and 

execute scripts on the 

administrator console. To fix 

this vulnerability, QNAP 

recommend updating QTS to 

the latest version. 

CVE ID : CVE-2019-7197 

https://ww

w.qnap.com

/zh-

tw/security

-

advisory/na

s-201911-

26 

O-QNA-QTS-

171219/432 

Qualcomm 

qca6574au_firmware 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCA6-

171219/433 
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QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

qcs405_firmware 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS4-

171219/434 

Integer 

Overflow 
12-12-2019 4.6 Lack of check of data 

truncation on user supplied 

https://sou

rce.android.
O-QUA-QCS4-
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or 

Wraparou

nd 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

com/securit

y/bulletin/

pixel/2019-

11-01 

171219/435 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS4-

171219/436 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

124 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10484 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-QCS4-

171219/437 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS4-

171219/438 
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SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS4-

171219/439 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-QCS4-

171219/440 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

126 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS4-

171219/441 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

127 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

sd_665_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_6-

171219/442 

Uncontroll

ed 

Resource 

Consumpti

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

https://sou

rce.android.

com/securit

y/bulletin/

O-QUA-SD_6-

171219/443 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

128 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

on all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

pixel/2019-

11-01 

sd_730_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_7-

171219/444 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_7-

171219/445 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

129 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

ipq4019_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-IPQ4-

171219/446 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

130 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

ipq8074_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-IPQ8-

171219/447 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

131 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-IPQ8-

171219/448 

qca6174a_firmware 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

132 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCA6-

171219/449 

qca9377_firmware 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCA9-

171219/450 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

133 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

qca9379_firmware 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCA9-

171219/451 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

134 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

msm891_firmware 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/452 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

135 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

apq8009_firmware 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/453 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-APQ8-

171219/454 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

136 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/455 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

137 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/456 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

138 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/457 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

139 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/458 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-APQ8-

171219/459 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

140 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/460 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

141 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

apq8098_firmware 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/461 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

142 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/462 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

143 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/463 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/464 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

144 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/465 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

145 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/466 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

146 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/467 

Buffer 

Copy 
12-12-2019 4.6 Snapshot of IB can lead to 

invalid address access due to 

https://ww

w.qualcom

O-QUA-APQ8-

171219/468 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

147 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/469 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

148 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/470 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

149 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/471 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

150 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/472 

Out-of-

bounds 
12-12-2019 7.8 While Skipping unknown IES, 

EMM is reading the buffer 

https://ww

w.qualcom
O-QUA-APQ8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

151 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Read even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/473 

msm8939_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MSM8-

171219/474 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

152 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/475 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

153 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/476 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

154 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/477 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

155 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10559 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/478 

Buffer 

Copy 

without 

Checking 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-

MSM8-

171219/479 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

156 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

msm8953_firmware 

Buffer 

Copy 

without 

Checking 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-

MSM8-

171219/480 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

157 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/481 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

158 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/482 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

159 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/483 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

160 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/484 

Buffer 

Copy 

without 

12-12-2019 4.6 
Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

https://ww

w.qualcom

m.com/com

O-QUA-

MSM8-

171219/485 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

161 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/486 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

162 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/487 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/488 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-

MSM8-

171219/489 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

164 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/490 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/491 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/492 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8998_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/493 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

168 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/495 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

169 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/496 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

170 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/497 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

171 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/498 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

172 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/499 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/500 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

173 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/501 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

174 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/502 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

175 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/503 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

176 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/504 

nicobar_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/505 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

177 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/506 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

178 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/507 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/508 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

179 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/509 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

180 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/510 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

181 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-NICO-

171219/512 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

182 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/513 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

183 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/514 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

184 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-NICO-

171219/515 

apq8053_firmware 

Buffer 

Copy 
12-12-2019 10 Position determination 

accuracy may be degraded 

https://ww

w.qualcom
O-QUA-APQ8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

185 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/516 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/517 



CV Scoring Scale 
(CVSS) 
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186 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/518 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

187 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/519 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

188 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/520 

Buffer 12-12-2019 4.6 Buffer overflow can occur due https://ww O-QUA-APQ8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

189 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/521 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/522 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

190 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/523 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

191 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/524 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-APQ8-

171219/525 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

192 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/526 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

193 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/527 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

194 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/528 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

195 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

mdm9207c_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/529 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

196 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MDM9-

171219/531 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

197 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/532 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

198 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/533 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

199 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/534 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/535 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

200 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/536 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

201 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

msm8905_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/537 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

202 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/538 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

203 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/539 

Improper 

Validation 

of Array 

12-12-2019 10 
Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

https://ww

w.qualcom

m.com/com

O-QUA-

MSM8-

171219/540 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

204 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MSM8-

171219/541 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

205 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/542 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

206 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/543 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

207 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/544 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

208 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

qcn7605_firmware 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCN7-

171219/545 

Buffer 

Copy 

without 

Checking 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-QCN7-

171219/546 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

209 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCN7-

171219/547 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

210 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCN7-

171219/548 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

211 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

sdm845_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/549 

Time-of-

check 

Time-of-

use 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-SDM8-

171219/550 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

212 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

(TOCTOU) 

Race 

Condition 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/551 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

213 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/552 

Loop with 

Unreachab
12-12-2019 7.8 Infinite loop while decoding 

compressed data can lead to 

https://ww

w.qualcom

O-QUA-SDM8-

171219/553 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

214 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

le Exit 

Condition 

('Infinite 

Loop') 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM8-

171219/554 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

215 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/555 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

216 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/556 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

217 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/557 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-SDM8-

171219/558 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

218 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

lletins/nove

mber-2019-

bulletin 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/559 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

219 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/560 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-SDM8-

171219/561 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

220 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM8-

171219/562 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

221 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/563 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

222 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

apq8017_firmware 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/564 

Buffer 

Copy 

without 

Checking 

Size of 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

O-QUA-APQ8-

171219/565 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

223 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/566 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

224 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/567 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

225 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/568 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

226 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/569 

Buffer 

Copy 

without 

Checking 

Size of 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

O-QUA-APQ8-

171219/570 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

227 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/571 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

228 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/572 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

229 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/573 

Buffer 

Copy 

without 

12-12-2019 7.2 
Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

https://ww

w.qualcom

m.com/com

O-QUA-APQ8-

171219/574 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

230 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

apq8096au_firmware 

Time-of-

check 

Time-of-

12-12-2019 4.4 
Race condition between the 

camera functions due to lack 

of resource lock which will 

https://ww

w.qualcom

m.com/com

O-QUA-APQ8-

171219/575 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

231 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

use 

(TOCTOU) 

Race 

Condition 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/576 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

232 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/577 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

233 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/578 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

234 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/579 

Out-of-

bounds 

Read 

12-12-2019 7.5 
Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

https://ww

w.qualcom

m.com/com

O-QUA-APQ8-

171219/580 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

235 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/581 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

236 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/582 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

237 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/583 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-APQ8-

171219/584 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

238 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/585 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

239 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/586 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

240 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8976_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/587 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

241 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/588 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

242 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/589 

Improper 

Validation 
12-12-2019 10 Possibility of memory 

overflow while decoding 

https://ww

w.qualcom

O-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

243 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of Array 

Index 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/590 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MSM8-

171219/591 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

244 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/592 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

245 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sda845_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/593 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

246 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/594 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

247 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/595 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-SDA8-

171219/596 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

248 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/597 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

249 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/598 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

250 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/599 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDA8-

171219/600 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

251 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/601 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

252 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/602 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

253 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/603 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/604 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

254 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/605 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

255 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/606 

Out-of-

bounds 
12-12-2019 7.8 While Skipping unknown IES, 

EMM is reading the buffer 

https://ww

w.qualcom
O-QUA-SDA8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

256 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Read even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/607 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA8-

171219/608 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

257 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

sdm636_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/609 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

258 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/610 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM6-

171219/611 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

259 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/612 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

260 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/613 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

261 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/614 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

262 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/615 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM6-

171219/616 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

263 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/617 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

264 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/618 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

265 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/619 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-SDM6-

171219/620 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

266 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM6-

171219/621 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

267 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/622 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

268 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

sdm670_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/623 

Time-of-

check 

Time-of-

use 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-SDM6-

171219/624 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

269 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

(TOCTOU) 

Race 

Condition 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/625 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

270 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/626 

Loop with 

Unreachab
12-12-2019 7.8 Infinite loop while decoding 

compressed data can lead to 

https://ww

w.qualcom

O-QUA-SDM6-

171219/627 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

le Exit 

Condition 

('Infinite 

Loop') 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM6-

171219/628 
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0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

272 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

bulletin 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/629 

Buffer 12-12-2019 4.6 Buffer overflow can occur due https://ww O-QUA-SDM6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

273 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/630 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/631 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

274 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/632 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

275 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/633 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-SDM6-

171219/634 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

276 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/635 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

277 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/636 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

278 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/637 

Improper 

Restriction 

of 

12-12-2019 3.6 
Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

https://ww

w.qualcom

m.com/com

O-QUA-SDM6-

171219/638 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

279 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

sdm710_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/639 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

280 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/640 

Buffer 12-12-2019 7.2 Out of bound write in TZ https://ww O-QUA-SDM7-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

281 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/641 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM7-

171219/642 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

282 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/643 
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0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

283 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/644 
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0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/645 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/646 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

285 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/647 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM7-

171219/648 
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Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/649 
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MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/650 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/651 
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MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/652 
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MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/653 
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QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM7-

171219/654 

sm6150_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SM61-

171219/655 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/656 
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MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/657 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SM61-

171219/658 
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Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/659 
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MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/660 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

O-QUA-SM61-

171219/661 
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Buffer 

Overflow') 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/662 
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MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/663 
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SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/664 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/665 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

298 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/666 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

299 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/667 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

300 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM61-

171219/668 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-SM61-

171219/669 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

301 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

a Memory 

Buffer 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

lletins/nove

mber-2019-

bulletin 

qm215_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/670 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

302 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/671 

Buffer 

Copy 

without 

Checking 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-QM21-

171219/672 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

303 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/673 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

304 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/674 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

305 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/675 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

306 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/676 

Buffer 

Copy 

without 

Checking 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-QM21-

171219/677 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

307 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/678 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

308 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/679 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

309 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/680 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

310 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QM21-

171219/681 

qca8081_firmware 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

311 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCA8-

171219/682 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-QCA8-

171219/683 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

312 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

bulletin 

qcs404_firmware 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-QCS4-

171219/684 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

313 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS4-

171219/685 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

314 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS4-

171219/686 

sm8150_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/687 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

315 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/688 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

316 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/689 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/690 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

317 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/691 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

318 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/692 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/693 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

319 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/694 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

320 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/695 

Integer 

Overflow 

or 

12-12-2019 4.6 
Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

https://ww

w.qualcom

m.com/com

O-QUA-SM81-

171219/696 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

321 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Wraparou

nd 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/697 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

322 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/698 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/699 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

323 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/700 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

324 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/701 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

325 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM81-

171219/702 

mdm9206_firmware 

Buffer 

Copy 

without 

12-12-2019 10 
Position determination 

accuracy may be degraded 

due to wrongly decoded 

https://ww

w.qualcom

m.com/com

O-QUA-

MDM9-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

326 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/703 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/704 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

327 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-

MDM9-

171219/705 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

328 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/706 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MDM9-

171219/707 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

329 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/708 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

330 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/709 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

331 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/710 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

332 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/711 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/712 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

333 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/713 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

334 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/714 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

335 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/715 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

336 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/716 

mdm9607_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

O-QUA-

MDM9-

171219/717 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

337 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

security/bu

lletins/nove

mber-2019-

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/718 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

338 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-

MDM9-

171219/719 

Buffer 

Copy 
12-12-2019 7.2 Out of bound write in TZ 

while copying the secure 

https://ww

w.qualcom

O-QUA-

MDM9-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

339 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/720 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/721 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

340 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/722 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

341 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/723 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

342 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/724 

Buffer 

Copy 
12-12-2019 4.6 Snapshot of IB can lead to 

invalid address access due to 

https://ww

w.qualcom

O-QUA-

MDM9-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

343 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/725 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/726 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

344 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/727 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

345 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/728 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

346 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/729 

mdm9650_firmware 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

347 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/730 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/731 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

348 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-

MDM9-

171219/732 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

349 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/733 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

O-QUA-

MDM9-

171219/734 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

350 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Loop') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/735 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

351 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/736 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

352 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/737 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

353 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10571 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/738 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MDM9-

171219/739 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

354 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/740 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

355 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/741 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

356 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

mdm9655_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/742 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

357 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/743 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

358 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/744 

Improper 

Validation 
12-12-2019 10 Possible out of bounds write 

in a MT SMS/SS scenario due 

https://ww

w.qualcom

O-QUA-

MDM9-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

359 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of Array 

Index 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/745 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MDM9-

171219/746 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

360 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

bulletin 

msm8996au_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/747 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

361 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/748 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

362 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-

MSM8-

171219/749 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/750 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

363 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/751 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

364 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/752 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

365 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/753 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

366 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/754 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/755 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

367 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/756 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

368 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/757 

Improper 

Validation 

of Array 

12-12-2019 10 
Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

https://ww

w.qualcom

m.com/com

O-QUA-

MSM8-

171219/758 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

369 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MSM8-

171219/759 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

370 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/760 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

371 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sd_820a_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_8-

171219/761 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

372 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

sd_205_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_2-

171219/762 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_2-

171219/763 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

373 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

sd_210_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_2-

171219/764 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_2-

171219/765 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

374 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10520 

sd_212_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_2-

171219/766 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_2-

171219/767 

sd_425_firmware 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

375 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_4-

171219/768 

sd_429_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_4-

171219/769 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

376 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

sd_439_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_4-

171219/770 

sd_450_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_4-

171219/771 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

377 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

mdm9615_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/772 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

378 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/773 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

379 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/774 

Improper 

Validation 

of Array 

12-12-2019 10 
Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

https://ww

w.qualcom

m.com/com

O-QUA-

MDM9-

171219/775 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

380 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

mdm9625_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

O-QUA-

MDM9-

171219/776 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

381 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/777 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

382 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/778 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

383 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/779 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

384 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

mdm9205_firmware 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/780 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

385 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/781 

Improper 

Privilege 

Manageme

12-12-2019 4.6 
HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

https://ww

w.qualcom

m.com/com

O-QUA-

MDM9-

171219/782 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

386 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

nt Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/783 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

387 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/784 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

388 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/785 

Improper 

Restriction 
12-12-2019 3.6 Crafted image that has a valid 

signature from a non-QC 

https://ww

w.qualcom

O-QUA-

MDM9-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

389 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/786 

msm8909_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/787 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

390 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/788 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

391 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/789 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MSM8-

171219/790 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

392 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/791 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

393 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/792 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

394 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/793 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

395 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/794 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/795 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

396 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/796 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

397 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/797 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

398 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/798 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

399 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/799 

mdm9635m_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

O-QUA-

MDM9-

171219/800 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

400 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/801 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

401 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/802 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

402 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/803 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

403 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

sdm429_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/804 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

404 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/805 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/806 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

405 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/807 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

406 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/808 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

407 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/809 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

408 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/810 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/811 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

409 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/812 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

410 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/813 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

411 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/814 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

412 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/815 

sdm632_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

O-QUA-SDM6-

171219/816 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

413 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

security/bu

lletins/nove

mber-2019-

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/817 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

414 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/818 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

415 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/819 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

416 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/820 

Buffer 

Copy 

without 

12-12-2019 4.6 
Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

https://ww

w.qualcom

m.com/com

O-QUA-SDM6-

171219/821 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

417 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/822 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

418 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/823 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

419 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/824 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-SDM6-

171219/825 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

420 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/826 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

421 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/827 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

422 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8917_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/828 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

423 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/829 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

424 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/830 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-

MSM8-

171219/831 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

425 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/832 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

426 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/833 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

427 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/834 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

428 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/835 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/836 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

429 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/837 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

430 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/838 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

431 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/839 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

432 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8920_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/840 

Time-of-

check 

Time-of-

12-12-2019 4.4 
Race condition between the 

camera functions due to lack 

of resource lock which will 

https://ww

w.qualcom

m.com/com

O-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

433 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

use 

(TOCTOU) 

Race 

Condition 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/841 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/842 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

434 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/843 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

435 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/844 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

436 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/845 

Buffer 

Copy 

without 

12-12-2019 4.6 
Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

https://ww

w.qualcom

m.com/com

O-QUA-

MSM8-

171219/846 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

437 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/847 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

438 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/848 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

439 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/849 

Buffer 12-12-2019 7.2 Incorrect length used while https://ww O-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

440 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

MSM8-

171219/850 

Out-of-

bounds 
12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

https://ww

w.qualcom

m.com/com

O-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

441 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Read are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/851 

msm8937_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/852 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

442 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/853 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

443 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/854 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

444 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/855 

Improper 

Validation 
12-12-2019 10 Possibility of memory 

overflow while decoding 

https://ww

w.qualcom

O-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

445 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of Array 

Index 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/856 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MSM8-

171219/857 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

446 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/858 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

447 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/859 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

448 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/860 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/861 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

449 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/862 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

450 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/863 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

451 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8940_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/864 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

452 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/865 

Buffer 

Copy 

without 

Checking 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-

MSM8-

171219/866 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

453 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/867 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

454 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/868 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

455 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/869 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

456 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/870 

Integer 

Overflow 

or 

Wraparou

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-

MSM8-

171219/871 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

457 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

nd is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/872 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

458 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/873 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

459 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/874 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

460 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/875 

msm8996_firmware 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

461 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/876 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MSM8-

171219/877 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

462 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/878 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

463 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

sdm450_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/879 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

464 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/880 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

465 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/881 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

O-QUA-SDM4-

171219/882 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

466 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Loop') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/883 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

467 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/884 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

468 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/885 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

469 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/886 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM4-

171219/887 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

470 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/888 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

471 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/889 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

472 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/890 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

473 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/891 

sm8250_firmware 

Buffer 

Copy 

without 

Checking 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-SM82-

171219/892 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

474 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM82-

171219/893 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

475 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM82-

171219/894 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

476 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM82-

171219/895 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-SM82-

171219/896 
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(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

477 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM82-

171219/897 
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478 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM82-

171219/898 



CV Scoring Scale 
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479 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM82-

171219/899 

Out-of-

bounds 
12-12-2019 7.8 While Skipping unknown IES, 

EMM is reading the buffer 

https://ww

w.qualcom

O-QUA-SM82-

171219/900 
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480 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Read even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

sxr2130_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SXR2-

171219/901 



CV Scoring Scale 
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481 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

bulletin 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR2-

171219/902 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

482 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR2-

171219/903 

Improper 

Validation 

of Array 

12-12-2019 10 
Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

https://ww

w.qualcom

m.com/com

O-QUA-SXR2-

171219/904 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

483 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SXR2-

171219/905 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

484 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR2-

171219/906 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

485 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR2-

171219/907 

Improper 12-12-2019 4.6 HLOS could corrupt CPZ page https://ww O-QUA-SXR2-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

486 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Privilege 

Manageme

nt 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/908 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR2-

171219/909 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

487 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR2-

171219/910 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

488 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR2-

171219/911 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

489 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR2-

171219/912 

sa6155p_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SA61-

171219/913 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

490 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

sc8180x_firmware 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SC81-

171219/914 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

491 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SC81-

171219/915 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

492 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SC81-

171219/916 

sdm850_firmware 

Buffer 

Copy 

without 

Checking 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-SDM8-

171219/917 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

493 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/918 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

494 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/919 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

495 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/920 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

496 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/921 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/922 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

497 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/923 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

498 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/924 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

499 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM8-

171219/925 

qcm2150_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCM2-

171219/926 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

500 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCM2-

171219/927 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

501 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCM2-

171219/928 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

502 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCM2-

171219/929 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

503 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCM2-

171219/930 

sdx55_firmware 

Buffer 

Copy 

without 

Checking 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-SDX5-

171219/931 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

504 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX5-

171219/932 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

505 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX5-

171219/933 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

506 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX5-

171219/934 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

507 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX5-

171219/935 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

508 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

apq8064_firmware 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/936 

apq8096_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

O-QUA-APQ8-

171219/937 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

509 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-APQ8-

171219/938 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

510 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

sd_625_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_6-

171219/939 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

511 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

sd_632_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_6-

171219/940 

sd_636_firmware 

Integer 

Overflow 

or 

Wraparou

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

https://sou

rce.android.

com/securit

y/bulletin/

O-QUA-SD_6-

171219/941 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

512 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

nd Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

pixel/2019-

11-01 

sda660_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/942 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

513 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/943 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

514 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SDA6-

171219/944 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/945 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

515 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/946 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

516 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/947 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

517 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/948 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

O-QUA-SDA6-

171219/949 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

518 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/950 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

519 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/951 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

520 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/952 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDA6-

171219/953 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

521 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/954 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

522 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/955 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

523 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDA6-

171219/956 

sdm439_firmware 

Buffer 

Copy 
12-12-2019 10 Position determination 

accuracy may be degraded 

https://ww

w.qualcom
O-QUA-SDM4-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

524 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/957 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/958 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

525 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SDM4-

171219/959 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

526 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/960 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-SDM4-

171219/961 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

527 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/962 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

528 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/963 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

529 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/964 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

530 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/965 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM4-

171219/966 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

531 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/967 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

532 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/968 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

533 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM4-

171219/969 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

534 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sdm630_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/970 

Time-of-

check 

Time-of-

12-12-2019 4.4 
Race condition between the 

camera functions due to lack 

of resource lock which will 

https://ww

w.qualcom

m.com/com

O-QUA-SDM6-

171219/971 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

535 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

use 

(TOCTOU) 

Race 

Condition 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SDM6-

171219/972 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

536 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/973 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

537 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/974 

Improper 

Validation 

of Array 

12-12-2019 10 
Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

https://ww

w.qualcom

m.com/com

O-QUA-SDM6-

171219/975 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

538 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SDM6-

171219/976 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

539 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/977 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

540 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/978 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

541 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/979 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/980 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

542 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/981 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

543 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/982 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

544 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/983 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

545 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/984 

sdm660_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/985 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

546 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/986 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

547 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SDM6-

171219/987 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/988 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

548 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/989 

Loop with 12-12-2019 7.8 Infinite loop while decoding https://ww O-QUA-SDM6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

549 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/990 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

O-QUA-SDM6-

171219/991 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

550 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/992 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

551 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/993 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

552 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/994 

Integer 

Overflow 

or 

Wraparou

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-SDM6-

171219/995 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

553 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

nd is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/996 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

554 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/997 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

555 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/998 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

556 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDM6-

171219/999 

Improper 12-12-2019 3.6 Crafted image that has a valid https://ww O-QUA-SDM6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

557 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1000 

snapdragon_high_med_2016_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SNAP-

171219/1001 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

558 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SNAP-

171219/1002 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

559 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SNAP-

171219/1003 

Improper 

Validation 
12-12-2019 10 Possibility of memory 

overflow while decoding 

https://ww

w.qualcom

O-QUA-SNAP-

171219/1004 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

560 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of Array 

Index 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-SNAP-

171219/1005 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

561 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SNAP-

171219/1006 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

562 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SNAP-

171219/1007 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

563 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

mdm9150_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-

MDM9-

171219/1008 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

564 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1009 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-

MDM9-

171219/1010 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

565 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1011 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

566 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1012 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

567 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1013 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

568 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1014 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

569 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

mdm9640_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1015 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

570 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1016 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-

MDM9-

171219/1017 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

571 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1018 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

572 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1019 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

573 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1020 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1021 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

574 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1022 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

575 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MDM9-

171219/1023 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

576 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8909w_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1024 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

577 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1025 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-

MSM8-

171219/1026 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

578 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1027 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

O-QUA-

MSM8-

171219/1028 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

579 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1029 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

580 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1030 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

581 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1031 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

582 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1032 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1033 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

583 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1034 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

584 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1035 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

585 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-

MSM8-

171219/1036 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

586 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

qcs605_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1037 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-QCS6-

171219/1038 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

587 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Condition Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-QCS6-

171219/1039 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

588 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1040 

Use After 12-12-2019 2.1 Use after free issue occurs https://ww O-QUA-QCS6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

589 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Free when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1041 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1042 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

590 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1043 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

591 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1044 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1045 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

592 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1046 

Buffer 12-12-2019 4.6 Snapshot of IB can lead to https://ww O-QUA-QCS6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

593 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1047 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1048 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

594 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1049 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

595 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1050 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1051 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

596 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1052 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

597 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1053 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

598 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-QCS6-

171219/1054 

sd_670_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_6-

171219/1055 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

599 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_6-

171219/1056 

sd_675_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_6-

171219/1057 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

600 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_6-

171219/1058 

sd_710_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_7-

171219/1059 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

601 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_7-

171219/1060 

sd_712_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_7-

171219/1061 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

602 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_7-

171219/1062 

sd_835_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_8-

171219/1063 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

603 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

sd_845_firmware 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_8-

171219/1064 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_8-

171219/1065 

sd_850_firmware 

Integer 12-12-2019 4.6 Lack of check of data https://sou O-QUA-SD_8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

604 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow 

or 

Wraparou

nd 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

171219/1066 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_8-

171219/1067 

sd_855_firmware 

Integer 

Overflow 

or 

Wraparou

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

https://sou

rce.android.

com/securit

y/bulletin/

O-QUA-SD_8-

171219/1068 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

605 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

nd Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

pixel/2019-

11-01 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SD_8-

171219/1069 

sdx20_firmware 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

O-QUA-SDX2-

171219/1070 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

606 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Condition Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SDX2-

171219/1071 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

607 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1072 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

608 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1073 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

O-QUA-SDX2-

171219/1074 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

609 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1075 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

610 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1076 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

611 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1077 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1078 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

612 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1079 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

613 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1080 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

614 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sm7150_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1081 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

615 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1082 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1083 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

616 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1084 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

617 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1085 

NULL 

Pointer 
12-12-2019 2.1 Null pointer dereference issue 

in kernel due to missing check 

https://ww

w.qualcom

O-QUA-SM71-

171219/1086 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

618 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Dereferenc

e 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1087 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

619 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1088 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1089 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

620 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1090 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

621 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1091 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1092 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

622 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1093 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

623 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1094 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

624 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SM71-

171219/1095 

sxr1130_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1096 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

625 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1097 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

626 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1098 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

627 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1099 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

628 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1100 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1101 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

629 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1102 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

O-QUA-SXR1-

171219/1103 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

630 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1104 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

631 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1105 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

632 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SXR1-

171219/1106 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

633 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2338 

sdx24_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1107 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

O-QUA-SDX2-

171219/1108 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

634 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

O-QUA-SDX2-

171219/1109 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

635 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1110 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1111 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

636 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1112 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

637 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1113 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

638 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1114 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

O-QUA-SDX2-

171219/1115 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

639 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1116 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

640 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1117 
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641 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

O-QUA-SDX2-

171219/1118 

Redhat 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

642 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

enterprise_linux 

Informatio

n Exposure 
03-12-2019 2.9 

In FreeRADIUS 3.0 through 

3.0.19, on average 1 in every 

2048 EAP-pwd handshakes 

fails because the password 

element cannot be found 

within 10 iterations of the 

hunting and pecking loop. 

This leaks information that an 

attacker can use to recover 

the password of any user. This 

information leakage is similar 

to the "Dragonblood" attack 

and CVE-2019-9494. 

CVE ID : CVE-2019-13456 

N/A 
O-RED-ENTE-

171219/1119 

Out-of-

bounds 

Write 

06-12-2019 7.5 

In all versions of libyang 

before 1.0-r5, a stack-based 

buffer overflow was 

discovered in the way libyang 

parses YANG files with a leaf 

of type "bits". An application 

that uses libyang to parse 

untrusted YANG files may be 

vulnerable to this flaw, which 

would allow an attacker to 

cause a denial of service or 

possibly gain code execution. 

CVE ID : CVE-2019-19333 

https://bug

zilla.redhat.

com/show_

bug.cgi?id=

CVE-2019-

19333, 

https://gith

ub.com/CES

NET/libyan

g/commit/f

6d684ade9

9dd37b21b

abaa8a856f

64faa1e2e0

d 

O-RED-ENTE-

171219/1120 

weidmueller 

ie-sw-pl09mt-5gc-4gt_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

N/A 
O-WEI-IE-S-

171219/1121 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

643 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1122 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1123 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1124 

Cleartext 

Transmissi

on of 

06-12-2019 5 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

O-WEI-IE-S-

171219/1125 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Sensitive 

Informatio

n 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

mediadelive

ry/asset/90

0_102694 

ie-sw-pl18m-2gc-16tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1126 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1127 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1128 



CV Scoring Scale 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1129 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1130 

ie-sw-pl18mt-2gc-16tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

N/A 
O-WEI-IE-S-

171219/1131 
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0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

646 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1132 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1133 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1134 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

O-WEI-IE-S-

171219/1135 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

n 3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

0_102694 

ie-sw-pl18m-2gc14tx2sc_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1136 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1137 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1138 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

cleartext. 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1139 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1140 

ie-sw-pl18mt-2gc14tx2sc_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1141 

Uncontroll 06-12-2019 6.8 An issue was discovered on https://md O-WEI-IE-S-
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ed 

Resource 

Consumpti

on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/1142 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1143 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1144 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1145 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

ie-sw-pl18m-2gc14tx2st_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1146 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1147 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1148 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1149 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1150 

ie-sw-pl18mt-2gc14tx2st_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1151 

Uncontroll

ed 

Resource 

06-12-2019 6.8 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

O-WEI-IE-S-

171219/1152 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

652 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumpti

on 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

mediadelive

ry/asset/90

0_102694 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1153 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1154 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1155 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

ie-sw-pl18m-2gc14tx2scs_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1156 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1157 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1158 

Insufficient 06-12-2019 4 An issue was discovered on https://md O-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ly 

Protected 

Credential

s 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/1159 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1160 

ie-sw-pl18mt-2gc14tx2scs_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1161 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

O-WEI-IE-S-

171219/1162 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

0_102694 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1163 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1164 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1165 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

network. 

CVE ID : CVE-2019-16674 

ie-sw-pl16m-16tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1166 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1167 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1168 

Insufficient

ly 

Protected 

06-12-2019 4 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

O-WEI-IE-S-

171219/1169 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Credential

s 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

mediadelive

ry/asset/90

0_102694 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1170 

ie-sw-pl16mt-16tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1171 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1172 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1173 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1174 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1175 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ie-sw-pl16m-14tx-2sc_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1176 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1177 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1178 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1179 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1180 

ie-sw-pl16mt-14tx-2sc_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1181 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1182 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumption. 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1183 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1184 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1185 

ie-sw-pl16m-14tx-2st_firmware 

Improper 06-12-2019 7.5 An issue was discovered on N/A O-WEI-IE-S-
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

171219/1186 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1187 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1188 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1189 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

663 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1190 

ie-sw-pl16mt-14tx-2st_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1191 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1192 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

664 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1193 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1194 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1195 

ie-sw-vl05m-5tx_firmware 

Improper 

Restriction 

of 

06-12-2019 7.5 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

N/A 
O-WEI-IE-S-

171219/1196 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

665 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Excessive 

Authentica

tion 

Attempts 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1197 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1198 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1199 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

666 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1200 

ie-sw-vl05mt-5tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1201 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1202 

Missing 

Encryption 
06-12-2019 5 An issue was discovered on 

Weidmueller IE-SW-VL05M 

https://md

cop.weidmu
O-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

667 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of 

Sensitive 

Data 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/1203 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1204 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1205 

ie-sw-vl05m-3tx-2sc_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

N/A 
O-WEI-IE-S-

171219/1206 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

668 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Attempts devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1207 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1208 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1209 

Cleartext 

Transmissi
06-12-2019 5 An issue was discovered on 

Weidmueller IE-SW-VL05M 

https://md

cop.weidmu
O-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

669 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

on of 

Sensitive 

Informatio

n 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/1210 

ie-sw-vl05mt-3tx-2sc_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1211 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1212 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

O-WEI-IE-S-

171219/1213 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

670 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

0_102694 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1214 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1215 

ie-sw-vl05m-3tx-2st_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

N/A 
O-WEI-IE-S-

171219/1216 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

671 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1217 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1218 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1219 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

O-WEI-IE-S-

171219/1220 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

672 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

n 3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

0_102694 

ie-sw-vl05mt-3tx-2st_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1221 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1222 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1223 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

673 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

cleartext. 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1224 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1225 

ie-sw-vl08mt-8tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1226 

Uncontroll 06-12-2019 6.8 An issue was discovered on https://md O-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

674 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ed 

Resource 

Consumpti

on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/1227 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1228 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1229 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1230 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

675 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

ie-sw-vl08mt-5tx-3sc_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1231 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1232 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1233 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

676 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1234 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1235 

ie-sw-vl08mt-5tx-1sc-2scs_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1236 

Uncontroll

ed 

Resource 

06-12-2019 6.8 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

O-WEI-IE-S-

171219/1237 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

677 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumpti

on 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

mediadelive

ry/asset/90

0_102694 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1238 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1239 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1240 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

678 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

ie-sw-vl08mt-6tx-2st_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1241 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1242 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1243 

Insufficient 06-12-2019 4 An issue was discovered on https://md O-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

679 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ly 

Protected 

Credential

s 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/1244 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1245 

ie-sw-vl08mt-6tx-2sc_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1246 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

O-WEI-IE-S-

171219/1247 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

680 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

0_102694 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1248 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1249 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1250 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

681 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

network. 

CVE ID : CVE-2019-16674 

ie-sw-vl08mt-6tx-2scs_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1251 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1252 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1253 

Insufficient

ly 

Protected 

06-12-2019 4 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

O-WEI-IE-S-

171219/1254 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

682 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Credential

s 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

mediadelive

ry/asset/90

0_102694 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1255 

ie-sw-pl08m-8tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1256 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1257 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

683 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1258 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1259 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1260 



CV Scoring Scale 
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684 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ie-sw-pl08mt-8tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1261 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1262 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1263 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1264 



CV Scoring Scale 
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685 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1265 

ie-sw-pl08m-6tx-2sc_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1266 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1267 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumption. 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1268 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1269 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1270 

ie-sw-pl08mt-6tx-2sc_firmware 

Improper 06-12-2019 7.5 An issue was discovered on N/A O-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

171219/1271 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1272 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1273 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1274 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

688 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1275 

ie-sw-pl08m-6tx-2st_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1276 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1277 
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689 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1278 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1279 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1280 

ie-sw-pl08mt-6tx-2st_firmware 

Improper 

Restriction 

of 

06-12-2019 7.5 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

N/A 
O-WEI-IE-S-

171219/1281 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Excessive 

Authentica

tion 

Attempts 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1282 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1283 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1284 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1285 

ie-sw-pl08m-6tx-2scs_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1286 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1287 

Missing 

Encryption 
06-12-2019 5 An issue was discovered on 

Weidmueller IE-SW-VL05M 

https://md

cop.weidmu
O-WEI-IE-S-
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of 

Sensitive 

Data 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/1288 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1289 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1290 

ie-sw-pl08mt-6tx-2scs_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

N/A 
O-WEI-IE-S-

171219/1291 
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Attempts devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1292 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1293 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1294 

Cleartext 

Transmissi
06-12-2019 5 An issue was discovered on 

Weidmueller IE-SW-VL05M 

https://md

cop.weidmu
O-WEI-IE-S-
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Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

on of 

Sensitive 

Informatio

n 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/1295 

ie-sw-pl10m-3gt-7tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1296 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1297 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

O-WEI-IE-S-

171219/1298 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

695 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

0_102694 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1299 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1300 

ie-sw-pl10mt-3gt-7tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

N/A 
O-WEI-IE-S-

171219/1301 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

696 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1302 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1303 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1304 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

O-WEI-IE-S-

171219/1305 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

697 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

n 3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

0_102694 

ie-sw-pl10m-1gt-2gs-7tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1306 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1307 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1308 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

698 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

cleartext. 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1309 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1310 

ie-sw-pl10mt-1gt-2gs-7tx_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1311 

Uncontroll 06-12-2019 6.8 An issue was discovered on https://md O-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

699 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ed 

Resource 

Consumpti

on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/1312 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1313 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1314 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1315 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

700 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

ie-sw-pl09m-5gc-4gt_firmware 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
O-WEI-IE-S-

171219/1316 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1317 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1318 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

701 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1319 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

O-WEI-IE-S-

171219/1320 

Hardware 

Amazon 

blink_xt2_sync_module 

Insufficient

ly 

Protected 

Credential

s 

11-12-2019 7.2 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary code and 

commands on the device due 

to insufficient UART 

protections. 

CVE ID : CVE-2019-3983 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

H-AMA-BLIN-

171219/1321 

Improper 

Neutralizat
11-12-2019 8.3 Blink XT2 Sync Module 

firmware prior to 2.13.11 

https://ww

w.tenable.c

H-AMA-BLIN-

171219/1322 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

702 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when configuring the devices 

wifi configuration via the ssid 

parameter. 

CVE ID : CVE-2019-3985 

om/securit

y/research/

tra-2019-51 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-12-2019 8.3 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when configuring the devices 

wifi configuration via the 

encryption parameter. 

CVE ID : CVE-2019-3986 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

H-AMA-BLIN-

171219/1323 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-12-2019 8.3 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when configuring the devices 

wifi configuration via the key 

parameter. 

CVE ID : CVE-2019-3987 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

H-AMA-BLIN-

171219/1324 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

11-12-2019 8.3 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when configuring the devices 

wifi configuration via the 

bssid parameter. 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

H-AMA-BLIN-

171219/1325 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

703 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Command 

Injection') 

CVE ID : CVE-2019-3988 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

11-12-2019 9.3 

Blink XT2 Sync Module 

firmware prior to 2.13.11 

allows remote attackers to 

execute arbitrary commands 

on the device due to 

improperly sanitized input 

when retrieving internal 

network configuration data. 

CVE ID : CVE-2019-3989 

https://ww

w.tenable.c

om/securit

y/research/

tra-2019-51 

H-AMA-BLIN-

171219/1326 

Dlink 

dap-1860 

Improper 

Authentica

tion 

05-12-2019 8.3 

D-Link DAP-1860 devices 

before v1.04b03 Beta allow 

arbitrary remote code 

execution as root without 

authentication via shell 

metacharacters within an 

HNAP_AUTH HTTP header. 

CVE ID : CVE-2019-19597 

N/A 
H-DLI-DAP--

171219/1327 

Improper 

Authentica

tion 

05-12-2019 8.3 

D-Link DAP-1860 devices 

before v1.04b03 Beta allow 

access to administrator 

functions without 

authentication via the 

HNAP_AUTH header 

timestamp value. In HTTP 

requests, part of the 

HNAP_AUTH header is the 

timestamp used to determine 

the time when the user sent 

the request. If this value is 

equal to the value stored in 

the device's 

/var/hnap/timestamp file, the 

request will pass the 

N/A 
H-DLI-DAP--

171219/1328 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

704 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

HNAP_AUTH check function. 

CVE ID : CVE-2019-19598 

intelbras 

wrn_150 

Cross-Site 

Request 

Forgery 

(CSRF) 

02-12-2019 4.3 

Intelbras WRN 150 1.0.18 

devices allow CSRF via 

GO=system_password.asp to 

the 

goform/SysToolChangePwd 

URI to change a password. 

CVE ID : CVE-2019-19516 

N/A 
H-INT-WRN_-

171219/1329 

Qualcomm 

mdm9206 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1330 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

705 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1331 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

H-QUA-

MDM9-

171219/1332 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

706 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

11-01 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1333 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

707 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1334 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

708 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1335 

Buffer 12-12-2019 4.6 Buffer overflow can occur due https://ww H-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

709 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

MDM9-

171219/1336 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1337 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

710 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1338 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

711 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1339 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MDM9-

171219/1340 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

712 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1341 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

713 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1342 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

714 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1343 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

715 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

mdm9607 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1344 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

716 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1345 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-

MDM9-

171219/1346 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

717 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1347 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

718 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1348 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

719 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1349 

Buffer 

Copy 

without 

12-12-2019 4.6 
Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

https://ww

w.qualcom

m.com/com

H-QUA-

MDM9-

171219/1350 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

720 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1351 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

721 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1352 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

722 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1353 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-

MDM9-

171219/1354 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

723 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1355 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

724 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1356 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

725 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

msm8909w 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1357 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

726 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1358 

Integer 

Overflow 
12-12-2019 4.6 Lack of check of data 

truncation on user supplied 

https://sou

rce.android.

H-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

727 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

or 

Wraparou

nd 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

com/securit

y/bulletin/

pixel/2019-

11-01 

171219/1359 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1360 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

728 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10484 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1361 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MSM8-

171219/1362 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

729 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1363 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

730 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1364 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

731 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1365 

Integer 12-12-2019 4.6 Possible integer overflow https://ww H-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

732 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow 

or 

Wraparou

nd 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

MSM8-

171219/1366 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1367 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

733 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1368 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

734 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1369 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

735 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8996au 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1370 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

736 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1371 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-

MSM8-

171219/1372 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

737 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1373 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

738 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1374 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

739 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1375 

Buffer 

Copy 
12-12-2019 4.6 Buffer overflow can occur due 

to usage of wrong datatype 

https://ww

w.qualcom

H-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

740 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1376 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1377 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

741 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1378 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

742 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1379 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

H-QUA-

MSM8-

171219/1380 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

743 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1381 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

744 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1382 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

745 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1383 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

746 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

qca6574au 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCA6-

171219/1384 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

747 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

qcs405 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS4-

171219/1385 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-QCS4-

171219/1386 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

748 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS4-

171219/1387 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-QCS4-

171219/1388 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

749 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS4-

171219/1389 

Out-of-

bounds 

Read 

12-12-2019 7.5 
Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

https://ww

w.qualcom

m.com/com

H-QUA-QCS4-

171219/1390 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

750 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS4-

171219/1391 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

751 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS4-

171219/1392 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

752 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

qcs605 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1393 

Time-of-

check 

Time-of-

use 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-QCS6-

171219/1394 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

753 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

(TOCTOU) 

Race 

Condition 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-QCS6-

171219/1395 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

754 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1396 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

755 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1397 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1398 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

756 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1399 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

757 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1400 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1401 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

758 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1402 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

759 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1403 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-QCS6-

171219/1404 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

760 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1405 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

761 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1406 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1407 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

762 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1408 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

763 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1409 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

764 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS6-

171219/1410 

sd_210 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_2-

171219/1411 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

765 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_2-

171219/1412 

sd_212 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_2-

171219/1413 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

766 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_2-

171219/1414 

sd_205 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_2-

171219/1415 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

767 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_2-

171219/1416 

sd_425 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_4-

171219/1417 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

768 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

sd_439 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_4-

171219/1418 

sd_429 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_4-

171219/1419 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

769 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

sd_450 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_4-

171219/1420 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

770 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

sd_625 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_6-

171219/1421 

sd_632 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_6-

171219/1422 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

771 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

sd_636 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_6-

171219/1423 

sd_665 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_6-

171219/1424 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

772 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_6-

171219/1425 

sd_675 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_6-

171219/1426 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

773 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_6-

171219/1427 

sd_712 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_7-

171219/1428 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

774 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_7-

171219/1429 

sd_710 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_7-

171219/1430 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

775 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_7-

171219/1431 

sd_670 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_6-

171219/1432 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

776 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_6-

171219/1433 

sd_730 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_7-

171219/1434 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

777 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_7-

171219/1435 

sd_820a 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_8-

171219/1436 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

778 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

sd_835 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_8-

171219/1437 

sd_845 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_8-

171219/1438 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

779 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_8-

171219/1439 

sd_850 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_8-

171219/1440 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

780 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_8-

171219/1441 

sd_855 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_8-

171219/1442 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

781 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Uncontroll

ed 

Resource 

Consumpti

on 

12-12-2019 4.9 

An unprivileged application 

can allocate GPU memory by 

calling memory allocation 

ioctl function and can exhaust 

all the memory which results 

in out of memory in 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS405, SD 210/SD 212/SD 

205, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

845 / SD 850, SD 855 

CVE ID : CVE-2019-10520 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SD_8-

171219/1443 

sda660 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1444 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

782 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1445 

Integer 

Overflow 

or 

12-12-2019 4.6 
Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

https://sou

rce.android.

com/securit

H-QUA-SDA6-

171219/1446 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

783 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Wraparou

nd 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

y/bulletin/

pixel/2019-

11-01 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1447 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

784 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1448 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

785 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1449 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

786 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1450 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1451 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

787 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1452 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

788 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1453 

Out-of- 12-12-2019 5 Out of bound read would https://ww H-QUA-SDA6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

789 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

bounds 

Read 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1454 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1455 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

790 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1456 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

791 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1457 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

792 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA6-

171219/1458 

sdm439 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SDM4-

171219/1459 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

793 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

lletins/nove

mber-2019-

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1460 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

794 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SDM4-

171219/1461 

Buffer 

Copy 

without 

12-12-2019 7.2 
Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

https://ww

w.qualcom

m.com/com

H-QUA-SDM4-

171219/1462 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

795 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1463 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

796 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1464 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

797 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1465 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

798 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1466 

Buffer 

Copy 

without 

12-12-2019 4.6 
Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

https://ww

w.qualcom

m.com/com

H-QUA-SDM4-

171219/1467 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

799 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1468 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

800 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1469 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

801 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1470 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

802 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1471 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

803 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

sdm630 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1472 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SDM6-

171219/1473 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

804 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SDM6-

171219/1474 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

805 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1475 

Loop with 

Unreachab

le Exit 

12-12-2019 7.8 
Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

https://ww

w.qualcom

m.com/com

H-QUA-SDM6-

171219/1476 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

806 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Condition 

('Infinite 

Loop') 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SDM6-

171219/1477 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

807 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1478 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

808 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1479 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

809 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1480 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SDM6-

171219/1481 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

810 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1482 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

811 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1483 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

812 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1484 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

813 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1485 

Improper 

Restriction 

of 

12-12-2019 3.6 
Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

https://ww

w.qualcom

m.com/com

H-QUA-SDM6-

171219/1486 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

814 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

sdm660 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1487 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

815 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1488 

Integer 12-12-2019 4.6 Lack of check of data https://sou H-QUA-SDM6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

816 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow 

or 

Wraparou

nd 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

171219/1489 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1490 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

817 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1491 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SDM6-

171219/1492 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

818 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1493 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

819 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1494 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

820 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1495 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

821 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1496 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SDM6-

171219/1497 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

822 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1498 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

823 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1499 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

824 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1500 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

825 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1501 

Improper 

Restriction 

of 

Operations 

within the 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

H-QUA-SDM6-

171219/1502 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

826 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Bounds of 

a Memory 

Buffer 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

security/bu

lletins/nove

mber-2019-

bulletin 

sdx20 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1503 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

827 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SDX2-

171219/1504 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1505 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

828 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1506 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

829 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1507 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

830 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1508 

Buffer 

Copy 

without 

12-12-2019 4.6 
Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

https://ww

w.qualcom

m.com/com

H-QUA-SDX2-

171219/1509 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

831 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1510 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

832 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1511 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

833 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1512 

Out-of- 12-12-2019 7.8 While Skipping unknown IES, https://ww H-QUA-SDX2-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

834 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

bounds 

Read 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1513 

mdm9150 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-

MDM9-

171219/1514 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

835 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1515 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

836 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1516 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

837 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1517 

Improper 

Validation 

of Array 

12-12-2019 10 
Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

https://ww

w.qualcom

m.com/com

H-QUA-

MDM9-

171219/1518 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

838 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-

MDM9-

171219/1519 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

839 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1520 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

840 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

mdm9640 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1521 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

841 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1522 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

842 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-

MDM9-

171219/1523 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1524 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

843 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1525 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

844 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1526 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

845 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1527 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-

MDM9-

171219/1528 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

846 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1529 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

847 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

mdm9650 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1530 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

848 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1531 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

849 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-

MDM9-

171219/1532 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1533 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

850 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1534 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

851 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1535 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

852 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1536 

Buffer 

Copy 

without 

Checking 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MDM9-

171219/1537 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

853 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1538 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

854 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1539 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

855 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1540 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

856 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1541 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

857 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

sdx24 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1542 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SDX2-

171219/1543 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

858 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Lack of check of data 

truncation on user supplied 

data in kernel leads to buffer 

overflow in Snapdragon Auto, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

MDM9150, MDM9206, 

MDM9607, MDM9640, 

MDM9650, MSM8909W, 

MSM8996AU, QCS405, 

QCS605, SD 210/SD 212/SD 

205, SD 425, SD 439 / SD 429, 

SD 450, SD 625, SD 632, SD 

636, SD 665, SD 675, SD 712 / 

SD 710 / SD 670, SD 730, SD 

820A, SD 835, SD 845 / SD 

https://sou

rce.android.

com/securit

y/bulletin/

pixel/2019-

11-01 

H-QUA-SDX2-

171219/1544 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

859 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

850, SD 855, SDA660, 

SDM439, SDM630, SDM660, 

SDX20, SDX24 

CVE ID : CVE-2019-10530 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1545 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1546 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

860 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1547 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

861 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1548 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

862 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1549 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SDX2-

171219/1550 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

863 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1551 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

864 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1552 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

865 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX2-

171219/1553 

ipq4019 

Buffer 

Copy 
12-12-2019 7.2 Incorrect length used while 

validating the qsee log buffer 

https://ww

w.qualcom
H-QUA-IPQ4-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

866 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1554 

ipq8074 

Buffer 

Copy 
12-12-2019 7.2 Out of bound write in TZ 

while copying the secure 

https://ww

w.qualcom

H-QUA-IPQ8-

171219/1555 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

867 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-IPQ8-

171219/1556 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

868 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

qca6174a 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCA6-

171219/1557 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

869 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

qca9377 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCA9-

171219/1558 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

870 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

qca9379 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCA9-

171219/1559 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

871 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150 

CVE ID : CVE-2019-2310 

snapdragon_high_med_2016 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SNAP-

171219/1560 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SNAP-

171219/1561 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

872 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SNAP-

171219/1562 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

873 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SNAP-

171219/1563 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

874 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SNAP-

171219/1564 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

875 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SNAP-

171219/1565 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

876 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SNAP-

171219/1566 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

877 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

msm891 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1567 

apq8009 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-APQ8-

171219/1568 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

878 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1569 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

879 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1570 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

880 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1571 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

881 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1572 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-APQ8-

171219/1573 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

882 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1574 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

883 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1575 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

884 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

apq8098 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1576 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

885 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1577 

Use After 

Free 
12-12-2019 2.1 Use after free issue occurs 

when command destructors 

https://ww

w.qualcom

H-QUA-APQ8-

171219/1578 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

886 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1579 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

887 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1580 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

888 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1581 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-APQ8-

171219/1582 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

889 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1583 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

890 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1584 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

891 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1585 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-APQ8-

171219/1586 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

892 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1587 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

893 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1588 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

894 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8939 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1589 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

895 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1590 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

896 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1591 

Out-of- 12-12-2019 7.5 Accessing data buffer beyond https://ww H-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

897 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

bounds 

Read 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

MSM8-

171219/1592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1593 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

898 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1594 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

899 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

msm8953 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1595 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

900 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1596 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

901 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1597 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

H-QUA-

MSM8-

171219/1598 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

902 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Loop') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1599 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

903 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1600 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

904 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1601 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

905 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1602 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-

MSM8-

171219/1603 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

906 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1604 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

907 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1605 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

908 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1606 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

909 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1607 

msm8998 

Buffer 

Copy 

without 

Checking 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MSM8-

171219/1608 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

910 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1609 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

911 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1610 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

912 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1611 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

913 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1612 

Buffer 

Copy 

without 

12-12-2019 4.6 
Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

https://ww

w.qualcom

m.com/com

H-QUA-

MSM8-

171219/1613 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

914 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1614 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

915 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1615 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

916 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1616 

Buffer 12-12-2019 7.2 Incorrect length used while https://ww H-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

917 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

MSM8-

171219/1617 

Out-of-

bounds 
12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

https://ww

w.qualcom

m.com/com

H-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

918 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Read are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1618 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1619 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

919 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

nicobar 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-NICO-

171219/1620 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

920 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-NICO-

171219/1621 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-NICO-

171219/1622 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

921 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-NICO-

171219/1623 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

922 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-NICO-

171219/1624 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

923 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-NICO-

171219/1625 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-NICO-

171219/1626 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

924 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-NICO-

171219/1627 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

925 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-NICO-

171219/1628 

Improper 

Validation 

of Array 

12-12-2019 10 
Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

https://ww

w.qualcom

m.com/com

H-QUA-NICO-

171219/1629 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

926 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-NICO-

171219/1630 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

927 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

bulletin 

apq8053 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1631 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

928 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1632 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

929 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1633 

Loop with 

Unreachab
12-12-2019 7.8 Infinite loop while decoding 

compressed data can lead to 

https://ww

w.qualcom

H-QUA-APQ8-

171219/1634 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

930 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

le Exit 

Condition 

('Infinite 

Loop') 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-APQ8-

171219/1635 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

931 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1636 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

932 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1637 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

933 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1638 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

H-QUA-APQ8-

171219/1639 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

934 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1640 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

935 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1641 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

936 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1642 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

937 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1643 

mdm9207c 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

938 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1644 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1645 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

939 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1646 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

940 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1647 

Buffer 12-12-2019 4.6 Snapshot of IB can lead to https://ww H-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

941 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

MDM9-

171219/1648 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1649 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

942 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1650 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

943 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1651 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

944 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

msm8905 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1652 

Buffer 

Copy 

without 

Checking 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MSM8-

171219/1653 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

945 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1654 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

946 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1655 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

947 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1656 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

948 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1657 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

949 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1658 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

950 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1659 

qcn7605 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-QCN7-

171219/1660 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

951 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Condition Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCN7-

171219/1661 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

952 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCN7-

171219/1662 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

953 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10571 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCN7-

171219/1663 

sdm845 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-SDM8-

171219/1664 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

954 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

mber-2019-

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1665 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

955 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1666 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

956 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1667 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1668 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

957 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1669 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

958 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1670 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

959 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1671 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-SDM8-

171219/1672 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

960 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1673 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

961 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1674 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1675 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

962 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1676 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

963 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1677 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

964 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1678 

apq8017 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-APQ8-

171219/1679 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

965 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Condition Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1680 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

966 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1681 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

967 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1682 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

968 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1683 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-APQ8-

171219/1684 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

969 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1685 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

970 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1686 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

971 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1687 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1688 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

972 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1689 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

973 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

apq8096au 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1690 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

974 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1691 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

975 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1692 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

976 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1693 

Buffer 

Copy 

without 

12-12-2019 4.6 
Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

https://ww

w.qualcom

m.com/com

H-QUA-APQ8-

171219/1694 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

977 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1695 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

978 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1696 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

979 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1697 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-APQ8-

171219/1698 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

980 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1699 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

981 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1700 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

982 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/1701 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

983 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8976 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1702 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

984 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1703 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-

MSM8-

171219/1704 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

985 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1705 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

986 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1706 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

987 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1707 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

988 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sda845 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1708 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

989 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1709 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1710 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

990 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1711 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

991 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1712 

Improper 

Validation 

of Array 

12-12-2019 10 
Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

https://ww

w.qualcom

m.com/com

H-QUA-SDA8-

171219/1713 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

992 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SDA8-

171219/1714 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

993 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1715 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

994 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1716 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

995 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1717 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1718 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

996 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1719 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SDA8-

171219/1720 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

997 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1721 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

998 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1722 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

999 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDA8-

171219/1723 

sdm636 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1000 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1724 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1725 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1001 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1726 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1002 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1727 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1003 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1728 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1004 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1729 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1730 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1005 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1731 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1006 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1732 

Out-of- 12-12-2019 5 Out of bound read would https://ww H-QUA-SDM6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1007 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

bounds 

Read 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1733 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1734 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1008 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1735 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1009 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1736 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1010 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1737 

sdm670 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SDM6-

171219/1738 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1011 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

lletins/nove

mber-2019-

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1739 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1012 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1740 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1013 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1741 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1742 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1014 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1743 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1015 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1744 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1745 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1016 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1746 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1017 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1747 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

H-QUA-SDM6-

171219/1748 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1018 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1749 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1019 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2319 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1750 

Buffer 

Copy 

without 

Checking 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-SDM6-

171219/1751 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1020 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SDM6-

171219/1752 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1021 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

lletins/nove

mber-2019-

bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1753 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1022 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

sdm710 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1754 

Time-of-

check 
12-12-2019 4.4 Race condition between the 

camera functions due to lack 

https://ww

w.qualcom
H-QUA-SDM7-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1023 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1755 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1756 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1024 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1757 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1025 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1758 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SDM7-

171219/1759 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1026 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

lletins/nove

mber-2019-

bulletin 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1760 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1027 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10545 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1761 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1762 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1028 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1763 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1029 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1764 

Improper 12-12-2019 4.6 HLOS could corrupt CPZ page https://ww H-QUA-SDM7-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1030 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Privilege 

Manageme

nt 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1765 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1766 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1031 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1767 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1032 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1768 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1033 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM7-

171219/1769 

qca8081 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCA8-

171219/1770 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1034 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCA8-

171219/1771 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1035 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

qcs404 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS4-

171219/1772 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS4-

171219/1773 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1036 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QCS4-

171219/1774 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1037 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

sxr1130 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR1-

171219/1775 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1038 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR1-

171219/1776 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SXR1-

171219/1777 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1039 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR1-

171219/1778 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1040 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR1-

171219/1779 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1041 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR1-

171219/1780 

Improper 12-12-2019 4.6 HLOS could corrupt CPZ page https://ww H-QUA-SXR1-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1042 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Privilege 

Manageme

nt 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1781 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR1-

171219/1782 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1043 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR1-

171219/1783 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1044 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR1-

171219/1784 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1045 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR1-

171219/1785 

sm6150 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1786 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1046 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1787 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1047 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1788 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1789 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1048 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1790 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1049 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1791 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1792 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1050 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1793 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1051 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1794 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SM61-

171219/1795 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1052 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

bulletin 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1796 

Improper 

Validation 

of Array 

12-12-2019 10 
Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

https://ww

w.qualcom

m.com/com

H-QUA-SM61-

171219/1797 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1053 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SM61-

171219/1798 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1054 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1799 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1055 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM61-

171219/1800 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1056 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

sm8150 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1801 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SM81-

171219/1802 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1057 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Condition Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

lletins/nove

mber-2019-

bulletin 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1803 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1058 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1804 

Improper 

Validation 
12-12-2019 10 Possibility of memory 

overflow while decoding 

https://ww

w.qualcom

H-QUA-SM81-

171219/1805 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1059 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of Array 

Index 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SM81-

171219/1806 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1060 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music in 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1807 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SM81-

171219/1808 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1061 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1809 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1062 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1810 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1063 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1811 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SM81-

171219/1812 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1064 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1813 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1065 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1814 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1066 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM81-

171219/1815 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SM81-

171219/1816 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1067 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

a Memory 

Buffer 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

lletins/nove

mber-2019-

bulletin 

mdm9615 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1817 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1068 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1818 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1069 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1819 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MDM9-

171219/1820 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1070 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

mdm9625 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-

MDM9-

171219/1821 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1071 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1822 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1072 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1823 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1073 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1824 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1074 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

mdm9205 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1825 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1075 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1826 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MDM9-

171219/1827 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1076 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1828 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1077 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1829 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1078 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1830 

Improper 

Restriction 

of 

12-12-2019 3.6 
Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

https://ww

w.qualcom

m.com/com

H-QUA-

MDM9-

171219/1831 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1079 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

msm8909 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1832 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1080 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1833 

Buffer 12-12-2019 7.2 Out of bound write in TZ https://ww H-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1081 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

MSM8-

171219/1834 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-

MSM8-

171219/1835 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1082 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1836 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1083 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1837 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1084 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1838 

Buffer 12-12-2019 4.6 Snapshot of IB can lead to https://ww H-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1085 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

MSM8-

171219/1839 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1840 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1086 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1841 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1087 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1842 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1088 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1843 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1089 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1844 

mdm9655 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-

MDM9-

171219/1845 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1090 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1846 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1091 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1847 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1092 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1848 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1093 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1849 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1094 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

mdm9635m 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1850 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-

MDM9-

171219/1851 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1095 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1852 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1096 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MDM9-

171219/1853 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1097 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

qm215 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1854 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1098 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1855 

Buffer 

Copy 

without 

12-12-2019 7.2 
Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

https://ww

w.qualcom

m.com/com

H-QUA-QM21-

171219/1856 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1099 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1857 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1100 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1858 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1101 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1859 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1102 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1860 

Buffer 

Copy 

without 

12-12-2019 4.6 
Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

https://ww

w.qualcom

m.com/com

H-QUA-QM21-

171219/1861 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1103 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1862 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1104 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1863 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1105 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1864 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1106 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-QM21-

171219/1865 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1107 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

sm7150 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1866 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SM71-

171219/1867 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1108 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

bulletin 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1868 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1109 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1869 

Improper 

Validation 

of Array 

12-12-2019 10 
Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

https://ww

w.qualcom

m.com/com

H-QUA-SM71-

171219/1870 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1110 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Index PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

NULL 

Pointer 

Dereferenc

e 

12-12-2019 2.1 

Null pointer dereference issue 

in kernel due to missing check 

related to LLC support in GPU 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SM71-

171219/1871 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1111 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, SDM670, SDM710, 

SM6150, SM7150, SM8150 

CVE ID : CVE-2019-10545 

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1872 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-SM71-

171219/1873 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1112 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1874 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1113 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1875 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1114 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10592 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1876 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1877 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1115 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1878 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1116 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1879 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1117 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM71-

171219/1880 

sdm429 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1881 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1118 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1882 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1119 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1883 

Loop with 

Unreachab

le Exit 

Condition 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-SDM4-

171219/1884 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1120 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

('Infinite 

Loop') 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1885 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1121 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1886 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1122 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1887 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1123 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1888 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-SDM4-

171219/1889 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1124 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1890 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1125 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1891 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1126 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1892 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1127 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sdm632 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1893 

Time-of-

check 
12-12-2019 4.4 Race condition between the 

camera functions due to lack 

https://ww

w.qualcom
H-QUA-SDM6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1128 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1894 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1895 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1129 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1896 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1130 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1897 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1131 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1898 

Out-of-

bounds 
12-12-2019 7.5 Accessing data buffer beyond 

the available data while 

https://ww

w.qualcom

H-QUA-SDM6-

171219/1899 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1132 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Read parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1900 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1133 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1901 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1134 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1902 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1135 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM6-

171219/1903 

Out-of-

bounds 
12-12-2019 7.8 While Skipping unknown IES, 

EMM is reading the buffer 

https://ww

w.qualcom
H-QUA-SDM6-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1136 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Read even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1904 

msm8917 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-

MSM8-

171219/1905 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1137 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1906 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1138 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1907 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1139 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1908 

Improper 12-12-2019 10 Possibility of memory https://ww H-QUA-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1140 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Validation 

of Array 

Index 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

MSM8-

171219/1909 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-

MSM8-

171219/1910 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1141 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1911 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1142 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1912 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1143 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1913 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1914 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1144 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1915 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1145 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1916 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1146 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8920 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1917 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1147 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1918 

Buffer 

Copy 
12-12-2019 7.2 Out of bound write in TZ 

while copying the secure 

https://ww

w.qualcom

H-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1148 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1919 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1920 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1149 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1921 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1150 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1922 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1151 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1923 

Integer 

Overflow 
12-12-2019 4.6 Possible integer overflow 

while multiplying two 

https://ww

w.qualcom

H-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1152 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

or 

Wraparou

nd 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1924 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1925 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1153 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1926 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1154 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1927 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1155 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1928 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1156 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2337 

msm8937 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1929 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-

MSM8-

171219/1930 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1157 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1931 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1158 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1932 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1159 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1933 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1160 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1934 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-

MSM8-

171219/1935 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1161 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1936 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1162 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1937 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1163 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2310 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1938 

Buffer 

Copy 

without 

Checking 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MSM8-

171219/1939 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1164 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-

MSM8-

171219/1940 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1165 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

lletins/nove

mber-2019-

bulletin 

msm8940 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1941 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1166 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1942 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1167 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1943 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1168 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1944 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MSM8-

171219/1945 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1169 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1946 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1170 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1947 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1171 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1948 

Out-of-

bounds 
12-12-2019 5 Out of bound read would 

occur while trying to read 

https://ww

w.qualcom

H-QUA-

MSM8-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1172 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Read action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

171219/1949 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1950 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1173 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1951 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1174 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1952 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1175 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

msm8996 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1953 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1176 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

MSM8-

171219/1954 

Buffer 

Copy 

without 

Checking 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-

MSM8-

171219/1955 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1177 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

sdm450 

Buffer 

Copy 

without 

Checking 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-SDM4-

171219/1956 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1178 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

12-12-2019 4.4 

Race condition between the 

camera functions due to lack 

of resource lock which will 

lead to memory corruption 

and UAF issue in Snapdragon 

Auto, Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1957 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1179 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

MSM8998, Nicobar, QCN7605, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150 

CVE ID : CVE-2019-10494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1958 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1180 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1959 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1181 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1960 

Buffer 

Copy 

without 

12-12-2019 4.6 
Buffer overflow can occur due 

to usage of wrong datatype 

and missing length check 

https://ww

w.qualcom

m.com/com

H-QUA-SDM4-

171219/1961 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1182 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

before copying into buffer in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9640, 

MDM9650, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SDX24, SM6150, SM7150, 

SM8150 

CVE ID : CVE-2019-10555 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1962 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1183 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1963 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1184 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1964 

Out-of-

bounds 

Read 

12-12-2019 5 

Out of bound read would 

occur while trying to read 

action category and action ID 

without validating the action 

length of the Rx Frame body 

in Snapdragon Auto, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SDM4-

171219/1965 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1185 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Consumer 

Electronics Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9206, 

MDM9207C, MDM9607, 

MDM9640, MDM9650, 

MSM8909, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

QCA6174A, QCA6574AU, 

QCA9377, QCA9379, 

QCN7605, QCS605, SDA660, 

SDA845, SDM450, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDX20, 

SM8150 

CVE ID : CVE-2019-2310 

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1966 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1186 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1967 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1187 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM4-

171219/1968 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1188 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sm8250 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM82-

171219/1969 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1189 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM82-

171219/1970 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM82-

171219/1971 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1190 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM82-

171219/1972 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1191 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM82-

171219/1973 

Buffer 

Copy 
12-12-2019 4.6 Snapshot of IB can lead to 

invalid address access due to 

https://ww

w.qualcom

H-QUA-SM82-

171219/1974 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1192 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM82-

171219/1975 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1193 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM82-

171219/1976 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1194 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SM82-

171219/1977 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1195 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sxr2130 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1978 

Use After 

Free 
12-12-2019 2.1 

Use after free issue occurs 

when command destructors 

access dynamically allocated 

response buffer which is 

already deallocated during 

previous command teardwon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

H-QUA-SXR2-

171219/1979 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1196 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

sequence in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8098, MSM8909W, 

Nicobar, QCS405, QCS605, 

SDA845, SDM660, SDM670, 

SDM710, SDM845, SDX24, 

SM6150, SM7150, SM8150, 

SM8250, SXR2130 

CVE ID : CVE-2019-10484 

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1980 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1197 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1981 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1198 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1982 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SXR2-

171219/1983 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1199 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

bulletin 

Integer 

Overflow 

or 

Wraparou

nd 

12-12-2019 4.6 

Possible integer overflow 

while multiplying two 

integers of 32 bit in QDCM API 

of get display modes as there 

is no check on the maximum 

mode count in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1984 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1200 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8996AU, MSM8998, 

Nicobar, QCS405, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDX20, SM6150, 

SM7150, SM8150, SM8250, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10592 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1985 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1986 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1201 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1987 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1202 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1988 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1203 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SXR2-

171219/1989 

sa6155p 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

12-12-2019 4.6 

Snapshot of IB can lead to 

invalid address access due to 

missing check for size in the 

related function in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SA61-

171219/1990 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1204 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Overflow') Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8017, APQ8053, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8996AU, 

Nicobar, QCN7605, QCS405, 

QCS605, QM215, SA6155P, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDX20, SDX24, SM6150, 

SM7150, SM8150, SM8250, 

SXR2130 

CVE ID : CVE-2019-10571 

bulletin 

sc8180x 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SC81-

171219/1991 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1205 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SC81-

171219/1992 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1206 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SC81-

171219/1993 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1207 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sdm850 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1994 

Buffer 

Copy 

without 

Checking 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

https://ww

w.qualcom

m.com/com

pany/produ

H-QUA-SDM8-

171219/1995 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1208 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1996 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1209 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1997 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1210 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Privilege 

Manageme

nt 

12-12-2019 4.6 

HLOS could corrupt CPZ page 

table memory for S1 managed 

VMs in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

QCS404, QCS605, SDA845, 

SDM670, SDM710, SDM845, 

SDM850, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2319 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/1998 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

H-QUA-SDM8-

171219/1999 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1211 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

mber-2019-

bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/2000 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1212 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/2001 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1213 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

12-12-2019 3.6 

Crafted image that has a valid 

signature from a non-QC 

entity can be loaded which 

can read/write memory that 

belongs to the secure world in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

Mobile, Snapdragon Wired 

Infrastructure and 

Networking in MDM9205, 

MSM8998, QCS404, QCS605, 

SDA660, SDA845, SDM630, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX24, SM6150, SM7150, 

SM8150, SXR1130, SXR2130 

CVE ID : CVE-2019-2338 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDM8-

171219/2002 

qcm2150 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1214 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

QCM2-

171219/2003 

Loop with 

Unreachab

le Exit 

Condition 

('Infinite 

Loop') 

12-12-2019 7.8 

Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

QCM2-

171219/2004 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1215 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

QCM2-

171219/2005 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1216 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

QCM2-

171219/2006 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1217 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-

QCM2-

171219/2007 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1218 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

sdx55 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 10 

Position determination 

accuracy may be degraded 

due to wrongly decoded 

information in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, MDM9206, 

MDM9207C, MDM9607, 

MDM9615, MDM9625, 

MDM9635M, MDM9640, 

MDM9650, MDM9655, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

Nicobar, QCM2150, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10493 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX5-

171219/2008 

Loop with 

Unreachab

le Exit 

12-12-2019 7.8 
Infinite loop while decoding 

compressed data can lead to 

overrun condition in 

https://ww

w.qualcom

m.com/com

H-QUA-SDX5-

171219/2009 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1219 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Condition 

('Infinite 

Loop') 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10485 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possibility of memory 

overflow while decoding 

GSNDCP compressed mode 

PDU in Snapdragon Auto, 

Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

H-QUA-SDX5-

171219/2010 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1220 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SC8180X, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDM670, SDM710, SDM845, 

SDM850, SDX20, SDX24, 

SDX55, SM6150, SM7150, 

SM8150, SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-10511 

bulletin 

Improper 

Validation 

of Array 

Index 

12-12-2019 10 

Possible out of bounds write 

in a MT SMS/SS scenario due 

to improper validation of 

array index in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon IoT, Snapdragon 

Mobile, Snapdragon Voice & 

Music, Snapdragon Wearables 

in APQ8009, APQ8017, 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9607, MDM9615, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX5-

171219/2011 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1221 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

MDM9625, MDM9635M, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8939, 

MSM8940, MSM8953, 

MSM8976, MSM8996AU, 

MSM8998, Nicobar, QCM2150, 

QCS605, QM215, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2320 

Out-of-

bounds 

Read 

12-12-2019 7.8 

While Skipping unknown IES, 

EMM is reading the buffer 

even if the no of bytes to read 

are more than message length 

which may cause device to 

shutdown in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Wearables in 

APQ8053, APQ8096AU, 

APQ8098, MDM9150, 

MDM9205, MDM9206, 

MDM9640, MDM9650, 

MDM9655, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996AU, MSM8998, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-SDX5-

171219/2012 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1222 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Nicobar, QCM2150, QCS605, 

QM215, SC8180X, SDA660, 

SDA845, SDM429, SDM439, 

SDM450, SDM630, SDM632, 

SDM636, SDM660, SDM670, 

SDM710, SDM845, SDM850, 

SDX20, SDX24, SDX55, 

SM6150, SM7150, SM8150, 

SM8250, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2337 

apq8064 

Out-of-

bounds 

Read 

12-12-2019 7.5 

Accessing data buffer beyond 

the available data while 

parsing ogg clip can lead to 

null-pointer dereference and 

then memory corruption in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables in 

APQ8009, APQ8017, 

APQ8053, APQ8064, 

APQ8096AU, APQ8098, 

MDM9206, MDM9207C, 

MDM9607, MSM8905, 

MSM8909, MSM8909W, 

MSM8917, MSM8939, 

MSM8953, MSM8996, 

MSM8996AU, Nicobar, 

QCS405, QCS605, QM215, 

SDA660, SDA845, SDM429, 

SDM439, SDM450, SDM630, 

SDM632, SDM636, SDM660, 

SDX20, SM6150, SM7150, 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/2013 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1223 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

SM8150, SM8250, SXR1130, 

SXR2130 

CVE ID : CVE-2019-10559 

apq8096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

12-12-2019 7.2 

Out of bound write in TZ 

while copying the secure 

dump structure on HLOS 

provided buffer as a part of 

memory dump in Snapdragon 

Auto, Snapdragon Compute, 

Snapdragon Connectivity, 

Snapdragon Consumer IOT, 

Snapdragon Industrial IOT, 

Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ8074, 

MDM9150, MDM9206, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8917, MSM8920, 

MSM8937, MSM8940, 

MSM8953, MSM8976, 

MSM8996, MSM8996AU, 

MSM8998, QCA8081, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, 

Snapdragon_High_Med_2016, 

SXR1130 

CVE ID : CVE-2019-2288 

https://ww

w.qualcom

m.com/com

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

H-QUA-APQ8-

171219/2014 

Buffer 

Copy 

without 

12-12-2019 7.2 
Incorrect length used while 

validating the qsee log buffer 

sent from HLOS which could 

https://ww

w.qualcom

m.com/com

H-QUA-APQ8-

171219/2015 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1224 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

then lead to remap conflict in 

Snapdragon Auto, Snapdragon 

Compute, Snapdragon 

Connectivity, Snapdragon 

Consumer Electronics 

Connectivity, Snapdragon 

Consumer IOT, Snapdragon 

Industrial IOT, Snapdragon 

IoT, Snapdragon Mobile, 

Snapdragon Voice & Music, 

Snapdragon Wearables, 

Snapdragon Wired 

Infrastructure and 

Networking in APQ8009, 

APQ8017, APQ8053, 

APQ8096, APQ8096AU, 

APQ8098, IPQ4019, IPQ8074, 

MDM9150, MDM9205, 

MDM9206, MDM9207C, 

MDM9607, MDM9650, 

MSM8905, MSM8909, 

MSM8909W, MSM8917, 

MSM8920, MSM8937, 

MSM8939, MSM8940, 

MSM8953, MSM8996, 

MSM8996AU, MSM8998, 

QCA8081, QCS404, QCS605, 

QM215, SDA660, SDA845, 

SDM429, SDM439, SDM450, 

SDM630, SDM632, SDM636, 

SDM660, SDM670, SDM710, 

SDM845, SDM850, SDX24, 

SM6150, SM7150, SM8150, 

Snapdragon_High_Med_2016, 

SXR1130, SXR2130 

CVE ID : CVE-2019-2321 

pany/produ

ct-

security/bu

lletins/nove

mber-2019-

bulletin 

weidmueller 

ie-sw-pl09mt-5gc-4gt 

Improper 

Restriction 
06-12-2019 7.5 An issue was discovered on 

Weidmueller IE-SW-VL05M 
N/A 

H-WEI-IE-S-

171219/2016 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1225 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of 

Excessive 

Authentica

tion 

Attempts 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2017 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2018 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2019 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1226 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

device. 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2020 

ie-sw-pl18m-2gc-16tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2021 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2022 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1227 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2023 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2024 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2025 

ie-sw-pl18mt-2gc-16tx 

Improper 

Restriction 

of 

Excessive 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

N/A 
H-WEI-IE-S-

171219/2026 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1228 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Authentica

tion 

Attempts 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2027 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2028 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2029 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1229 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2030 

ie-sw-pl18m-2gc14tx2sc 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2031 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2032 

Missing 

Encryption 

of 

06-12-2019 5 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

H-WEI-IE-S-

171219/2033 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1230 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Sensitive 

Data 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

mediadelive

ry/asset/90

0_102694 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2034 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2035 

ie-sw-pl18mt-2gc14tx2sc 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

N/A 
H-WEI-IE-S-

171219/2036 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1231 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2037 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2038 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2039 

Cleartext 

Transmissi

on of 

06-12-2019 5 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

H-WEI-IE-S-

171219/2040 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1232 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Sensitive 

Informatio

n 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

mediadelive

ry/asset/90

0_102694 

ie-sw-pl18m-2gc14tx2st 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2041 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2042 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2043 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1233 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2044 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2045 

ie-sw-pl18mt-2gc14tx2st 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

N/A 
H-WEI-IE-S-

171219/2046 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1234 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2047 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2048 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2049 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

H-WEI-IE-S-

171219/2050 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1235 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

n 3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

0_102694 

ie-sw-pl18m-2gc14tx2scs 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2051 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2052 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2053 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1236 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

cleartext. 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2054 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2055 

ie-sw-pl18mt-2gc14tx2scs 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2056 

Uncontroll 06-12-2019 6.8 An issue was discovered on https://md H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1237 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ed 

Resource 

Consumpti

on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/2057 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2058 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2059 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2060 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1238 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

ie-sw-pl16m-16tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2061 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2062 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2063 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1239 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2064 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2065 

ie-sw-pl16mt-16tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2066 

Uncontroll

ed 

Resource 

06-12-2019 6.8 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

H-WEI-IE-S-

171219/2067 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1240 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumpti

on 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

mediadelive

ry/asset/90

0_102694 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2068 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2069 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2070 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1241 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

ie-sw-pl16m-14tx-2sc 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2071 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2072 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2073 

Insufficient 06-12-2019 4 An issue was discovered on https://md H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1242 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ly 

Protected 

Credential

s 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/2074 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2075 

ie-sw-pl16mt-14tx-2sc 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2076 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

H-WEI-IE-S-

171219/2077 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1243 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

0_102694 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2078 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2079 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2080 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1244 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

network. 

CVE ID : CVE-2019-16674 

ie-sw-pl16m-14tx-2st 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2081 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2082 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2083 

Insufficient

ly 

Protected 

06-12-2019 4 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

H-WEI-IE-S-

171219/2084 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1245 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Credential

s 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

mediadelive

ry/asset/90

0_102694 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2085 

ie-sw-pl16mt-14tx-2st 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2086 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2087 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1246 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2088 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2089 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2090 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1247 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ie-sw-vl05m-5tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2091 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2092 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2093 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2094 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1248 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2095 

ie-sw-vl05mt-5tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2096 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2097 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1249 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumption. 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2098 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2099 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2100 

ie-sw-vl05m-3tx-2sc 

Improper 06-12-2019 7.5 An issue was discovered on N/A H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1250 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

171219/2101 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2102 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2103 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2104 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1251 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2105 

ie-sw-vl05mt-3tx-2sc 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2106 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2107 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1252 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2108 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2109 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2110 

ie-sw-vl05m-3tx-2st 

Improper 

Restriction 

of 

06-12-2019 7.5 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

N/A 
H-WEI-IE-S-

171219/2111 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1253 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Excessive 

Authentica

tion 

Attempts 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2112 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2113 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2114 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1254 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2115 

ie-sw-vl05mt-3tx-2st 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2116 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2117 

Missing 

Encryption 
06-12-2019 5 An issue was discovered on 

Weidmueller IE-SW-VL05M 

https://md

cop.weidmu
H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1255 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of 

Sensitive 

Data 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/2118 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2119 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2120 

ie-sw-vl08mt-8tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

N/A 
H-WEI-IE-S-

171219/2121 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1256 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Attempts devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2122 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2123 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2124 

Cleartext 

Transmissi
06-12-2019 5 An issue was discovered on 

Weidmueller IE-SW-VL05M 

https://md

cop.weidmu
H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1257 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

on of 

Sensitive 

Informatio

n 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/2125 

ie-sw-vl08mt-5tx-3sc 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2126 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2127 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

H-WEI-IE-S-

171219/2128 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1258 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

0_102694 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2129 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2130 

ie-sw-vl08mt-5tx-1sc-2scs 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

N/A 
H-WEI-IE-S-

171219/2131 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1259 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2132 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2133 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2134 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

H-WEI-IE-S-

171219/2135 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1260 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

n 3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

0_102694 

ie-sw-vl08mt-6tx-2st 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2136 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2137 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2138 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1261 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

cleartext. 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2139 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2140 

ie-sw-vl08mt-6tx-2sc 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2141 

Uncontroll 06-12-2019 6.8 An issue was discovered on https://md H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1262 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ed 

Resource 

Consumpti

on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/2142 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2143 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2144 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2145 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1263 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

ie-sw-vl08mt-6tx-2scs 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2146 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2147 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2148 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1264 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16672 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2149 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2150 

ie-sw-pl08m-8tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2151 

Uncontroll

ed 

Resource 

06-12-2019 6.8 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

H-WEI-IE-S-

171219/2152 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1265 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumpti

on 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

mediadelive

ry/asset/90

0_102694 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2153 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2154 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2155 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1266 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

ie-sw-pl08mt-8tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2156 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2157 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2158 

Insufficient 06-12-2019 4 An issue was discovered on https://md H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1267 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ly 

Protected 

Credential

s 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/2159 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2160 

ie-sw-pl08m-6tx-2sc 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2161 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

H-WEI-IE-S-

171219/2162 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1268 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

0_102694 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2163 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2164 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2165 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1269 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

network. 

CVE ID : CVE-2019-16674 

ie-sw-pl08mt-6tx-2sc 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2166 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2167 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2168 

Insufficient

ly 

Protected 

06-12-2019 4 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

https://md

cop.weidmu

eller.com/

H-WEI-IE-S-

171219/2169 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1270 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Credential

s 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

mediadelive

ry/asset/90

0_102694 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2170 

ie-sw-pl08m-6tx-2st 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2171 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2172 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1271 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2173 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2174 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2175 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1272 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

ie-sw-pl08mt-6tx-2st 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2176 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2177 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2178 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2179 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1273 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2180 

ie-sw-pl08m-6tx-2scs 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2181 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2182 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1274 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Consumption. 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2183 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2184 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2185 

ie-sw-pl08mt-6tx-2scs 

Improper 06-12-2019 7.5 An issue was discovered on N/A H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1275 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

171219/2186 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2187 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2188 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2189 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1276 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2190 

ie-sw-pl10m-3gt-7tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2191 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2192 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1277 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16671 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2193 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2194 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2195 

ie-sw-pl10mt-3gt-7tx 

Improper 

Restriction 

of 

06-12-2019 7.5 
An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

N/A 
H-WEI-IE-S-

171219/2196 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1278 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Excessive 

Authentica

tion 

Attempts 

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2197 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2198 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2199 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1279 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2019-16673 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2200 

ie-sw-pl10m-1gt-2gs-7tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2201 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2202 

Missing 

Encryption 
06-12-2019 5 An issue was discovered on 

Weidmueller IE-SW-VL05M 

https://md

cop.weidmu
H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1280 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

of 

Sensitive 

Data 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/2203 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2204 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2205 

ie-sw-pl10mt-1gt-2gs-7tx 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

N/A 
H-WEI-IE-S-

171219/2206 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1281 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Attempts devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2207 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2208 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2209 

Cleartext 

Transmissi
06-12-2019 5 An issue was discovered on 

Weidmueller IE-SW-VL05M 

https://md

cop.weidmu
H-WEI-IE-S-



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1282 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

on of 

Sensitive 

Informatio

n 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

eller.com/

mediadelive

ry/asset/90

0_102694 

171219/2210 

ie-sw-pl09m-5gc-4gt 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

06-12-2019 7.5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. The Authentication 

mechanism has no brute-force 

prevention. 

CVE ID : CVE-2019-16670 

N/A 
H-WEI-IE-S-

171219/2211 

Uncontroll

ed 

Resource 

Consumpti

on 

06-12-2019 6.8 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Remote authenticated 

users can crash a device with 

a special packet because of 

Uncontrolled Resource 

Consumption. 

CVE ID : CVE-2019-16671 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2212 

Missing 

Encryption 

of 

Sensitive 

Data 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

H-WEI-IE-S-

171219/2213 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

1283 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

3.3.16 Build 16102416 

devices. Sensitive Credentials 

data is transmitted in 

cleartext. 

CVE ID : CVE-2019-16672 

0_102694 

Insufficient

ly 

Protected 

Credential

s 

06-12-2019 4 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Passwords are stored 

in cleartext and can be read by 

anyone with access to the 

device. 

CVE ID : CVE-2019-16673 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2214 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-12-2019 5 

An issue was discovered on 

Weidmueller IE-SW-VL05M 

3.6.6 Build 16102415, IE-SW-

VL08MT 3.5.2 Build 

16102415, and IE-SW-PL10M 

3.3.16 Build 16102416 

devices. Authentication 

Information used in a cookie 

is predictable and can lead to 

admin password compromise 

when captured on the 

network. 

CVE ID : CVE-2019-16674 

https://md

cop.weidmu

eller.com/

mediadelive

ry/asset/90

0_102694 

H-WEI-IE-S-

171219/2215 

 


