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Common Vulnerabilities and Exposures (CVE) Report

disclosure. There is
limited impact to
integrity and
availability. The

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPCID
Application
Vendor: Codepeople
Product: contact_form_email
Affected Version(s): * Up to (excluding) 1.3.44
Exposure of Sensitive
Information to an
Unauthorized Actor
vulnerability in
Exposure CodePeople Contact
of Sensitive Form Email.This issue
Informatio affects Contact Form A-COD-CONT-
ntoan 10-Apr-2024 | 5.3 Email: from n/a N/A 020524/1
Unauthoriz through 1.3.44.
ed Actor
CVEID : CVE-2024-
31302
Vendor: Ericsson
Product: network_manager
Affected Version(s): * Up to (excluding) 23.1
Ericsson Network
Manager (ENM),
versions prior to 23.1,
contains a htFpS:/ fwww.
Improper vulnerability in the ericsson.com/
Neutralizat export function of en/ about.-
ion of application log where u.s/ securlt.y/ p
Formula | 04-Apr-2024 | 7.1 Improper Z‘rltl/ security- AéEI;IZ'EEZT w-
Elements Neutralization of u etin-- 020524/
in a CSV Formula Elements ina | €1€SSon-
File CSV File can lead to network-
code execution or manager-
information march-2024

Cvss Scoring Scale  [INOMINMINI2NN| W23 ] 34 [ 45 [ 56

67 [ 78 [ 89 [SH0N
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Weakness Publish Date Description & CVE ID Patch NCIIPC ID
attacker on the
adjacent network with
administration access
can exploit the
vulnerability.
CVEID : CVE-2024-
25007
Vendor: Google
Product: chrome
Affected Version(s): * Up to (excluding) 123.0.6312.105
Inappropriate
implementation in V8
in Google Chrome
prior to
123.0.6312.105 https://chro
allowed a remote mtir(le)lleases.gc;
attacker to potentially | 98'€PI0&COM/ 1\ 44 ~HRO-
N/A 06-Apr-2024 perform out of bounds 2024/04/stab 0205243
memory access via a le-channel-
crafted HTML page. update-for-
(Chromium security desktop.html
severity: High)
CVEID : CVE-2024-
3156
Use after free in
Bookmarks in Google
Chrome prior to
allowed a remote mereleases_go
Use Aft attacker to potentially | ogleblog.com/ A-GOO-CHRO
Fse | 06-Apr-2024 exploit heap 2024/04/stab | (* 0o
ree corruption via a le-channel- /
crafted HTML page. update-for-
(Chromium security desktop.html
severity: High)
CVEID: CVE-2024-
3158
Improper Out of bounds https://chro | A _coo-cHRO-
Restriction | 06-Apr-2024 memory access in V8 | mereleases.go | 90524 /5
of in Google Chrome ogleblog.com/
[cvss scorng scole SIS 54 [ 45 [ 56 e e es




Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Operations prior to 2024/04 /stab
within the 123.0.6312.105 le-channel-
Bounds of allowed a remote update-for-
a Memory attacker to perform desktop.html
Buffer arbitrary read/write
via a crafted HTML
page. (Chromium
security severity:
High)
CVEID: CVE-2024-
3159
Vendor: IBM
Product: websphere_application_server
Affected Version(s): 8.5
IBM WebSphere
Application Server 8.5
and 9.0 could provide
Use of a weaker than expected
Broken or security for outbound | https://www.
Risky TLS connections ibm.com/sup | A-IBM-WEBS-
Cryptograp 02-Apr-2024 | 65 caused by a failure to | port/pages/n | 020524/6
hic honor user ode/7145620
Algorithm configuration. IBM X-
Force ID: 274812.
CVEID: CVE-2023-
50313
Affected Version(s): 9.0
IBM WebSphere
Application Server 8.5
and 9.0 could provide
Use of a weaker than expected
Broken or security for outbound | https://www.
Risky TLS connections ibm.com/sup | A-IBM-WEBS-
Cryptograp 02-Apr-2024 | 65 caused by a failure to | port/pages/n | 020524/7
hic honor user ode/7145620
Algorithm configuration. IBM X-
Force ID: 274812.
CVEID: CVE-2023-
50313
Vendor: imagely
[ cvssscoring Scale  [RNOSIN 12 03 3-4 4-5 5-6 67 7-8 g9 [NeHoN
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Product: nextgen_gallery
Affected Version(s): * Up to (excluding) 3.59.1
The WordPress
Gallery Plugin -
NextGEN Gallery
plugin for WordPress | https://plugin
is vulnerable to s.trac.wordpr
unauthorized access ess.org/chang
of data due to a eset/3063940
miSSing Capablllty /nextgen_
check on the get_item gallery/trunk
Missi function in versions /src/REST/A
15SIng up to, and including dmin/Block
. A ) ) .p | A-IMA-NEXT-
?rlllthorlzatl 09-Apr-2024 | 5.3 3.59. This makes it hp?old=3003 | 020524/8
possible for 333&old_path
unauthenticated =nextgen-
attackers to extract gallery%2Ftr
sensitive data unk%2Fsrc%
including EXIF and 2FREST%2FA
other metadata of any | dmin%2FBloc
image uploaded k.php
through the plugin.
CVEID : CVE-2024-
3097
Vendor: ivanti
Product: connect_secure
Affected Version(s): 22.1
A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.,
22.x) and Ivanti Policy
Secure allows an
Out-of-
bounds 04-Apr-2024 unauthenticated N/A A-TVA-CONN-
Write malicious user to send 020524/9
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
CVsS Scoring Scale  [NNORIN| 42 93T 34 | 45 [ 56 | 67 7-8 g9 [NeHoN
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Weakness

Publish Date

CVSSv3

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

NULL
Pointer

04-Apr-2024 | 5.3

Description & CVE ID

Patch

NCIIPCID

lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-CONN-
020524/10

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-CONN-
020524/11

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti

A-IVA-CONN-
020524/12

| CVSS Scoring Scale -— 3-4 | 4-5 | 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Dereferenc
e

Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

Affected Version(s): 22.2

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

N/A

A-IVA-CONN-
020524/13

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to

N/A

A-IVA-CONN-
020524/14

3-4 | 45 | 56

6-7
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Weakness

Publish Date

CVSSv3

e

NULL
Pointer
Dereferenc

04-Apr-2024

7.5

Description & CVE ID

Patch

NCIIPCID

crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-CONN-
020524/15

e

NULL
Pointer
Dereferenc

04-Apr-2024

5.3

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

N/A

A-IVA-CONN-
020524/16

Affected Version(s): 22.3

[ cvss scoring scale | NORINNI 2 ] 23 ]

3-4 4-5

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

CVSSv3

Description & CVE ID

Patch

NCIIPCID

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVE ID : CVE-2024-
21894

N/A

A-IVA-CONN-
020524/17

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-CONN-
020524/18

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.,

22.x) and Ivanti Policy

N/A

A-IVA-CONN-
020524/19

CVSS Scoring Scale -- 3-4 | 4-5 | 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

NULL
Pointer
Dereferenc
e

04-Apr-2024

5.3

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

N/A

A-IVA-CONN-
020524/20

Affected Version(s): 22.4

Out-of-
bounds
Write

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may

N/A

A-IVA-CONN-
020524/21

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

CVSSv3

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

NULL
Pointer

04-Apr-2024 | 5.3

Description & CVE ID

Patch

NCIIPCID

lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-CONN-
020524/22

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-CONN-
020524/23

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti

A-IVA-CONN-
020524/24

| CVSS Scoring Scale -— 3-4 | 4-5 | 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Dereferenc
e

Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

Affected Version(s): 22.5

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

N/A

A-IVA-CONN-
020524/25

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to

N/A

A-IVA-CONN-
020524/26

3-4 | 45 | 56

6-7
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Weakness

Publish Date

CVSSv3

e

NULL
Pointer
Dereferenc

04-Apr-2024

7.5

Description & CVE ID

Patch

NCIIPCID

crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-CONN-
020524/27

e

NULL
Pointer
Dereferenc

04-Apr-2024

5.3

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

N/A

A-IVA-CONN-
020524/28

Affected Version(s): 22.6

[ cvss scoring scale | ORINI2 0 23 ]

3-4 4-5

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

CVSSv3

Description & CVE ID

Patch

NCIIPCID

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVE ID : CVE-2024-
21894

N/A

A-IVA-CONN-
020524/29

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-CONN-
020524/30

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.,

22.x) and Ivanti Policy

N/A

A-IVA-CONN-
020524/31

CVSS Scoring Scale -- 3-4 | 4-5 | 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

NULL
Pointer
Dereferenc
e

04-Apr-2024

5.3

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

N/A

A-IVA-CONN-
020524/32

Affected Version(s): 9.1

Out-of-
bounds
Write

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may

N/A

A-IVA-CONN-
020524/33

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

CVSSv3

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

NULL
Pointer

04-Apr-2024 | 5.3

Description & CVE ID

Patch

NCIIPCID

lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-CONN-
020524/34

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-CONN-
020524/35

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti

A-IVA-CONN-
020524/36

| CVSS Scoring Scale -— 3-4 | 4-5 | 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Dereferenc
e

Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

Product: policy_secure

Affected Version(s): 9.0

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

N/A

A-IVA-POLI-
020524/37

A heap overflow
vulnerability in IPSec
component of [vanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send

specially crafted

N/A

A-IVA-POLI-
020524/38

3-4 | 45 | 56

6-7
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Weakness

Publish Date

CVSSv3

NULL
Pointer
Dereferenc

e

04-Apr-2024

NULL
Pointer
Dereferenc

e

04-Apr-2024

5.3

Description & CVE ID

Patch

NCIIPCID

requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-POLI-
020524/39

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

N/A

A-IVA-POLI-
020524/40

CVSS Scoring Scale -- 3-4 | 4-5 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Affected Version(s): 22.1

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

7.5

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVE ID : CVE-2024-
21894

N/A

A-IVA-POLI-
020524/41

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-POLI-
020524/42

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,

N/A

A-IVA-POLI-
020524/43

| 45 | 56

6-7
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

NULL
Pointer
Dereferenc
e

04-Apr-2024

5.3

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

N/A

A-IVA-POLI-
020524/44

Affected Version(s): 22.2

Out-of-
bounds
Write

04-Apr-2024

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain

N/A

A-IVA-POLI-
020524/45

Cvss Scoring Scale  [ENOMINMIA2 NN W] 34 [ 45 [ 56

6-7

7-8

g0 [HSHON
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Weakness

Publish Date

CVSSv3

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

NULL
Pointer

04-Apr-2024 | 5.3

Description & CVE ID

Patch

NCIIPCID

conditions this may
lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-POLI-
020524 /46

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-POLI-
020524/47

An XML entity
expansion or XEE
vulnerability in SAML

A-IVA-POLI-
020524/48

| CVSS Scoring Scale -— 3-4 | 4-5 | 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Dereferenc
e

component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVE ID : CVE-2024-
22023

Affected Version(s): 22.3

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

N/A

A-IVA-POLI-
020524/49

A heap overflow
vulnerability in IPSec
component of [vanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted

N/A

A-IVA-POLI-
020524/50

3-4 | 45 | 56

6-7
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Weakness

Publish Date

CVSSv3

NULL
Pointer
Dereferenc

e

04-Apr-2024

NULL
Pointer
Dereferenc

e

04-Apr-2024

5.3

Description & CVE ID

Patch

NCIIPCID

requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-POLI-
020524/51

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

N/A

A-IVA-POLI-
020524/52

CVSS Scoring Scale -- 3-4 | 4-5 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Affected Version(s): 22.4

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

7.5

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVE ID : CVE-2024-
21894

N/A

A-IVA-POLI-
020524/53

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-POLI-
020524 /54

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,

N/A

A-IVA-POLI-
020524/55

| 45 | 56

6-7
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

NULL
Pointer
Dereferenc
e

04-Apr-2024

5.3

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

N/A

A-IVA-POLI-
020524/56

Affected Version(s): 22.5

Out-of-
bounds
Write

04-Apr-2024

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain

N/A

A-IVA-POLI-
020524/57

Cvss Scoring scale  [INOMIMINI2NN| N2 ] 34 [ 45 [ 56

6-7

7-8

g0 [HSHON
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Weakness

Publish Date

CVSSv3

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

NULL
Pointer

04-Apr-2024 | 5.3

Description & CVE ID

Patch

NCIIPCID

conditions this may
lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-POLI-
020524/58

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-POLI-
020524/59

An XML entity
expansion or XEE
vulnerability in SAML

A-IVA-POLI-
020524/60

| CVSS Scoring Scale -— 3-4 | 4-5 | 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Dereferenc
e

component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVE ID : CVE-2024-
22023

Affected Version(s): 22.6

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVEID : CVE-2024-
21894

N/A

A-IVA-POLI-
020524/61

A heap overflow
vulnerability in IPSec
component of [vanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted

N/A

A-IVA-POLI-
020524/62

3-4 | 45 | 56

6-7
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Weakness

Publish Date

CVSSv3

NULL
Pointer
Dereferenc

e

04-Apr-2024

NULL
Pointer
Dereferenc

e

04-Apr-2024

5.3

Description & CVE ID

Patch

NCIIPCID

requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack

CVEID : CVE-2024-
22052

N/A

A-IVA-POLI-
020524/63

An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
attacker to send
specially crafted XML
requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.

CVEID : CVE-2024-
22023

N/A

A-IVA-POLI-
020524/64

CVSS Scoring Scale -- 3-4 | 4-5 5-6
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Affected Version(s): 9.1

Out-of-
bounds
Write

04-Apr-2024

Out-of-
bounds
Write

04-Apr-2024

NULL
Pointer
Dereferenc
e

04-Apr-2024

7.5

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.,
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack. In certain
conditions this may
lead to execution of
arbitrary code

CVE ID : CVE-2024-
21894

N/A

A-IVA-POLI-
020524/65

A heap overflow
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x

22.x) and Ivanti
Policy Secure allows
an unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack or in certain
conditions read
contents from
memory.

CVEID : CVE-2024-
22053

N/A

A-IVA-POLI-
020524/66

A null pointer
dereference
vulnerability in IPSec
component of Ivanti
Connect Secure (9.x,

N/A

A-IVA-POLI-
020524/67

| 45 | 56

6-7
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
22.x) and Ivanti Policy
Secure allows an
unauthenticated
malicious user to send
specially crafted
requests in-order-to
crash the service
thereby causing a DoS
attack
CVEID: CVE-2024-
22052
An XML entity
expansion or XEE
vulnerability in SAML
component of Ivanti
Connect Secure (9.x,
22.x) and Ivanti Policy
Secure allows an
NU.LL unauthenticated
Pointer 04-Apr-2024 | 5.3 attacker to send N/A A-IVA-POLI-
Dereferenc specially crafted XML 020524/68
€ requests in-order-to
temporarily cause
resource exhaustion
thereby resulting in a
limited-time DoS.
CVEID : CVE-2024-
22023
Vendor: layerslider
Product: layerslider
Affected Version(s): 7.10.0
Improper The LayerSlider plugin
Neutralizat for WordPress is
ion of vulnerable to SQL
Special Injection via the
Is_get_popup_markup 1AV )
Elzr;lierrllzsn 03-Apr-2024 | 7.5 action in versions N/A QZIE)QLLL/A;;E
SQL 7.9.11 and 7.10.0 due
Command to insufficient
('SQL escaping on the user
Injection") supplied parameter
and lack of sufficient
[ cvsSscoringScale [N 12 T2 34 | 45 | 56 | 67 7-8 g9 [NeHoN
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

preparation on the
existing SQL query.
This makes it possible
for unauthenticated
attackers to append
additional SQL queries
into already existing
queries that can be
used to extract
sensitive information
from the database.

CVEID : CVE-2024-
2879

Affected Version(s): 7.9.11

Improper
Neutralizat
ion of
Special
Elements
used in an
SQL
Command
('SQL

Injection’)

03-Apr-2024

7.5

The LayerSlider plugin
for WordPress is
vulnerable to SQL
Injection via the
Is_get_popup_markup
action in versions
7.9.11 and 7.10.0 due
to insufficient
escaping on the user
supplied parameter
and lack of sufficient
preparation on the
existing SQL query.
This makes it possible
for unauthenticated
attackers to append
additional SQL queries
into already existing
queries that can be
used to extract
sensitive information
from the database.

CVEID : CVE-2024-
2879

N/A

A-LAY-LAYE-
020524/70

Vendor: Microsoft

Product: defender_for _iot

Affected Version(s): * Up to (excluding) 24.1.3

| CVSS Scoring Scale -I

23 | 34 | 45 5-6

6-7

7-8

g0 [HSHON
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Improper
Lifmitation Microsoft Defender for | https://msrc.
;a?hname [oT Remote Code microsoft.com
toa 09-Apr-2024 |88 |y oot /update- A-MIC-DEEE-
. P . Vulnerability guide/vulnera | 020524/71
Restricted .
Director CVEID: CVE-2024- | bility/CVE-
y 2024-29053
(‘Path 29053
Traversal')
Affected Version(s): From (including) 22.0.0 Up to (excluding) 24.1.3
Microsoft Defender for | NttPs://msrc.
IoT Elevation of ;nlCBOSOft'COIn AMIC-DEFE
-Apr- Privilege Vulnerabili update- el i
N/A 09-Apr-2024 | 7.2 8 v guide/vulnera | 020524/72
29054 2024-29054
Microsoft Defender for | NttPS://msrc.
IoT Elevation of r/nlcgosoft.com AMIC-DEFE
-Apr- Privilege Vulnerabilit update- el i
N/A 09-Apr-2024 | 7.2 8 Y guide/vulnera | 020524/73
CVEID : CVE-2024- bility/CVE-
29055 2024-29055
Vendor: oceanwp
Product: ocean_extra
Affected Version(s): * Up to (excluding) 2.2.7
The Ocean Extra
plugin for WordPress
is vulnerable to Stored
Cross-Site Scripting
Improper via the
Neutralizat ‘twitter_username’
ion of parameter in versions | https://plugin
Input up to, and including, s.trac.wordpr
During 09-Apr-2024 | 6.4 2.2.6 due to ess.org/chang 32?)(5:54(;§EA
Web Page insufficient input eset/3066649
Generation sanitization and /
(‘Cross-site output escaping. This
Scripting’) makes it possible for
authenticated
attackers, with
contributor-level
permissions and
CVSS Scoring Scale | NOSMNL 22 |23 [ 34 [ 45 | 56 67 7-8 g9 [NeHoN
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
above, to inject
arbitrary web scripts
in pages that will
execute whenever a
user accesses an
injected page.
CVEID: CVE-2024-
3167

Vendor: Tribulant
Product: slideshow_gallery
Affected Version(s): * Up to (excluding) 1.7.8
Insertion of Sensitive
Information into Log
File vulnerability in
Tribulant Slideshow
Insertion Gallery.This issue
of Sensitive affects Slideshow
Informatio | 10-Apr-2024 | 5.3 Gallery: from n/a N/A 221(;1;12-2;'17];
n into Log through 1.7.8.
File
CVEID: CVE-2024-
31353

Hardware

Vendor: Dlink

Product: dnr-2021

Cvss Scoring scale  [INOMIMINI2 | W23 0] 34 [ 45 [ 56

Affected Version(s): -

** UNSUPPORTED

WHEN ASSIGNED ** A

vulnerability, which

was classified as very | https://suppo
Use of critical, has been rtannouncem
Hard- found in D-Link DNS- | ent.us.dlink.co H-DLI-DNR--
coded 04-Apr-2024 320L, DNS-325, DNS- | m/security/p | o, 0o /76
Credentials 327L and DNS-340L | ublication.asp

up to 20240403. This | X?name=SAP1

issue affects some 0383

unknown processing

of the file /cgi-

bin/nas_sharing.cgi of

| 67

Page 32 of 138




Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

CsS Scoring Scale  |NORIIN 2 ] 123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP

GET Request Handler.

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

H-DLI-DNR--
020524/77

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

Product: dnr-3221

CVSSv3

Description & CVE ID

Patch

NCIIPCID

The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

CsS Scoring Scale  |NORIIN 2 ] 123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

H-DLI-DNR--
020524/78

3-4 | 45 | 56

| 67
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPCID

with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as

Improper critical, was found in
?(I;u(t;allzat D-Link DNS-320L, https://suppo
Special DI\IdS]-)?’l\?S5 ’3]3::])?327L rrannoumeem
an - up to ent.us.dlink.co

Eir(rllierrllzs 04-Apr-2024 20240403. Affecte.d is | m/security/p I(_)I;gé‘lzf/l\;%-
. ] an unkpown f.unctlon ublication.asp

'omman of the file /cgi- x?name=SAP1
(‘Comman bin/nas_sharing.cgi of | j3g3
d the component HTTP
Injection’) GET Request Handler.

The manipulation of
the argument system
leads to command
injection. It is possible

Cvss Scoring Scale  [NNOMIMIINI 280 34 | 45 [ 56 [ 67 [7:8 [0 NEHON
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Weakness

Publish Date

Product: dnr-326

CVSSv3

Description & CVE ID

Patch

NCIIPCID

to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

H-DLI-DNR--
020524/80

3-4 | 45 | 56

| 67
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

Cvss Scoring scale  [INOMIMINI2NN W23 ] 34 [ 45 [ 56

CVSSv3

Description & CVE ID

Patch

NCIIPCID

may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
xname=SAP1
0383

H-DLI-DNR--
020524/81

| 67

78 [ 8o [HSHON
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Weakness

Publish Date

Product: dns-1100-4

CVSSv3

Description & CVE ID

Patch

NCIIPCID

used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
xname=SAP1
0383

H-DLI-DNS--
020524/82

Cvss Scoring scale  [INOMIMINI2NN| W23 ] 34 [ 45 [ 56

| 67

Page 38 of 138




Weakness

Publish Date

CVSSv3

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection")

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

Description & CVE ID

Patch

NCIIPCID

used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:

This vulnerability only

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/83

3-4 | 45 | 56

| 67
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Weakness

Publish Date

CVSSv3

Product: dns-120

Description & CVE ID

Patch

NCIIPCID

affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/84

3-4 | 45 | 56

| 67

Page 40 of 138




Weakness

Publish Date

CVSSv3

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

CsS Scoring Scale  |NORIIN 2 ] 123 ]

Description & CVE ID

Patch

NCIIPCID

vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the

maintainer. NOTE:

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/85

3-4 | 45 | 56

6-7
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Weakness

Publish Date

Product: dns-1200-05

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
xname=SAP1
0383

H-DLI-DNS--
020524/86

3-4 | 45 | 56

6-7

Page 42 of 138




Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the

product is end-of-life.

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/87

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness

Publish Date

Product: dns-1550-04

CVSSv3

Description & CVE ID

Patch

NCIIPCID

It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/88

3-4 | 45 | 56

| 67

Page 44 of 138




Weakness

Publish Date

CVSSv3

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

Description & CVE ID

Patch

NCIIPCID

product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

https://suppo

rtannouncem

ent.us.dlink.co

m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/89

3-4 | 45

6-7

Page 45 of 138




Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Product: dns-3151

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
xname=SAP1
0383

H-DLI-DNS--
020524/90

3-4 4-5

6-7

Page 46 of 138




Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

Product: dns-320

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/91

Affected Version(s): -

[ cvss scoring scale | ORINI2 0 23 ]

3-4 4-5

6-7

Page 47 of 138




Weakness Publish Date
Use of
Hard-
coded 04-Apr-2024
Credentials

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/92

3-4 4-5

6-7

Page 48 of 138




Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

Product: dns-3201

CVSSv3

Description & CVE ID

Patch

NCIIPCID

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

H-DLI-DNS--
020524/93

Affected Version(s): -

Use of
Hard-

04-Apr-2024

[ cvss scoring scale | NORINNI 2 ] 23 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which

https://suppo
rtannouncem
ent.us.dlink.co

H-DLI-DNS--
020524/94

3-4 | 45 | 56

| 67

[ 78 [ 8o [NSHON
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Weakness

Publish Date

coded
Credentials

Improper
Neutralizat
ion of
Special

04-Apr-2024

[ cvss scoring scale | NORINNI 2 ] 23 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

m/security/p
ublication.asp
x?name=SAP1
0383

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which

was classified as

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p

H-DLI-DNS--
020524/95

3-4 | 45 | 56

| 67

[ 78 [ 8o G0N
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Weakness

Publish Date

Elements
used in a
Command
('Comman
d
Injection')

Product: dns-3201lw

CVSSv3

Description & CVE ID

Patch

NCIIPCID

critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-

3273

ublication.asp
x?name=SAP1
0383

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp

H-DLI-DNS--
020524/96

3-4 | 45 | 56

| 67

[ 78 [ 8o [NSHON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman

04-Apr-2024

[ cvss scoring scale | NORINNI 2 ] 23 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

x’name=SAP1
0383

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L

and DNS-340L up to

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/97

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPCID

d
Injection')

20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-

3273
Product: dns-321
Affected Version(s): -

** UNSUPPORTED

WHEN ASSIGNED ** A

vulnerability, which https://suppo
Use of was classified as very | rtannouncem
Hard- Critica]’ has been ent.us.dlink.co H-DLI-DNS--
coded 04-Apr-2024 found in D-Link DNS- m/§ecv_lrlty/p 020524/98
Credentials 320L, DNS-325, DNS- | ublication.asp

327L and DNS-340L | X?’name=SAP1

up to 20240403. This | 0383

issue affects some

unknown processing

Cvss Scoring Scale  [NOMMMIANI 280 34 | 45 [ 56 [ 67 [[7:8 [0 NEHON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection")

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-

bin/nas_sharing.cgi of

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

H-DLI-DNS--
020524/99

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPCID

the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Product: dns-323

Affected Version(s): -

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been https://suppo
found in D-Link DNS- | rtannouncem
320L, DNS-325, DNS- ent.us.dlllnk.co H-DLI-DNS--
327Land DNS-340L | m/security/p 020524/100
up to 20240403. This | ublication.asp
issue affects some x?name=SAP1
unknown processing | 0383

of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.

Use of
Hard-
coded
Credentials

04-Apr-2024

Cvss Scoring Scale  [NOMMMIINI 280 34 | 45 [ 56 [ 67 [[7:8 [0 NENON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of

the argument system

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

H-DLI-DNS--
020524/101

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

Product: dns-325

CVSSv3

Description & CVE ID

Patch

NCIIPCID

leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

H-DLI-DNS--
020524/102

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection")

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack

remotely. The exploit

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

H-DLI-DNS--
020524/103

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness

Publish Date

Product: dns-326

CVSSv3

Description & CVE ID

Patch

NCIIPCID

has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-

3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

H-DLI-DNS--
020524/104

3-4 | 45 | 56

| 67
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

Cvss Scoring scale  [INOMIMINI2NN W23 ] 34 [ 45 [ 56

CVSSv3

Description & CVE ID

Patch

NCIIPCID

has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/105

67 [ 78 [ 89 [SH0N
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Weakness

Publish Date

Product: dns-3271

CVSSv3

Description & CVE ID

Patch

NCIIPCID

VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/106

3-4 | 45 | 56

| 67
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that

are no longer

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/107

3-4 | 45

6-7
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Weakness

Publish Date

CVSSv3

Product: dns-34.01

Description & CVE ID

Patch

NCIIPCID

supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
xname=SAP1
0383

H-DLI-DNS--
020524/108

3-4 | 45 | 56

| 67
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Weakness

Publish Date

CVSSv3

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

Description & CVE ID

Patch

NCIIPCID

are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted

early and confirmed

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/109

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness

Publish Date

Product: dns-343

CVSSv3

Description & CVE ID

Patch

NCIIPCID

immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/110

3-4 | 45 | 56

| 67
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Weakness

Publish Date

CVSSv3

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

Description & CVE ID

Patch

NCIIPCID

early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/111

3-4 | 45 | 56

6-7
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Weakness

Publish Date

Description & CVE ID

Patch

NCIIPCID

CVEID : CVE-2024-
3273

Product: dns-345

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/112

CVsS Scoring Scale  [INOSIN 12 [T 34 4-5 5-6

67 [ 78 [ 89 [SH0N
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-

3273

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/113

3-4 4-5

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Product: dns-726-4

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
xname=SAP1
0383

H-DLI-DNS--
020524/114

3-4 4-5

6-7
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

Vendor: Google

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

H-DLI-DNS--
020524/115

Product: pixel

[ cvsSscoring Scale  [NNOSIN 12 O 34 4-5 5-6

67 [ 78 [ 89 [SH0N
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Affected Version(s): -

there is a possible way
to bypass due to a
logic error in the code.
This could lead to
local escalation of https://sourc

privilege with no e.android.com
N/A 05-Apr-2024 | 7.8 additional execution | /security/bull

privileges needed. etin/pixel /20
User interaction is 24-04-01

needed for
exploitation.

CVEID : CVE-2024-
29748

H-GOO-PIXE-
020524/116

Vendor: Tenda
Product: ax1803
Affected Version(s): -

Tenda AX1803
v1.0.0.1 contains a
stack overflow via the
Out-of serviceName

ut-ot- arameter in the - - -
bounds 02-Apr-2024 ?unction N/A I(;Izggl;z:/\)l(is
Write fromAdvSetMacMtuW
an.

CVEID : CVE-2024-
30620

Tenda AX1803
v1.0.0.1 contains a
stack overflow via the
serverName

parameter in the H-TEN-AX18-

function N/A 020524/118
fromAdvSetMacMtuW

an.

CVEID : CVE-2024-
30621

Out-of-
bounds 02-Apr-2024
Write

Operating System

Vendor: Dlink

Product: dnr-2021 firmware

[ cvss Scoring Scale  [NORMMIEN W23 34 [ 45 [ 56 [ 67 [[78 [0 NEH0N
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

0-DLI-DNR--
020524/119

3-4 | 45

6-7
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

CVSSv3

Product: dnr-3221 firmware

Description & CVE ID

Patch

NCIIPCID

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

0-DLI-DNR--
020524/120

Affected Version(s): -

Use of
Hard-

04-Apr-2024

[ cvss scoring scale | NORINNI 2 ] 23 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which

https://suppo
rtannouncem
ent.us.dlink.co

O-DLI-DNR--
020524/121

3-4 | 45 | 56

| 67

[ 78 [ 8o [NSHON
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Weakness

Publish Date

coded
Credentials

Improper
Neutralizat
ion of
Special

04-Apr-2024

[ cvss scoring scale | ORINI2 0 23 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

m/security/p
ublication.asp
x?name=SAP1
0383

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which

was classified as

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p

O-DLI-DNR--
020524/122

3-4 | 45 | 56

| 67

[ 78 [ 8o [NSHON

Page 74 of 138




Weakness

Publish Date

CVSSv3

Elements
used in a
Command
('Comman
d
Injection')

Product: dnr-326_firmware

Description & CVE ID

Patch

NCIIPCID

critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-

3273

ublication.asp
x?name=SAP1
0383

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp

O-DLI-DNR--
020524/123

3-4 | 45 | 56

| 67

[ 78 [ 8o [NSHON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman

04-Apr-2024

[ cvss scoring scale | ORINI2 0 23 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

x’name=SAP1
0383

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L

and DNS-340L up to

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNR--
020524/124

3-4 | 45 | 56

6-7
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Weakness

Publish Date

d
Injection')

CVSSv3

Product: dns-1100-4_firmware

Description & CVE ID

Patch

NCIIPCID

20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

O-DLI-DNS--
020524/125

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection")

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-

bin/nas_sharing.cgi of

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

0-DLI-DNS--
020524/126

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPCID

the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Product: dns-1200-05_firmware

Affected Version(s): -

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been https://suppo
found in D-Link DNS- | rtannouncem
320L, DNS-325, DNS- ent.us.dlllnk.co 0-DLI-DNS--
327Land DNS-340L | m/security/p 020524/127
up to 20240403. This | ublication.asp
issue affects some x?name=SAP1
unknown processing | 0383

of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.

Use of
Hard-
coded
Credentials

04-Apr-2024

Cvss Scoring Scale  [NOMIMMIINI 280 34 | 45 [ 56 [ 67 [[7:8 [0 | NENON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of

the argument system

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

O-DLI-DNS--
020524/128

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

CVSSv3

Product: dns-120_firmware

Description & CVE ID

Patch

NCIIPCID

leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

0-DLI-DNS--
020524/129

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection")

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack

remotely. The exploit

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

O-DLI-DNS--
020524/130

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness

Publish Date

CVSSv3

Product: dns-1550-04_firmware

Description & CVE ID

Patch

NCIIPCID

has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-

3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

O-DLI-DNS--
020524/131

3-4 | 45 | 56

| 67
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

Cvss Scoring scale  [ENOMIMINI2NN| N2 ] 34 [ 45 [ 56

CVSSv3

Description & CVE ID

Patch

NCIIPCID

has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

0-DLI-DNS--
020524/132

67 [ 78 [ 89 [SH0N
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Weakness

Publish Date

CVSSv3

Product: dns-315] firmware

Description & CVE ID

Patch

NCIIPCID

VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/133

3-4 | 45 | 56

| 67
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that

are no longer

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/134

3-4 | 45

6-7
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Weakness

Publish Date

CVSSv3

Product: dns-320lw_firmware

Description & CVE ID

Patch

NCIIPCID

supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
xname=SAP1
0383

O-DLI-DNS--
020524/135

3-4 | 45 | 56

| 67
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Weakness

Publish Date

CVSSv3

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

Description & CVE ID

Patch

NCIIPCID

are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted

early and confirmed

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/136

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness

Publish Date

CVSSv3

Product: dns-3201_firmware

Description & CVE ID

Patch

NCIIPCID

immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/137

3-4 | 45 | 56

| 67
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Weakness

Publish Date

CVSSv3

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

Description & CVE ID

Patch

NCIIPCID

early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/138

3-4 | 45 | 56

6-7
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Weakness

Publish Date

Description & CVE ID

Patch

NCIIPCID

CVEID : CVE-2024-
3273

Product: dns-320_firmware

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/139

CVsS Scoring Scale  [INOSIN 12 [T 34 4-5 5-6

67 [ 78 [ 89 [SH0N
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-

3273

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

0-DLI-DNS--
020524/140

3-4 4-5

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Product: dns-321_firmware

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
xname=SAP1
0383

O-DLI-DNS--
020524/141

3-4 4-5

6-7
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Weakness Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

Product: dns-323_firmware

CVSSv3

Description & CVE ID

Patch

NCIIPCID

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/142

Affected Version(s): -

[ cvss scoring scale | ORINI2 0 23 ]

3-4 4-5

6-7
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Weakness Publish Date
Use of
Hard-
coded 04-Apr-2024
Credentials

€SS Scoring Scale |G E2 ] 1123 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/143

3-4 4-5

6-7
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

04-Apr-2024

CVSSv3

Product: dns-325_firmware

Description & CVE ID

Patch

NCIIPCID

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

0-DLI-DNS--
020524/144

Affected Version(s): -

Use of
Hard-

04-Apr-2024

[ cvss scoring scale | NORINNI 2 ] 23 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which

https://suppo
rtannouncem
ent.us.dlink.co

O-DLI-DNS--
020524/145

3-4 | 45 | 56

| 67

[ 78 [ 8o [NSHON
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Weakness

Publish Date

coded
Credentials

Improper
Neutralizat
ion of
Special

04-Apr-2024

[ cvss scoring scale | ORINI2 0 23 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

m/security/p
ublication.asp
x?name=SAP1
0383

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which

was classified as

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p

0-DLI-DNS--
020524/146

3-4 | 45 | 56

| 67

[ 78 [ 8o [NSHON
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Weakness

Publish Date

CVSSv3

Elements
used in a
Command
('Comman
d
Injection')

Product: dns-326_firmware

Description & CVE ID

Patch

NCIIPCID

critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-

3273

ublication.asp
x?name=SAP1
0383

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp

0-DLI-DNS--
020524/147

3-4 | 45 | 56

| 67

[ 78 [ 8o [NSHON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman

04-Apr-2024

[ cvss scoring scale | ORINI2 0 23 ]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

x’name=SAP1
0383

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L

and DNS-340L up to

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/148

3-4 | 45 | 56

6-7

Page 99 of 138




Weakness

Publish Date

d
Injection')

CVSSv3

Product: dns-3271 firmware

Description & CVE ID

Patch

NCIIPCID

20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G 2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

O-DLI-DNS--
020524/149

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection")

04-Apr-2024

€SS Scoring Scale |G E2 ] 123 1]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-

bin/nas_sharing.cgi of

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

O-DLI-DNS--
020524/150

3-4 | 45 | 56

| 67

78 [ 8o [HSHON
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPCID

the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Product: dns-34.01 firmware

Affected Version(s): -

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been https://suppo
found in D-Link DNS- | rtannouncem
320L, DNS-325, DNS- ent.us.dlllnk.co 0-DLI-DNS--
327Land DNS-340L | m/security/p 020524/151
up to 20240403. This | ublication.asp
issue affects some x’name=SAP1
unknown processing | 0383

of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.

Use of
Hard-
coded
Credentials

04-Apr-2024

Cvss Scoring Scale  [NNOMIMIAN 28] 34 | 45 [ 56 [ 67 [[7:8 [0 NENON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 123 1]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of

the argument system

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

O-DLI-DNS--
020524/152

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

CVSSv3

Product: dns-343_firmware

Description & CVE ID

Patch

NCIIPCID

leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 123 1]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

O-DLI-DNS--
020524/153

3-4 | 45 | 56

6-7

78 [ 8o [HSHON
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection")

04-Apr-2024

€SS Scoring Scale |G E2 ] 123 1]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack

remotely. The exploit

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

0-DLI-DNS--
020524/154

3-4 | 45 | 56

| 67

78 [ 8o [HSHON

Page 105 of 138




Weakness

Publish Date

CVSSv3

Product: dns-345_firmware

Description & CVE ID

Patch

NCIIPCID

has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-

3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

CsS Scoring Scale | NORII 2 ] 1123 ]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x?name=SAP1
0383

0-DLI-DNS--
020524/155

3-4 | 45 | 56

| 67
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

Cvss Scoring scale  [INOMIMINI2NN| W23 ] 34 [ 45 [ 56

CVSSv3

Description & CVE ID

Patch

NCIIPCID

has been disclosed to
the public and may be
used. The associated
identifier of this
vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/156

67 [ 78 [ 89 [SH0N
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Weakness

Publish Date

CVSSv3

Product: dns-726-4_firmware

Description & CVE ID

Patch

NCIIPCID

VDB-259284. NOTE:
This vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3273

Affected Version(s): -

Use of
Hard-
coded
Credentials

04-Apr-2024

€SS Scoring Scale |G E2 ] 123 1]

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as very
critical, has been
found in D-Link DNS-
320L, DNS-325, DNS-
327L and DNS-340L
up to 20240403. This
issue affects some
unknown processing
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument user
with the input
messagebus leads to
hard-coded
credentials. The attack
may be initiated
remotely. The exploit
has been disclosed to
the public and may be
used. The associated
identifier of this

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/157

3-4 | 45 | 56

| 67
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Weakness

Publish Date

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

04-Apr-2024

€SS Scoring Scale |G E2 ] 123 1]

CVSSv3

Description & CVE ID

Patch

NCIIPCID

vulnerability is VDB-
259283. NOTE: This
vulnerability only
affects products that
are no longer
supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVE ID : CVE-2024-
3272

** UNSUPPORTED
WHEN ASSIGNED ** A
vulnerability, which
was classified as
critical, was found in
D-Link DNS-320L,
DNS-325, DNS-327L
and DNS-340L up to
20240403. Affected is
an unknown function
of the file /cgi-
bin/nas_sharing.cgi of
the component HTTP
GET Request Handler.
The manipulation of
the argument system
leads to command
injection. It is possible
to launch the attack
remotely. The exploit
has been disclosed to
the public and may be
used. The identifier of
this vulnerability is
VDB-259284. NOTE:
This vulnerability only
affects products that

are no longer

https://suppo
rtannouncem
ent.us.dlink.co
m/security/p
ublication.asp
x’name=SAP1
0383

O-DLI-DNS--
020524/158

3-4 | 45

6-7
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Weakness

Publish Date

Vendor: Google

CVSSv3

Description & CVE ID

Patch

NCIIPCID

supported by the
maintainer. NOTE:
Vendor was contacted
early and confirmed
immediately that the
product is end-of-life.
It should be retired
and replaced.

CVEID : CVE-2024-
3273

Product: android

Affected Version(s): -

N/A

05-Apr-2024

7.8

there is a possible way
to bypass due to a
logic error in the code.
This could lead to
local escalation of
privilege with no
additional execution
privileges needed.
User interaction is
needed for
exploitation.

CVEID : CVE-2024-
29748

https://sourc

e.android.com
/security/bull
etin/pixel/20

24-04-01

0-GOO-ANDR-
020524/159

Use of
Uninitialize
d Resource

05-Apr-2024

5.5

there is a possible
Information
Disclosure due to
uninitialized data.
This could lead to
local information
disclosure with no
additional execution
privileges needed.
User interaction is not
needed for
exploitation.

CVEID : CVE-2024-

29745

https://sourc

e.android.com
/security/bull
etin/pixel/20

24-04-01

0-GOO-ANDR-
020524/160

Vendor: Linux

[ cvssscoringScale [0S 12 [T 23 34 45 5-6

6-7 7-8
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Product: linux_kernel
Affected Version(s): * Up to (excluding) 5.15.5
In the Linux kernel,
the following
vulnerability has been
resolved:
scsi: Ipfc: Fix use-
after-free in
Ipfc_unreg_rpi()
routine
An error is detected
with the following
report when
unloading the driver: | https://gitke
"KASAN: use-after- rnel.org/stabl
free in e/c/79b20bec
Ipfc_unreg_rpi+0x1b1 cea3a3938a8
b" 500acef4e6b9
Use After d7c66142f, O-LIN-LINU-
Free 10-Apr-2024 https://gitke | 020524/161
The rnel.org/stabl
NLP_REG_LOGIN_SEN | e/c/dbebf865
D nlp_flag is set in b3239595c1d
Ipfc_reg _fab_ctrl_node | 4dba063b122
(), but the 862583b52a

flag is not cleared
upon completion of
the login.

This allows a second
call to Ipfc_unreg_rpi()
to proceed with
nlp_rpi set

to
LPFC_RPI_ALLOW_ER
ROR. This results in a
use after free access
when used

Page 111 of 138
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
as an rpi_ids array
index.
Fix by clearing the
NLP_REG_LOGIN_SEN
D nlp_flag in
Ipfc_mbx_cmpl_fc_reg_
login().
CVEID : CVE-2021-
47198
In the Linux kernel,
the following
vulnerability has been
resolved:
scsi: pm80xx: Fix https://git.ke
memory leak during rnel.org/stabl
rmmod e/c/269a431
Missing 1b15f68d24e
Release of Driver failed to 8164312388
Memory 8f241ed13d, O-LIN-LINU-
10-Apr-2024 | 5.5 release all memory .
after . https://gitke | 020524/162
. allocated. This would
Effective lead to memor rnel.org/stabl
Lifetime y e/c/51e6ed8
leak during driver 3bb4ade7c36
removal. 0551fa4ae55c¢
4eacea354b
Properly free memory
when the module is
removed.
CVEID : CVE-2021-
47193
Affected Version(s): From (excluding) 5.15.0 Up to (excluding) 5.15.5
https://git.ke
In the Linux kernel, n eI;. oﬁé/gstabl
the following
. e/c/37330f37 | A 11N )
l;:;aeAfter 10-Apr-2024 | 5.5 vulnerability has been f6666c7739a 821(‘)122[1;}1;]23
resolved: 44b2b6b95b0
47ccdbed2d,
https://git.ke
CVSS Scoring Scale [0Sl 22 | 23 3-4 45 | 56 | 67 | 78 | 8o [N
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Weakness

Publish Date

CVSSv3

Description & CVE ID

Patch

NCIIPCID

spi: fix use-after-free
of the add_lock mutex

Commit
6098475d4cb4 ("spi:
Fix deadlock when
adding SPI controllers
on

SPI buses")
introduced a per-
controller mutex. But
mutex_unlock() of

said lock is called after
the controller is
already freed:

spi_unregister_control
ler(ctlr)

-> put_device(&ctlr-
>dev)
->

spi_controller_release(
dev)

->

mutex_unlock(&ctrl-
>add_lock)

Move the put_device()
after the
mutex_unlock().

CVEID: CVE-2021-
47195

rnel.org/stabl
e/c/6c53b45c
71b4920b5e6
2f0ea8079a1l
da382b9434

Affected Version(s): From (i

ncluding)

3.6.0 Up to (excluding) 4

4.293

Improper
Initializatio

n

10-Apr-2024

7.8

In the Linux kernel,
the following
vulnerability has been
resolved:

https://git.ke
rnel.org/stabl
e/c/0738cdb
636c21ab552
eaecf905efa4

O-LIN-LINU-
020524/164

CVSS Scoring Scale | NORINI 2 ] 1123 ]

3-4 4-5 5-6
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
cfg80211: call a6070e3ebc,
cfg80211_stop_ap https://git.ke
when switch from rnel.org/stabl
P2P_GO type e/c/4e458ab

bb4a523f141
3bfe15c079cf
If the userspace tools | 4.94.15p21
switch from https://git.ke
NL80211_IFTYPE_P2P rnel.org/stabl
GOt e/c/52affc20
NL80211_IFTYPE_AD | 1fc22alab9a5
HOC via 9efled641a9a
send_msg(NL80211_C | dfcb8d13
MD_SET_INTERFACE),
it
does not call the
cleanup
cfg80211_stop_ap(),
this leads to the
initialization of in-use
data. For example, this
path re-init the
sdata-
>assigned_chanctx_list
while it is still an
element of
assigned_vifs list, and
makes that linked list
corrupt.
CVEID: CVE-2021-
47194
Affected Version(s): From (including) 4.10.0 Up to (excluding) 4.14.256
In the Linux kernel, https://git.ke
the following rnel.org/stabl
vulnerability has been | e/c/0738cdb
Improper resolved: 636cféta;)b?542 O-LIN-LINU
Initializatio | 10-Apr-2024 | 7.8 caectyboela et
. b a6070e3ebc, | 020524/165
cfg80211_stop_ap rnel.org/stabl
when switch from e/c/4e458ab
P2P_GO type bb4a523f141
CVSS Scoring Scale | NOSMl 22 |23 [ 34 [ 45 | 56 | 67 | 78 | &9 N
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
3bfe15c079cf
If the userspace tools 4EZ4C15b_21’
switch from https://gitke
NL80211_IFTYPE_p2p | rnel-org/stabl
GO to e/c/52affc20
- 1fc22alab9a5
NL802.11_IFTYPE_AD 9ef0ed641a9a
HOC via dfcb8d13
send_msg(NL80211_C
MD_SET_INTERFACE),
it
does not call the
cleanup
cfg80211_stop_ap(),
this leads to the
initialization of in-use
data. For example, this
path re-init the
sdata-
>assigned_chanctx_list
while it is still an
element of
assigned_vifs list, and
makes that linked list
corrupt.
CVEID: CVE-2021-
47194
Affected Version(s): From (including) 4.15.0 Up to (excluding) 4.19.218
In the Linux kernel, https://git.ke
the following rnel.org/stabl
vulnerability has been e/c/0738cdb
resolved: 636c21ab552
eaecf905efa4
6070e3ebc
Improper a -
Initializatio | 10-Apr-2024 | 7.8 cfg80211: call https://gitke | O-LIN-LINU
n cfg80211_stop_ap rnel.org/stabl 020524/166
when switch from e/c/4e458ab
P2P_GO type bb4a523f141
3bfe15c079cf
4e24c15b21,
Ifthe userspace tools https://git ke
switch from rnel.org/stabl
CVSS Scoring Scale | NOSNL 22 |23 | 34 [ 45 56 | 67 | 7.8 | 89 [HSHOM

Page 115 of 138



Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
NL80211_IFTYPE_P2P | e/c/52affc20
_GO to 1fc22alab9a5
NL80211_IFTYPE_AD | 2¢f0ed641ada
HOC via dfcb8d13
send_msg(NL80211_C
MD_SET_INTERFACE),
it
does not call the
cleanup
cfg80211_stop_ap(),
this leads to the
initialization of in-use
data. For example, this
path re-init the
sdata-
>assigned_chanctx_list
while it is still an
element of
assigned_vifs list, and
makes that linked list
corrupt.
CVEID: CVE-2021-
47194
Affected Version(s): From (including) 4.20.0 Up to (excluding) 5.4.162
In the Linux kernel,
the following https://gitke
vulnerability has been | rnel.org/stabl
resolved: e/c/0738cdb
636c21ab552
eaecf905efa4
cfg80211: call a6070e3ebc,
Improper Sﬁigzsivlii;og;ai httl;S:///git'ksl O-LIN-LINU
Tt . _ rnel.org/sta ~LANT )
Lmtlahzatlo 10-Apr-2024 | 7.8 P2P_GO type e/c/4ed58ab | 020524/167
bb4a523f141
If the users tool 3bfe15c079ct
. pacetools | se24c15b21,
switch from https://gitk
NL80211_IFTYPE_P2p | D>/ /BILKE
GO to rnel.org/stabl
- e/c/52affc20
NL80211_IFTYPE_AD | 1fc22a1ab9a5
HOC via
CVSS Scoring Scale | NOSMl 22 |23 [ 34 [ 45 | 56 | 67 | 78 | &9 N
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID

send_msg(NL80211_C | 9ef0ed641a9a
MD_SET_INTERFACE), | dfcb8d13
it
does not call the
cleanup
cfg80211_stop_ap(),
this leads to the
initialization of in-use
data. For example, this
path re-init the
sdata-
>assigned_chanctx_list
while it is still an
element of
assigned_vifs list, and
makes that linked list
corrupt.
CVEID: CVE-2021-
47194

Affected Version(s): From (including) 4.5.0 Up to (excluding) 4.9.291
In the Linux kernel,
the following https://gitke
vulnerability has been | . o org/stabl
resolved: e/c/0738cdb

636c21ab552
cfg80211: call eaecfi05efad
cfg80211_stop_ap a6070636?bc,
when switch from httI;S:/ / flt'ksl
. ta

I P2P_GO type rheLorg/s

Initializatio | 10-Apr-2024 |78 " e/c/ted>Bab ) O-LIN-LINU-

X P : bb4a523f141 | 020524/168
If the userspace tools | 3bfe15c079cf
switch from 4e24c15b21,
NL80211_IFTYPE_P2P | https://gitke
_GOto rnel.org/stabl
NL80211_IFTYPE_AD | &/¢/52affc20
HOC via 1fc22alab9a5
send_msg(NL80211_C 9ef0ed641a%a
MD_SET_INTERFACE), | dfcb8d13
it

CVsS Scoring Scale [0S 152953 3-4 4-5 5-6 6-7 7-8 g9 [NeHoN
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Weakness

Publish Date

Affected Version(s): From (including) 5.11.0 Up to (excluding)

Improper
Initializatio
n

10-Apr-2024

CVSSv3

Description & CVE ID Patch NCIIPC ID

does not call the

cleanup

cfg80211_stop_ap(),

this leads to the

initialization of in-use

data. For example, this

path re-init the

sdata-

>assigned_chanctx_list

while it is still an

element of

assigned_vifs list, and

makes that linked list

corrupt.

CVEID: CVE-2021-

47194

5.15.5

In the Linux kernel,

the following

vulnerability has been

resolved: https://git.ke
rnel.org/stabl

cfg80211: call e/c/0738cdb

cfg80211_stop_ap 636c21ab552

when switch from eaecf905efa4

P2P_GO type a6070e3ebc,
https://git.ke
rnel.org/stabl

If the userspace tools | e/c/4e458ab | O-LIN-LINU-

switch from bb4a523f141 | 020524/169

NLB0211_IFTYPE_P2P | 3bfe15c079cf

GOto 4e24c15b21,

NL80211_IFTYPE_AD | https://gitke

HOC via rnel.org/stabl

send_msg(NL80211_C | e/c/52affc20

MD_SET_INTERFACE), | 1fc22alab9a5

it 9efled641a9a
dfcb8d13

does not call the
cleanup
cfg80211_stop_ap(),
this leads to the

4-5
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56 [ &7 [ 73 [ 5o




Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
initialization of in-use
data. For example, this
path re-init the
sdata-
>assigned_chanctx_list
while it is still an
element of
assigned_vifs list, and
makes that linked list
corrupt.
CVEID : CVE-2021-
47194
Affected Version(s): From (including) 5.5.0 Up to (excluding) 5.10.82
In the Linux kernel,
the following
vulnerability has been
resolved:
cfg80211: call https://git.ke
fo80211 stop a rnel.org/stabl
govst-_stop-ap e/c/0738cdb
when switch from
P2P GOt 636c21ab552
- ype eaecf905efa4
a6070e3ebc,
If the userspace tools | https://gitke
itch from rnel.org/stabl
Improper switc
e i i NL80211 IFTYPE_P2P | e/c/4e458ab | O-LIN-LINU-
Lmtlahzatlo 10-Apr-2024 | 7.8 G0 to bb4a523f141 | 020524/170
NL80211 IFTYPE_AD | Spfe15c079¢f
. 4e24c15b21,
HOC via https://git ke
send_msg(NL80211_C me‘; (;rg/gst'a o
MD_SET_INTERFACE )
it SELIN CE), e/c/52affc20
1fc22alab9a5
does not call the 9ef0ed641a9a
cleanup dfcb8d13
cfg80211_stop_ap(),
this leads to the
initialization of in-use
data. For example, this
path re-init the
CVSS Scoring Scale [0Sl 22 | 23 3-4 4-5 5-6 67 7-8 g9 [NeHoN
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
sdata-
>assigned_chanctx_list
while it is still an
element of
assigned_vifs list, and
makes that linked list
corrupt.
CVEID: CVE-2021-
47194
Vendor: Microsoft
Product: windows_10_1507
Affected Version(s): * Up to (excluding) 10.0.10240.20596
Secure Boot Security https://;nsrc.
i t.com
Out-of- Feature Bypass MmICroso
bounds | 09-Apr-2024 | 7.8 Vulnerability /update- O-MIC-WIND-
Write guide/vulnera | 020524/171
29061 2024-29061
Time-of-
check Secure Boot Security https://;nsrc.
i t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
(TOCTOU) guide/vulnera | 020524/172
Condition 29002 2024-29062
Product: windows_10_1607
Affected Version(s): * Up to (excluding) 10.0.14393.6897
Secure Boot Security htFps://;nsrc.
t.com
Out-of- Feature Bypass MICTOS0
A Vulnerabilit /update- 0-MIC-WIND-
5\(;;;2;15 09-Apr-2024 7.8 Y guide/vulnera | 020524/173
29061 2024-29061
Time-of-
check Secure Boot Security htjcps://;nsrc.
t.com
Time-of- Feature Bypass MmICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
(TOCTOU) guide/vulnera | 020524/174
Race CVEID : CVE-2024- bility/CVE-
Condition 29062 2024-29062
[ cvssscoring Scale  [RNOSIN 12 03 3-4 45 | 56 | 67 | 78 | 8o [N

Page 120 of 138




Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Product: windows_10_1809
Affected Version(s): * Up to (excluding) 10.0.17763.5696
Secure Boot Security htjcps://;nsrc.
t.com
Out-of- Feature Bypass MICroso
A Vulnerabili /update- O-MIC-WIND-
3\?;;?:5 09-Apr-2024 | 7.8 v guide/vulnera | 020524/175
29061 2024-29061
Time-of-
check Secure Boot Security htjcps://;nsrc.
t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
(TOCTOU) CVEID : CVE-2024 guide/vulnera | 020524/176
Race 29062 . ) ) bility/CVE-
Condition 2024-25062
Product: windows_10_21h2
Affected Version(s): * Up to (excluding) 10.0.19044.4291
Windows Storage https://msrc.
IPm.pFIOper Elevation of Privilege r/nlc;osoft.com 0-MIC.WIND
riviiege -Apr- Vulnerabilit update- e i
Manageme 09-Apr-2024 7.8 Y guide/vulnera | 020524/177
29052 2024-29052
Secure Boot Security https://;nsrc.
i t.com
Out-of- Feature Bypass MICroso
) : Vulnerabili /update- O-MIC-WIND-
5\(1);;?:8 09-Apr-2024 | 7.8 v guide/vulnera | 020524/178
CVEID: CVE-2024- bility/CVE-
29061 2024-29061
Time-of-
check Secure Boot Security https://;nsrc.
i t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
(TOCTOU) CVEID : CVE-2024 guide/vulnera | 020524/179
Race 29062 ) ) ) bility/CVE-
Condition 2024-29062
Product: windows_10_22h2
Affected Version(s): * Up to (excluding) 10.0.19045.4291
CVSS Scoring Scale [0Sl 22 | 23 3-4 4-5 67 7-8 g9 [NeHoN
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Windows Storage https://msrc.
Lm.pl.“loper Elevation of Privilege ;nla(“iosoft.com 0-MIC.WIND
riviiege -Apr- Vulnerabilit update- el i
Manageme 09-Apr-2024 7.8 Y guide/vulnera | 020524/180
nt CVEID: CVE-2024- bility /CVE-
29052 2024-29052
Secure Boot Security htFps://;nsrc.
t.com
Out-of- Feature Bypass MICroso
) ) Vulnerabili /update- O-MIC-WIND-
3\;’;;?:5 09-Apr-2024 |1 7.8 v guide/vulnera | 020524/181
29061 2024-29061
Time-of-
check Secure Boot Security htjcps://;nsrc.
t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
guide/vulnera | 020524/182
(TOCTOU) CVEID : CVE-2024- 0 ]
Race bility/CVE
. 29062 2024-29062
Condition
Product: windows_11 21h2
Affected Version(s): * Up to (excluding) 10.0.22000.2899
Windows Storage https://msrc.
gn_prl()per Elevation of Privilege ;nlcgosoft.com 0-MIC.WIND
riviiege -Apr- Vulnerabilit update- e i
Manageme 09-Apr-2024 7.8 Y guide/vulnera | 020524/183
29052 2024-29052
Secure Boot Security https://;nsrc.
i t.com
Out-of- Feature Bypass MICroso
) : Vulnerabili /update- O-MIC-WIND-
5\?;;?;3 09-Apr-2024 | 7.8 v guide/vulnera | 020524/184
CVEID : CVE-2024- bility/CVE-
29061 2024-29061
Time-of-
check Secure Boot Security htjcps://;nsrc.
t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
guide/vulnera | 020524/185
(TOCTOU) CVEID : CVE-2024- 0 )
Race bility /CVE
. 29062 2024-29062
Condition
Product: windows_11 22h2
[ cvssscoring Scale  [RNOSIN 12 03 3-4 4-5 5-6 67 7-8 g9 [NeHoN
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Affected Version(s): * Up to (excluding) 10.0.22621.3447
Windows Storage https://msrc.
Lm.p.rloper Elevation of Privilege ;mcgosoft.com OMICAWIND
rivilege o update- -MIC- ;
9-Apr-2024 | 7. Vulnerabili
Manageme 09-Apr-20 78 v guide/vulnera | 020524/186
nt CVEID : CVE-2024- bility /CVE-
29052 2024-29052
Secure Boot Security htFps://;nsrc.
t.com
Out-of- Feature Bypass mICroso
Anr Vulnerabilit /update- 0-MIC-WIND-
5\(/);;?:5 O%-Apr-2024 (48 Y guide/vulnera | 020524/187
CVEID : CVE-2024- bility /CVE-
29061 2024-29061
Time-of-
check Secure Boot Security htFpS:/ / ;nsrc.
t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 | Vulnerability /update- O-MIC-WIND-
(TOCTOU) CVE ID : CVE-2024 guide/vulnera | 020524/188
Race tCVE-2024- | ity /CVE-
Condition 29062 2024-29062
Product: windows_11 23h2
Affected Version(s): * Up to (excluding) 10.0.22631.3447
Windows Storage htjcps:/ /msre.
Lm.pll‘loper Elevation of Privilege ;nlcgosoft.com OMICAWIND
rivilege o update- -MIC- ]
-Apr-2024 | 7. Vulnerabili
Manageme | 00 APr-2024 [ 7.8 v guide/vulnera | 020524/189
nt CVEID : CVE-2024- bility /CVE-
29052 2024-29052
Secure Boot Security htjtps://;nsrc.
t.com
Out-of- Feature Bypass MICroso
-Apr- Vulnerabilit /update- O0-MIC-WIND-
5\(/);:?@(18 0%-Apr-2024 (8 Y guide/vulnera | 020524/190
CVEID:CVE-2024- | puivo ey,
29061 2024-29061
Time-of-
check Secure Boot Security htjcps://;nsrc.
t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 | Vulnerability /update- O-MIC-WIND-
(TOCTOU) C . CVE-2024 guide/vulnera | 020524/191
Race VEID: CVE- © | bility/CVE-
Condition 29062 2024-29062
[ cvssscoring Scale  [RNOSIN 12 03 3-4 45 | 56 | 67 | 78 | 8o [N
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Product: windows_server_2008
Affected Version(s): -
Use of a Windows https://msrc.
Broken or Authentication microsoft.com
Risky Elevation of Privilege | /update- 0-MIC-WIND-
Cryptograp 09-Apr-2024 | 4.3 Vulnerability guide/vulnera | 020524/192
hic CVEID: CVE-2024- | bility/CVE-
Algorithm 29056 2024-29056
Product: windows_server_2012
Affected Version(s): -
Secure Boot Security htjcps://;nsrc.
t.com
Out-of- Feature Bypass MICroso
A Vulnerabilit /update- 0-MIC-WIND-
B\?;;?eds 09-Apr-2024 |7.8 Y guide/vulnera | 020524/193
CVEID: CVE-2024- bility /CVE-
29061 2024-29061
Time-of-
check Secure Boot Security htjcps:/ / ;nsrc.
t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
guide/vulnera | 020524/194
(TOCTOU) CVE ID : CVE-2024- 0 )
Race bility/CVE
. 29062 2024-29062
Condition
Use of a Windows https://msrc.
Broken or Authentication microsoft.com
Risky Elevation of Privilege | /update- 0-MIC-WIND-
Cryptograp 09-Apr-2024 | 4.3 Vulnerability guide/vulnera | 020524/195
hic CVEID: CVE-2024- | bility/CVE-
Algorithm 29056 2024-29056
Affected Version(s): r2
Secure Boot Security htjcps://;nsrc.
t.com
Out-of- Feature Bypass MICroso
A Vulnerabilit /update- 0-MIC-WIND-
bounds 09-Apr-2024 | 7.8 Y guide/vulnera | 020524/196
Write CVEID: CVE-2024- | [itie /CVE-
29061 2024-29061
Time-of- Secure Boot Security htjcps://rnsrc. 0-MIC-WIND
d_leCk 09-Apr-2024 | 7.1 Feature Bypass microsoft.com 020524/197
Time-of- Vulnerability /update-
use guide/vulnera
[ cvssscoringScale [NNOMMM 12 O 34 | 45 | 56 | 67 | 78 | &9 NN
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(TOCTOU) CVEID:CVE-2024- | bility/CVE-
Race 29062 2024-29062
Condition
Use of a Windows https://msrc.
Broken or Authentication microsoft.com
Risky Elevation of Privilege | /ypdate- 0-MIC-WIND-
Cryptograp 09-Apr-2024 | 4.3 Vulnerability guide/vulnera | 020524/198
hic CVEID:CVE-2024- | bility/CVE-
Algorithm 29056 2024-29056
Product: windows_server_2016
Affected Version(s): * Up to (excluding) 10.0.14393.6897
Secure Boot Security https://;nsrc.
i t.com
Out-of- Feature Bypass MICroso
A Vulnerabili /update- 0-MIC-WIND-
2\?;;?:5 09-Apr-2024 | 7.8 v guide/vulnera | 020524/199
29061 2024-29061
Time-of-
check Secure Boot Security htjcps://;nsrc.
t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
guide/vulnera | 020524/200
(TOCTOU) CVE ID : CVE-2024- 14
Race bility /CVE-
. 29062 2024-29062
Condition
Affected Version(s): * Up to (including) 10.0.14393.6897
Use of a Windows https://msrc.
Broken or Authentication microsoft.com
Risky Elevation of Privilege | /update- 0-MIC-WIND-
Cryptograp 09-Apr-2024 | 4.3 Vulnerability guide/vulnera | 020524/201
hic CVEID: CVE-2024- | bility/CVE-
Algorithm 29056 2024-29056
Product: windows_server_2019
Affected Version(s): * Up to (excluding) 10.0.17763.5696
Secure Boot Security https://;nsrc.
i t.com
Out-of- Feature Bypass MICroso
-Apr- Vulnerabilit /update- O0-MIC-WIND-
5\?;;?:5 09-Apr-2024 | 7.8 Y guide/vulnera | 020524/202
29061 2024-29061
CVSS Scoring Scale [0Sl 22 | 23 3-4 45 | 56 | 67 | 78 | 8o [N
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Time-of-
check Secure Boot Security htFps://;nsrc.
t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
guide/vulnera | 020524/203
(TOCTOU) CVEID : CVE-2024- o )
Race bility/CVE
" 29062 2024-29062
Condition
Use of a Windows https://msrc.
Broken or Authentication microsoft.com
Risky Elevation of Privilege | /update- 0-MIC-WIND-
Cryptograp 09-Apr-2024 | 4.3 Vulnerability guide/vulnera | 020524/204
hic CVEID: CVE-2024- | bility/CVE-
Algorithm 29056 2024-29056
Product: windows_server_2022
Affected Version(s): * Up to (excluding) 10.0.20348.2402
Windows Storage https://msrc.
Lm.pll‘loper Elevation of Privilege ;mcr(‘iosoft.com 0-MIC-WIND
riviiege -Apr- Vulnerabili update- e i
Manageme 09-Apr-2024 7.8 v guide/vulnera | 020524 /205
29052 2024-29052
Secure Boot Security htjcps://;nsrc.
t.com
Out-of- Feature Bypass MICroso
) ) Vulnerabilit /update- O-MIC-WIND-
Wz:eds 09-Apr-2024 | 7.8 Y guide/vulnera | 020524/206
29061 2024-29061
Time-of-
check Secure Boot Security htjcps:/ / ;nsrc.
t.com
Time-of- Feature Bypass MICroso
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
guide/vulnera | 020524/207
(TOCTOU) CVEID : CVE-2024- 14
Race bility /CVE-
" 29062 2024-29062
Condition
Use of a Windows https://msrec.
Broken or Authentication microsoft.com
Risky Elevation of Privilege | /update- 0-MIC-WIND-
Cryptograp 09-Apr-2024 | 4.3 Vulnerability guide/vulnera | 020524/208
hic CVEID: CVE-2024- | bility/CVE-
Algorithm 29056 2024-29056
CVSS Scoring Scale [0Sl 22 | 23 3-4 4-5 5-6 67 7-8 g9 [NeHoN
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Product: windows_server_2022_23h2
Affected Version(s): * Up to (excluding) 10.0.25398.830
Windows Storage htjcps:/ /msre.
gﬁ?;g;ir Elevation of Privilege ;nulglc‘l(;stzft.com 0-MIC.WIND
-Apr- Vulnerabili i e i
Manageme 09-Apr-2024 17.8 v guide/vulnera | 020524 /209
29052 2024-29052
Product: windows_server_23h2
Affected Version(s): * Up to (excluding) 10.0.25398.830
Secure Boot Security https://;nsrc.
i t.com
Out-of- Feature Bypass MICroso
bounds | 09-Apr-2024 | 7.8 | Vulnerability /update- O-MIC-WIND-
Write guide/vulnera | 020524/210
29061 2024-29061
Time-of-
check Secure Boot Security }rlr;[;cfri)i é Elzl(;cm
Time-of- Feature Bypass '
use 09-Apr-2024 | 7.1 Vulnerability /update- O-MIC-WIND-
guide/vulnera | 020524/211
(TOCTOU) CVEID : CVE-2024- | pirie /CVE-
Race 29062 2024-29062
Condition
Use of a Windows https://msrc.
Broken or Authentication microsoft.com
Risky Elevation of Privilege | /update- 0-MIC-WIND-
Cryptograp 09-Apr-2024 | 4.3 Vulnerability guide/vulnera | 020524/212
hic CVEID: CVE-2024- | bility/CVE-
Algorithm 29056 2024-29056
Vendor: Paloaltonetworks
Product: pan-os
Affected Version(s): 10.2.0
Improper A command injection | https://securi
Neutralizat as aresult of arbitrary | ty.paloaltonet
ion of file creation works.com/C
Special 12-Apr-2024 vulnerability in the VE-2024- O-PAL-PAN--
Elements P GlobalProtect feature | 3400, 020524/213
used in a of Palo Alto Networks | https://unit4
Command PAN-OS software for 2.paloaltonet
('Comman specific PAN-OS works.com/cv
[ cvssscoringScale [NNOMMM 12 O 34 | 45 | 56 | 67 | 78 | &9 NN
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Weakness

Publish Date

CVSSv3

d
Injection')

Affected Version(s): 10.2.1

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection")

12-Apr-2024

CVsS Scoring Scale  [NNOSIN| 12 23 34 [ 45 5-6

Description & CVE ID Patch NCIIPC ID
versions and distinct | e-2024-
feature configurations | 3400/,
may enable an https://www.
unauthenticated paloaltonetwo
attacker to execute rks.com/blog
arbitrary code with /2024/04/mo
root privileges on the | re-on-the-
firewall. pan-os-cve/
Cloud NGFW,

Panorama appliances,

and Prisma Access are

not impacted by this
vulnerability.

CVEID : CVE-2024-

3400

A command injection

as a result of arbitrary

file creation

vulnerability in the
GlobalProtect feature https:/ /securi
of Palo Alto Networks '

PAN-OS software for ty-paloaltonet
specific PAN-0OS works.com/C
. - VE-2024-

versions and distinct 3400

feature configurations ’ :
https://unit4

may enable an

unauthenticated 2.paloaltonet

attacker to execute works.com/cv | O-PAL-PAN--
e-2024- 020524/214

arbitrary code with
root privileges on the
firewall.

Cloud NGFW,
Panorama appliances,
and Prisma Access are
not impacted by this
vulnerability.

CVEID : CVE-2024-
3400

3400/,
https://www.
paloaltonetwo
rks.com/blog
/2024/04/mo
re-on-the-
pan-os-cve/

6-7 7-8
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Affected Version(s): 10.2.2
A command injection
as a result of arbitrary
file creation
vulnerability in the
GlobalProtect feature https:/ /securi
of Palo Alto Networks pal.oaltonet
PAN-OS software for P
specific PAN-0S works.com/C
Improper P . - VE-2024-
) versions and distinct
Neutralizat ) . 3400,
. feature configurations .
ion of https://unit4
. may enable an
Special unauthenticated 2.paloaltonet
Elements 12-Apr-2024 attacker to execute works.com/cv | O-PAL-PAN--
usedin a P , 4 e-2024- 020524/215
arbitrary code with
Command . 3400/,
. root privileges on the
("Comman . https://www.
firewall.
d paloaltonetwo
Injection') rks.com/blog
Cloud NGFW, /2024/04/mo
Panorama appliances, | re-on-the-
and Prisma Access are | pan-os-cve/
not impacted by this
vulnerability.
CVEID: CVE-2024-
3400
Affected Version(s): 10.2.3
A command injection | https://securi
as aresult of arbitrary | ty.paloaltonet
file creation works.com/C
Improper vulnerability in the VE-2024-
Neutralizat GlobalProtect feature | 3400,
ion of of Palo Alto Networks | https://unit4
Special PAN-OS software for 2.paloaltonet
Elem(.ents 12-Apr-2024 SpeC-lfIC PAN-O.S _ works.com/cv | O-PAL-PAN--
used in a versions and distinct | e-2024- 020524/216
Command feature configurations | 3400/,
('Comman may enable an https://www.
d unauthenticated paloaltonetwo
Injection") attacker to execute rks.com/blog
arbitrary code with /2024/04/mo
root privileges on the | re-on-the-

Cvss Scoring scale  [INOMIMINI2NN| W23 0] 34 [ 45 [ 56

firewall.

pan-os-cve/

| 67 | 78
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID
Cloud NGFW,
Panorama appliances,
and Prisma Access are
not impacted by this
vulnerability.
CVEID : CVE-2024-
3400

Affected Version(s): 10.2.4

Improper

Neutralizat

ion of

Special

Blements 1 15 Apr-2024
used in a

Command

('Comman

d

Injection')

Affected Version(s): 10.2.5

A command injection
as a result of arbitrary
file creation
vulnerability in the
GlobalProtect feature

of Palo Alto Networks https://securi

PAN-OS software for ty-paloaltonet

specific PAN-0S works.com/C
I;rsions and distinct VE-2024-

M 3400,

feature configurations
may enable an
unauthenticated
attacker to execute

https://unit4
2.paloaltonet
works.com/cv | O-PAL-PAN--

-2024- 20524/21
arbitrary code with g 4000/ 020524/217
root privileges on the ’
: https://www.

firewall.

paloaltonetwo

rks.com/blog
Cloud NGFW, /2024/04/mo

Panorama appliances, | re-on-the-
and Prisma Access are | pan-os-cve/
not impacted by this
vulnerability.

CVEID : CVE-2024-
3400

Improper A command injection | https://securi

Neutralizat as a result of arbitrary | ty.paloaltonet

ion of file creation works.com/C | §_pAL-PAN--
Special 12-Apr-2024 vulnerability in the VE-2024- 020524/218
Elements GlobalProtect feature | 3400,

used in a of Palo Alto Networks | https://unit4

Command PAN-OS software for 2.paloaltonet

[ cvss scoring Scale  [NORIMIAN 23] 34 | 45 [ 56 [ 67 [[78 [e0 NEH0N
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Weakness

Publish Date

CVSSv3

("Comman
d
Injection’)

Affected Version(s): 10.2.6

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

12-Apr-2024

CVsS Scoring Scale  [INOSIN 12 [T 34 4-5 5-6

Description & CVE ID Patch NCIIPC ID
specific PAN-OS works.com/cv
versions and distinct | e-2024-
feature configurations | 3400/,
may enable an https://www.
unauthenticated paloaltonetwo
attacker to execute rks.com/blog
arbitrary code with /2024/04/mo
root privileges on the | re-on-the-
firewall. pan-os-cve/
Cloud NGFW,
Panorama appliances,
and Prisma Access are
not impacted by this
vulnerability.
CVEID: CVE-2024-
3400
A command injection
as a result of arbitrary
file creation
vulnerability in the https://securi
GlobalProtect feature ty.paloaltonet
of Palo Alto Networks | /0 ¢ .om /C
PAN-OS software for VE-2024-
specific PAN-OS 3400,
versions anq distirllct https://unit4
feature configurations 2.paloaltonet
may enable an works.com/cv | O-PAL-PAN--
unauthenticated e-2024- 020524/219

attacker to execute
arbitrary code with
root privileges on the
firewall.

Cloud NGFW,
Panorama appliances,
and Prisma Access are
not impacted by this
vulnerability.

3400/,
https://www.
paloaltonetwo
rks.com/blog
/2024/04/mo
re-on-the-
pan-os-cve/

6-7 7-8
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Weakness

Publish Date

CVSSv3

Affected Version(s): 10.2.7

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection")

12-Apr-2024

Affected Version(s): 10.2.9

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

12-Apr-2024

€SS Scoring Scale |G E2 ] 123 1]

Description & CVE ID Patch NCIIPC ID
CVEID: CVE-2024-
3400
A command injection
as a result of arbitrary
file creation
vulnerability in the
GlobalProtect feature https://securi
of Palo Alto Networks '
PAN-OS software for ty-paloaltonet
specific PAN-0OS works.com/C
. - VE-2024-
versions and distinct 3400
feature configurations ’ .
https://unit4
may enable an
unauthenticated 2-paloaltonet
attacker to execute works.com/cv | O-PAL-PAN--
. . e-2024- 020524/220
arbitrary code with 3400/
root privileges on the ’
firewall. https://www.
paloaltonetwo
rks.com/blog
Cloud NGFW, /2024/04/mo
Panorama appliances, | re-on-the-
and Prisma Access are | pan-os-cve/
not impacted by this
vulnerability.
CVEID: CVE-2024-
3400
A command injection | https://securi
as aresult of arbitrary | ty.paloaltonet
file creation works.com/C
vulnerability in the VE-2024-
GlobalProtect feature | 3400,
of Palo Alto Networks | https://unit4
PAN-OS software for 2.paloaltonet | O-PAL-PAN--
specific PAN-OS works.com/cv | 020524/221
versions and distinct | e-2024-
feature configurations | 3400/,
may enable an https://www.
unauthenticated paloaltonetwo
attacker to execute rks.com/blog
arbitrary code with /2024/04/mo
34 [ 45 [ 56 [ 67 [ 78 [T&o [NEHGM
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Weakness

Publish Date

CVSSv3

Affected Version(s): 11.0.0

S
E

u
C

d

Improper
Neutralizat
ion of

pecial
lements
sedina
ommand

("Comman

Injection')

12-Apr-2024

Affected Version(s): 11.0.1

S
E

Improper
Neutralizat
ion of

pecial
lements

12-Apr-2024

[ cvss scoring scale | ORII2 0 253 ]

Description & CVE ID Patch NCIIPC ID
root privileges on the | re-on-the-
firewall. pan-os-cve/
Cloud NGFW,
Panorama appliances,
and Prisma Access are
not impacted by this
vulnerability.
CVEID: CVE-2024-
3400
A command injection
as a result of arbitrary
file creation
vulnerability in the
GlobalProtect feature https:/ /securi
of Palo Alto Networks '
PAN-OS software for ty-paloaltonet
specific PAN-0S works.com/C
. - VE-2024-
versions and distinct 3400
feature configurations ’ .
may enable an https://unit4
unauthenticated 2-paloaltonet
attacker to execute works.com/cv | O-PAL-PAN--
. . e-2024- 020524/222
arbitrary code with 3400/
root privileges on the ’
firewall. htps://www.
paloaltonetwo
rks.com/blog
Cloud NGFW, /2024/04/mo
Panorama appliances, | re-on-the-
and Prisma Access are | pan-os-cve/
not impacted by this
vulnerability.
CVEID: CVE-2024-
3400
A command injection | https://securi
as aresult of arbitrary | ty.paloaltonet | y_pa;_pAN--
file creation works.com/C 020524/223
vulnerability in the VE-2024-
GlobalProtect feature | 3400,
34 | 45 [ 56 [ 67 [ 78 [T8o [NEHGM
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Weakness

Publish Date

used in a
Command
('Comman
d

Injection')

Affected Version(s): 11.0.2

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
("Comman
d
Injection')

12-Apr-2024

CVsS Scoring Scale  [INOSIN 12 [T 34 4-5 5-6

CVSSv3

Description & CVE ID Patch NCIIPC ID
of Palo Alto Networks | https://unit4
PAN-OS software for 2.paloaltonet
specific PAN-OS works.com/cv
versions and distinct | e-2024-
feature configurations | 3400/,
may enable an https://www.
unauthenticated paloaltonetwo
attacker to execute rks.com/blog
arbitrary code with /2024/04/mo
root privileges on the | re-on-the-
firewall. pan-os-cve/
Cloud NGFW,
Panorama appliances,
and Prisma Access are
not impacted by this
vulnerability.
CVEID : CVE-2024-
3400
A command injection
as a result of arbitrary
file creation https://securi
vulnerability in the ty.paloaltonet
GlobalProtect feature | works.com/C
of Palo Alto Networks | VE-2024-
PAN-OS software for | 3400,
specific PAN-OS https://unit4
versions and distinct | 2 paloaltonet
feature configurations | works.com/cv | O-PAL-PAN--
may enable an e-2024- 020524/224

unauthenticated
attacker to execute
arbitrary code with
root privileges on the
firewall.

Cloud NGFW,
Panorama appliances,
and Prisma Access are

3400/,
https://www.
paloaltonetwo
rks.com/blog
/2024/04/mo
re-on-the-
pan-os-cve/

6-7 7-8
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Weakness

Publish Date CVSSv3

Affected Version(s): 11.0.3

S
E

u
C

d

Improper
Neutralizat
ion of

pecial
lements
sedina
ommand

('Comman

Injection')

12-Apr-2024 I

Affected Version(s): 11.0.4

E
u
C

d

Improper
Neutralizat
ion of
Special

lements
sedin a
ommand

('Comman

Injection')

12-Apr-2024

Description & CVE ID Patch NCIIPC ID
not impacted by this
vulnerability.
CVEID: CVE-2024-
3400
A command injection
as a result of arbitrary
file creation
vulnerability in the
GlobalProtect feature https:/ /securi
of Palo Alto Networks '
PAN-OS software for ty-paloaltonet
specific PAN-0OS works.com/C
. - VE-2024-
versions and distinct 3400
feature configurations ’ .
https://unit4
may enable an
unauthenticated 2-paloaltonet
attacker to execute works.com/cv | O-PAL-PAN--
. . e-2024- 020524/225
arbitrary code with 3400/
root privileges on the ’
firewall. https://www.
paloaltonetwo
rks.com/blog
Cloud NGFW, /2024/04/mo
Panorama appliances, | re-on-the-
and Prisma Access are | pan-os-cve/
not impacted by this
vulnerability.
CVEID : CVE-2024-
3400
A command injection | https://securi
as aresult of arbitrary | ty.paloaltonet
file creation works.com/C
vulnerability in the VE-2024-
GlobalProtect feature | 3400, 0-PAL-PAN--
of Palo Alto Networks | https://unit4 020524/226

PAN-OS software for
specific PAN-0OS
versions and distinct

2.paloaltonet
works.com/cv
e-2024-

[ cvss scoring scale | ORII2 0 253 ]

feature configurations | 3400/,
may enable an https://www.
34 [ 45 [ 56 [ 67 [ 78 [ 8o [HEEGE
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Weakness

Publish Date

CVSSv3

Affected Version(s): 11.1.0

Improper
Neutralizat
ion of
Special
Elements
used in a
Command
('Comman
d
Injection')

12-Apr-2024

Affected Version(s): 11.1.1

Description & CVE ID Patch NCIIPC ID
unauthenticated paloaltonetwo
attacker to execute rks.com/blog
arbitrary code with /2024/04/mo
root privileges on the | re-on-the-
firewall. pan-os-cve/
Cloud NGFW,
Panorama appliances,
and Prisma Access are
not impacted by this
vulnerability.
CVEID : CVE-2024-
3400
A command injection
as a result of arbitrary
file creation
vulnerability in the
GlobalProtect feature https:/ /securi
of Palo Alto Networks '
PAN-OS software for ty-paloaltonet
specific PAN-0OS works.com/C
. - VE-2024-
versions and distinct 3400
feature configurations ’ .
https://unit4
may enable an
unauthenticated 2.paloaltonet
attacker to execute works.com/cv | O-PAL-PAN--
e-2024- 020524/227

arbitrary code with
root privileges on the
firewall.

Cloud NGFW,
Panorama appliances,
and Prisma Access are
not impacted by this
vulnerability.

CVEID : CVE-2024-
3400

3400/,
https://www.
paloaltonetwo
rks.com/blog
/2024/04/mo
re-on-the-
pan-os-cve/

CVsS Scoring Scale  [INOSIN 12 [T 34 4-5 5-6

67 [ 78 [ 89 [SH0N

Page 136 of 138




Weakness

Publish Date

Improper

Neutralizat

ion of

S
E

u
C

pecial
lements
sedina
ommand

("Comman

d

Injection’)

12-Apr-2024

Affected Version(s): 11.1.2

Improper
Neutralizat
ion of
Special

E
u
C

lements
sedin a
ommand

('Comman

d

Injection")

12-Apr-2024

€SS Scoring Scale |G E2 ] 123 1]

CVSSv3

Description & CVE ID Patch NCIIPC ID
A command injection
as a result of arbitrary
file creation
vulnerability in the
GlobalProtect feature https:/ /securi
of Palo Alto Networks ty palloaltonet
PAN-OS software for wérks.com/C
SpeC.lflC PAN-O.S . VE-2024-
versions and distinct 3400
feature configurations ’ .
mayenaiean | b
:?tzgli};ir;szit:jute works.com/cv | O-PAL-PAN--
arbitrary code with ;;20002 /4_ 020524/228
root privileges on the ’
firewall. https://www.
paloaltonetwo
rks.com/blog
Cloud NGFW, /2024/04/mo
Panorama appliances, | re-on-the-
and Prisma Access are | pan-os-cve/
not impacted by this
vulnerability.
CVEID : CVE-2024-
3400
A command injection
as a result of arbitrary | NttPs://securi
file creation ty.paloaltonet
vulnerability in the works.com/C
GlobalProtect feature | VE-2024-
of Palo Alto Networks | 3400,
PAN-OS software for | Nttps://unit4
specific PAN-0S 2.paloaltonet
versions and distinct | Works-com/cv | O-PAL-PAN--
e-2024- 020524/229

feature configurations
may enable an
unauthenticated
attacker to execute
arbitrary code with
root privileges on the
firewall.

3400/,
https://www.
paloaltonetwo
rks.com/blog
/2024/04/mo
re-on-the-
pan-os-cve/

3-4 45 |

5-6

| 67 | 78
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Weakness

Publish Date

Vendor: Tenda

CVSSv3

Description & CVE ID

Patch

NCIIPCID

Cloud NGFW,
Panorama appliances,
and Prisma Access are
not impacted by this
vulnerability.

CVEID : CVE-2024-
3400

Product: ax1803_firmware

Affected Version(s): 1.0.0.1

Out-of-
bounds
Write

02-Apr-2024

Out-of-
bounds
Write

02-Apr-2024

Tenda AX1803
v1.0.0.1 contains a
stack overflow via the
serviceName
parameter in the
function
fromAdvSetMacMtuW
an.

CVE ID : CVE-2024-
30620

N/A

O-TEN-AX18-
020524/230

Tenda AX1803
v1.0.0.1 contains a
stack overflow via the
serverName
parameter in the
function
fromAdvSetMacMtuW
an.

CVEID : CVE-2024-
30621

N/A

0-TEN-AX18-
020524/231

4-5 5-6

6-7

78 [ 8o [HSHON
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