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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Application 

Vendor: 10web 

Product: sliderby10web 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 4.8 

The Sliderby10Web 

WordPress plugin 

before 1.2.52 does 

not properly sanitize 

and escape some of 

its settings, which 

could allow high-

privileged users such 

as admin to perform 

Cross-Site Scripting 

attacks even when 

unfiltered_html is 

disallowed 

CVE ID : CVE-2022-

1320 

N/A 
A-10W-SLID-

020622/1 

Vendor: 2code 

Product: wpqa_builder 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 5.4 

The WPQA Builder 

Plugin WordPress 

plugin before 5.2, 

used as a companion 

plugin for the Discy 

and Himer , does not 

sanitise and escape 

the city, phone or 

profile credentials 

fields when 

outputting it in the 

profile page, allowing 

any authenticated 

user to perform 

Cross-Site Scripting 

attacks. 

CVE ID : CVE-2022-

1051 

N/A 
A-2CO-WPQA-

020622/2 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Authentica

tion 

16-May-22 4.3 

The WPQA Builder 

Plugin WordPress 

plugin before 5.2, 

used as a companion 

plugin for the Discy 

and Himer , does not 

validate that the 

value passed to the 

image_id parameter 

of the ajax action 

wpqa_remove_image 

belongs to the 

requesting user, 

allowing any users 

(with privileges as 

low as Subscriber) to 

delete the profile 

pictures of any other 

user. 

CVE ID : CVE-2022-

1349 

N/A 
A-2CO-WPQA-

020622/3 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

16-May-22 4.3 

The WPQA Builder 

Plugin WordPress 

plugin before 5.2, 

used as a companion 

plugin for the Discy 

and Himer , does not 

validate that the 

message_id of the 

wpqa_message_view 

ajax action belongs 

to the requesting 

user, leading to any 

user being able to 

read messages for 

any other users via a 

Insecure Direct 

Object Reference 

(IDOR) vulnerability. 

CVE ID : CVE-2022-

1425 

N/A 
A-2CO-WPQA-

020622/4 

Vendor: Acronis 
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Product: snap_deploy 

Improper 

Privilege 

Manageme

nt 

16-May-22 7.8 

Local privilege 

escalation due to 

excessive 

permissions assigned 

to child processes. 

The following 

products are 

affected: Acronis 

Snap Deploy 

(Windows) before 

build 3640 

CVE ID : CVE-2022-

30695 

https://security

-

advisory.acroni

s.com/advisorie

s/SEC-3080 

A-ACR-SNAP-

020622/5 

Uncontroll

ed Search 

Path 

Element 

16-May-22 7.8 

Local privilege 

escalation due to a 

DLL hijacking 

vulnerability. The 

following products 

are affected: Acronis 

Snap Deploy 

(Windows) before 

build 3640 

CVE ID : CVE-2022-

30696 

https://security

-

advisory.acroni

s.com/advisorie

s/SEC-3081 

A-ACR-SNAP-

020622/6 

N/A 16-May-22 7.8 

Local privilege 

escalation due to 

insecure folder 

permissions. The 

following products 

are affected: Acronis 

Snap Deploy 

(Windows) before 

build 3640 

CVE ID : CVE-2022-

30697 

https://security

-

advisory.acroni

s.com/advisorie

s/SEC-3082 

A-ACR-SNAP-

020622/7 

Vendor: advanced_image_sitemap_project 

Product: advanced_image_sitemap 

Improper 

Neutralizat

ion of 

16-May-22 6.1 
The Advanced Image 

Sitemap WordPress 

plugin through 1.2 

N/A 
A-ADV-ADVA-

020622/8 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

does not sanitise and 

escape the PHP_SELF 

PHP variable before 

outputting it back in 

an attribute in an 

admin page, leading 

to Reflected Cross-

Site Scripting. 

CVE ID : CVE-2022-

1216 

Vendor: advanced_uploader_project 

Product: advanced_uploader 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

16-May-22 8.8 

The Advanced 

Uploader WordPress 

plugin through 4.2 

allows any 

authenticated users 

like subscriber to 

upload arbitrary 

files, such as PHP, 

which could lead to 

RCE 

CVE ID : CVE-2022-

1103 

N/A 
A-ADV-ADVA-

020622/9 

Vendor: Ait-pro 

Product: bulletproof_security 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 4.8 

The BulletProof 

Security WordPress 

plugin before 6.1 

does not sanitize and 

escape some of its 

CAPTCHA settings, 

which could allow 

high-privileged users 

to perform Cross-Site 

Scripting attacks 

even when 

unfiltered_html is 

disallowed 

CVE ID : CVE-2022-

1265 

N/A 
A-AIT-BULL-

020622/10 
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Vendor: allgeier 

Product: metasonic_doc_webclient 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

16-May-22 9.8 

Metasonic Doc 

WebClient 7.0.14.0 / 

7.0.12.0 / 7.0.3.0 is 

vulnerable to a SQL 

injection attack in 

the username field. 

SSO or System 

authentication are 

required to be 

enabled for 

vulnerable 

conditions to exist. 

CVE ID : CVE-2022-

1731 

N/A 
A-ALL-META-

020622/11 

Vendor: amministrazione_aperta_project 

Product: amministrazione_aperta 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

16-May-22 6.5 

The 

Amministrazione 

Aperta WordPress 

plugin before 3.8 

does not validate the 

open parameter 

before using it in an 

include statement, 

leading to a Local 

File Inclusion issue. 

The original advisory 

mentions that 

unauthenticated 

users can exploit 

this, however the 

affected file 

generates a fatal 

error when accessed 

directly and the 

affected code is not 

reached. The issue 

can be exploited via 

the dashboard when 

logged in as an 

N/A 
A-AMM-AMMI-

020622/12 
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admin, or by making 

a logged in admin 

open a malicious link 

CVE ID : CVE-2022-

1560 

Vendor: Apache 

Product: shenyu 

Missing 

Authorizati

on 

17-May-22 7.5 

In Apache ShenYui, 

ShenYu-Bootstrap, 

RegexPredicateJudge

.java uses 

Pattern.matches(con

ditionData.getParam

Value(), realData) to 

make judgments, 

where both 

parameters are 

controllable by the 

user. This can cause 

an attacker pass in 

malicious regular 

expressions and 

characters causing a 

resource exhaustion. 

This issue affects 

Apache ShenYu 

(incubating) 2.4.0, 

2.4.1 and 2.4.2 and is 

fixed in 2.4.3. 

CVE ID : CVE-2022-

26650 

https://lists.apa

che.org/thread/

8rp33m3nm4b

wtx3qx76mqyn

th3t3d673, 

http://www.op

enwall.com/list

s/oss-

security/2022/

05/17/3 

A-APA-SHEN-

020622/13 

Product: tika 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

16-May-22 5.5 

The BPG parser in 

versions of Apache 

Tika before 1.28.2 

and 2.4.0 may 

allocate an 

unreasonable 

amount of memory 

on carefully crafted 

files. 

https://lists.apa

che.org/thread/

t3tb51sf0k2pm

bnzsrrrm23z9r

1c10rk 

A-APA-TIKA-

020622/14 
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CVE ID : CVE-2022-

25169 

N/A 16-May-22 5.5 

In Apache Tika, a 

regular expression in 

our StandardsText 

class, used by the 

StandardsExtracting

ContentHandler 

could lead to a denial 

of service caused by 

backtracking on a 

specially crafted file. 

This only affects 

users who are 

running the 

StandardsExtracting

ContentHandler, 

which is a non-

standard handler. 

This is fixed in 1.28.2 

and 2.4.0 

CVE ID : CVE-2022-

30126 

https://lists.apa

che.org/thread/

dh3syg68nxogb

mlg13srd6gjn3

h2z6r4 

A-APA-TIKA-

020622/15 

Vendor: ARM 

Product: bifrost_gpu_kernel_driver 

Use After 

Free 
19-May-22 9.8 

Arm Mali GPU Kernel 

Driver (Midgard 

r4p0 through r31p0, 

Bifrost r0p0 through 

r36p0 before r37p0, 

and Valhall r19p0 

through r36p0 

before r37p0) allows 

improper GPU 

memory operations 

to reach a use-after-

free situation. 

CVE ID : CVE-2022-

28348 

https://develop

er.arm.com/Ar

m%20Security

%20Center/Mal

i%20GPU%20D

river%20Vulner

abilities, 

https://develop

er.arm.com/sup

port/arm-

security-

updates 

A-ARM-BIFR-

020622/16 

Use After 

Free 
19-May-22 9.8 

Arm Mali GPU Kernel 

Driver has a use-

after-free: Midgard 

https://develop

er.arm.com/Ar

m%20Security

A-ARM-BIFR-

020622/17 
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r28p0 through r29p0 

before r30p0, Bifrost 

r17p0 through r23p0 

before r24p0, and 

Valhall r19p0 

through r23p0 

before r24p0. 

CVE ID : CVE-2022-

28349 

%20Center/Mal

i%20GPU%20D

river%20Vulner

abilities, 

https://develop

er.arm.com/sup

port/arm-

security-

updates 

Product: midguard_gpu_kernel_driver 

Use After 

Free 
19-May-22 9.8 

Arm Mali GPU Kernel 

Driver (Midgard 

r4p0 through r31p0, 

Bifrost r0p0 through 

r36p0 before r37p0, 

and Valhall r19p0 

through r36p0 

before r37p0) allows 

improper GPU 

memory operations 

to reach a use-after-

free situation. 

CVE ID : CVE-2022-

28348 

https://develop

er.arm.com/Ar

m%20Security

%20Center/Mal

i%20GPU%20D

river%20Vulner

abilities, 

https://develop

er.arm.com/sup

port/arm-

security-

updates 

A-ARM-MIDG-

020622/18 

Use After 

Free 
19-May-22 9.8 

Arm Mali GPU Kernel 

Driver has a use-

after-free: Midgard 

r28p0 through r29p0 

before r30p0, Bifrost 

r17p0 through r23p0 

before r24p0, and 

Valhall r19p0 

through r23p0 

before r24p0. 

CVE ID : CVE-2022-

28349 

https://develop

er.arm.com/Ar

m%20Security

%20Center/Mal

i%20GPU%20D

river%20Vulner

abilities, 

https://develop

er.arm.com/sup

port/arm-

security-

updates 

A-ARM-MIDG-

020622/19 

Product: valhall_gpu_kernel_driver 

Use After 

Free 
19-May-22 9.8 

Arm Mali GPU Kernel 

Driver (Midgard 

r4p0 through r31p0, 

Bifrost r0p0 through 

https://develop

er.arm.com/Ar

m%20Security

%20Center/Mal

A-ARM-VALH-

020622/20 
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r36p0 before r37p0, 

and Valhall r19p0 

through r36p0 

before r37p0) allows 

improper GPU 

memory operations 

to reach a use-after-

free situation. 

CVE ID : CVE-2022-

28348 

i%20GPU%20D

river%20Vulner

abilities, 

https://develop

er.arm.com/sup

port/arm-

security-

updates 

Use After 

Free 
19-May-22 9.8 

Arm Mali GPU Kernel 

Driver has a use-

after-free: Midgard 

r28p0 through r29p0 

before r30p0, Bifrost 

r17p0 through r23p0 

before r24p0, and 

Valhall r19p0 

through r23p0 

before r24p0. 

CVE ID : CVE-2022-

28349 

https://develop

er.arm.com/Ar

m%20Security

%20Center/Mal

i%20GPU%20D

river%20Vulner

abilities, 

https://develop

er.arm.com/sup

port/arm-

security-

updates 

A-ARM-VALH-

020622/21 

Use After 

Free 
19-May-22 9.8 

Arm Mali GPU Kernel 

Driver allows 

improper GPU 

operations in Valhall 

r29p0 through r36p0 

before r37p0 to 

reach a use-after-free 

situation. 

CVE ID : CVE-2022-

28350 

https://develop

er.arm.com/Ar

m%20Security

%20Center/Mal

i%20GPU%20D

river%20Vulner

abilities, 

https://develop

er.arm.com/sup

port/arm-

security-

updates 

A-ARM-VALH-

020622/22 

Vendor: Artifex 

Product: mujs 

Uncontroll

ed 

Recursion 

18-May-22 5.5 

compile in regexp.c 

in Artifex MuJS 

through 1.2.0 results 

in stack consumption 

because of unlimited 

recursion, a different 

https://github.c

om/ccxvii/mujs

/issues/162 

A-ART-MUJS-

020622/23 
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issue than CVE-2019-

11413. 

CVE ID : CVE-2022-

30974 

NULL 

Pointer 

Dereferenc

e 

18-May-22 5.5 

In Artifex MuJS 

through 1.2.0, 

jsP_dumpsyntax in 

jsdump.c has a NULL 

pointer dereference, 

as demonstrated by 

mujs-pp. 

CVE ID : CVE-2022-

30975 

https://github.c

om/ccxvii/mujs

/issues/161 

A-ART-MUJS-

020622/24 

Vendor: Arubanetworks 

Product: clearpass_policy_manager 

Improper 

Authentica

tion 

16-May-22 10 

A remote 

authentication 

bypass vulnerability 

was discovered in 

Aruba ClearPass 

Policy Manager 

version(s): 6.10.4 

and below, 6.9.9 and 

below, 6.8.9-HF2 and 

below, 6.7.x and 

below. Aruba has 

released updates to 

ClearPass Policy 

Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23657 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/25 

Improper 

Authentica

tion 

16-May-22 10 

A remote 

authentication 

bypass vulnerability 

was discovered in 

Aruba ClearPass 

Policy Manager 

version(s): 6.10.4 

and below, 6.9.9 and 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/26 
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below, 6.8.9-HF2 and 

below, 6.7.x and 

below. Aruba has 

released updates to 

ClearPass Policy 

Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23658 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 6.1 

A remote reflected 

cross site scripting 

(xss) vulnerability 

was discovered in 

Aruba ClearPass 

Policy Manager 

version(s): 6.10.4 

and below, 6.9.9 and 

below, 6.8.9-HF2 and 

below, 6.7.x and 

below. Aruba has 

released updates to 

ClearPass Policy 

Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23659 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/27 

Improper 

Authentica

tion 

16-May-22 10 

A remote 

authentication 

bypass vulnerability 

was discovered in 

Aruba ClearPass 

Policy Manager 

version(s): 6.10.4 

and below, 6.9.9 and 

below, 6.8.9-HF2 and 

below, 6.7.x and 

below. Aruba has 

released updates to 

ClearPass Policy 

Manager that 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/28 
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address this security 

vulnerability. 

CVE ID : CVE-2022-

23660 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

16-May-22 9.1 

A authenticated 

remote command 

injection 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23661 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/29 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

16-May-22 9.1 

A authenticated 

remote command 

injection 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23662 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/30 

Improper 

Neutralizat
16-May-22 9.1 A authenticated 

remote command 

https://www.ar

ubanetworks.co

A-ARU-CLEA-

020622/31 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

injection 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23663 

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

16-May-22 9.1 

A authenticated 

remote command 

injection 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23664 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/32 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

16-May-22 9.1 

A authenticated 

remote command 

injection 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/33 
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Command 

Injection') 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23665 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

16-May-22 9.1 

A authenticated 

remote command 

injection 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23666 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/34 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

16-May-22 7.2 

A authenticated 

remote command 

injection 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/35 
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address this security 

vulnerability. 

CVE ID : CVE-2022-

23667 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-May-22 4.9 

A remote 

authenticated server-

side request forgery 

(ssrf) vulnerability 

was discovered in 

Aruba ClearPass 

Policy Manager 

version(s): 6.10.4 

and below, 6.9.9 and 

below, 6.8.9-HF2 and 

below, 6.7.x and 

below. Aruba has 

released updates to 

ClearPass Policy 

Manage that address 

this security 

vulnerability. 

CVE ID : CVE-2022-

23668 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/36 

Insufficient 

Session 

Expiration 

17-May-22 8.8 

A remote 

authorization bypass 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23669 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/37 

N/A 16-May-22 6.5 A remote 

authenticated 

https://www.ar

ubanetworks.co

A-ARU-CLEA-

020622/38 
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information 

disclosure 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23670 

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

17-May-22 7.5 

A remote 

authenticated 

information 

disclosure 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23671 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/39 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

17-May-22 7.2 

A authenticated 

remote command 

injection 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/40 
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('Comman

d 

Injection') 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23672 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 7.2 

A authenticated 

remote command 

injection 

vulnerability was 

discovered in Aruba 

ClearPass Policy 

Manager version(s): 

6.10.4 and below, 

6.9.9 and below, 

6.8.9-HF2 and below, 

6.7.x and below. 

Aruba has released 

updates to ClearPass 

Policy Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23673 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/41 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

A remote 

authenticated stored 

cross-site scripting 

(xss) vulnerability 

was discovered in 

Aruba ClearPass 

Policy Manager 

version(s): 6.10.4 

and below, 6.9.9 and 

below, 6.8.9-HF2 and 

below, 6.7.x and 

below. Aruba has 

released updates to 

ClearPass Policy 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/42 
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Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23674 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 4.8 

A remote 

authenticated stored 

cross-site scripting 

(xss) vulnerability 

was discovered in 

Aruba ClearPass 

Policy Manager 

version(s): 6.10.4 

and below, 6.9.9 and 

below, 6.8.9-HF2 and 

below, 6.7.x and 

below. Aruba has 

released updates to 

ClearPass Policy 

Manager that 

address this security 

vulnerability. 

CVE ID : CVE-2022-

23675 

https://www.ar

ubanetworks.co

m/assets/alert/

ARUBA-PSA-

2022-007.txt 

A-ARU-CLEA-

020622/43 

Vendor: Atmail 

Product: atmail 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 6.1 

atmail 6.5.0 allows 

XSS via the 

index.php/admin/in

dex/ error 

parameter. 

CVE ID : CVE-2022-

30776 

https://help.at

mail.com/hc/en

-

us/sections/11

5003283988 

A-ATM-ATMA-

020622/44 

Vendor: automotive_shop_management_system_project 

Product: automotive_shop_management_system 

Improper 

Neutralizat

ion of 

Input 

24-May-22 5.4 

Automotive Shop 

Management System 

v1.0 is vulnerable to 

Cross Site Scripting 

N/A 
A-AUT-AUTO-

020622/45 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

(XSS) via 

/asms/classes/Maste

r.php?f=save_produc

t, name. 

CVE ID : CVE-2022-

30458 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

24-May-22 8.8 

Automotive Shop 

Management System 

v1.0 is vulnerable to 

SQL Injection via 

/asms/classes/Maste

r.php?f=delete_produ

ct. 

CVE ID : CVE-2022-

30463 

N/A 
A-AUT-AUTO-

020622/46 

Vendor: Avast 

Product: premium_security 

N/A 20-May-22 6.5 

Multiple DLL 

hijacking 

vulnerabilities via 

the components 

instup.exe and 

wsc_proxy.exe in 

Avast Premium 

Security before 

v21.11.2500 allows 

attackers to execute 

arbitrary code or 

cause a Denial of 

Service (DoS) via a 

crafted DLL file. 

CVE ID : CVE-2022-

28965 

https://forum.a

vast.com/index.

php?topic=3183

05.0 

A-AVA-PREM-

020622/47 

Vendor: axiosys 

Product: bento4 

Improper 

Handling 

of 

Exceptiona

16-May-22 5.5 

Bento4 v1.6.0.0 was 

discovered to contain 

a segmentation fault 

via the component 

https://github.c

om/axiomatic-

systems/Bento

4/issues/691 

A-AXI-BENT-

020622/48 
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l 

Conditions 

/x86_64/multiarch/s

trlen-avx2.S. 

CVE ID : CVE-2022-

29017 

Vendor: badminton_center_management_system_project 

Product: badminton_center_management_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

24-May-22 9.8 

Badminton Center 

Management System 

1.0 is vulnerable to 

SQL Injection via 

/bcms/classes/Mast

er.php?f=delete_cour

t_rental, id. 

CVE ID : CVE-2022-

30455 

N/A 
A-BAD-BADM-

020622/49 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-May-22 5.4 

Badminton Center 

Management System 

1.0 is vulnerable to 

Cross Site Scripting 

(XSS) via 

/bcms/classes/Mast

er.php?f=save_court_

rental. 

CVE ID : CVE-2022-

30456 

N/A 
A-BAD-BADM-

020622/50 

Vendor: battleye 

Product: battleye 

Unquoted 

Search 

Path or 

Element 

20-May-22 7.8 

BattlEye v0.9 

contains an 

unquoted service 

path which allows 

attackers to escalate 

privileges to the 

system level. 

CVE ID : CVE-2022-

27095 

N/A 
A-BAT-BATT-

020622/51 

Vendor: Blogengine 

Product: blogengine.net 
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Cross-Site 

Request 

Forgery 

(CSRF) 

18-May-22 6.5 

A Cross-Site Request 

Forgery (CSRF) 

vulnerability 

discovered in 

BlogEngine.Net 

v3.3.8.0 allows 

unauthenticated 

attackers to read 

arbitrary files on the 

hosting web server. 

CVE ID : CVE-2022-

28921 

N/A 
A-BLO-BLOG-

020622/52 

Vendor: bmi_bmr_calculator_project 

Product: bmi_bmr_calculator 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 6.1 

The BMI BMR 

Calculator 

WordPress plugin 

through 1.3 does not 

sanitise and escape 

arbitrary POST data 

before outputting it 

back in the response, 

leading to a Reflected 

Cross-Site Scripting 

CVE ID : CVE-2022-

1267 

N/A 
A-BMI-BMI_-

020622/53 

Vendor: bootstrap-table 

Product: bootstrap_table 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 5.4 

Bootstrap Tables XSS 

vulnerability with 

Table Export plug-in 

when exportOptions: 

htmlContent is true 

in GitHub repository 

wenzhixin/bootstrap

-table prior to 1.20.2. 

Disclosing session 

cookies, disclosing 

secure session data, 

exfiltrating data to 

third-parties. 

https://huntr.d

ev/bounties/9b

85cc33-0395-

4c31-8a42-

3a94beb2efea, 

https://github.c

om/wenzhixin/

bootstrap-

table/commit/b

4a1e5dd332be6

52e0bc376fd92

56886cf4bbde9 

A-BOO-BOOT-

020622/54 
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CVE ID : CVE-2022-

1726 

Vendor: calibre-web_project 

Product: calibre-web 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

16-May-22 9.8 

Calibre-Web before 

0.6.18 allows user 

table SQL Injection. 

CVE ID : CVE-2022-

30765 

N/A 
A-CAL-CALI-

020622/55 

Vendor: callnowbutton 

Product: call_now_button 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 6.1 

The Call Now Button 

WordPress plugin 

before 1.1.2 does not 

escape a parameter 

before outputting it 

back in an attribute 

of a hidden input, 

leading to a Reflected 

Cross-Site Scripting 

when the premium is 

enabled 

CVE ID : CVE-2022-

1455 

N/A 
A-CAL-CALL-

020622/56 

Vendor: chatbot_application_with_a_suggestion_feature_project 

Product: chatbot_application_with_a_suggestion_feature 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

20-May-22 9.8 

ChatBot Application 

with a Suggestion 

Feature 1.0 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/simple_chat_bot/ad

N/A 
A-CHA-CHAT-

020622/57 
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('SQL 

Injection') 

min/responses/view

_response.php. 

CVE ID : CVE-2022-

30518 

Vendor: chatbot_app_with_suggestion_in_php\/oop_project 

Product: chatbot_app_with_suggestion_in_php\/oop 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

24-May-22 8.8 

ChatBot App with 

Suggestion in 

PHP/OOP v1.0 is 

vulnerable to SQL 

Injection via 

/simple_chat_bot/cla

sses/Master.php?f=d

elete_response, id. 

CVE ID : CVE-2022-

30459 

N/A 
A-CHA-CHAT-

020622/58 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-May-22 5.4 

ChatBot App with 

Suggestion in 

PHP/OOP v1.0 is 

vulnerable to Cross 

Site Scripting (XSS) 

via 

/simple_chat_bot/cla

sses/Master.php?f=s

ave_response. 

CVE ID : CVE-2022-

30464 

N/A 
A-CHA-CHAT-

020622/59 

Vendor: chshcms 

Product: cscms_music_portal_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 9.8 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/admin.php/pic/ad

min/pic/del. 

CVE ID : CVE-2022-

29660 

N/A 
A-CHS-CSCM-

020622/60 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/pic/ad

min/type/save. 

CVE ID : CVE-2022-

29661 

N/A 
A-CHS-CSCM-

020622/61 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/admin.php/news/a

dmin/news/save. 

CVE ID : CVE-2022-

29662 

N/A 
A-CHS-CSCM-

020622/62 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/admin.php/pic/ad

min/type/hy. 

CVE ID : CVE-2022-

29663 

N/A 
A-CHS-CSCM-

020622/63 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 8.8 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/admin.php/pic/ad

min/type/pl_save. 

CVE ID : CVE-2022-

29664 

N/A 
A-CHS-CSCM-

020622/64 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/admin.php/news/a

dmin/topic/save. 

CVE ID : CVE-2022-

29665 

N/A 
A-CHS-CSCM-

020622/65 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/admin.php/pic/ad

min/lists/zhuan. 

CVE ID : CVE-2022-

29666 

N/A 
A-CHS-CSCM-

020622/66 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 8.8 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via 

/admin.php/pic/ad

min/pic/hy. This 

vulnerability is 

exploited via 

restoring deleted 

photos. 

CVE ID : CVE-2022-

29667 

N/A 
A-CHS-CSCM-

020622/67 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

26-May-22 8.8 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/admin.php/news/a

dmin/lists/zhuan. 

N/A 
A-CHS-CSCM-

020622/68 
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('SQL 

Injection') 

CVE ID : CVE-2022-

29669 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/admin.php/pic/ad

min/type/del. 

CVE ID : CVE-2022-

29670 

N/A 
A-CHS-CSCM-

020622/69 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a SQL injection 

vulnerability via the 

id parameter at 

/admin.php/pic/ad

min/lists/zhuan. 

CVE ID : CVE-2022-

29676 

N/A 
A-CHS-CSCM-

020622/70 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/user/zu

_del. 

CVE ID : CVE-2022-

29680 

N/A 
A-CHS-CSCM-

020622/71 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/Links/d

el. 

N/A 
A-CHS-CSCM-

020622/72 
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('SQL 

Injection') 

CVE ID : CVE-2022-

29681 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/vod/ad

min/topic/del. 

CVE ID : CVE-2022-

29682 

N/A 
A-CHS-CSCM-

020622/73 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/Label/p

age_del. 

CVE ID : CVE-2022-

29683 

N/A 
A-CHS-CSCM-

020622/74 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/Label/js

_del. 

CVE ID : CVE-2022-

29684 

N/A 
A-CHS-CSCM-

020622/75 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

26-May-22 8.8 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/User/le

vel_sort. 

N/A 
A-CHS-CSCM-

020622/76 
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('SQL 

Injection') 

CVE ID : CVE-2022-

29685 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/singer/

admin/lists/zhuan. 

CVE ID : CVE-2022-

29686 

N/A 
A-CHS-CSCM-

020622/77 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/user/lev

el_del. 

CVE ID : CVE-2022-

29687 

N/A 
A-CHS-CSCM-

020622/78 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/singer/

admin/singer/hy. 

CVE ID : CVE-2022-

29688 

N/A 
A-CHS-CSCM-

020622/79 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

26-May-22 7.2 

CSCMS Music Portal 

System v4.2 was 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter at 

/admin.php/singer/

admin/singer/del. 

N/A 
A-CHS-CSCM-

020622/80 
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('SQL 

Injection') 

CVE ID : CVE-2022-

29689 

Vendor: clipr 

Product: clipr 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 4.8 

The Clipr WordPress 

plugin through 1.2.3 

does not sanitise and 

escape its API Key 

settings before 

outputting it in an 

attribute, leading to a 

Stored Cross-Site 

Scripting issue even 

when the 

unfiltered_html 

capability is 

disallowed 

CVE ID : CVE-2022-

1559 

N/A 
A-CLI-CLIP-

020622/81 

Vendor: code-snippets-extended_project 

Product: code-snippets-extended 

Cross-Site 

Request 

Forgery 

(CSRF) 

17-May-22 8.8 

Remote Code 

Execution (RCE) in 

Alexander 

Stokmann's Code 

Snippets Extended 

plugin <= 1.4.7 on 

WordPress via Cross-

Site Request Forgery. 

CVE ID : CVE-2022-

29429 

https://patchst

ack.com/databa

se/vulnerability

/code-snippets-

extended/word

press-code-

snippets-

extended-

plugin-1-4-7-

cross-site-

request-

forgery-csrf-

leading-to-

remote-code-

execution-rce-

vulnerability 

A-COD-CODE-

020622/82 

Vendor: Codeasily 

Product: gmedia_gallery 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 4.8 

The Gmedia Photo 

Gallery WordPress 

plugin before 1.20.0 

does not sanitise and 

escape the Album's 

name before 

outputting it in 

pages/posts with a 

media embed, which 

could allow high 

privilege users such 

as admin to perform 

Cross-Site Scripting 

attacks even when 

the unfiltered-html 

capability is 

disallowed 

CVE ID : CVE-2022-

0873 

N/A 
A-COD-GMED-

020622/83 

Vendor: codesnippets 

Product: code_snippets 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-May-22 6.1 

Reflected Cross-Site 

Scripting (XSS) 

vulnerability in Code 

Snippets plugin <= 

2.14.3 at WordPress 

via &orderby 

vulnerable 

parameter. 

CVE ID : CVE-2022-

25617 

https://wordpr

ess.org/plugins

/code-

snippets/, 

https://patchst

ack.com/databa

se/vulnerability

/code-

snippets/wordp

ress-code-

snippets-plugin-

2-14-3-

authenticated-

reflected-cross-

site-scripting-

xss-

vulnerability 

A-COD-CODE-

020622/84 

Vendor: code_snippets_extended_project 

Product: code_snippets_extended 
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Cross-Site 

Request 

Forgery 

(CSRF) 

17-May-22 5.4 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Alexander 

Stokmann's Code 

Snippets Extended 

plugin <= 1.4.7 on 

WordPress allows an 

attacker to delete or 

to turn on/off 

snippets. 

CVE ID : CVE-2022-

29435 

https://wordpr

ess.org/plugins

/code-snippets-

extended/#dev

elopers, 

https://patchst

ack.com/databa

se/vulnerability

/code-snippets-

extended/word

press-code-

snippets-

extended-

plugin-1-4-7-

cross-site-

request-

forgery-csrf-

vulnerability 

A-COD-CODE-

020622/85 

Cross-Site 

Request 

Forgery 

(CSRF) 

17-May-22 6.1 

Persistent Cross-Site 

Scripting (XSS) 

vulnerability in 

Alexander 

Stokmann's Code 

Snippets Extended 

plugin <= 1.4.7 on 

WordPress via Cross-

Site Request Forgery 

(vulnerable 

parameters &title, 

&snippet_code). 

CVE ID : CVE-2022-

29436 

https://wordpr

ess.org/plugins

/code-snippets-

extended/#dev

elopers 

A-COD-CODE-

020622/86 

Vendor: Collectiveaccess 

Product: providence 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

23-May-22 5.4 

Cross-site Scripting 

(XSS) - Reflected in 

GitHub repository 

collectiveaccess/pro

vidence prior to 1.8. 

CVE ID : CVE-2022-

1825 

https://huntr.d

ev/bounties/c6

ad4cef-1b3d-

472f-af0e-

68e46341dfe5, 

https://github.c

om/collectiveac

cess/providenc

A-COL-PROV-

020622/87 
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('Cross-site 

Scripting') 

e/commit/49de

453c8d4942d0

9fab230e8f242

300c831e2a7 

Vendor: connect-multiparty_project 

Product: connect-multiparty 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

16-May-22 7.8 

An arbitrary file 

upload vulnerability 

in the file upload 

module of Connect-

Multiparty v2.2.0 

allows attackers to 

execute arbitrary 

code via a crafted 

PDF file. 

CVE ID : CVE-2022-

29623 

N/A 
A-CON-CONN-

020622/88 

Vendor: count 

Product: countly_server 

Weak 

Password 

Recovery 

Mechanism 

for 

Forgotten 

Password 

17-May-22 8.1 

countly-server is the 

server-side part of 

Countly, a product 

analytics solution. 

Prior to versions 

22.03.7 and 21.11.4, 

a malicious actor 

who knows an 

account email 

address/username 

and full name 

specified in the 

database is capable 

of guessing the 

password reset 

token. The actor may 

use this information 

to reset the 

password and take 

over the account. The 

problem has been 

patched in Countly 

Server version 

https://github.c

om/Countly/co

untly-

server/commit/

2bfa1ee1fa46e9

bb007cf8687ad

197ab9c604999

, 

https://github.c

om/Countly/co

untly-

server/security

/advisories/GH

SA-98vh-wqw5-

p23v 

A-COU-COUN-

020622/89 
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22.03.7 for servers 

using the new user 

interface and in 

21.11.4 for servers 

using the old user 

interface. 

CVE ID : CVE-2022-

29174 

Vendor: covid-19_directory_on_vaccination_system_project 

Product: covid-19_directory_on_vaccination_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

20-May-22 9.8 

Sourcecodester 

Covid-19 Directory 

on Vaccination 

System1.0 is 

vulnerable to SQL 

Injection via the 

admin/login.php 

txtusername (aka 

Username) field. 

CVE ID : CVE-2022-

28531 

N/A 
A-COV-COVI-

020622/90 

Vendor: covid_19_travel_pass_management_project 

Product: covid_19_travel_pass_management 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-May-22 9.8 

In Covid 19 Travel 

Pass Management 

1.0, the code 

parameter is 

vulnerable to SQL 

injection attacks. 

CVE ID : CVE-2022-

30054 

N/A 
A-COV-COVI-

020622/91 

Vendor: covid_19_travel_pass_management_system_project 

Product: covid_19_travel_pass_management_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

24-May-22 9.8 

Covid-19 Travel Pass 

Management System 

v1.0 is vulnerable to 

SQL Injection via 

/ctpms/classes/Mast

N/A 
A-COV-COVI-

020622/92 
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used in an 

SQL 

Command 

('SQL 

Injection') 

er.php?f=update_app

lication_status 

CVE ID : CVE-2022-

30838 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-May-22 5.4 

Covid-19 Travel Pass 

Management System 

v1.0 is vulnerable to 

Cross Site Scripting 

(XSS) via 

/ctpms/classes/User

s.php?f=save, 

firstname. 

CVE ID : CVE-2022-

30842 

N/A 
A-COV-COVI-

020622/93 

Vendor: curtain_project 

Product: curtain 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 4.8 

The Curtain 

WordPress plugin 

through 1.0.2 does 

not sanitise and 

escape some of its 

settings, which could 

allow high privilege 

users such as admin 

to perform Stored 

Cross-Site Scripting 

attacks when the 

unfiltered_html 

capability is 

disallowed 

CVE ID : CVE-2022-

1558 

N/A 
A-CUR-CURT-

020622/94 

Vendor: custom_tinymce_shortcode_button_project 

Product: custom_tinymce_shortcode_button 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

16-May-22 6.1 

The Custom 

TinyMCE Shortcode 

Button WordPress 

plugin through 1.1 

does not sanitise and 

escape the PHP_SELF 

N/A 
A-CUS-CUST-

020622/95 
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Generation 

('Cross-site 

Scripting') 

variable before 

outputting it back in 

an attribute in an 

admin page, leading 

to Reflected Cross-

Site Scripting. 

CVE ID : CVE-2022-

1217 

Vendor: denx 

Product: u-boot 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

16-May-22 9.8 

nfs_lookup_reply in 

net/nfs.c in Das U-

Boot through 

2022.04 (and 

through 2022.07-

rc2) has an 

unbounded memcpy 

with a failed length 

check, leading to a 

buffer overflow. 

NOTE: this issue 

exists because of an 

incorrect fix for CVE-

2019-14196. 

CVE ID : CVE-2022-

30767 

https://github.c

om/u-boot/u-

boot/commit/5

d14ee4e53a810

55d34ba280cb8

fd90330f22a96 

A-DEN-U-BO-

020622/96 

Vendor: diagrams 

Product: draw.io 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-May-22 7.5 

SSRF on /proxy in 

GitHub repository 

jgraph/drawio prior 

to 18.0.4. An attacker 

can make a request 

as the server and 

read its contents. 

This can lead to a 

leak of sensitive 

information. 

CVE ID : CVE-2022-

1713 

https://github.c

om/jgraph/dra

wio/commit/28

3d41ec80ad410

d68634245cf56

114bc19331ee, 

https://huntr.d

ev/bounties/ca

d3902f-3afb-

4ed2-abd0-

9f96a248de11 

A-DIA-DRAW-

020622/97 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

16-May-22 7.5 

Path Traversal in 

WellKnownServlet in 

GitHub repository 

jgraph/drawio prior 

to 18.0.5. Read local 

files of the web 

application. 

CVE ID : CVE-2022-

1721 

https://huntr.d

ev/bounties/00

0931cc-6d0e-

4a4f-b4d8-

4ba46ba0e699, 

https://github.c

om/jgraph/dra

wio/commit/01

ccb271d342588

72b859c0fc1d2

53cc81341917 

A-DIA-DRAW-

020622/98 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-May-22 3.3 

SSRF in editor's 

proxy via IPv6 link-

local address in 

GitHub repository 

jgraph/drawio prior 

to 18.0.5. SSRF to 

internal link-local 

IPv6 addresses 

CVE ID : CVE-2022-

1722 

https://github.c

om/jgraph/dra

wio/commit/cf

5c78aa0f3127fb

10053db55b39f

3017a0654ae, 

https://huntr.d

ev/bounties/c9

03d563-ba97-

44e9-b421-

22bfab1e0cbd 

A-DIA-DRAW-

020622/99 

Improper 

Input 

Validation 

18-May-22 8.8 

Improper Input 

Validation in GitHub 

repository 

jgraph/drawio prior 

to 18.0.6. 

CVE ID : CVE-2022-

1727 

https://github.c

om/jgraph/dra

wio/commit/4d

eecee18191f67

e242422abf3ca

304e19e49687, 

https://huntr.d

ev/bounties/b2

42e806-fc8c-

41c0-aad7-

e0c9c37ecdee 

A-DIA-DRAW-

020622/100 

Server-

Side 

Request 

Forgery 

(SSRF) 

18-May-22 7.5 

Server-Side Request 

Forgery (SSRF) in 

GitHub repository 

jgraph/drawio prior 

to 18.0.7. 

CVE ID : CVE-2022-

1767 

https://github.c

om/jgraph/dra

wio/commit/c6

3f3a04450f307

98df47f9badbc

74eb8a69fbdf, 

https://huntr.d

ev/bounties/b1

ce040c-9ed1-

A-DIA-DRAW-

020622/101 
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4d36-9b48-

82df42310868 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

18-May-22 6.1 

Exposure of Sensitive 

Information to an 

Unauthorized Actor 

in GitHub repository 

jgraph/drawio prior 

to 18.0.7. 

CVE ID : CVE-2022-

1774 

https://github.c

om/jgraph/dra

wio/commit/c6

3f3a04450f307

98df47f9badbc

74eb8a69fbdf, 

https://huntr.d

ev/bounties/6a

c07c49-bb7f-

47b5-b361-

33e6757b8757 

A-DIA-DRAW-

020622/102 

Vendor: disable_right_click_for_wp_wordpress 

Product: disable_right_click_for_wp 

Cross-Site 

Request 

Forgery 

(CSRF) 

20-May-22 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in Aftab 

Muni's Disable Right 

Click For WP plugin 

<= 1.1.6 at 

WordPress. 

CVE ID : CVE-2022-

29427 

https://patchst

ack.com/databa

se/vulnerability

/disable-right-

click-for-

wp/wordpress-

disable-right-

click-for-wp-

plugin-1-1-6-

cross-site-

request-

forgery-csrf-

vulnerability, 

https://wordpr

ess.org/plugins

/disable-right-

click-for-

wp/#developer

s 

A-DIS-DISA-

020622/103 

Vendor: donate_extra_project 

Product: donate_extra 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

23-May-22 6.1 

The Donate Extra 

WordPress plugin 

through 2.02 does 

not sanitise and 

escape a parameter 

before outputting it 

N/A 
A-DON-DONA-

020622/104 
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Generation 

('Cross-site 

Scripting') 

back in the response, 

leading to a Reflected 

cross-Site Scripting 

CVE ID : CVE-2022-

1268 

Vendor: drawio-app 

Product: draw.io 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-May-22 4.6 

Cross-site Scripting 

(XSS) - Stored in 

GitHub repository 

jgraph/drawio prior 

to 18.0.4. 

CVE ID : CVE-2022-

1730 

https://huntr.d

ev/bounties/fd

ed4835-bd49-

4533-8311-

1d71e0ed7c00, 

https://github.c

om/jgraph/dra

wio/commit/4d

eecee18191f67

e242422abf3ca

304e19e49687 

A-DRA-DRAW-

020622/105 

Vendor: duogeek 

Product: domain_replace 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 6.1 

The Domain Replace 

WordPress plugin 

through 1.3.8 does 

not sanitise and 

escape a parameter 

before outputting it 

back in an attribute 

in an admin page, 

leading to a Reflected 

Cross-Site Scripting 

CVE ID : CVE-2022-

1218 

N/A 
A-DUO-DOMA-

020622/106 

Vendor: e-diary_management_system_project 

Product: e-diary_management_system 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

23-May-22 6.1 

Diary Management 

System v1.0 was 

discovered to contain 

a cross-site scripting 

(XSS) vulnerability 

via the Name 

N/A 
A-E-D-E-DI-

020622/107 
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Generation 

('Cross-site 

Scripting') 

parameter in search-

result.php. 

CVE ID : CVE-2022-

29004 

Vendor: erudika 

Product: para 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-May-22 6.1 

Cross-site Scripting 

(XSS) - Generic in 

GitHub repository 

erudika/para prior 

to v1.45.11. 

CVE ID : CVE-2022-

1782 

https://github.c

om/erudika/pa

ra/commit/9d8

44f31333475a0

394dd14b901e

a50674b281f8, 

https://huntr.d

ev/bounties/75

55693f-94e4-

4183-98cb-

3497da6df028 

A-ERU-PARA-

020622/108 

Vendor: external_media_without_import_project 

Product: external_media_without_import 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-May-22 6.5 

The External Media 

without Import 

WordPress plugin 

through 1.1.2 does 

not have any 

authorisation and 

does to ensure that 

medias added via 

URLs are external 

medias, which could 

allow any 

authenticated users, 

such as subscriber to 

perform blind SSRF 

attacks 

CVE ID : CVE-2022-

1398 

N/A 
A-EXT-EXTE-

020622/109 

Vendor: ezxml_project 

Product: ezxml 
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Out-of-

bounds 

Read 

17-May-22 6.5 

An issue was 

discovered in 

libezxml.a in ezXML 

0.8.6. The function 

ezxml_decode() 

performs incorrect 

memory handling 

while parsing crafted 

XML files, leading to 

a heap out-of-bounds 

read. 

CVE ID : CVE-2022-

30045 

N/A 
A-EZX-EZXM-

020622/110 

Vendor: fidelissecurity 

Product: deception 

Incorrect 

Default 

Permission

s 

17-May-22 7.8 

Improper file 

permissions in the 

CommandPost, 

Collector, Sensor, 

and Sandbox 

components of 

Fidelis Network and 

Deception enables an 

attacker with local, 

administrative 

access to the CLI to 

modify affected files 

and enable escalation 

of privileges 

equivalent to the 

root user. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

0486 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-DECE-

020622/111 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 41 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Incorrect 

Default 

Permission

s 

17-May-22 7.8 

Improper file 

permissions in the 

CommandPost, 

Collector, and Sensor 

components of 

Fidelis Network and 

Deception enables an 

attacker with local, 

administrative 

access to the CLI to 

modify affected 

script files, which 

could result in 

arbitrary commands 

being run as root 

upon subsequent 

logon by a root user. 

The vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

0997 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-DECE-

020622/112 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

rconfig “date” 

enables an attacker 

with user level 

access to the CLI to 

inject root level 

commands into 

Fidelis Network and 

Deception 

CommandPost, 

Collector, Sensor, 

and Sandbox 

components as well 

as neighboring 

Fidelis components. 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-DECE-

020622/113 
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The vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24388 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

rconfig “cert_utils” 

enables an attacker 

with user level 

access to the CLI to 

inject root level 

commands into 

Fidelis Network and 

Deception 

CommandPost, 

Collector, Sensor, 

and Sandbox 

components as well 

as neighboring 

Fidelis components. 

The vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24389 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-DECE-

020622/114 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

17-May-22 8.8 

Vulnerability in 

rconfig 

“remote_text_file” 

enables an attacker 

with user level 

access to the CLI to 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-DECE-

020622/115 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 43 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Command 

('Comman

d 

Injection') 

inject user level 

commands into 

Fidelis Network and 

Deception 

CommandPost, 

Collector, Sensor, 

and Sandbox 

components as well 

as neighboring 

Fidelis components. 

The vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24390 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-May-22 8.8 

Vulnerability in 

Fidelis Network and 

Deception 

CommandPost 

enables SQL injection 

through the web 

interface by an 

attacker with user 

level access. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24391 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-DECE-

020622/116 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

Fidelis Network and 

Deception 

CommandPost 

enables 

authenticated 

command injection 

through the web 

interface using the 

“feed_comm_test” 

value for the “feed” 

parameter. The 

vulnerability could 

allow a specially 

crafted HTTP request 

to execute system 

commands on the 

CommandPost and 

return results in an 

HTTP response via 

an authenticated 

session. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24392 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-DECE-

020622/117 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

Fidelis Network and 

Deception 

CommandPost 

enables 

authenticated 

command injection 

through the web 

interface using the 

“check_vertica_upgra

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-DECE-

020622/118 
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de” value for the 

“cpIp” parameter. 

The vulnerability 

could allow a 

specially crafted 

HTTP request to 

execute system 

commands on the 

CommandPost and 

return results in an 

HTTP response via 

an authenticated 

session. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24393 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

Fidelis Network and 

Deception 

CommandPost 

enables 

authenticated 

command injection 

through the web 

interface using the 

“update_checkfile” 

value for the 

“filename” 

parameter. The 

vulnerability could 

allow a specially 

crafted HTTP request 

to execute system 

commands on the 

CommandPost and 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-DECE-

020622/119 
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return results in an 

HTTP response via 

an authenticated 

session. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24394 

Product: network 

Incorrect 

Default 

Permission

s 

17-May-22 7.8 

Improper file 

permissions in the 

CommandPost, 

Collector, Sensor, 

and Sandbox 

components of 

Fidelis Network and 

Deception enables an 

attacker with local, 

administrative 

access to the CLI to 

modify affected files 

and enable escalation 

of privileges 

equivalent to the 

root user. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-NETW-

020622/120 
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CVE ID : CVE-2022-

0486 

Incorrect 

Default 

Permission

s 

17-May-22 7.8 

Improper file 

permissions in the 

CommandPost, 

Collector, and Sensor 

components of 

Fidelis Network and 

Deception enables an 

attacker with local, 

administrative 

access to the CLI to 

modify affected 

script files, which 

could result in 

arbitrary commands 

being run as root 

upon subsequent 

logon by a root user. 

The vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

0997 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-NETW-

020622/121 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

rconfig “date” 

enables an attacker 

with user level 

access to the CLI to 

inject root level 

commands into 

Fidelis Network and 

Deception 

CommandPost, 

Collector, Sensor, 

and Sandbox 

components as well 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-NETW-

020622/122 
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as neighboring 

Fidelis components. 

The vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24388 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

rconfig “cert_utils” 

enables an attacker 

with user level 

access to the CLI to 

inject root level 

commands into 

Fidelis Network and 

Deception 

CommandPost, 

Collector, Sensor, 

and Sandbox 

components as well 

as neighboring 

Fidelis components. 

The vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24389 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-NETW-

020622/123 

Improper 

Neutralizat

ion of 

Special 

17-May-22 8.8 

Vulnerability in 

rconfig 

“remote_text_file” 

enables an attacker 

https://fidelisse

curity.zendesk.c

om/hc/en-

A-FID-NETW-

020622/124 
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Elements 

used in a 

Command 

('Comman

d 

Injection') 

with user level 

access to the CLI to 

inject user level 

commands into 

Fidelis Network and 

Deception 

CommandPost, 

Collector, Sensor, 

and Sandbox 

components as well 

as neighboring 

Fidelis components. 

The vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24390 

us/articles/621

1730139411 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-May-22 8.8 

Vulnerability in 

Fidelis Network and 

Deception 

CommandPost 

enables SQL injection 

through the web 

interface by an 

attacker with user 

level access. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24391 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-NETW-

020622/125 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

Fidelis Network and 

Deception 

CommandPost 

enables 

authenticated 

command injection 

through the web 

interface using the 

“feed_comm_test” 

value for the “feed” 

parameter. The 

vulnerability could 

allow a specially 

crafted HTTP request 

to execute system 

commands on the 

CommandPost and 

return results in an 

HTTP response via 

an authenticated 

session. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24392 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-NETW-

020622/126 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

Fidelis Network and 

Deception 

CommandPost 

enables 

authenticated 

command injection 

through the web 

interface using the 

“check_vertica_upgra

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-NETW-

020622/127 
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de” value for the 

“cpIp” parameter. 

The vulnerability 

could allow a 

specially crafted 

HTTP request to 

execute system 

commands on the 

CommandPost and 

return results in an 

HTTP response via 

an authenticated 

session. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24393 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

17-May-22 8.8 

Vulnerability in 

Fidelis Network and 

Deception 

CommandPost 

enables 

authenticated 

command injection 

through the web 

interface using the 

“update_checkfile” 

value for the 

“filename” 

parameter. The 

vulnerability could 

allow a specially 

crafted HTTP request 

to execute system 

commands on the 

CommandPost and 

https://fidelisse

curity.zendesk.c

om/hc/en-

us/articles/621

1730139411 

A-FID-NETW-

020622/128 
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return results in an 

HTTP response via 

an authenticated 

session. The 

vulnerability is 

present in Fidelis 

Network and 

Deception versions 

prior to 9.4.5. 

Patches and updates 

are available to 

address this 

vulnerability. 

CVE ID : CVE-2022-

24394 

Vendor: flyte 

Product: flyte_console 

Server-

Side 

Request 

Forgery 

(SSRF) 

17-May-22 7.5 

FlyteConsole is the 

web user interface 

for the Flyte 

platform. 

FlyteConsole prior to 

version 0.52.0 is 

vulnerable to server-

side request forgery 

(SSRF) when 

FlyteConsole is open 

to the general 

internet. An attacker 

can exploit any user 

of a vulnerable 

instance to access 

the internal 

metadata server or 

other 

unauthenticated 

URLs. Passing of 

headers to an 

unauthorized actor 

may occur. The patch 

for this issue deletes 

the entire 

`cors_proxy`, as this 

https://github.c

om/flyteorg/fly

teconsole/secur

ity/advisories/

GHSA-www6-

hf2v-v9m9, 

https://github.c

om/flyteorg/fly

teconsole/pull/

389, 

https://github.c

om/flyteorg/fly

teconsole/com

mit/05b88ed2d

2ecdb5d8a8404

efea25414e571

89709 

A-FLY-FLYT-

020622/129 
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is not required for 

console anymore. A 

patch is available in 

FlyteConsole version 

0.52.0. Disable 

FlyteConsole 

availability on the 

internet as a 

workaround. 

CVE ID : CVE-2022-

24856 

Vendor: formidable_project 

Product: formidable 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

16-May-22 9.8 

An arbitrary file 

upload vulnerability 

in formidable v3.1.4 

allows attackers to 

execute arbitrary 

code via a crafted 

filename. 

CVE ID : CVE-2022-

29622 

N/A 
A-FOR-FORM-

020622/130 

Vendor: Gimp 

Product: gimp 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-May-22 5.5 

GIMP 2.10.30 and 

2.99.10 are 

vulnerable to Buffer 

Overflow. Through a 

crafted XCF file, the 

program will allocate 

for a huge amount of 

memory, resulting in 

insufficient memory 

or program crash. 

CVE ID : CVE-2022-

30067 

N/A 
A-GIM-GIMP-

020622/131 

Vendor: gitea 

Product: gitea 
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Improper 

Encoding 

or 

Escaping of 

Output 

16-May-22 7.5 

Gitea before 1.16.7 

does not escape git 

fetch remote. 

CVE ID : CVE-2022-

30781 

https://blog.git

ea.io/2022/05/

gitea-1.16.7-is-

released/, 

https://github.c

om/go-

gitea/gitea/pull

/19487, 

https://github.c

om/go-

gitea/gitea/pull

/19490 

A-GIT-GITE-

020622/132 

Vendor: Google 

Product: tensorflow 

Improper 

Input 

Validation 

20-May-22 5.5 

TensorFlow is an 

open source platform 

for machine learning. 

Prior to versions 

2.9.0, 2.8.1, 2.7.2, and 

2.6.4, the 

implementation of 

`tf.raw_ops.TensorSu

mmaryV2` does not 

fully validate the 

input arguments. 

This results in a 

`CHECK`-failure 

which can be used to 

trigger a denial of 

service attack. 

Versions 2.9.0, 2.8.1, 

2.7.2, and 2.6.4 

contain a patch for 

this issue. 

CVE ID : CVE-2022-

29193 

https://github.c

om/tensorflow/

tensorflow/blo

b/f3b9bf4c3c05

97563b289c05

12e98d4ce81f8

86e/tensorflow

/core/kernels/s

ummary_tensor

_op.cc#L33-L58, 

https://github.c

om/tensorflow/

tensorflow/com

mit/290bb05c8

0c327ed74fae1

d089f1001b1e2

a4ef7 

A-GOO-TENS-

020622/133 

Improper 

Input 

Validation 

20-May-22 5.5 

TensorFlow is an 

open source platform 

for machine learning. 

Prior to versions 

2.9.0, 2.8.1, 2.7.2, and 

2.6.4, the 

https://github.c

om/tensorflow/

tensorflow/sec

urity/advisories

/GHSA-h48f-

q7rw-hvr7, 

A-GOO-TENS-

020622/134 
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implementation of 

`tf.raw_ops.StagePee

k` does not fully 

validate the input 

arguments. This 

results in a `CHECK`-

failure which can be 

used to trigger a 

denial of service 

attack. The code 

assumes `index` is a 

scalar but there is no 

validation for this 

before accessing its 

value. Versions 2.9.0, 

2.8.1, 2.7.2, and 2.6.4 

contain a patch for 

this issue. 

CVE ID : CVE-2022-

29195 

https://github.c

om/tensorflow/

tensorflow/com

mit/cebe3c45d

76357d201c65

bdbbf0dbe6e8a

63bbdb 

Improper 

Input 

Validation 

20-May-22 5.5 

TensorFlow is an 

open source platform 

for machine learning. 

Prior to versions 

2.9.0, 2.8.1, 2.7.2, and 

2.6.4, the 

implementation of 

`tf.raw_ops.Conv3DB

ackpropFilterV2` 

does not fully 

validate the input 

arguments. This 

results in a `CHECK`-

failure which can be 

used to trigger a 

denial of service 

attack. The code does 

not validate that the 

`filter_sizes` 

argument is a vector. 

Versions 2.9.0, 2.8.1, 

2.7.2, and 2.6.4 

https://github.c

om/tensorflow/

tensorflow/sec

urity/advisories

/GHSA-5v77-

j66x-4c4g, 

https://github.c

om/tensorflow/

tensorflow/com

mit/174c5096f

303d5be7ed2ca

2662b08371bff

4ab88 

A-GOO-TENS-

020622/135 
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contain a patch for 

this issue. 

CVE ID : CVE-2022-

29196 

Improper 

Input 

Validation 

20-May-22 5.5 

TensorFlow is an 

open source platform 

for machine learning. 

Prior to versions 

2.9.0, 2.8.1, 2.7.2, and 

2.6.4, the 

implementation of 

`tf.raw_ops.Unsorted

SegmentJoin` does 

not fully validate the 

input arguments. 

This results in a 

`CHECK`-failure 

which can be used to 

trigger a denial of 

service attack. The 

code assumes 

`num_segments` is a 

scalar but there is no 

validation for this 

before accessing its 

value. Versions 2.9.0, 

2.8.1, 2.7.2, and 2.6.4 

contain a patch for 

this issue. 

CVE ID : CVE-2022-

29197 

https://github.c

om/tensorflow/

tensorflow/sec

urity/advisories

/GHSA-hrg5-

737c-2p56, 

https://github.c

om/tensorflow/

tensorflow/com

mit/13d38a07c

e9143e044aa73

7cfd7bb759d0e

9b400 

A-GOO-TENS-

020622/136 

Improper 

Input 

Validation 

20-May-22 5.5 

TensorFlow is an 

open source platform 

for machine learning. 

Prior to versions 

2.9.0, 2.8.1, 2.7.2, and 

2.6.4, the 

implementation of 

`tf.raw_ops.SparseTe

nsorToCSRSparseMa

trix` does not fully 

validate the input 

arguments. This 

https://github.c

om/tensorflow/

tensorflow/sec

urity/advisories

/GHSA-mg66-

qvc5-rm93, 

https://github.c

om/tensorflow/

tensorflow/com

mit/ea50a40e8

4f6bff15a09127

A-GOO-TENS-

020622/137 
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results in a `CHECK`-

failure which can be 

used to trigger a 

denial of service 

attack. The code 

assumes 

`dense_shape` is a 

vector and `indices` 

is a matrix (as part of 

requirements for 

sparse tensors) but 

there is no validation 

for this. Versions 

2.9.0, 2.8.1, 2.7.2, and 

2.6.4 contain a patch 

for this issue. 

CVE ID : CVE-2022-

29198 

28e35b657548c

ef11 

Improper 

Input 

Validation 

20-May-22 5.5 

TensorFlow is an 

open source platform 

for machine learning. 

Prior to versions 

2.9.0, 2.8.1, 2.7.2, and 

2.6.4, the 

implementation of 

`tf.raw_ops.LoadAnd

RemapMatrix does 

not fully validate the 

input arguments. 

This results in a 

`CHECK`-failure 

which can be used to 

trigger a denial of 

service attack. The 

code assumes 

`initializing_values` is 

a vector but there is 

no validation for this 

before accessing its 

value. Versions 2.9.0, 

2.8.1, 2.7.2, and 2.6.4 

contain a patch for 

this issue. 

https://github.c

om/tensorflow/

tensorflow/sec

urity/advisories

/GHSA-p9rc-

rmr5-529j, 

https://github.c

om/tensorflow/

tensorflow/com

mit/3150642ac

bbe254e3c3c5d

2232143fa5918

55ac9 

A-GOO-TENS-

020622/138 
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CVE ID : CVE-2022-

29199 

Vendor: gpac 

Product: gpac 

Use After 

Free 
18-May-22 9.8 

Use After Free in 

GitHub repository 

gpac/gpac prior to 

v2.1.0-DEV. 

CVE ID : CVE-2022-

1795 

https://huntr.d

ev/bounties/9c

312763-41a6-

4fc7-827b-

269eb86efcbc, 

https://github.c

om/gpac/gpac/

commit/c535ba

d50d5812d27e

e5b22b54371b

ddec411514 

A-GPA-GPAC-

020622/139 

Out-of-

bounds 

Read 

18-May-22 7.1 

GPAC 2.0.0 misuses a 

certain Unicode 

utf8_wcslen 

(renamed 

gf_utf8_wcslen) 

function in 

utils/utf.c, resulting 

in a heap-based 

buffer over-read, as 

demonstrated by 

MP4Box. 

CVE ID : CVE-2022-

30976 

https://github.c

om/gpac/gpac/

issues/2179 

A-GPA-GPAC-

020622/140 

Vendor: graphql-upload_project 

Product: graphql-upload 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

16-May-22 9.8 

An arbitrary file 

upload vulnerability 

in the file upload 

module of Graphql-

upload v13.0.0 

allows attackers to 

execute arbitrary 

code via a crafted 

filename. 

CVE ID : CVE-2022-

29353 

N/A 
A-GRA-GRAP-

020622/141 
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Vendor: gwyn\'s_imagemap_selector_project 

Product: gwyn\'s_imagemap_selector 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 6.1 

The Gwyn's 

Imagemap Selector 

WordPress plugin 

through 0.3.3 does 

not sanitise and 

escape some 

parameters before 

outputting them back 

in attributes, leading 

to a Reflected Cross-

Site Scripting. 

CVE ID : CVE-2022-

1221 

N/A 
A-GWY-GWYN-

020622/142 

Vendor: gxcms_project 

Product: gxcms 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

17-May-22 7.2 

GXCMS V1.5 has a file 

upload vulnerability 

in the background. 

The vulnerability is 

the template 

management page. 

You can edit any 

template content and 

then rename to PHP 

suffix file, after 

calling PHP file can 

control the server. 

CVE ID : CVE-2022-

30007 

N/A 
A-GXC-GXCM-

020622/143 

Vendor: hashicorp 

Product: vault 

N/A 17-May-22 5.3 

HashiCorp Vault and 

Vault Enterprise 

from 1.10.0 to 1.10.2 

did not correctly 

configure and 

enforce MFA on login 

after server restarts. 

This affects the Login 

https://discuss.

hashicorp.com 

A-HAS-VAUL-

020622/144 
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MFA feature 

introduced in Vault 

and Vault Enterprise 

1.10.0 and does not 

affect the separate 

Enterprise MFA 

feature set. Fixed in 

1.10.3. 

CVE ID : CVE-2022-

30689 

Vendor: home_clean_service_system_project 

Product: home_clean_service_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

17-May-22 9.8 

In Home Clean 

Service System 1.0, 

the password 

parameter is 

vulnerable to SQL 

injection attacks. 

CVE ID : CVE-2022-

30052 

N/A 
A-HOM-HOME-

020622/145 

Vendor: hospital_management_system_project 

Product: hospital_management_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

16-May-22 7.5 

In the POST request 

of the 

appointment.php 

page of HMS v.0, 

there are SQL 

injection 

vulnerabilities in 

multiple parameters, 

and database 

information can be 

obtained through 

injection. 

CVE ID : CVE-2022-

30012 

N/A 
A-HOS-HOSP-

020622/146 

Vendor: hospital_managment_system_project 

Product: hospital_managment_system 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 61 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

16-May-22 9.8 

In HMS 1.0 when 

requesting 

appointment.php 

through POST, 

multiple parameters 

can lead to a SQL 

injection 

vulnerability. 

CVE ID : CVE-2022-

30011 

N/A 
A-HOS-HOSP-

020622/147 

Vendor: HP 

Product: oneview 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 6.1 

A remote cross-site 

scripting (xss) 

vulnerability was 

discovered in HPE 

OneView version(s): 

Prior to 7.0. HPE has 

provided a software 

update to resolve 

this vulnerability in 

HPE OneView. 

CVE ID : CVE-2022-

23706 

https://support

.hpe.com/hpsc/

doc/public/disp

lay?docLocale=e

n_US&docId=e

mr_na-

hpesbgn04278e

n_us 

A-HP-ONEV-

020622/148 

Server-

Side 

Request 

Forgery 

(SSRF) 

17-May-22 9.8 

A remote server-side 

request forgery (ssrf) 

vulnerability was 

discovered in HPE 

OneView version(s): 

Prior to 7.0. HPE has 

provided a software 

update to resolve 

this vulnerability in 

HPE OneView. 

CVE ID : CVE-2022-

28616 

https://support

.hpe.com/hpsc/

doc/public/disp

lay?docLocale=e

n_US&docId=e

mr_na-

hpesbgn04278e

n_us 

A-HP-ONEV-

020622/149 

Improper 

Authentica

tion 

17-May-22 9.8 

A remote bypass 

security restrictions 

vulnerability was 

discovered in HPE 

OneView version(s): 

https://support

.hpe.com/hpsc/

doc/public/disp

lay?docLocale=e

n_US&docId=e

A-HP-ONEV-

020622/150 
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Prior to 7.0. HPE has 

provided a software 

update to resolve 

this vulnerability in 

HPE OneView. 

CVE ID : CVE-2022-

28617 

mr_na-

hpesbgn04278e

n_us 

Vendor: IBM 

Product: spectrum_protect 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

17-May-22 5.5 

IBM Spectrum 

Protect Operations 

Center 8.1.12 and 

8.1.13 could allow a 

local attacker to 

obtain sensitive 

information, caused 

by plain text user 

account passwords 

potentially being 

stored in the 

browser's 

application 

command history. By 

accessing browser 

history, an attacker 

could exploit this 

vulnerability to 

obtain other user 

accounts' passwords. 

IBM X-Force ID: 

226322. 

CVE ID : CVE-2022-

22484 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/226322, 

https://www.ib

m.com/support

/pages/node/6

586314 

A-IBM-SPEC-

020622/151 

Product: sterling_b2b_integrator 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

17-May-22 6.5 

IBM Sterling B2B 

Integrator Standard 

Edition 6.0.0.0 

through 6.0.3.5 and 

6.1.0.0 through 

6.1.1.0 could allow 

an authenticated 

user to upload files 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/225977, 

https://www.ib

m.com/support

A-IBM-STER-

020622/152 
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that could fill up the 

filesystem and cause 

a denial of service. 

IBM X-Force ID: 

225977. 

CVE ID : CVE-2022-

22482 

/pages/node/6

586576 

Product: websphere_application_server 

Improper 

Input 

Validation 

17-May-22 6.5 

IBM WebSphere 

Application Server 

Liberty and Open 

Liberty 17.0.0.3 

through 22.0.0.5 are 

vulnerable to 

identity spoofing by 

an authenticated 

user. IBM X-Force ID: 

225603. 

CVE ID : CVE-2022-

22475 

https://www.ib

m.com/support

/pages/node/6

586734, 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/225603 

A-IBM-WEBS-

020622/153 

Vendor: imgurl_project 

Product: imgurl 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

24-May-22 8.1 

imgurl v2.31 was 

discovered to contain 

a Blind SQL injection 

vulnerability via 

/upload/localhost. 

CVE ID : CVE-2022-

29305 

N/A 
A-IMG-IMGU-

020622/154 

Vendor: Inoutscripts 

Product: blockchain_altexchanger 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

23-May-22 7.5 

Inout Blockchain 

AltExchanger 1.2.1 

and Inout Blockchain 

FiatExchanger 2.2.1 

allow 

Chart/TradingView/

chart_content/maste

N/A 
A-INO-BLOC-

020622/155 
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Command 

('SQL 

Injection') 

r.php symbol SQL 

injection. 

CVE ID : CVE-2022-

31487 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

23-May-22 7.5 

Inout Blockchain 

AltExchanger 1.2.1 

allows 

index.php/coins/upd

ate_marketboxslider 

marketcurrency SQL 

injection. 

CVE ID : CVE-2022-

31488 

N/A 
A-INO-BLOC-

020622/156 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

23-May-22 7.5 

Inout Blockchain 

AltExchanger 1.2.1 

allows 

index.php/home/abo

ut inoutio_language 

cookie SQL injection. 

CVE ID : CVE-2022-

31489 

N/A 
A-INO-BLOC-

020622/157 

Product: blockchain_fiatexchanger 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

23-May-22 7.5 

Inout Blockchain 

AltExchanger 1.2.1 

and Inout Blockchain 

FiatExchanger 2.2.1 

allow 

Chart/TradingView/

chart_content/maste

r.php symbol SQL 

injection. 

CVE ID : CVE-2022-

31487 

N/A 
A-INO-BLOC-

020622/158 

Vendor: janet-lang 

Product: janet 

Improper 

Validation 
16-May-22 9.8 

Janet before 1.22.0 

mishandles arrays. 
N/A 

A-JAN-JANE-

020622/159 
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of Array 

Index 

CVE ID : CVE-2022-

30763 

Vendor: Jenkins 

Product: application_detector 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

Jenkins Application 

Detector Plugin 1.0.8 

and earlier does not 

escape the name of 

Chois Application 

Version parameters 

on views displaying 

parameters, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers with 

Item/Configure 

permission. 

CVE ID : CVE-2022-

30960 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2717 

A-JEN-APPL-

020622/160 

Product: autocomplete_parameter 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

Jenkins 

Autocomplete 

Parameter Plugin 1.1 

and earlier does not 

escape the name of 

Dropdown 

Autocomplete and 

Auto Complete String 

parameters on views 

displaying 

parameters, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers with 

Item/Configure 

permission. 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2717 

A-JEN-AUTO-

020622/161 
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CVE ID : CVE-2022-

30961 

Cross-Site 

Request 

Forgery 

(CSRF) 

17-May-22 8.8 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins 

Autocomplete 

Parameter Plugin 1.1 

and earlier allows 

attackers to execute 

arbitrary code 

without sandbox 

protection if the 

victim is an 

administrator. 

CVE ID : CVE-2022-

30969 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2322 

A-JEN-AUTO-

020622/162 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

Jenkins 

Autocomplete 

Parameter Plugin 1.1 

and earlier 

references 

Dropdown 

Autocomplete 

parameter and Auto 

Complete String 

parameter names in 

an unsafe manner 

from Javascript 

embedded in view 

definitions, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers with 

Item/Configure 

permission. 

CVE ID : CVE-2022-

30970 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2267 

A-JEN-AUTO-

020622/163 

Product: blue_ocean 
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Insufficient

ly 

Protected 

Credentials 

17-May-22 6.5 

Jenkins Pipeline SCM 

API for Blue Ocean 

Plugin 1.25.3 and 

earlier allows 

attackers with 

Job/Configure 

permission to access 

credentials with 

attacker-specified 

IDs stored in the 

private per-user 

credentials stores of 

any attacker-

specified user in 

Jenkins. 

CVE ID : CVE-2022-

30952 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

714 

A-JEN-BLUE-

020622/164 

Cross-Site 

Request 

Forgery 

(CSRF) 

17-May-22 6.5 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins Blue Ocean 

Plugin 1.25.3 and 

earlier allows 

attackers to connect 

to an attacker-

specified HTTP 

server. 

CVE ID : CVE-2022-

30953 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2502 

A-JEN-BLUE-

020622/165 

Missing 

Authorizati

on 

17-May-22 6.5 

Jenkins Blue Ocean 

Plugin 1.25.3 and 

earlier does not 

perform a 

permission check in 

several HTTP 

endpoints, allowing 

attackers with 

Overall/Read 

permission to 

connect to an 

attacker-specified 

HTTP server. 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2502 

A-JEN-BLUE-

020622/166 
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CVE ID : CVE-2022-

30954 

Product: git 

N/A 17-May-22 7.5 

Jenkins Git Plugin 

4.11.1 and earlier 

allows attackers able 

to configure 

pipelines to check 

out some SCM 

repositories stored 

on the Jenkins 

controller's file 

system using local 

paths as SCM URLs, 

obtaining limited 

information about 

other projects' SCM 

contents. 

CVE ID : CVE-2022-

30947 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2478 

A-JEN-GIT-

020622/167 

N/A 17-May-22 7.5 

Jenkins Mercurial 

Plugin 2.16 and 

earlier allows 

attackers able to 

configure pipelines 

to check out some 

SCM repositories 

stored on the Jenkins 

controller's file 

system using local 

paths as SCM URLs, 

obtaining limited 

information about 

other projects' SCM 

contents. 

CVE ID : CVE-2022-

30948 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2478 

A-JEN-GIT-

020622/168 

N/A 17-May-22 5.3 

Jenkins REPO Plugin 

1.14.0 and earlier 

allows attackers able 

to configure 

pipelines to check 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

A-JEN-GIT-

020622/169 
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out some SCM 

repositories stored 

on the Jenkins 

controller's file 

system using local 

paths as SCM URLs, 

obtaining limited 

information about 

other projects' SCM 

contents. 

CVE ID : CVE-2022-

30949 

17/#SECURITY-

2478 

Product: gitlab 

Missing 

Authorizati

on 

17-May-22 6.5 

Jenkins GitLab Plugin 

1.5.31 and earlier 

does not perform a 

permission check in 

an HTTP endpoint, 

allowing attackers 

with Overall/Read 

permission to 

enumerate 

credentials IDs of 

credentials stored in 

Jenkins. 

CVE ID : CVE-2022-

30955 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2753 

A-JEN-GITL-

020622/170 

Product: global_variable_string_parameter 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

Jenkins Global 

Variable String 

Parameter Plugin 1.2 

and earlier does not 

escape the name and 

description of Global 

Variable String 

parameters on views 

displaying 

parameters, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2717 

A-JEN-GLOB-

020622/171 
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attackers with 

Item/Configure 

permission. 

CVE ID : CVE-2022-

30962 

Product: jdk_parameter 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

Jenkins JDK 

Parameter Plugin 1.0 

and earlier does not 

escape the name and 

description of JDK 

parameters on views 

displaying 

parameters, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers with 

Item/Configure 

permission. 

CVE ID : CVE-2022-

30963 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2717 

A-JEN-JDK_-

020622/172 

Product: mercurial 

N/A 17-May-22 7.5 

Jenkins Git Plugin 

4.11.1 and earlier 

allows attackers able 

to configure 

pipelines to check 

out some SCM 

repositories stored 

on the Jenkins 

controller's file 

system using local 

paths as SCM URLs, 

obtaining limited 

information about 

other projects' SCM 

contents. 

CVE ID : CVE-2022-

30947 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2478 

A-JEN-MERC-

020622/173 
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N/A 17-May-22 7.5 

Jenkins Mercurial 

Plugin 2.16 and 

earlier allows 

attackers able to 

configure pipelines 

to check out some 

SCM repositories 

stored on the Jenkins 

controller's file 

system using local 

paths as SCM URLs, 

obtaining limited 

information about 

other projects' SCM 

contents. 

CVE ID : CVE-2022-

30948 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2478 

A-JEN-MERC-

020622/174 

N/A 17-May-22 5.3 

Jenkins REPO Plugin 

1.14.0 and earlier 

allows attackers able 

to configure 

pipelines to check 

out some SCM 

repositories stored 

on the Jenkins 

controller's file 

system using local 

paths as SCM URLs, 

obtaining limited 

information about 

other projects' SCM 

contents. 

CVE ID : CVE-2022-

30949 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2478 

A-JEN-MERC-

020622/175 

Product: multiselect_parameter 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

17-May-22 5.4 

Jenkins Multiselect 

parameter Plugin 1.3 

and earlier does not 

escape the name and 

description of 

Multiselect 

parameters on views 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2717 

A-JEN-MULT-

020622/176 
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('Cross-site 

Scripting') 

displaying 

parameters, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers with 

Item/Configure 

permission. 

CVE ID : CVE-2022-

30964 

Product: pipeline\ 

Files or 

Directories 

Accessible 

to External 

Parties 

17-May-22 10 

Jenkins Pipeline: 

Groovy Plugin 

2689.v434009a_31b_

f1 and earlier allows 

loading any Groovy 

source files on the 

classpath of Jenkins 

and Jenkins plugins 

in sandboxed 

pipelines. 

CVE ID : CVE-2022-

30945 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

359 

A-JEN-PIPE-

020622/177 

Product: promoted_builds 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

Jenkins Promoted 

Builds (Simple) 

Plugin 1.9 and earlier 

does not escape the 

name and 

description of 

Promotion Level 

parameters on views 

displaying 

parameters, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers with 

Item/Configure 

permission. 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2717 

A-JEN-PROM-

020622/178 
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CVE ID : CVE-2022-

30965 

Product: random_string_parameter 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

Jenkins Random 

String Parameter 

Plugin 1.0 and earlier 

does not escape the 

name and 

description of 

Random String 

parameters on views 

displaying 

parameters, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers with 

Item/Configure 

permission. 

CVE ID : CVE-2022-

30966 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2717 

A-JEN-RAND-

020622/179 

Product: repo 

N/A 17-May-22 7.5 

Jenkins Git Plugin 

4.11.1 and earlier 

allows attackers able 

to configure 

pipelines to check 

out some SCM 

repositories stored 

on the Jenkins 

controller's file 

system using local 

paths as SCM URLs, 

obtaining limited 

information about 

other projects' SCM 

contents. 

CVE ID : CVE-2022-

30947 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2478 

A-JEN-REPO-

020622/180 
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N/A 17-May-22 7.5 

Jenkins Mercurial 

Plugin 2.16 and 

earlier allows 

attackers able to 

configure pipelines 

to check out some 

SCM repositories 

stored on the Jenkins 

controller's file 

system using local 

paths as SCM URLs, 

obtaining limited 

information about 

other projects' SCM 

contents. 

CVE ID : CVE-2022-

30948 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2478 

A-JEN-REPO-

020622/181 

N/A 17-May-22 5.3 

Jenkins REPO Plugin 

1.14.0 and earlier 

allows attackers able 

to configure 

pipelines to check 

out some SCM 

repositories stored 

on the Jenkins 

controller's file 

system using local 

paths as SCM URLs, 

obtaining limited 

information about 

other projects' SCM 

contents. 

CVE ID : CVE-2022-

30949 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2478 

A-JEN-REPO-

020622/182 

Product: rundeck 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

17-May-22 5.4 

Jenkins Rundeck 

Plugin 3.6.10 and 

earlier does not 

restrict URL schemes 

in Rundeck webhook 

submissions, 

resulting in a stored 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2600 

A-JEN-RUND-

020622/183 
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('Cross-site 

Scripting') 

cross-site scripting 

(XSS) vulnerability 

exploitable by 

attackers able to 

submit crafted 

Rundeck webhook 

payloads. 

CVE ID : CVE-2022-

30956 

Product: script_security 

Cross-Site 

Request 

Forgery 

(CSRF) 

17-May-22 4.3 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins Script 

Security Plugin 

1158.v7c1b_73a_69a

_08 and earlier 

allows attackers to 

have Jenkins send an 

HTTP request to an 

attacker-specified 

webserver. 

CVE ID : CVE-2022-

30946 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2116 

A-JEN-SCRI-

020622/184 

Product: selection_tasks 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

Jenkins Selection 

tasks Plugin 1.0 and 

earlier does not 

escape the name and 

description of Script 

Selection task 

variable parameters 

on views displaying 

parameters, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers with 

Item/Configure 

permission. 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2717 

A-JEN-SELE-

020622/185 
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CVE ID : CVE-2022-

30967 

Product: ssh 

Missing 

Authorizati

on 

17-May-22 4.3 

A missing permission 

check in Jenkins SSH 

Plugin 2.6.1 and 

earlier allows 

attackers with 

Overall/Read 

permission to 

enumerate 

credentials IDs of 

credentials stored in 

Jenkins. 

CVE ID : CVE-2022-

30957 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2315 

A-JEN-SSH-

020622/186 

Cross-Site 

Request 

Forgery 

(CSRF) 

17-May-22 8.8 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins SSH Plugin 

2.6.1 and earlier 

allows attackers to 

connect to an 

attacker-specified 

SSH server using 

attacker-specified 

credentials IDs 

obtained through 

another method, 

capturing credentials 

stored in Jenkins. 

CVE ID : CVE-2022-

30958 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2093 

A-JEN-SSH-

020622/187 

Missing 

Authorizati

on 

17-May-22 6.5 

A missing permission 

check in Jenkins SSH 

Plugin 2.6.1 and 

earlier allows 

attackers with 

Overall/Read 

permission to 

connect to an 

attacker-specified 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2093 

A-JEN-SSH-

020622/188 
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SSH server using 

attacker-specified 

credentials IDs 

obtained through 

another method, 

capturing credentials 

stored in Jenkins. 

CVE ID : CVE-2022-

30959 

Product: storable_configs 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

17-May-22 8.8 

Jenkins Storable 

Configs Plugin 1.0 

and earlier does not 

configure its XML 

parser to prevent 

XML external entity 

(XXE) attacks. 

CVE ID : CVE-2022-

30971 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

1969 

A-JEN-STOR-

020622/189 

Product: storage_configs 

Cross-Site 

Request 

Forgery 

(CSRF) 

17-May-22 8.8 

A cross-site request 

forgery (CSRF) 

vulnerability in 

Jenkins Storable 

Configs Plugin 1.0 

and earlier allows 

attackers to have 

Jenkins parse a local 

XML file (e.g., 

archived artifacts) 

that uses external 

entities for 

extraction of secrets 

from the Jenkins 

controller or server-

side request forgery. 

CVE ID : CVE-2022-

30972 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

1969 

A-JEN-STOR-

020622/190 

Product: vboxwrapper 

Improper 

Neutralizat
17-May-22 5.4 Jenkins vboxwrapper 

Plugin 1.3 and earlier 

https://www.je

nkins.io/securit

A-JEN-VBOX-

020622/191 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

does not escape the 

name and 

description of VBox 

node parameters on 

views displaying 

parameters, resulting 

in a stored cross-site 

scripting (XSS) 

vulnerability 

exploitable by 

attackers with 

Item/Configure 

permission. 

CVE ID : CVE-2022-

30968 

y/advisory/202

2-05-

17/#SECURITY-

2717 

Product: wmi_windows_agents 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-May-22 8.8 

Jenkins WMI 

Windows Agents 

Plugin 1.8 and earlier 

includes the 

Windows Remote 

Command library 

which has a buffer 

overflow 

vulnerability that 

may allow users able 

to connect to a 

named pipe to 

execute commands 

on the Windows 

agent machine. 

CVE ID : CVE-2022-

30950 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2604 

A-JEN-WMI_-

020622/192 

Missing 

Authorizati

on 

17-May-22 8.8 

Jenkins WMI 

Windows Agents 

Plugin 1.8 and earlier 

includes the 

Windows Remote 

Command library 

does not implement 

access control, 

potentially allowing 

https://www.je

nkins.io/securit

y/advisory/202

2-05-

17/#SECURITY-

2604 

A-JEN-WMI_-

020622/193 
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users to start 

processes even if 

they're not allowed 

to log in. 

CVE ID : CVE-2022-

30951 

Vendor: Jfrog 

Product: artifactory 

Deserializa

tion of 

Untrusted 

Data 

16-May-22 8.8 

JFrog Artifactory 

before 7.36.1 and 

6.23.41, is vulnerable 

to Insecure 

Deserialization of 

untrusted data which 

can lead to DoS, 

Privilege Escalation 

and Remote Code 

Execution when a 

specially crafted 

request is sent by a 

low privileged 

authenticated user 

due to insufficient 

validation of a user-

provided serialized 

object. 

CVE ID : CVE-2022-

0573 

https://www.jfr

og.com/conflue

nce/display/JFR

OG/JFrog+Secur

ity+Advisories, 

https://www.jfr

og.com/conflue

nce/display/JFR

OG/CVE-2022-

0573%3A+Artif

actory+Vulnera

ble+to+Deserial

ization+of+Untr

usted+Data 

A-JFR-ARTI-

020622/194 

Vendor: jgraph 

Product: drawio 

Server-

Side 

Request 

Forgery 

(SSRF) 

17-May-22 7.5 

Server-Side Request 

Forgery (SSRF) in 

GitHub repository 

jgraph/drawio prior 

to 18.0.5. 

CVE ID : CVE-2022-

1711 

https://huntr.d

ev/bounties/c3

2afff5-6ad5-

4d4d-beea-

f55ab4925797, 

https://github.c

om/jgraph/dra

wio/commit/cf

5c78aa0f3127fb

10053db55b39f

3017a0654ae 

A-JGR-DRAW-

020622/195 
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Server-

Side 

Request 

Forgery 

(SSRF) 

17-May-22 7.5 

Server-Side Request 

Forgery (SSRF) in 

GitHub repository 

jgraph/drawio prior 

to 18.0.6. 

CVE ID : CVE-2022-

1723 

https://github.c

om/jgraph/dra

wio/commit/7a

68ebe22a64fe7

22704e9c4527

791209fee2034

, 

https://huntr.d

ev/bounties/61

9851a4-2a08-

4196-80e9-

ab41953491d8 

A-JGR-DRAW-

020622/196 

Server-

Side 

Request 

Forgery 

(SSRF) 

20-May-22 7.5 

Server-Side Request 

Forgery (SSRF) in 

GitHub repository 

jgraph/drawio prior 

to 18.0.8. 

CVE ID : CVE-2022-

1784 

https://github.c

om/jgraph/dra

wio/commit/c6

3f3a04450f307

98df47f9badbc

74eb8a69fbdf, 

https://huntr.d

ev/bounties/d1

330ce8-cccb-

4bae-b9a9-

a03b97f444a5 

A-JGR-DRAW-

020622/197 

Vendor: jirafeau 

Product: jirafeau 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 6.1 

The file preview 

functionality in 

Jirafeau < 4.4.0, 

which is enabled by 

default, could be 

exploited for cross 

site scripting. An 

attacker could 

upload 

image/svg+xml files 

containing 

JavaScript. When 

someone visits the 

File Preview URL for 

this file, the 

JavaScript inside of 

this image/svg+xml 

file will be executed 

https://gitlab.c

om/mojo42/Jir

afeau/-

/merge_request

s/103 

A-JIR-JIRA-

020622/198 
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in the users' 

browser. 

CVE ID : CVE-2022-

30110 

Vendor: joomunited 

Product: wp_meta_seo 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 4.8 

The WP Meta SEO 

WordPress plugin 

before 4.4.7 does not 

sanitise or escape the 

breadcrumb 

separator before 

outputting it to the 

page, allowing a high 

privilege user such 

as an administrator 

to inject arbitrary 

javascript into the 

page even when 

unfiltered html is 

disallowed. 

CVE ID : CVE-2022-

1093 

N/A 
A-JOO-WP_M-

020622/199 

Vendor: keystonejs 

Product: keystone 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

16-May-22 9.8 

An arbitrary file 

upload vulnerability 

in the file upload 

module of Keystone 

v4.2.1 allows 

attackers to execute 

arbitrary code via a 

crafted file. 

CVE ID : CVE-2022-

29354 

N/A 
A-KEY-KEYS-

020622/200 

Vendor: kubiq 

Product: cpt_base 

Cross-Site 

Request 
20-May-22 5.4 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

https://wordpr

ess.org/plugins

/remove-cpt-

A-KUB-CPT_-

020622/201 
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Forgery 

(CSRF) 

KubiQ CPT base 

plugin <= 5.8 at 

WordPress allows an 

attacker to delete the 

CPT base. 

CVE ID : CVE-2022-

29431 

base/#develope

rs, 

https://patchst

ack.com/databa

se/vulnerability

/remove-cpt-

base/wordpres

s-remove-cpt-

base-plugin-5-

8-cross-site-

request-

forgery-csrf-

vulnerability-

leading-to-cpt-

base-deletion 

Vendor: Laravel 

Product: laravel 

Deserializa

tion of 

Untrusted 

Data 

16-May-22 9.8 

Laravel 9.1.8, when 

processing attacker-

controlled data for 

deserialization, 

allows Remote Code 

Execution via an 

unserialize pop chain 

in __destruct in 

Illuminate\Broadcast

ing\PendingBroadca

st.php and 

dispatch($command) 

in 

Illuminate\Bus\Que

ueingDispatcher.php. 

CVE ID : CVE-2022-

30778 

N/A 
A-LAR-LARA-

020622/202 

Deserializa

tion of 

Untrusted 

Data 

16-May-22 9.8 

Laravel 9.1.8, when 

processing attacker-

controlled data for 

deserialization, 

allows Remote Code 

Execution via an 

unserialize pop chain 

in __destruct in 

N/A 
A-LAR-LARA-

020622/203 
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GuzzleHttp\Cookie\F

ileCookieJar.php. 

CVE ID : CVE-2022-

30779 

Vendor: Lenovo 

Product: smart_standby_driver 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-May-22 5.5 

A buffer overflow 

vulnerability in 

Lenovo Smart 

Standby Driver prior 

to version 4.1.50.0 

could allow a local 

attacker to cause 

denial of service. 

CVE ID : CVE-2022-

1110 

https://support

.lenovo.com/us

/en/product_se

curity/LEN-

79452 

A-LEN-SMAR-

020622/204 

Vendor: Linux 

Product: linux_kernel 

Improper 

Authentica

tion 

20-May-22 9.8 

VMware Workspace 

ONE Access, Identity 

Manager and 

vRealize Automation 

contain an 

authentication 

bypass vulnerability 

affecting local 

domain users. A 

malicious actor with 

network access to 

the UI may be able to 

obtain 

administrative 

access without the 

need to authenticate. 

CVE ID : CVE-2022-

22972 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-LIN-LINU-

020622/205 

Improper 

Privilege 

Manageme

nt 

20-May-22 7.8 

VMware Workspace 

ONE Access and 

Identity Manager 

contain a privilege 

escalation 

https://www.v

mware.com/sec

urity/advisories

A-LIN-LINU-

020622/206 
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vulnerability. A 

malicious actor with 

local access can 

escalate privileges to 

'root'. 

CVE ID : CVE-2022-

22973 

/VMSA-2022-

0014.html 

Vendor: Mariadb 

Product: mariadb 

Improper 

Locking 
25-May-22 5.5 

MariaDB Server 

before 10.7 is 

vulnerable to Denial 

of Service. In 

extra/mariabackup/

ds_xbstream.cc, 

when an error occurs 

(stream_ctxt-

>dest_file == NULL) 

while executing the 

method 

xbstream_open, the 

held lock is not 

released correctly, 

which allows local 

users to trigger a 

denial of service due 

to the deadlock. 

CVE ID : CVE-2022-

31621 

https://github.c

om/MariaDB/s

erver/commit/

b1351c159463

49f9daa7e5297

fb2ac6f3139e4a

8 

A-MAR-MARI-

020622/207 

Improper 

Resource 

Shutdown 

or Release 

25-May-22 5.5 

MariaDB Server 

before 10.7 is 

vulnerable to Denial 

of Service. In 

extra/mariabackup/

ds_compress.cc, 

when an error occurs 

(pthread_create 

returns a nonzero 

value) while 

executing the 

method 

create_worker_threa

https://github.c

om/MariaDB/s

erver/commit/

e1eb39a446c30

b8459c39fd7f2

ee1c55a36e97d

2 

A-MAR-MARI-

020622/208 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 85 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ds, the held lock is 

not released 

correctly, which 

allows local users to 

trigger a denial of 

service due to the 

deadlock. 

CVE ID : CVE-2022-

31622 

Improper 

Locking 
25-May-22 5.5 

MariaDB Server 

before 10.7 is 

vulnerable to Denial 

of Service. In 

extra/mariabackup/

ds_compress.cc, 

when an error occurs 

(i.e., going to the err 

label) while 

executing the 

method 

create_worker_threa

ds, the held lock thd-

>ctrl_mutex is not 

released correctly, 

which allows local 

users to trigger a 

denial of service due 

to the deadlock. 

CVE ID : CVE-2022-

31623 

https://github.c

om/MariaDB/s

erver/pull/193

8, 

https://github.c

om/MariaDB/s

erver/commit/

7c30bc38a588b

22b01f11130cf

e99e7f36accf94 

A-MAR-MARI-

020622/209 

Improper 

Resource 

Shutdown 

or Release 

25-May-22 5.5 

MariaDB Server 

before 10.7 is 

vulnerable to Denial 

of Service. While 

executing the 

plugin/server_audit/

server_audit.c 

method 

log_statement_ex, the 

held lock 

lock_bigbuffer is not 

released correctly, 

which allows local 

https://github.c

om/MariaDB/s

erver/commit/

d627d00b13ab

2f2c0954ea7b7

7202470cb102

944 

A-MAR-MARI-

020622/210 
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users to trigger a 

denial of service due 

to the deadlock. 

CVE ID : CVE-2022-

31624 

Vendor: mck_smartlock_project 

Product: mck_smartlock 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

18-May-22 6.8 

Due to the use of an 

insecure algorithm 

for rolling codes in 

MCK Smartlock 1.0, 

allows attackers to 

unlock the 

mechanism via 

replay attacks. 

CVE ID : CVE-2022-

30111 

N/A 
A-MCK-MCK_-

020622/211 

Vendor: merchandise_online_store_project 

Product: merchandise_online_store 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

24-May-22 9.8 

Merchandise Online 

Store 1.0 is 

vulnerable to SQL 

Injection via 

/vloggers_merch/cla

sses/Master.php?f=d

elete_product. 

CVE ID : CVE-2022-

30454 

N/A 
A-MER-MERC-

020622/212 

Vendor: mersenne 

Product: prime95 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

16-May-22 9.8 

Prime95 30.7 build 9 

suffers from a Buffer 

Overflow 

vulnerability that 

could lead to Remote 

Code Execution. 

CVE ID : CVE-2022-

30055 

N/A 
A-MER-PRIM-

020622/213 
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Vendor: minitool 

Product: partition_wizard 

Unquoted 

Search 

Path or 

Element 

20-May-22 7.8 

MiniTool Partition 

Wizard v12.0 

contains an 

unquoted service 

path which allows 

attackers to escalate 

privileges to the 

system level. 

CVE ID : CVE-2022-

29320 

N/A 
A-MIN-PART-

020622/214 

Vendor: Moodle 

Product: moodle 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-May-22 5.4 

A flaw was found in 

moodle where ID 

numbers displayed 

when bulk allocating 

markers to 

assignments 

required additional 

sanitizing to prevent 

a stored XSS risk. 

CVE ID : CVE-2022-

30596 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-74204, 

https://moodle.

org/mod/forum

/discuss.php?d=

434578 

A-MOO-MOOD-

020622/215 

N/A 18-May-22 5.3 

A flaw was found in 

moodle where the 

description user field 

was not hidden when 

being set as a hidden 

user field. 

CVE ID : CVE-2022-

30597 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-74318, 

https://moodle.

org/mod/forum

/discuss.php?d=

434579 

A-MOO-MOOD-

020622/216 

N/A 18-May-22 4.3 

A flaw was found in 

moodle where global 

search results could 

include author 

information on some 

activities where a 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-71623, 

A-MOO-MOOD-

020622/217 
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user may not 

otherwise have 

access to it. 

CVE ID : CVE-2022-

30598 

https://moodle.

org/mod/forum

/discuss.php?d=

434580 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

18-May-22 9.8 

A flaw was found in 

moodle where an 

SQL injection risk 

was identified in 

Badges code relating 

to configuring 

criteria. 

CVE ID : CVE-2022-

30599 

https://moodle.

org/mod/forum

/discuss.php?d=

434581, 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-74333 

A-MOO-MOOD-

020622/218 

Incorrect 

Calculation 
18-May-22 9.8 

A flaw was found in 

moodle where logic 

used to count failed 

login attempts could 

result in the account 

lockout threshold 

being bypassed. 

CVE ID : CVE-2022-

30600 

https://moodle.

org/mod/forum

/discuss.php?d=

434582, 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-73736 

A-MOO-MOOD-

020622/219 

Vendor: multi-vendor_online_groceries_management_system_project 

Product: multi-vendor_online_groceries_management_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

20-May-22 9.8 

Multi-Vendor Online 

Groceries 

Management System 

v1.0 was discovered 

to contain a blind 

SQL injection 

vulnerability via the 

id parameter in 

/products/view_pro

duct.php. 

CVE ID : CVE-2022-

26632 

N/A 
A-MUL-MULT-

020622/220 

Vendor: muneeb 

Product: wp_slider 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 89 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 4.8 

Cross-Site Scripting 

(XSS) vulnerability in 

Muneeb's WP Slider 

Plugin <= 1.4.5 at 

WordPress. 

CVE ID : CVE-2022-

29428 

https://wordpr

ess.org/plugins

/simple-slider-

ssp/#developer

s, 

https://patchst

ack.com/databa

se/vulnerability

/simple-slider-

ssp/wordpress-

wp-slider-

plugin-1-4-5-

cross-site-

scripting-xss-

vulnerability 

A-MUN-WP_S-

020622/221 

Vendor: needrestart_project 

Product: needrestart 

Improper 

Privilege 

Manageme

nt 

17-May-22 7.8 

needrestart 0.8 

through 3.5 before 

3.6 is prone to local 

privilege escalation. 

Regexes to detect the 

Perl, Python, and 

Ruby interpreters 

are not anchored, 

allowing a local user 

to escalate privileges 

when needrestart 

tries to detect if 

interpreters are 

using old source files. 

CVE ID : CVE-2022-

30688 

https://github.c

om/liske/needr

estart/commit/

e6e58136e1e3c

92296e2e810cb

8372a5fe0dbd3

0 

A-NEE-NEED-

020622/222 

Vendor: Nextcloud 

Product: talk 

Incorrect 

Default 

Permission

s 

17-May-22 4.3 

Nextcloud Talk is a 

video and audio 

conferencing app for 

Nextcloud. In 

versions prior to 

13.0.5 and 14.0.0, a 

call moderator can 

https://github.c

om/nextcloud/s

ecurity-

advisories/secu

rity/advisories/

GHSA-vxpr-

hcqq-7fw7, 

A-NEX-TALK-

020622/223 
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indirectly enable 

user webcams by 

granting 

permissions, if they 

were enabled before 

removing the 

permissions. A patch 

is available in 

versions 13.0.5 and 

14.0.0. There are 

currently no known 

workarounds. 

CVE ID : CVE-2022-

24890 

https://github.c

om/nextcloud/s

preed/pull/709

2 

Vendor: nirweb 

Product: nirweb_support 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

23-May-22 9.8 

The Nirweb support 

WordPress plugin 

before 2.8.2 does not 

sanitise and escape a 

parameter before 

using it in a SQL 

statement via an 

AJAX action 

(available to 

unauthenticated 

users), leading to an 

SQL injection 

CVE ID : CVE-2022-

0781 

N/A 
A-NIR-NIRW-

020622/224 

Vendor: Nvidia 

Product: gpu_display_driver 

Out-of-

bounds 

Write 

17-May-22 8.5 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

kernel mode layer, 

where an 

unprivileged regular 

user on the network 

can cause an out-of-

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/225 
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bounds write 

through a specially 

crafted shader, which 

may lead to code 

execution, denial of 

service, escalation of 

privileges, 

information 

disclosure, and data 

tampering. The scope 

of the impact may 

extend to other 

components. 

CVE ID : CVE-2022-

28181 

Out-of-

bounds 

Write 

17-May-22 8.5 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

DirectX11 user mode 

driver 

(nvwgf2um/x.dll), 

where an 

unauthorized 

attacker on the 

network can cause 

an out-of-bounds 

write through a 

specially crafted 

shader, which may 

lead to code 

execution to cause 

denial of service, 

escalation of 

privileges, 

information 

disclosure, and data 

tampering. The scope 

of the impact may 

extend to other 

components. 

CVE ID : CVE-2022-

28182 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/226 
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Out-of-

bounds 

Read 

17-May-22 7.1 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

kernel mode layer, 

where an 

unprivileged regular 

user can cause an 

out-of-bounds read, 

which may lead to 

denial of service and 

information 

disclosure. 

CVE ID : CVE-2022-

28183 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/227 

N/A 17-May-22 7.1 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys) 

handler for 

DxgkDdiEscape, 

where an 

unprivileged regular 

user can access 

administrator- 

privileged registers, 

which may lead to 

denial of service, 

information 

disclosure, and data 

tampering. 

CVE ID : CVE-2022-

28184 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/228 

Out-of-

bounds 

Write 

17-May-22 6.8 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

ECC layer, where an 

unprivileged regular 

user can cause an 

out-of-bounds write, 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/229 
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which may lead to 

denial of service and 

data tampering. 

CVE ID : CVE-2022-

28185 

Improper 

Input 

Validation 

17-May-22 6.1 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys) 

handler for 

DxgkDdiEscape, 

where the product 

receives input or 

data, but does not 

validate or 

incorrectly validates 

that the input has the 

properties that are 

required to process 

the data safely and 

correctly, which may 

lead to denial of 

service or data 

tampering. 

CVE ID : CVE-2022-

28186 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/230 

Missing 

Release of 

Resource 

after 

Effective 

Lifetime 

17-May-22 5.5 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys), 

where the memory 

management 

software does not 

release a resource 

after its effective 

lifetime has ended, 

which may lead to 

denial of service. 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/231 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 94 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

28187 

Improper 

Input 

Validation 

17-May-22 5.5 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys) 

handler for 

DxgkDdiEscape, 

where the product 

receives input or 

data, but does not 

validate or 

incorrectly validates 

that the input has the 

properties that are 

required to process 

the data safely and 

correctly, which may 

lead to denial of 

service. 

CVE ID : CVE-2022-

28188 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/232 

NULL 

Pointer 

Dereferenc

e 

17-May-22 5.5 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys) 

handler for 

DxgkDdiEscape, 

where a NULL 

pointer dereference 

may lead to a system 

crash. 

CVE ID : CVE-2022-

28189 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/233 

Improper 

Input 

Validation 

17-May-22 5.5 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-GPU_-

020622/234 
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kernel mode layer 

(nvlddmkm.sys) 

handler for 

DxgkDdiEscape, 

where improper 

input validation can 

cause denial of 

service. 

CVE ID : CVE-2022-

28190 

Product: virtual_gpu 

Out-of-

bounds 

Write 

17-May-22 8.5 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

kernel mode layer, 

where an 

unprivileged regular 

user on the network 

can cause an out-of-

bounds write 

through a specially 

crafted shader, which 

may lead to code 

execution, denial of 

service, escalation of 

privileges, 

information 

disclosure, and data 

tampering. The scope 

of the impact may 

extend to other 

components. 

CVE ID : CVE-2022-

28181 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-VIRT-

020622/235 

Out-of-

bounds 

Write 

17-May-22 8.5 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

DirectX11 user mode 

driver 

(nvwgf2um/x.dll), 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-VIRT-

020622/236 
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where an 

unauthorized 

attacker on the 

network can cause 

an out-of-bounds 

write through a 

specially crafted 

shader, which may 

lead to code 

execution to cause 

denial of service, 

escalation of 

privileges, 

information 

disclosure, and data 

tampering. The scope 

of the impact may 

extend to other 

components. 

CVE ID : CVE-2022-

28182 

Out-of-

bounds 

Read 

17-May-22 7.1 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

kernel mode layer, 

where an 

unprivileged regular 

user can cause an 

out-of-bounds read, 

which may lead to 

denial of service and 

information 

disclosure. 

CVE ID : CVE-2022-

28183 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-VIRT-

020622/237 

N/A 17-May-22 7.1 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys) 

handler for 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-VIRT-

020622/238 
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DxgkDdiEscape, 

where an 

unprivileged regular 

user can access 

administrator- 

privileged registers, 

which may lead to 

denial of service, 

information 

disclosure, and data 

tampering. 

CVE ID : CVE-2022-

28184 

Out-of-

bounds 

Write 

17-May-22 6.8 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

ECC layer, where an 

unprivileged regular 

user can cause an 

out-of-bounds write, 

which may lead to 

denial of service and 

data tampering. 

CVE ID : CVE-2022-

28185 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-VIRT-

020622/239 

Improper 

Input 

Validation 

17-May-22 6.1 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys) 

handler for 

DxgkDdiEscape, 

where the product 

receives input or 

data, but does not 

validate or 

incorrectly validates 

that the input has the 

properties that are 

required to process 

the data safely and 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-VIRT-

020622/240 
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correctly, which may 

lead to denial of 

service or data 

tampering. 

CVE ID : CVE-2022-

28186 

Improper 

Input 

Validation 

17-May-22 5.5 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys) 

handler for 

DxgkDdiEscape, 

where the product 

receives input or 

data, but does not 

validate or 

incorrectly validates 

that the input has the 

properties that are 

required to process 

the data safely and 

correctly, which may 

lead to denial of 

service. 

CVE ID : CVE-2022-

28188 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-VIRT-

020622/241 

Uncontroll

ed 

Resource 

Consumpti

on 

17-May-22 5.5 

NVIDIA vGPU 

software contains a 

vulnerability in the 

Virtual GPU Manager 

(nvidia.ko), where 

uncontrolled 

resource 

consumption can be 

triggered by an 

unprivileged regular 

user, which may lead 

to denial of service. 

CVE ID : CVE-2022-

28191 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-VIRT-

020622/242 
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Use After 

Free 
17-May-22 4.1 

NVIDIA vGPU 

software contains a 

vulnerability in the 

Virtual GPU Manager 

(nvidia.ko), where it 

may lead to a use-

after-free, which in 

turn may cause 

denial of service. 

This attack is 

complex to carry out 

because the attacker 

needs to have control 

over freeing some 

host side resources 

out of sequence, 

which requires 

elevated privileges. 

CVE ID : CVE-2022-

28192 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

A-NVI-VIRT-

020622/243 

Vendor: octoprint 

Product: octoprint 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-May-22 7.5 

Cross-site Scripting 

(XSS) - DOM in 

GitHub repository 

octoprint/octoprint 

prior to 1.8.0. 

CVE ID : CVE-2022-

1430 

https://github.c

om/octoprint/o

ctoprint/commi

t/8087528e4a7

ddd15c7d95ff6

62deb5ef7de90

045, 

https://huntr.d

ev/bounties/0c

d30d71-1e32-

4a0b-b4c3-

faaa1907b541 

A-OCT-OCTO-

020622/244 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

18-May-22 6.4 

Cross-site Scripting 

(XSS) - Generic in 

GitHub repository 

octoprint/octoprint 

prior to 1.8.0. 

CVE ID : CVE-2022-

1432 

https://huntr.d

ev/bounties/cb

545c63-a3c1-

4d57-8f06-

e4593ab389bf, 

https://github.c

om/octoprint/o

ctoprint/commi

A-OCT-OCTO-

020622/245 
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('Cross-site 

Scripting') 

t/6d259d7e6f5

b0de9a1c76283

1537a386e539

78d3 

Vendor: online_banquet_booking_system_project 

Product: online_banquet_booking_system 

Cross-Site 

Request 

Forgery 

(CSRF) 

20-May-22 8.8 

A Cross-Site Request 

Forgery (CSRF) in 

Online Banquet 

Booking System v1.0 

allows attackers to 

change admin 

credentials via a 

crafted POST 

request. 

CVE ID : CVE-2022-

28992 

N/A 
A-ONL-ONLI-

020622/246 

Vendor: online_birth_certificate_system_project 

Product: online_birth_certificate_system 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 6.1 

Multiple cross-site 

scripting (XSS) 

vulnerabilities in the 

component 

/obcs/user/profile.p

hp of Online Birth 

Certificate System 

v1.2 allows attackers 

to execute arbitrary 

web scripts or HTML 

via a crafted payload 

injected into the 

fname or lname 

parameters. 

CVE ID : CVE-2022-

29005 

N/A 
A-ONL-ONLI-

020622/247 

Vendor: online_sports_complex_booking_system_project 

Product: online_sports_complex_booking_system 

Improper 

Neutralizat

ion of 

20-May-22 9.8 
Online Sports 

Complex Booking 

System v1.0 was 

N/A 
A-ONL-ONLI-

020622/248 
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Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

discovered to contain 

a blind SQL injection 

vulnerability via the 

id parameter in 

/scbs/view_facility.p

hp. 

CVE ID : CVE-2022-

28105 

Improper 

Authentica

tion 

20-May-22 9.8 

Online Sports 

Complex Booking 

System v1.0 was 

discovered to allow 

attackers to take 

over user accounts 

via a crafted POST 

request. 

CVE ID : CVE-2022-

28106 

N/A 
A-ONL-ONLI-

020622/249 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

19-May-22 9.8 

Online Sports 

Complex Booking 

System 1.0 is 

vulnerable to SQL 

Injection via 

/scbs/classes/Users.

php?f=delete_client. 

CVE ID : CVE-2022-

28962 

N/A 
A-ONL-ONLI-

020622/250 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

19-May-22 8.8 

Online Sports 

Complex Booking 

System 1.0 is 

vulnerable to SQL 

Injection via 

/classes/master.php

?f=delete_ Facility. 

CVE ID : CVE-2022-

29304 

N/A 
A-ONL-ONLI-

020622/251 

Improper 

Neutralizat

ion of 

Input 

19-May-22 6.1 

Online Sports 

Complex Booking 

System 1.0 is 

vulnerable to SQL 

N/A 
A-ONL-ONLI-

020622/252 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Injection via 

/scbs/classes/Users.

php?f=save_client. 

CVE ID : CVE-2022-

29652 

Vendor: openmoney_api_project 

Product: openmoney_api 

Use of 

Insufficient

ly Random 

Values 

16-May-22 7.5 

Openmoney API 

through 2020-06-29 

uses the JavaScript 

Math.random 

function, which does 

not provide 

cryptographically 

secure random 

numbers. 

CVE ID : CVE-2022-

30782 

https://github.c

om/openmoney

/openmoney-

api/blob/1b836

e5826dfd59145

223a8a48e6c45

ddb325762/api

/helpers/util.he

lper.js#L6 

A-OPE-OPEN-

020622/253 

Vendor: openpolicyagent 

Product: open_policy_agent 

N/A 19-May-22 7.5 

An issue in the 

component 

ast/parser.go of 

Open Policy Agent 

v0.39.0 causes the 

application to 

incorrectly interpret 

every expression, 

causing a Denial of 

Service (DoS) via 

triggering out-of-

range memory 

access. 

CVE ID : CVE-2022-

28946 

https://github.c

om/open-

policy-

agent/opa/com

mit/e9d3828db

670cbe1112988

5f37f08cbf0493

5264 

A-OPE-OPEN-

020622/254 

Vendor: openrazer_project 

Product: openrazer 

Buffer 

Copy 

without 

20-May-22 7.5 
A buffer overflow in 

the razerkbd driver 

of OpenRazer v3.3.0 

N/A 
A-OPE-OPEN-

020622/255 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

and below allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

buffer sent to the 

matrix_custom_fram

e device. 

CVE ID : CVE-2022-

29021 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

20-May-22 7.5 

A buffer overflow in 

the razeraccessory 

driver of OpenRazer 

v3.3.0 and below 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted buffer sent to 

the 

matrix_custom_fram

e device. 

CVE ID : CVE-2022-

29022 

N/A 
A-OPE-OPEN-

020622/256 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

20-May-22 7.5 

A buffer overflow in 

the razermouse 

driver of OpenRazer 

v3.3.0 and below 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted buffer sent to 

the 

matrix_custom_fram

e device. 

CVE ID : CVE-2022-

29023 

https://github.c

om/openrazer/

openrazer/pull

/1790 

A-OPE-OPEN-

020622/257 

Vendor: Oracle 

Product: e-business_suite 

N/A 20-May-22 7.5 

Vulnerability in 

Oracle E-Business 

Suite (component: 

Manage Proxies). The 

https://www.or

acle.com/securi

ty-alerts/alert-

A-ORA-E-BU-

020622/258 
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supported version 

that is affected is 

12.2. Easily 

exploitable 

vulnerability allows 

unauthenticated 

attacker with 

network access via 

HTTP to compromise 

Oracle E-Business 

Suite. Successful 

attacks of this 

vulnerability can 

result in 

unauthorized access 

to critical data or 

complete access to 

all Oracle E-Business 

Suite accessible data. 

Note: Authentication 

is required for 

successful attack, 

however the user 

may be self-

registered. <br> 

<br>Oracle E-

Business Suite 12.1 is 

not impacted by this 

vulnerability. 

Customers should 

refer to the Patch 

Availability 

Document for details. 

CVSS 3.1 Base Score 

7.5 (Confidentiality 

impacts). CVSS 

Vector: 

(CVSS:3.1/AV:N/AC:

L/PR:N/UI:N/S:U/C:

H/I:N/A:N). 

CVE ID : CVE-2022-

21500 

cve-2022-

21500.html 

Vendor: Orangehrm 
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Product: orangehrm 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability in the 

addNewPost 

component of 

OrangeHRM v4.10.1 

allows attackers to 

execute arbitrary 

web scripts or HTML 

via a crafted POST 

request. 

CVE ID : CVE-2022-

28985 

N/A 
A-ORA-ORAN-

020622/259 

Vendor: oxilab 

Product: image_hover_effects_ultimate 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 4.8 

Authenticated 

(admin or higher 

user role) Reflected 

Cross-Site Scripting 

(XSS) vulnerability in 

Biplob Adhikari's 

Image Hover Effects 

Ultimate plugin <= 

9.7.1 at WordPress. 

CVE ID : CVE-2022-

29424 

https://patchst

ack.com/databa

se/vulnerability

/image-hover-

effects-

ultimate/wordp

ress-image-

hover-effects-

ultimate-plugin-

9-7-1-

authenticated-

reflected-cross-

site-scripting-

xss-

vulnerability 

A-OXI-IMAG-

020622/260 

Vendor: Parallels 

Product: h-sphere 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

16-May-22 6.1 

Parallels H-Sphere 

3.6.1713 allows XSS 

via the index_en.php 

from parameter. 

CVE ID : CVE-2022-

30777 

N/A 
A-PAR-H-SP-

020622/261 
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('Cross-site 

Scripting') 

Vendor: Pcre 

Product: pcre2 

Out-of-

bounds 

Read 

16-May-22 9.1 

An out-of-bounds 

read vulnerability 

was discovered in 

the PCRE2 library in 

the 

compile_xclass_matc

hingpath() function 

of the 

pcre2_jit_compile.c 

file. This involves a 

unicode property 

matching issue in 

JIT-compiled regular 

expressions. The 

issue occurs because 

the character was 

not fully read in case-

less matching within 

JIT. 

CVE ID : CVE-2022-

1586 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2077976,, 

https://github.c

om/PCRE2Proje

ct/pcre2/comm

it/d4fa336fbcc3

88f89095b184b

a6d99422cfc67

6c 

A-PCR-PCRE-

020622/262 

Out-of-

bounds 

Read 

16-May-22 9.1 

An out-of-bounds 

read vulnerability 

was discovered in 

the PCRE2 library in 

the 

get_recurse_data_len

gth() function of the 

pcre2_jit_compile.c 

file. This issue affects 

recursions in JIT-

compiled regular 

expressions caused 

by duplicate data 

transfers. 

CVE ID : CVE-2022-

1587 

https://github.c

om/PCRE2Proje

ct/pcre2/comm

it/03654e751e

7f0700693526b

67dfcadda6b42

c9d0 

A-PCR-PCRE-

020622/263 
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Vendor: pharmacy_management_system_project 

Product: pharmacy_management_system 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

20-May-22 9.8 

Pharmacy 

Management System 

v1.0 was discovered 

to contain a remote 

code execution (RCE) 

vulnerability via the 

component 

/php_action/editPro

ductImage.php. This 

vulnerability allows 

attackers to execute 

arbitrary code via a 

crafted image file. 

CVE ID : CVE-2022-

30887 

N/A 
A-PHA-PHAR-

020622/264 

Vendor: pluginmirror 

Product: social_stickers 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-May-22 6.1 

The Social Stickers 

WordPress plugin 

through 2.2.9 does 

not have CSRF 

checks in place when 

updating its Social 

Network settings, 

and does not escape 

some of these fields, 

which could allow 

attackers to make a 

logged-in admin 

change them and 

lead to Stored Cross-

Site Scripting issues. 

CVE ID : CVE-2022-

1418 

N/A 
A-PLU-SOCI-

020622/265 

Vendor: png_to_jpg_project 

Product: png_to_jpg 

Cross-Site 

Request 
20-May-22 6.1 

Cross-Site Scripting 

(XSS) vulnerability in 

KubiQ's PNG to JPG 

https://wordpr

ess.org/plugins

/png-to-

A-PNG-PNG_-

020622/266 
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Forgery 

(CSRF) 

plugin <= 4.0 at 

WordPress via Cross-

Site Request Forgery 

(CSRF). Vulnerable 

parameter 

&jpg_quality. 

CVE ID : CVE-2022-

29430 

jpg/#developer

s, 

https://patchst

ack.com/databa

se/vulnerability

/png-to-

jpg/wordpress-

png-to-jpg-

plugin-4-0-

cross-site-

request-

forgery-csrf-

leading-to-

persistent-

cross-site-

scripting-xss-

vulnerability 

Vendor: privateinternetaccess 

Product: private_internet_access 

Unquoted 

Search 

Path or 

Element 

20-May-22 6.7 

Private Internet 

Access v3.3 contains 

an unquoted service 

path which allows 

attackers to escalate 

privileges to the 

system level. 

CVE ID : CVE-2022-

27092 

N/A 
A-PRI-PRIV-

020622/267 

Vendor: publify_project 

Product: publify 

Incorrect 

Authorizati

on 

16-May-22 6.5 

Improper Access 

Control in GitHub 

repository 

publify/publify prior 

to 9.2.8. 

CVE ID : CVE-2022-

0574 

https://github.c

om/publify/pub

lify/commit/0e

6c66ac2002136

517662399bca9

d838c80d9739, 

https://huntr.d

ev/bounties/6f

322c84-9e20-

4df6-97e8-

92bc271ede3f 

A-PUB-PUBL-

020622/268 
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Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

16-May-22 6.5 

Code Injection in 

GitHub repository 

publify/publify prior 

to 9.2.8. 

CVE ID : CVE-2022-

0578 

https://huntr.d

ev/bounties/02

c81928-eb47-

476f-8000-

e93dc796dbcc, 

https://github.c

om/publify/pub

lify/commit/b5

0df050c593cc5

32b2c5167929

89bcfce2d73f7 

A-PUB-PUBL-

020622/269 

Incorrect 

Authorizati

on 

16-May-22 4.9 

Leaking password 

protected articles 

content due to 

improper access 

control in GitHub 

repository 

publify/publify prior 

to 9.2.8. Attackers 

can leverage this 

vulnerability to view 

the contents of any 

password-protected 

article present on the 

publify website, 

compromising 

confidentiality and 

integrity of users. 

CVE ID : CVE-2022-

1553 

https://huntr.d

ev/bounties/b3

98e4c9-6cdf-

4973-ad86-

da796cde221f, 

https://github.c

om/publify/pub

lify/commit/1a

78f16f4608472

74265a12a955

5b3524892d7d

b 

A-PUB-PUBL-

020622/270 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

23-May-22 4.3 

Improper Access 

Control in GitHub 

repository 

publify/publify prior 

to 9.2.9. 

CVE ID : CVE-2022-

1810 

https://github.c

om/publify/pub

lify/commit/c0

aba87844d1e47

da50c0d99a346

5164a4d244ce, 

https://huntr.d

ev/bounties/9b

2d7579-032e-

42da-b736-

4b10a868eacb 

A-PUB-PUBL-

020622/271 

Vendor: Redhat 
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Product: ignition 

Incorrect 

Authorizati

on 

17-May-22 6.5 

A vulnerability was 

found in Ignition 

where ignition 

configs are accessible 

from unprivileged 

containers in VMs 

running on VMware 

products. This issue 

is only relevant in 

user environments 

where the Ignition 

config contains 

secrets. The highest 

threat from this 

vulnerability is to 

data confidentiality. 

Possible workaround 

is to not put secrets 

in the Ignition config. 

CVE ID : CVE-2022-

1706 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2082274, 

https://github.c

om/coreos/igni

tion/commit/4

b70b44b430ecf

8377a276e89b

5acd3a6957d4e

a 

A-RED-IGNI-

020622/272 

Product: openshift_container_platform 

Incorrect 

Authorizati

on 

17-May-22 6.5 

A vulnerability was 

found in Ignition 

where ignition 

configs are accessible 

from unprivileged 

containers in VMs 

running on VMware 

products. This issue 

is only relevant in 

user environments 

where the Ignition 

config contains 

secrets. The highest 

threat from this 

vulnerability is to 

data confidentiality. 

Possible workaround 

is to not put secrets 

in the Ignition config. 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2082274, 

https://github.c

om/coreos/igni

tion/commit/4

b70b44b430ecf

8377a276e89b

5acd3a6957d4e

a 

A-RED-OPEN-

020622/273 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 111 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

1706 

Vendor: rengine_project 

Product: rengine 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

22-May-22 9.8 

OS Command 

Injection in GitHub 

repository 

yogeshojha/rengine 

prior to 1.2.0. 

CVE ID : CVE-2022-

1813 

https://github.c

om/yogeshojha

/rengine/comm

it/8277cec0f00

8a0451371a92e

7e0bf082ab3f0c

34, 

https://huntr.d

ev/bounties/b2

55cf59-9ecd-

4255-b9a2-

b40b5ec6c572 

A-REN-RENG-

020622/274 

N/A 20-May-22 9.8 

Rengine v1.0.2 was 

discovered to contain 

a remote code 

execution (RCE) 

vulnerability via the 

yaml configuration 

function. 

CVE ID : CVE-2022-

28995 

N/A 
A-REN-RENG-

020622/275 

Vendor: reputeinfosystems 

Product: pricing_table 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

16-May-22 9.8 

The Pricing Table 

WordPress plugin 

before 3.6.1 fails to 

properly sanitize and 

escape user supplied 

POST data before it is 

being interpolated in 

an SQL statement 

and then executed 

via an AJAX action 

available to 

unauthenticated 

users 

N/A 
A-REP-PRIC-

020622/276 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 112 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

0867 

Vendor: rescue_dispatch_management_system_project 

Product: rescue_dispatch_management_system 

Incorrect 

Authorizati

on 

23-May-22 8.8 

Rescue Dispatch 

Management System 

1.0 is vulnerable to 

Incorrect Access 

Control via 

http://localhost/rdm

s/admin/?page=syst

em_info. 

CVE ID : CVE-2022-

30016 

N/A 
A-RES-RESC-

020622/277 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 5.4 

Rescue Dispatch 

Management System 

1.0 suffers from 

Stored XSS, leading 

to admin account 

takeover via cookie 

stealing. 

CVE ID : CVE-2022-

30017 

N/A 
A-RES-RESC-

020622/278 

Vendor: Rockwellautomation 

Product: connected_component_workbench 

Deserializa

tion of 

Untrusted 

Data 

17-May-22 7.8 

Connected 

Components 

Workbench 

(v13.00.00 and 

prior), ISaGRAF 

Workbench (v6.0 

though v6.6.9), and 

Safety Instrumented 

System Workstation 

(v1.2 and prior (for 

Trusted Controllers)) 

do not limit the 

objects that can be 

deserialized. This 

allows attackers to 

craft a malicious 

N/A 
A-ROC-CONN-

020622/279 
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serialized object that, 

if opened by a local 

user in Connected 

Components 

Workbench, may 

result in arbitrary 

code execution. This 

vulnerability 

requires user 

interaction to be 

successfully 

exploited 

CVE ID : CVE-2022-

1118 

Product: isagraf_workbench 

Deserializa

tion of 

Untrusted 

Data 

17-May-22 7.8 

Connected 

Components 

Workbench 

(v13.00.00 and 

prior), ISaGRAF 

Workbench (v6.0 

though v6.6.9), and 

Safety Instrumented 

System Workstation 

(v1.2 and prior (for 

Trusted Controllers)) 

do not limit the 

objects that can be 

deserialized. This 

allows attackers to 

craft a malicious 

serialized object that, 

if opened by a local 

user in Connected 

Components 

Workbench, may 

result in arbitrary 

code execution. This 

vulnerability 

requires user 

interaction to be 

successfully 

exploited 

N/A 
A-ROC-ISAG-

020622/280 
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CVE ID : CVE-2022-

1118 

Product: safety_instrumented_systems_workstation 

Deserializa

tion of 

Untrusted 

Data 

17-May-22 7.8 

Connected 

Components 

Workbench 

(v13.00.00 and 

prior), ISaGRAF 

Workbench (v6.0 

though v6.6.9), and 

Safety Instrumented 

System Workstation 

(v1.2 and prior (for 

Trusted Controllers)) 

do not limit the 

objects that can be 

deserialized. This 

allows attackers to 

craft a malicious 

serialized object that, 

if opened by a local 

user in Connected 

Components 

Workbench, may 

result in arbitrary 

code execution. This 

vulnerability 

requires user 

interaction to be 

successfully 

exploited 

CVE ID : CVE-2022-

1118 

N/A 
A-ROC-SAFE-

020622/281 

Vendor: room_rent_portal_site_project 

Product: room_rent_portal_site 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

24-May-22 6.1 

Room-rent-portal-

site v1.0 is 

vulnerable to Cross 

Site Scripting (XSS) 

via 

/rrps/classes/Maste

N/A 
A-ROO-ROOM-

020622/282 
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('Cross-site 

Scripting') 

r.php?f=save_categor

y, vehicle_name. 

CVE ID : CVE-2022-

30839 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

24-May-22 8.8 

Room-rent-portal-

site v1.0 is 

vulnerable to SQL 

Injection via 

/rrps/classes/Maste

r.php?f=delete_categ

ory, id. 

CVE ID : CVE-2022-

30843 

N/A 
A-ROO-ROOM-

020622/283 

Vendor: rtx_project 

Product: rtx 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

Cross-site Scripting 

(XSS) - Reflected in 

GitHub repository 

rtxteam/rtx prior to 

checkpoint_2022-05-

18. 

CVE ID : CVE-2022-

1806 

https://huntr.d

ev/bounties/10

1a2a31-0b27-

433a-ad3a-

a216238ca4d1, 

https://github.c

om/rtxteam/rtx

/commit/9bb10

9b0014f952f31

5c7b89e0f29a9

ba84ee04c 

A-RTX-RTX-

020622/284 

Vendor: school_dormitory_management_system_project 

Product: school_dormitory_management_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

20-May-22 9.8 

School Dormitory 

Management System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via the 

month parameter at 

/dms/admin/reports

/daily_collection_rep

ort.php. 

CVE ID : CVE-2022-

30886 

N/A 
A-SCH-SCHO-

020622/285 
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Vendor: scrollrevealjs-effects_project 

Product: scrollrevealjs-effects 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 4.8 

The ScrollReveal.js 

Effects WordPress 

plugin through 1.2 

does not sanitise and 

escape its settings, 

which could allow 

high privilege users 

to perform Cross-Site 

Scripting attacks 

even when 

unfiltered_html is 

disallowed 

CVE ID : CVE-2022-

1512 

N/A 
A-SCR-SCRO-

020622/286 

Vendor: Siemens 

Product: jt2go 

Loop with 

Unreachabl

e Exit 

Condition 

('Infinite 

Loop') 

20-May-22 5.5 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

Tiff_Loader.dll is 

vulnerable to infinite 

loop condition while 

parsing specially 

crafted TIFF files. An 

attacker could 

leverage this 

vulnerability to crash 

the application 

causing denial of 

service condition. 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-JT2G-

020622/287 
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CVE ID : CVE-2022-

29028 

NULL 

Pointer 

Dereferenc

e 

20-May-22 5.5 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

CGM_NIST_Loader.dll 

contains a null 

pointer dereference 

vulnerability while 

parsing specially 

crafted CGM files. An 

attacker could 

leverage this 

vulnerability to crash 

the application 

causing denial of 

service condition. 

CVE ID : CVE-2022-

29029 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-JT2G-

020622/288 

Integer 

Overflow 

or 

Wraparoun

d 

20-May-22 5.5 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

Mono_Loader.dll 

library is vulnerable 

to integer overflow 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-JT2G-

020622/289 
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condition while 

parsing specially 

crafted TG4 files. An 

attacker could 

leverage this 

vulnerability to crash 

the application 

causing denial of 

service condition. 

CVE ID : CVE-2022-

29030 

NULL 

Pointer 

Dereferenc

e 

20-May-22 5.5 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

CGM_NIST_Loader.dll 

contains a null 

pointer dereference 

vulnerability while 

parsing specially 

crafted CGM files. An 

attacker could 

leverage this 

vulnerability to crash 

the application 

causing denial of 

service condition. 

CVE ID : CVE-2022-

29031 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-JT2G-

020622/290 

Double 

Free 
20-May-22 7.8 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-JT2G-

020622/291 
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(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

CGM_NIST_Loader.dll 

library contains a 

double free 

vulnerability while 

parsing specially 

crafted CGM files. An 

attacker could 

leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-2022-

29032 

Access of 

Uninitialize

d Pointer 

20-May-22 7.8 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

CGM_NIST_Loader.dll 

library is vulnerable 

to uninitialized 

pointer free while 

parsing specially 

crafted CGM files. An 

attacker could 

leverage this 

vulnerability to 

execute code in the 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-JT2G-

020622/292 
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context of the 

current process. 

CVE ID : CVE-2022-

29033 

Product: teamcenter 

Out-of-

bounds 

Write 

20-May-22 7.5 

A vulnerability has 

been identified in 

Teamcenter V12.4 

(All versions < 

V12.4.0.13), 

Teamcenter V13.0 

(All versions < 

V13.0.0.9), 

Teamcenter V13.1 

(All versions), 

Teamcenter V13.2 

(All versions < 

V13.2.0.8), 

Teamcenter V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter V14.0 

(All versions). The 

tcserver.exe binary 

in affected 

applications is 

vulnerable to a stack 

overflow condition 

during the parsing of 

user input that may 

lead the binary to 

crash. 

CVE ID : CVE-2022-

24290 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

789162.pdf 

A-SIE-TEAM-

020622/293 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

20-May-22 7.5 

A vulnerability has 

been identified in 

Teamcenter V12.4 

(All versions < 

V12.4.0.13), 

Teamcenter V13.0 

(All versions < 

V13.0.0.9). The 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

789162.pdf 

A-SIE-TEAM-

020622/294 
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application contains 

a XML External 

Entity Injection 

(XXE) vulnerability. 

This could allow an 

attacker to view files 

on the application 

server filesystem. 

CVE ID : CVE-2022-

29801 

Product: teamcenter_visualization 

Out-of-

bounds 

Write 

20-May-22 7.5 

A vulnerability has 

been identified in 

Teamcenter V12.4 

(All versions < 

V12.4.0.13), 

Teamcenter V13.0 

(All versions < 

V13.0.0.9), 

Teamcenter V13.1 

(All versions), 

Teamcenter V13.2 

(All versions < 

V13.2.0.8), 

Teamcenter V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter V14.0 

(All versions). The 

tcserver.exe binary 

in affected 

applications is 

vulnerable to a stack 

overflow condition 

during the parsing of 

user input that may 

lead the binary to 

crash. 

CVE ID : CVE-2022-

24290 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

789162.pdf 

A-SIE-TEAM-

020622/295 

Loop with 

Unreachabl
20-May-22 5.5 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

A-SIE-TEAM-

020622/296 
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e Exit 

Condition 

('Infinite 

Loop') 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

Tiff_Loader.dll is 

vulnerable to infinite 

loop condition while 

parsing specially 

crafted TIFF files. An 

attacker could 

leverage this 

vulnerability to crash 

the application 

causing denial of 

service condition. 

CVE ID : CVE-2022-

29028 

om/productcert

/pdf/ssa-

553086.pdf 

NULL 

Pointer 

Dereferenc

e 

20-May-22 5.5 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

CGM_NIST_Loader.dll 

contains a null 

pointer dereference 

vulnerability while 

parsing specially 

crafted CGM files. An 

attacker could 

leverage this 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-TEAM-

020622/297 
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vulnerability to crash 

the application 

causing denial of 

service condition. 

CVE ID : CVE-2022-

29029 

Integer 

Overflow 

or 

Wraparoun

d 

20-May-22 5.5 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

Mono_Loader.dll 

library is vulnerable 

to integer overflow 

condition while 

parsing specially 

crafted TG4 files. An 

attacker could 

leverage this 

vulnerability to crash 

the application 

causing denial of 

service condition. 

CVE ID : CVE-2022-

29030 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-TEAM-

020622/298 

NULL 

Pointer 

Dereferenc

e 

20-May-22 5.5 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-TEAM-

020622/299 
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V14.0.0.1). The 

CGM_NIST_Loader.dll 

contains a null 

pointer dereference 

vulnerability while 

parsing specially 

crafted CGM files. An 

attacker could 

leverage this 

vulnerability to crash 

the application 

causing denial of 

service condition. 

CVE ID : CVE-2022-

29031 

Double 

Free 
20-May-22 7.8 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

CGM_NIST_Loader.dll 

library contains a 

double free 

vulnerability while 

parsing specially 

crafted CGM files. An 

attacker could 

leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-2022-

29032 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-TEAM-

020622/300 
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Access of 

Uninitialize

d Pointer 

20-May-22 7.8 

A vulnerability has 

been identified in 

JT2Go (All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V13.3 

(All versions < 

V13.3.0.3), 

Teamcenter 

Visualization V14.0 

(All versions < 

V14.0.0.1). The 

CGM_NIST_Loader.dll 

library is vulnerable 

to uninitialized 

pointer free while 

parsing specially 

crafted CGM files. An 

attacker could 

leverage this 

vulnerability to 

execute code in the 

context of the 

current process. 

CVE ID : CVE-2022-

29033 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

553086.pdf 

A-SIE-TEAM-

020622/301 

Vendor: simple_food_website_project 

Product: simple_food_website 

Cross-Site 

Request 

Forgery 

(CSRF) 

23-May-22 8.8 

Lumidek Associates 

Simple Food Website 

1.0 is vulnerable to 

Cross Site Request 

Forgery (CSRF) 

which allows anyone 

to takeover 

admin/moderater 

account. 

CVE ID : CVE-2022-

30014 

N/A 
A-SIM-SIMP-

020622/302 

Improper 

Neutralizat

ion of 

23-May-22 5.4 
In Simple Food 

Website 1.0, a 

moderation can put 

N/A 
A-SIM-SIMP-

020622/303 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

the Cross Site 

Scripting Payload in 

any of the fields on 

http://127.0.0.1:123

4/food/admin/all_us

ers.php like Full 

Username, etc .This 

causes stored xss. 

CVE ID : CVE-2022-

30015 

Vendor: simple_social_networking_site_project 

Product: simple_social_networking_site 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-May-22 5.4 

Simple Social 

Networking Site v1.0 

is vulnerable to Cross 

Site Scripting (XSS) 

via 

/sns/classes/Users.p

hp?f=save, firstname. 

CVE ID : CVE-2022-

30460 

N/A 
A-SIM-SIMP-

020622/304 

Vendor: simple_student_quarterly_result\/grade_system_project 

Product: simple_student_quarterly_result\/grade_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

20-May-22 9.8 

Simple Student 

Quarterly 

Result/Grade System 

v1.0 was discovered 

to contain a SQL 

injection 

vulnerability via 

/sqgs/Actions.php. 

CVE ID : CVE-2022-

26633 

N/A 
A-SIM-SIMP-

020622/305 

Vendor: SIR 

Product: gnuboard 

Improper 

Neutralizat

ion of 

Input 

During 

16-May-22 6.1 

Gnuboard 5.55 and 

5.56 is vulnerable to 

Cross Site Scripting 

(XSS) via 

N/A 
A-SIR-GNUB-

020622/306 
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Web Page 

Generation 

('Cross-site 

Scripting') 

bbs/member_confir

m.php. 

CVE ID : CVE-2022-

30050 

Vendor: skyoftech 

Product: so_listing_tabs 

Deserializa

tion of 

Untrusted 

Data 

17-May-22 9.8 

The Skyoftech So 

Listing Tabs module 

2.2.0 for OpenCart 

allows a remote 

attacker to inject a 

serialized PHP object 

via the setting 

parameter, 

potentially resulting 

in the ability to write 

to files on the server, 

cause DoS, and 

achieve remote code 

execution because of 

deserialization of 

untrusted data. 

CVE ID : CVE-2022-

24108 

N/A 
A-SKY-SO_L-

020622/307 

Vendor: Sony 

Product: playmemories_home 

Unquoted 

Search 

Path or 

Element 

20-May-22 6.7 

Sony PlayMemories 

Home v6.0 contains 

an unquoted service 

path which allows 

attackers to escalate 

privileges to the 

system level. 

CVE ID : CVE-2022-

27094 

N/A 
A-SON-PLAY-

020622/308 

Vendor: Spip 

Product: spip 

Improper 

Neutralizat

ion of 

19-May-22 6.1 
Multiple cross-site 

scripting (XSS) 

vulnerabilities in the 

https://blog.spi

p.net/Mise-a-

jour-CRITIQUE-

A-SPI-SPIP-

020622/309 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

component 

/spip.php of Spip 

Web Framework 

v3.1.13 and below 

allows attackers to 

execute arbitrary 

web scripts or HTML. 

CVE ID : CVE-2022-

28959 

de-securite-

SPIP-3-2-8-et-

SPIP-3-1-

13.html, 

https://github.c

om/spip/SPIP/

commit/6c1650

713fc94831885

2ace759aab8f1

a84791cf, 

https://github.c

om/spip/SPIP/

commit/0394b

44774555ae83

31b6e65e3506

5dfa0bb41e4 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

19-May-22 8.8 

A PHP injection 

vulnerability in Spip 

before v3.2.8 allows 

attackers to execute 

arbitrary PHP code 

via the _oups 

parameter at /ecrire. 

CVE ID : CVE-2022-

28960 

https://blog.spi

p.net/Mise-a-

jour-CRITIQUE-

de-securite-

SPIP-3-2-8-et-

SPIP-3-1-

13.html, 

https://github.c

om/spip/SPIP/

commit/6c1650

713fc94831885

2ace759aab8f1

a84791cf, 

https://github.c

om/spip/SPIP/

commit/0394b

44774555ae83

31b6e65e3506

5dfa0bb41e4 

A-SPI-SPIP-

020622/310 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

19-May-22 8.8 

Spip Web 

Framework v3.1.13 

and below was 

discovered to contain 

multiple SQL 

injection 

vulnerabilities at 

/ecrire via the 

https://blog.spi

p.net/Mise-a-

jour-CRITIQUE-

de-securite-

SPIP-3-2-8-et-

SPIP-3-1-

13.html, 

https://github.c

A-SPI-SPIP-

020622/311 
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('SQL 

Injection') 

lier_trad and where 

parameters. 

CVE ID : CVE-2022-

28961 

om/spip/SPIP/

commit/6c1650

713fc94831885

2ace759aab8f1

a84791cf, 

https://github.c

om/spip/SPIP/

commit/0394b

44774555ae83

31b6e65e3506

5dfa0bb41e4 

Vendor: subconverter_project 

Product: subconverter 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

19-May-22 9.8 

A remote code 

execution (RCE) 

vulnerability in 

Subconverter v0.7.2 

allows attackers to 

execute arbitrary 

code via crafted 

config and url 

parameters. 

CVE ID : CVE-2022-

28927 

https://gist.gith

ub.com/Cwith

W/01a726e5af

709655d6ee0b

2067cdae03, 

https://github.c

om/tindy2013/

subconverter/c

ommit/ce8d2bd

0f13f05fcbd2ed

90755d097f402

393dd3 

A-SUB-SUBC-

020622/312 

Vendor: terminalfour 

Product: terminalfour 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 6.1 

Terminalfour before 

8.3.8 allows XSS, aka 

RDSM-31817. 

8.2.18.2.1 and 

8.2.18.5 are also 

fixed versions. 

CVE ID : CVE-2022-

30770 

https://docs.ter

minalfour.com/

release-

notes/83/8.htm

l, 

https://docs.ter

minalfour.com/

release-

notes/82/185.h

tml, 

https://docs.ter

minalfour.com/

release-

notes/82/1821.

html 

A-TER-TERM-

020622/313 
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Vendor: th23 

Product: th23_social 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 4.8 

The th23 Social 

WordPress plugin 

through 1.2.0 does 

not sanitise and 

escape some of its 

settings, which could 

allow high privilege 

users such as admin 

to perform Cross-Site 

Scripting attacks 

even when the 

unfiltered_html 

capability is 

disallowed 

CVE ID : CVE-2022-

1062 

N/A 
A-TH2-TH23-

020622/314 

Vendor: theme-fusion 

Product: avada 

Server-

Side 

Request 

Forgery 

(SSRF) 

16-May-22 9.8 

The Fusion Builder 

WordPress plugin 

before 3.6.2, used in 

the Avada theme, 

does not validate a 

parameter in its 

forms which could be 

used to initiate 

arbitrary HTTP 

requests. The data 

returned is then 

reflected back in the 

application's 

response. This could 

be used to interact 

with hosts on the 

server's local 

network bypassing 

firewalls and access 

control measures. 

https://www.ro

otshellsecurity.

net/rootshell-

discovered-a-

critical-

vulnerability-in-

top-wordpress-

theme/, 

https://theme-

fusion.com/vers

ion-7-6-2-

security-

update/ 

A-THE-AVAD-

020622/315 
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CVE ID : CVE-2022-

1386 

Vendor: Tibco 

Product: bpm_enterprise 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

The Workspace 

client component of 

TIBCO Software 

Inc.'s TIBCO BPM 

Enterprise and 

TIBCO BPM 

Enterprise 

Distribution for 

TIBCO Silver Fabric 

contains difficult to 

exploit Reflected 

Cross Site Scripting 

(XSS) vulnerabilities 

that allow low 

privileged attackers 

with network access 

to execute scripts 

targeting the affected 

system or the 

victim's local system. 

Affected releases are 

TIBCO Software 

Inc.'s TIBCO BPM 

Enterprise: versions 

4.3.1 and below and 

TIBCO BPM 

Enterprise 

Distribution for 

TIBCO Silver Fabric: 

versions 4.3.1 and 

below. 

CVE ID : CVE-2022-

22775 

https://www.ti

bco.com/servic

es/support/adv

isories, 

https://www.ti

bco.com/suppo

rt/advisories/2

022/05/tibco-

security-

advisory-may-

17-2022-tibco-

activematrix-

bpm-cve-2022-

22775 

A-TIB-BPM_-

020622/316 

Product: bpm_enterprise_distribution_for_silver_fabric 

Improper 

Neutralizat

ion of 

Input 

17-May-22 5.4 

The Workspace 

client component of 

TIBCO Software 

Inc.'s TIBCO BPM 

https://www.ti

bco.com/servic

es/support/adv

isories, 

A-TIB-BPM_-

020622/317 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Enterprise and 

TIBCO BPM 

Enterprise 

Distribution for 

TIBCO Silver Fabric 

contains difficult to 

exploit Reflected 

Cross Site Scripting 

(XSS) vulnerabilities 

that allow low 

privileged attackers 

with network access 

to execute scripts 

targeting the affected 

system or the 

victim's local system. 

Affected releases are 

TIBCO Software 

Inc.'s TIBCO BPM 

Enterprise: versions 

4.3.1 and below and 

TIBCO BPM 

Enterprise 

Distribution for 

TIBCO Silver Fabric: 

versions 4.3.1 and 

below. 

CVE ID : CVE-2022-

22775 

https://www.ti

bco.com/suppo

rt/advisories/2

022/05/tibco-

security-

advisory-may-

17-2022-tibco-

activematrix-

bpm-cve-2022-

22775 

Product: jasperreports_server 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

The REST API 

component of TIBCO 

Software Inc.'s 

TIBCO JasperReports 

Server, TIBCO 

JasperReports Server 

- Community Edition, 

TIBCO JasperReports 

Server - Developer 

Edition, TIBCO 

JasperReports Server 

for AWS 

Marketplace, TIBCO 

https://www.ti

bco.com/servic

es/support/adv

isories, 

https://www.ti

bco.com/suppo

rt/advisories/2

022/05/tibco-

security-

advisory-may-

17-2022-tibco-

jasperreports-

A-TIB-JASP-

020622/318 
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JasperReports Server 

for ActiveMatrix 

BPM, and TIBCO 

JasperReports Server 

for Microsoft Azure 

contains difficult to 

exploit Reflected 

Cross Site Scripting 

(XSS) vulnerabilities 

that allow a low 

privileged attacker 

with network access 

to execute scripts 

targeting the affected 

system or the 

victim's local system. 

Affected releases are 

TIBCO Software 

Inc.'s TIBCO 

JasperReports 

Server: versions 

8.0.1 and below, 

TIBCO JasperReports 

Server - Community 

Edition: versions 

8.0.1 and below, 

TIBCO JasperReports 

Server - Developer 

Edition: versions 

8.0.0 and below, 

TIBCO JasperReports 

Server for AWS 

Marketplace: 

versions 8.0.1 and 

below, TIBCO 

JasperReports Server 

for ActiveMatrix 

BPM: versions 7.9.2 

and below, and 

TIBCO JasperReports 

Server for Microsoft 

Azure: versions 8.0.1 

and below. 

server-cve-

2022-22773 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 134 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

22773 

Vendor: Tiddlywiki 

Product: tiddlywiki5 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

16-May-22 9.8 

An arbitrary file 

upload vulnerability 

in the file upload 

module of 

Tiddlywiki5 v5.2.2 

allows attackers to 

execute arbitrary 

code via a crafted 

SVG file. 

CVE ID : CVE-2022-

29351 

N/A 
A-TID-TIDD-

020622/319 

Vendor: tms-outsource 

Product: wpdatatables 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 4.8 

Multiple 

Authenticated 

(administrator or 

higher user role) 

Persistent Cross-Site 

Scripting (XSS) 

vulnerabilities in 

TMS-Plugins 

wpDataTables plugin 

<= 2.1.27 on 

WordPress via 

&data-link-text, 

&data-link-url, 

&data, &data-

shortcode, &data-

star-num vulnerable 

parameters. 

CVE ID : CVE-2022-

29432 

https://wordpr

ess.org/plugins

/wpdatatables/

#developers, 

https://patchst

ack.com/databa

se/vulnerability

/wpdatatables/

wordpress-

wpdatatables-

plugin-2-1-27-

multiple-

authenticated-

persistent-

cross-site-

scripting-xss-

vulnerabilities 

A-TMS-WPDA-

020622/320 

Vendor: toll_tax_management_system_project 

Product: toll_tax_management_system 

Improper 

Neutralizat
17-May-22 9.8 In Toll Tax 

Management System 
N/A 

A-TOL-TOLL-

020622/321 
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ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

1.0, the id parameter 

appears to be 

vulnerable to SQL 

injection attacks. 

CVE ID : CVE-2022-

30053 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-May-22 5.4 

Toll-tax-

management-system 

v1.0 is vulnerable to 

Cross Site Scripting 

(XSS) via 

/ttms/classes/Maste

r.php?f=save_recipie

nt, vehicle_name. 

CVE ID : CVE-2022-

30837 

N/A 
A-TOL-TOLL-

020622/322 

Vendor: tooljet 

Product: tooljet 

N/A 18-May-22 8.8 

ToolJet versions 

v0.5.0 to v1.2.2 are 

vulnerable to token 

leakage via Referer 

header that leads to 

account takeover . If 

the user opens the 

invite link/signup 

link and then clicks 

on any external links 

within the page, it 

leaks the password 

set token/signup 

token in the referer 

header. Using these 

tokens the attacker 

can access the user’s 

account. 

CVE ID : CVE-2022-

23067 

https://github.c

om/ToolJet/To

olJet/commit/e

acbfc4c9da089f

f9cda9edf8a115

6390ae8a101 

A-TOO-TOOL-

020622/323 
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Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

18-May-22 5.4 

ToolJet versions 

v0.6.0 to v1.10.2 are 

vulnerable to HTML 

injection where an 

attacker can inject 

malicious code inside 

the first name and 

last name field while 

inviting a new user 

which will be 

reflected in the 

invitational e-mail. 

CVE ID : CVE-2022-

23068 

https://github.c

om/ToolJet/To

olJet/commit/4

31dc961cdfe4d

26343d1c1c951

ced778fbddb58 

A-TOO-TOOL-

020622/324 

Vendor: totaljs 

Product: total.js 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability in the 

upload function of 

totaljs CMS 3.4.5 

allows attackers to 

execute arbitrary 

web scripts via a 

JavaScript embedded 

PDF file. 

CVE ID : CVE-2022-

30013 

N/A 
A-TOT-TOTA-

020622/325 

Vendor: Trendmicro 

Product: password_manager 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

16-May-22 7.8 

Trend Micro 

Password Manager 

(Consumer) version 

5.0.0.1266 and below 

is vulnerable to a 

Link Following 

Privilege Escalation 

Vulnerability that 

could allow a low 

privileged local 

attacker to delete the 

https://helpcen

ter.trendmicro.c

om/en-

us/article/tmka

-09071 

A-TRE-PASS-

020622/326 
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contents of an 

arbitrary folder as 

SYSTEM which can 

then be used for 

privilege escalation 

on the affected 

machine. 

CVE ID : CVE-2022-

30523 

Vendor: trudesk_project 

Product: trudesk 

Integer 

Overflow 

or 

Wraparoun

d 

16-May-22 6.5 

Allowing long 

password leads to 

denial of service in 

polonel/trudesk in 

GitHub repository 

polonel/trudesk 

prior to 1.2.2. This 

vulnerability can be 

abused by doing a 

DDoS attack for 

which genuine users 

will not able to 

access 

resources/applicatio

ns. 

CVE ID : CVE-2022-

1728 

https://huntr.d

ev/bounties/3c

6cb129-6995-

4722-81b5-

af052572b519, 

https://github.c

om/polonel/tru

desk/commit/e

836d04d16787

c2c9c72e7bf01

1cf396d1f73c1

9 

A-TRU-TRUD-

020622/327 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

21-May-22 8 

Unrestricted Upload 

of File with 

Dangerous Type in 

GitHub repository 

polonel/trudesk 

prior to 1.2.2. 

CVE ID : CVE-2022-

1752 

https://huntr.d

ev/bounties/66

e9bfa9-598f-

49ab-a472-

752911df3f2d, 

https://github.c

om/polonel/tru

desk/commit/d

107f12e71c0fe1

e7ac0fdc7463f5

9c4965a42cd 

A-TRU-TRUD-

020622/328 

Integer 

Overflow 

or 

20-May-22 6.5 
Integer Overflow or 

Wraparound in 

GitHub repository 

https://github.c

om/polonel/tru

desk/commit/e

A-TRU-TRUD-

020622/329 
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Wraparoun

d 

polonel/trudesk 

prior to 1.2.2. 

CVE ID : CVE-2022-

1754 

836d04d16787

c2c9c72e7bf01

1cf396d1f73c1

9, 

https://huntr.d

ev/bounties/2f

65af7c-a74b-

46a6-8847-

5db6785f1cf2 

Improper 

Privilege 

Manageme

nt 

20-May-22 8.8 

Improper Privilege 

Management in 

GitHub repository 

polonel/trudesk 

prior to 1.2.2. 

CVE ID : CVE-2022-

1770 

https://huntr.d

ev/bounties/74

a252a2-8bf6-

4f88-a180-

b90338a239fa, 

https://github.c

om/polonel/tru

desk/commit/8

89876f66c9a5b

28f019258e329

310c31d72cbd2 

A-TRU-TRUD-

020622/330 

Vendor: turn_off_all_comments_project 

Product: turn_off_all_comments 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 6.1 

The Turn off all 

comments 

WordPress plugin 

through 1.0 does not 

sanitise and escape 

the rows parameter 

before outputting it 

back in an admin 

page, leading to a 

Reflected Cross-Site 

Scripting 

CVE ID : CVE-2022-

1192 

N/A 
A-TUR-TURN-

020622/331 

Vendor: uleak-security-dashboard_project 

Product: uleak-security-dashboard 

Improper 

Neutralizat

ion of 

Input 

16-May-22 5.4 

The ULeak Security & 

Monitoring 

WordPress plugin 

through 1.2.3 does 

N/A 
A-ULE-ULEA-

020622/332 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

not have 

authorisation and 

CSRF checks when 

updating its settings, 

and is also lacking 

sanitisation as well 

as escaping in some 

of them, which could 

allow any 

authenticated users 

such as subscriber to 

perform Stored 

Cross-Site Scripting 

attacks against 

admins viewing the 

settings 

CVE ID : CVE-2022-

1557 

Vendor: universis 

Product: universis-students 

Exposure 

of 

Resource 

to Wrong 

Sphere 

18-May-22 6.5 

An information 

disclosure 

vulnerability in 

UniverSIS-Students 

before v1.5.0 allows 

attackers to obtain 

sensitive information 

via a crafted GET 

request to the 

endpoint 

/api/students/me/c

ourses/. 

CVE ID : CVE-2022-

28924 

N/A 
A-UNI-UNIV-

020622/333 

Vendor: vikwp 

Product: hotel_booking_engine_\&_pms 

Cross-Site 

Request 

Forgery 

(CSRF) 

16-May-22 6.5 

The VikBooking 

Hotel Booking 

Engine & PMS 

WordPress plugin 

before 1.5.8 does not 

N/A 
A-VIK-HOTE-

020622/334 
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have CSRF check in 

place when adding a 

tracking campaign, 

and does not escape 

the campaign fields 

when outputting 

them In attributes. 

As a result, attackers 

could make a logged 

in admin add 

tracking campaign 

with XSS payloads in 

them via a CSRF 

attack 

CVE ID : CVE-2022-

1407 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 4.8 

The VikBooking 

Hotel Booking 

Engine & PMS 

WordPress plugin 

before 1.5.8 does not 

escape various 

settings before 

outputting them in 

attributes, which 

could allow high 

privilege users such 

as admin to perform 

Cross-Site Scripting 

attacks even when 

unfiltered_html is 

disallowed 

CVE ID : CVE-2022-

1408 

N/A 
A-VIK-HOTE-

020622/335 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

16-May-22 7.2 

The VikBooking 

Hotel Booking 

Engine & PMS 

WordPress plugin 

before 1.5.8 does not 

properly validate 

images, allowing high 

privilege users such 

as administrators to 

N/A 
A-VIK-HOTE-

020622/336 
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upload PHP files 

disguised as images 

and containing 

malicious PHP code 

CVE ID : CVE-2022-

1409 

Vendor: VIM 

Product: vim 

Out-of-

bounds 

Write 

17-May-22 7.8 

Heap-based Buffer 

Overflow in GitHub 

repository vim/vim 

prior to 8.2.4968. 

CVE ID : CVE-2022-

1733 

https://huntr.d

ev/bounties/6ff

03b27-472b-

4bef-a2bf-

410fae65ff0a, 

https://github.c

om/vim/vim/c

ommit/60ae0e7

1490c97f2871a

6344aca61cacf2

20f813 

A-VIM-VIM-

020622/337 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

17-May-22 7.8 

Classic Buffer 

Overflow in GitHub 

repository vim/vim 

prior to 8.2.4969. 

CVE ID : CVE-2022-

1735 

https://github.c

om/vim/vim/c

ommit/7ce5b2b

590256ce53d6a

f28c1d203fb3bc

1d2d97, 

https://huntr.d

ev/bounties/c9f

85608-ff11-

48e4-933d-

53d1759d44d9 

A-VIM-VIM-

020622/338 

Out-of-

bounds 

Read 

17-May-22 7.8 

Buffer Over-read in 

GitHub repository 

vim/vim prior to 

8.2.4974. 

CVE ID : CVE-2022-

1769 

https://huntr.d

ev/bounties/52

2076b2-96cb-

4df6-a504-

e6e2f64c171c, 

https://github.c

om/vim/vim/c

ommit/4748c4

bd64610cf943a

431d215bb1aa

d51f8d0b4 

A-VIM-VIM-

020622/339 
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Uncontroll

ed 

Recursion 

18-May-22 5.5 

Uncontrolled 

Recursion in GitHub 

repository vim/vim 

prior to 8.2.4975. 

CVE ID : CVE-2022-

1771 

https://huntr.d

ev/bounties/faa

74175-5317-

4b71-a363-

dfc39094ecbb, 

https://github.c

om/vim/vim/c

ommit/51f0bfb

88a3554ca2dde

777d78a59880

d1ee37a8 

A-VIM-VIM-

020622/340 

Out-of-

bounds 

Write 

19-May-22 7.8 

Out-of-bounds Write 

in GitHub repository 

vim/vim prior to 

8.2.4977. 

CVE ID : CVE-2022-

1785 

https://huntr.d

ev/bounties/8c

969cba-eef2-

4943-b44a-

4e3089599109, 

https://github.c

om/vim/vim/c

ommit/e2bd86

00b873d2cd1f9

d667c28cba8b1

dba18839 

A-VIM-VIM-

020622/341 

Use After 

Free 
19-May-22 7.8 

Use After Free in 

GitHub repository 

vim/vim prior to 

8.2.4979. 

CVE ID : CVE-2022-

1796 

https://github.c

om/vim/vim/c

ommit/28d032

cc688ccfda18c5

bbcab8b50aba6

e18cde5, 

https://huntr.d

ev/bounties/f6

739b58-49f9-

4056-a843-

bf76bbc1253e 

A-VIM-VIM-

020622/342 

Vendor: visual_slide_box_builder_project 

Product: visual_slide_box_builder 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

16-May-22 8.8 

The Visual Slide Box 

Builder WordPress 

plugin through 3.2.9 

does not sanitise and 

escape various 

parameters before 

using them in SQL 

N/A 
A-VIS-VISU-

020622/343 
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Command 

('SQL 

Injection') 

statements via some 

of its AJAX actions 

available to any 

authenticated users 

(such as subscriber), 

leading to SQL 

Injections 

CVE ID : CVE-2022-

1182 

Vendor: Vmware 

Product: cloud_foundation 

Improper 

Authentica

tion 

20-May-22 9.8 

VMware Workspace 

ONE Access, Identity 

Manager and 

vRealize Automation 

contain an 

authentication 

bypass vulnerability 

affecting local 

domain users. A 

malicious actor with 

network access to 

the UI may be able to 

obtain 

administrative 

access without the 

need to authenticate. 

CVE ID : CVE-2022-

22972 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-VMW-CLOU-

020622/344 

Improper 

Privilege 

Manageme

nt 

20-May-22 7.8 

VMware Workspace 

ONE Access and 

Identity Manager 

contain a privilege 

escalation 

vulnerability. A 

malicious actor with 

local access can 

escalate privileges to 

'root'. 

CVE ID : CVE-2022-

22973 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-VMW-CLOU-

020622/345 
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Product: identity_manager 

Improper 

Authentica

tion 

20-May-22 9.8 

VMware Workspace 

ONE Access, Identity 

Manager and 

vRealize Automation 

contain an 

authentication 

bypass vulnerability 

affecting local 

domain users. A 

malicious actor with 

network access to 

the UI may be able to 

obtain 

administrative 

access without the 

need to authenticate. 

CVE ID : CVE-2022-

22972 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-VMW-IDEN-

020622/346 

Improper 

Privilege 

Manageme

nt 

20-May-22 7.8 

VMware Workspace 

ONE Access and 

Identity Manager 

contain a privilege 

escalation 

vulnerability. A 

malicious actor with 

local access can 

escalate privileges to 

'root'. 

CVE ID : CVE-2022-

22973 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-VMW-IDEN-

020622/347 

Product: vrealize_automation 

Improper 

Authentica

tion 

20-May-22 9.8 

VMware Workspace 

ONE Access, Identity 

Manager and 

vRealize Automation 

contain an 

authentication 

bypass vulnerability 

affecting local 

domain users. A 

malicious actor with 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-VMW-VREA-

020622/348 
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network access to 

the UI may be able to 

obtain 

administrative 

access without the 

need to authenticate. 

CVE ID : CVE-2022-

22972 

Product: vrealize_suite_lifecycle_manager 

Improper 

Authentica

tion 

20-May-22 9.8 

VMware Workspace 

ONE Access, Identity 

Manager and 

vRealize Automation 

contain an 

authentication 

bypass vulnerability 

affecting local 

domain users. A 

malicious actor with 

network access to 

the UI may be able to 

obtain 

administrative 

access without the 

need to authenticate. 

CVE ID : CVE-2022-

22972 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-VMW-VREA-

020622/349 

Improper 

Privilege 

Manageme

nt 

20-May-22 7.8 

VMware Workspace 

ONE Access and 

Identity Manager 

contain a privilege 

escalation 

vulnerability. A 

malicious actor with 

local access can 

escalate privileges to 

'root'. 

CVE ID : CVE-2022-

22973 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-VMW-VREA-

020622/350 

Product: workspace_one_access 
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Improper 

Authentica

tion 

20-May-22 9.8 

VMware Workspace 

ONE Access, Identity 

Manager and 

vRealize Automation 

contain an 

authentication 

bypass vulnerability 

affecting local 

domain users. A 

malicious actor with 

network access to 

the UI may be able to 

obtain 

administrative 

access without the 

need to authenticate. 

CVE ID : CVE-2022-

22972 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-VMW-WORK-

020622/351 

Improper 

Privilege 

Manageme

nt 

20-May-22 7.8 

VMware Workspace 

ONE Access and 

Identity Manager 

contain a privilege 

escalation 

vulnerability. A 

malicious actor with 

local access can 

escalate privileges to 

'root'. 

CVE ID : CVE-2022-

22973 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2022-

0014.html 

A-VMW-WORK-

020622/352 

Vendor: wasm3_project 

Product: wasm3 

Out-of-

bounds 

Write 

20-May-22 7.8 

WASM3 v0.5.0 was 

discovered to contain 

a heap overflow via 

the component 

/wabt/bin/poc.was

m. 

CVE ID : CVE-2022-

28990 

https://github.c

om/wasm3/wa

sm3/pull/324 

A-WAS-WASM-

020622/353 

Vendor: water_billing_system_project 
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Product: water_billing_system 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

24-May-22 9.8 

Water-billing-

management-system 

v1.0 is vulnerable to 

SQL Injection via 

/wbms/classes/Mast

er.php?f=delete_clien

t, id 

CVE ID : CVE-2022-

30461 

N/A 
A-WAT-WATE-

020622/354 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

24-May-22 5.4 

Water-billing-

management-system 

v1.0 is affected by: 

Cross Site Scripting 

(XSS) via 

/wbms/classes/User

s.php?f=save, 

firstname. 

CVE ID : CVE-2022-

30462 

N/A 
A-WAT-WATE-

020622/355 

Vendor: Wbce 

Product: wbce_cms 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

17-May-22 5.4 

WBCE CMS 1.5.2 is 

vulnerable to Cross 

Site Scripting (XSS) 

via 

\admin\pages\sectio

ns_save.php 

namesection2 

parameters. 

CVE ID : CVE-2022-

30072 

N/A 
A-WBC-WBCE-

020622/356 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

17-May-22 5.4 

WBCE CMS 1.5.2 is 

vulnerable to Cross 

Site Scripting (XSS) 

via 

/admin/users/save.p

hp. 

CVE ID : CVE-2022-

30073 

N/A 
A-WBC-WBCE-

020622/357 
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('Cross-site 

Scripting') 

Vendor: wow-company 

Product: counter_box 

Files or 

Directories 

Accessible 

to External 

Parties 

19-May-22 7.2 

Authenticated 

(administrator or 

higher role) Local 

File Inclusion (LFI) 

vulnerability in 

Wow-Company's 

Counter Box plugin 

<= 1.1.1 at 

WordPress. 

CVE ID : CVE-2022-

29446 

https://patchst

ack.com/databa

se/vulnerability

/counter-

box/wordpress-

counter-box-

plugin-1-1-1-

authenticated-

local-file-

inclusion-lfi-

vulnerability, 

https://wordpr

ess.org/plugins

/counter-

box/#developer

s 

A-WOW-COUN-

020622/358 

Vendor: wow-estore 

Product: herd_effects 

Use of 

Incorrectly

-Resolved 

Name or 

Reference 

20-May-22 4.9 

Authenticated 

(admin or higher 

user role) Local File 

Inclusion (LFI) 

vulnerability in 

Wow-Company's 

Herd Effects plugin 

<= 5.2 at WordPress. 

CVE ID : CVE-2022-

29448 

https://wordpr

ess.org/plugins

/mwp-herd-

effect/#develop

ers, 

https://patchst

ack.com/databa

se/vulnerability

/mwp-herd-

effect/wordpres

s-herd-effects-

plugin-5-2-

local-file-

inclusion-lfi-

vulnerability 

A-WOW-HERD-

020622/359 

Product: popup_box 

Use of 

Incorrectly

-Resolved 

18-May-22 7.2 
Authenticated 

(administrator or 

higher role) Local 

https://patchst

ack.com/databa

se/vulnerability

A-WOW-POPU-

020622/360 
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Name or 

Reference 

File Inclusion (LFI) 

vulnerability in 

Wow-Company's 

Popup Box plugin <= 

2.1.2 at WordPress. 

CVE ID : CVE-2022-

29445 

/popup-

box/wordpress-

popup-box-

plugin-2-1-2-

authenticated-

local-file-

inclusion-lfi-

vulnerability, 

https://wordpr

ess.org/plugins

/popup-

box/#developer

s 

Vendor: wowonder 

Product: wowonder 

Incorrect 

Authorizati

on 

17-May-22 4.3 

A vulnerability, 

which was classified 

as critical, was found 

in WoWonder. 

Affected is the file 

/requests.php which 

is responsible to 

handle group 

messages. The 

manipulation of the 

argument group_id 

allows posting 

messages in other 

groups. It is possible 

to launch the attack 

remotely but it might 

require 

authentication. A 

video explaining the 

attack has been 

disclosed to the 

public. 

CVE ID : CVE-2022-

1753 

N/A 

A-WOW-

WOWO-

020622/361 

Vendor: wpchill 

Product: check_\&_log_email 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 6.1 

The Check & Log 

Email WordPress 

plugin before 1.0.6 

does not sanitise and 

escape a parameter 

before outputting it 

back in an attribute 

in an admin page, 

leading to a Reflected 

Cross-Site Scripting 

CVE ID : CVE-2022-

1547 

N/A 
A-WPC-CHEC-

020622/362 

Vendor: wpclever 

Product: wpc_smart_wishlist_for_woocommerce 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 6.1 

The WPC Smart 

Wishlist for 

WooCommerce 

WordPress plugin 

before 2.9.9 does not 

sanitise and escape a 

parameter before 

outputting it back in 

an attribute via an 

AJAX action, leading 

to a Reflected Cross-

Site Scripting issue. 

CVE ID : CVE-2022-

1465 

N/A 
A-WPC-WPC_-

020622/363 

Vendor: wpopal 

Product: opal_hotel_room_booking 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

19-May-22 5.4 

Authenticated 

(contributor or 

higher user role) 

Stored Cross-Site 

Scripting (XSS) 

vulnerability in Opal 

Hotel Room Booking 

plugin <= 1.2.7 at 

WordPress. 

CVE ID : CVE-2022-

29449 

https://patchst

ack.com/databa

se/vulnerability

/opal-hotel-

room-

booking/wordp

ress-opal-hotel-

room-booking-

plugin-1-2-7-

stored-cross-

site-scripting-

A-WPO-OPAL-

020622/364 
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xss-

vulnerability, 

https://wordpr

ess.org/plugins

/opal-hotel-

room-booking/ 

Vendor: wpsheeteditor 

Product: bulk_edit_and_create_user_profiles_-_wp_sheet_editor 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 4.8 

The Bulk Edit and 

Create User Profiles 

WordPress plugin 

before 1.5.14 does 

not sanitise and 

escape the Users 

Login, which could 

allow high privilege 

users such as admin 

to perform Stored 

Cross-Site Scripting 

attacks even when 

the unfiltered_html 

capability is 

disallowed 

CVE ID : CVE-2022-

1089 

N/A 
A-WPS-BULK-

020622/365 

Vendor: wpshopmart 

Product: tabs_responsive 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 4.8 

The Tabs WordPress 

plugin before 2.2.8 

does not sanitise and 

escape Tab 

descriptions, which 

could allow high 

privileged users with 

a role as low as 

editor to perform 

Cross-Site Scripting 

attacks even when 

the unfiltered_html 

capability is 

disallowed 

N/A 
A-WPS-TABS-

020622/366 
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CVE ID : CVE-2022-

1298 

Vendor: wptaskforce 

Product: track_\&_trace 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 4.8 

The WPCargo Track 

& Trace WordPress 

plugin before 6.9.5 

does not sanitize and 

escapes some of its 

settings, which could 

allow high privilege 

users such as admin 

to perform Cross-Site 

Scripting attacks 

even when 

unfiltered_html is 

disallowed. 

CVE ID : CVE-2022-

1435 

N/A 
A-WPT-TRAC-

020622/367 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 6.1 

The WPCargo Track 

& Trace WordPress 

plugin before 6.9.5 

does not sanitise and 

escape the 

wpcargo_tracking_nu

mber parameter 

before outputting it 

back in the page, 

which could allow 

attackers to perform 

reflected Cross-Site 

Scripting attacks. 

CVE ID : CVE-2022-

1436 

N/A 
A-WPT-TRAC-

020622/368 

Vendor: wpwham 

Product: checkout_files_upload_for_woocommerce 

Improper 

Neutralizat

ion of 

Input 

During 

20-May-22 6.1 

Cross-Site Scripting 

(XSS) vulnerability in 

WP Wham's 

Checkout Files 

Upload for 

https://wordpr

ess.org/plugins

/checkout-files-

upload-

A-WPW-CHEC-

020622/369 
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Web Page 

Generation 

('Cross-site 

Scripting') 

WooCommerce 

plugin <= 2.1.2 at 

WordPress. 

CVE ID : CVE-2022-

29425 

woocommerce/

#developers 

Vendor: wp_contacts_manager_project 

Product: wp_contacts_manager 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

23-May-22 9.8 

The WP Contacts 

Manager WordPress 

plugin through 2.2.4 

fails to properly 

sanitize user 

supplied POST data 

before it is being 

interpolated in an 

SQL statement and 

then executed, 

leading to an SQL 

injection 

vulnerability. 

CVE ID : CVE-2022-

1014 

N/A 
A-WP_-WP_C-

020622/370 

Vendor: wp_subtitle_project 

Product: wp_subtitle 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 5.4 

The WP Subtitle 

WordPress plugin 

before 3.4.1 adds a 

subtitle field and 

provides a shortcode 

to display it via 

[wp_subtitle]. The 

subtitle is stored as a 

custom post meta 

with the key: 

"wps_subtitle", which 

is sanitized upon 

post save/update, 

however is not 

sanitized when 

updating it directly 

from the post meta 

N/A 
A-WP_-WP_S-

020622/371 
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update button (via 

AJAX) - and this 

makes the XSS 

exploitable by 

authenticated users 

with a role as low as 

contributor. 

CVE ID : CVE-2022-

1393 

Vendor: wp_youtube_live_project 

Product: wp_youtube_live 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

16-May-22 4.8 

The WP YouTube 

Live WordPress 

plugin before 1.8.3 

does not validate, 

sanitise and escape 

various of its 

settings, which could 

allow high privilege 

users such as admin 

to perform Cross-Site 

Scripting attacks 

even when 

unfiltered_html is 

disallowed 

CVE ID : CVE-2022-

1334 

N/A 
A-WP_-WP_Y-

020622/372 

Vendor: xmlsitemapgenerator 

Product: xml_sitemap_generator 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23-May-22 6.1 

The XML Sitemap 

Generator for Google 

WordPress plugin 

before 2.0.4 does not 

validate a parameter 

which can be set to 

an arbitrary value, 

thus causing XSS via 

error message or 

RCE if 

allow_url_include is 

turned on. 

N/A 
A-XML-XML_-

020622/373 
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CVE ID : CVE-2022-

0346 

Vendor: xpdfreader 

Product: xpdf 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

16-May-22 5.5 

xpdf 4.04 allocates 

excessive memory 

when presented with 

crafted input. This 

can be triggered by 

(for example) 

sending a crafted 

PDF document to the 

pdftoppm binary. It 

is most easily 

reproduced with the 

DCMAKE_CXX_COMP

ILER=afl-clang-

fast++ option. 

CVE ID : CVE-2022-

30775 

https://forum.x

pdfreader.com/

viewtopic.php?f

=3&t=42264 

A-XPD-XPDF-

020622/374 

Vendor: Zoom 

Product: meetings 

XML 

Injection 

(aka Blind 

XPath 

Injection) 

18-May-22 8.1 

The Zoom Client for 

Meetings (for 

Android, iOS, Linux, 

MacOS, and 

Windows) before 

version 5.10.0 failed 

to properly parse 

XML stanzas in XMPP 

messages. This can 

allow a malicious 

user to break out of 

the current XMPP 

message context and 

create a new 

message context to 

have the receiving 

users client perform 

a variety of 

actions.This issue 

could be used in a 

https://explore.

zoom.us/en/tru

st/security/sec

urity-bulletin 

A-ZOO-MEET-

020622/375 
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more sophisticated 

attack to forge XMPP 

messages from the 

server. 

CVE ID : CVE-2022-

22784 

Reliance 

on Cookies 

without 

Validation 

and 

Integrity 

Checking 

18-May-22 9.1 

The Zoom Client for 

Meetings (for 

Android, iOS, Linux, 

MacOS, and 

Windows) before 

version 5.10.0 failed 

to properly constrain 

client session cookies 

to Zoom domains. 

This issue could be 

used in a more 

sophisticated attack 

to send an 

unsuspecting users 

Zoom-scoped session 

cookies to a non-

Zoom domain. This 

could potentially 

allow for spoofing of 

a Zoom user. 

CVE ID : CVE-2022-

22785 

https://explore.

zoom.us/en/tru

st/security/sec

urity-bulletin 

A-ZOO-MEET-

020622/376 

Download 

of Code 

Without 

Integrity 

Check 

18-May-22 8.8 

The Zoom Client for 

Meetings for 

Windows before 

version 5.10.0 and 

Zoom Rooms for 

Conference Room for 

Windows before 

version 5.10.0, fails 

to properly check the 

installation version 

during the update 

process. This issue 

could be used in a 

more sophisticated 

attack to trick a user 

https://explore.

zoom.us/en/tru

st/security/sec

urity-bulletin 

A-ZOO-MEET-

020622/377 
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into downgrading 

their Zoom client to a 

less secure version. 

CVE ID : CVE-2022-

22786 

Improper 

Certificate 

Validation 

18-May-22 7.5 

The Zoom Client for 

Meetings (for 

Android, iOS, Linux, 

macOS, and 

Windows) before 

version 5.10.0 fails to 

properly validate the 

hostname during a 

server switch 

request. This issue 

could be used in a 

more sophisticated 

attack to trick an 

unsuspecting users 

client to connect to a 

malicious server 

when attempting to 

use Zoom services. 

CVE ID : CVE-2022-

22787 

https://explore.

zoom.us/en/tru

st/security/sec

urity-bulletin 

A-ZOO-MEET-

020622/378 

Product: rooms 

Download 

of Code 

Without 

Integrity 

Check 

18-May-22 8.8 

The Zoom Client for 

Meetings for 

Windows before 

version 5.10.0 and 

Zoom Rooms for 

Conference Room for 

Windows before 

version 5.10.0, fails 

to properly check the 

installation version 

during the update 

process. This issue 

could be used in a 

more sophisticated 

attack to trick a user 

into downgrading 

https://explore.

zoom.us/en/tru

st/security/sec

urity-bulletin 

A-ZOO-ROOM-

020622/379 
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their Zoom client to a 

less secure version. 

CVE ID : CVE-2022-

22786 

Hardware 

Vendor: Belkin 

Product: n300 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

18-May-22 9.8 

In Belkin N300 

Firmware 1.00.08, 

the script located at 

/setting_hidden.asp, 

which is accessible 

before and after 

configuring the 

device, exhibits 

multiple remote 

command injection 

vulnerabilities. The 

following 

parameters in the 

[form name] form; 

[list vulnerable 

parameters], are not 

properly sanitized 

after being 

submitted to the web 

interface in a POST 

request. With 

specially crafted 

parameters, it is 

possible to inject a 

an OS command 

which will be 

executed with root 

privileges, as the 

web interface, and 

all processes on the 

device, run as root. 

CVE ID : CVE-2022-

30105 

N/A 
H-BEL-N300-

030622/380 

Vendor: Dlink 
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Product: dir-816l 

Improper 

Authentica

tion 

18-May-22 7.5 

An access control 

issue in D-Link 

DIR816L_FW206b01 

allows 

unauthenticated 

attackers to access 

folders 

folder_view.php and 

category_view.php. 

CVE ID : CVE-2022-

28955 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

H-DLI-DIR--

030622/381 

N/A 18-May-22 9.8 

An issue in the 

getcfg.php 

component of D-Link 

DIR816L_FW206b01 

allows attackers to 

access the device via 

a crafted payload. 

CVE ID : CVE-2022-

28956 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

H-DLI-DIR--

030622/382 

N/A 18-May-22 9.8 

D-Link 

DIR816L_FW206b01 

was discovered to 

contain a remote 

code execution 

(RCE) vulnerability 

via the value 

parameter at 

shareport.php. 

CVE ID : CVE-2022-

28958 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

H-DLI-DIR--

030622/383 

Product: dir-825 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

17-May-22 6.5 

D-LINK DIR-825 

AC1200 R2 is 

vulnerable to 

Directory Traversal. 

An attacker could 

use the "../../../../" 

setting of the FTP 

server folder to set 

N/A 
H-DLI-DIR--

030622/384 
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('Path 

Traversal') 

the router's root 

folder for FTP access. 

This allows you to 

access the entire 

router file system via 

the FTP server. 

CVE ID : CVE-2022-

29332 

Vendor: Konicaminolta 

Product: bizhub_226i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/385 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/386 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
H-KON-BIZH-

030622/387 
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CVE ID : CVE-2022-

29588 

Product: bizhub_227 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/388 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/389 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/390 

Product: bizhub_246i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
H-KON-BIZH-

030622/391 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/392 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/393 

Product: bizhub_287 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
H-KON-BIZH-

030622/394 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/395 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/396 

Product: bizhub_306i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/397 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
H-KON-BIZH-

030622/398 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/399 

Product: bizhub_308 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/400 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/401 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

H-KON-BIZH-

030622/402 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_308e 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/403 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/404 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
H-KON-BIZH-

030622/405 
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CVE ID : CVE-2022-

29588 

Product: bizhub_367 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/406 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/407 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/408 

Product: bizhub_368 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
H-KON-BIZH-

030622/409 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/410 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/411 

Product: bizhub_368e 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
H-KON-BIZH-

030622/412 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/413 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/414 

Product: bizhub_4052 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/415 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
H-KON-BIZH-

030622/416 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/417 

Product: bizhub_458 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/418 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/419 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

H-KON-BIZH-

030622/420 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_458e 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/421 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/422 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
H-KON-BIZH-

030622/423 
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CVE ID : CVE-2022-

29588 

Product: bizhub_4752 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/424 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/425 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/426 

Product: bizhub_558 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
H-KON-BIZH-

030622/427 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/428 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/429 

Product: bizhub_558e 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
H-KON-BIZH-

030622/430 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/431 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/432 

Product: bizhub_658e 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/433 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
H-KON-BIZH-

030622/434 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/435 

Product: bizhub_758 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/436 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/437 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

H-KON-BIZH-

030622/438 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_808 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/439 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/440 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
H-KON-BIZH-

030622/441 
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CVE ID : CVE-2022-

29588 

Product: bizhub_958 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/442 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/443 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/444 

Product: bizhub_c227 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
H-KON-BIZH-

030622/445 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/446 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/447 

Product: bizhub_c250i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
H-KON-BIZH-

030622/448 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/449 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/450 

Product: bizhub_c258 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/451 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
H-KON-BIZH-

030622/452 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/453 

Product: bizhub_c287 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/454 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/455 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

H-KON-BIZH-

030622/456 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_c300i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/457 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/458 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
H-KON-BIZH-

030622/459 
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CVE ID : CVE-2022-

29588 

Product: bizhub_c308 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/460 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/461 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/462 

Product: bizhub_c3300i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
H-KON-BIZH-

030622/463 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/464 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/465 

Product: bizhub_c3320i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
H-KON-BIZH-

030622/466 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/467 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/468 

Product: bizhub_c3350i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/469 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
H-KON-BIZH-

030622/470 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/471 

Product: bizhub_c3351 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/472 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/473 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

H-KON-BIZH-

030622/474 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_c360i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/475 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/476 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
H-KON-BIZH-

030622/477 
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CVE ID : CVE-2022-

29588 

Product: bizhub_c368 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/478 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/479 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/480 

Product: bizhub_c3851 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
H-KON-BIZH-

030622/481 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/482 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/483 

Product: bizhub_c3851fs 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
H-KON-BIZH-

030622/484 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/485 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/486 

Product: bizhub_c4000i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/487 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
H-KON-BIZH-

030622/488 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/489 

Product: bizhub_c4050i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/490 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/491 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

H-KON-BIZH-

030622/492 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_c450i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/493 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/494 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
H-KON-BIZH-

030622/495 
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CVE ID : CVE-2022-

29588 

Product: bizhub_c458 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/496 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/497 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/498 

Product: bizhub_c550i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
H-KON-BIZH-

030622/499 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/500 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/501 

Product: bizhub_c558 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
H-KON-BIZH-

030622/502 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/503 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/504 

Product: bizhub_c650i 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/505 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
H-KON-BIZH-

030622/506 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/507 

Product: bizhub_c658 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/508 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/509 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

H-KON-BIZH-

030622/510 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_c659 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/511 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/512 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
H-KON-BIZH-

030622/513 
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CVE ID : CVE-2022-

29588 

Product: bizhub_c759 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
H-KON-BIZH-

030622/514 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/515 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/516 

Product: bizhub_pro958 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
H-KON-BIZH-

030622/517 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
H-KON-BIZH-

030622/518 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
H-KON-BIZH-

030622/519 

Vendor: Siemens 

Product: 7kg8500-0aa00-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/520 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/521 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/522 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 202 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Informatio

n 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

H-SIE-7KG8-

030622/523 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa00-2aa0 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 206 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/524 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/525 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 
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execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/526 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 
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interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/527 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 
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This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa10-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/528 
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SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 
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attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/529 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 
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POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/530 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 
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not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/531 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa10-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/532 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/533 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/534 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/535 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 229 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa30-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/536 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/537 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/538 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/539 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 238 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa30-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/540 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/541 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/542 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 244 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/543 
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Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa01-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

H-SIE-7KG8-

030622/544 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

H-SIE-7KG8-

030622/545 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/546 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 
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CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/547 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 
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CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa01-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/548 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 
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counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/549 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 
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device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/550 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 
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This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/551 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 263 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa02-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/552 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 
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parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/553 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/554 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/555 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa02-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/556 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/557 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/558 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/559 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa11-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/560 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 281 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/561 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/562 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/563 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa11-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/564 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/565 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

20-May-22 7.5 
A vulnerability has 

been identified in 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

H-SIE-7KG8-

030622/566 
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Sensitive 

Informatio

n 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

/pdf/ssa-

165073.pdf 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat
20-May-22 6.1 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

H-SIE-7KG8-

030622/567 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa12-0aa0 
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Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/568 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/569 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 
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execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/570 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 
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interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/571 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 
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This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa12-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/572 
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SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 
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attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/573 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 
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POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/574 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 
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not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/575 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa31-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/576 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 314 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/577 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/578 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/579 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa31-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/580 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/581 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/582 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/583 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa32-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/584 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/585 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/586 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/587 
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Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa32-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

H-SIE-7KG8-

030622/588 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 337 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

H-SIE-7KG8-

030622/589 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 340 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/590 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 
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CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/591 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 
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CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa00-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/592 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 
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counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/593 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 
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device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/594 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 
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This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/595 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 
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The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa00-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/596 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 
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parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/597 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/598 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/599 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa10-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/600 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/601 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/602 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/603 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa10-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/604 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/605 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/606 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/607 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa30-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/608 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 379 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/609 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

20-May-22 7.5 
A vulnerability has 

been identified in 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

H-SIE-7KG8-

030622/610 
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Sensitive 

Informatio

n 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

/pdf/ssa-

165073.pdf 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat
20-May-22 6.1 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

H-SIE-7KG8-

030622/611 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa30-2aa0 
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Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/612 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/613 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 
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execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/614 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 391 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 
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interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/615 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 
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This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa01-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/616 
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SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 
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attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/617 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 
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POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/618 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 
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not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/619 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa01-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/620 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/621 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 406 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/622 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/623 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa02-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/624 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/625 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/626 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 415 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/627 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa02-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/628 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/629 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/630 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/631 
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Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa11-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

H-SIE-7KG8-

030622/632 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

H-SIE-7KG8-

030622/633 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/634 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 
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CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/635 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 
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CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa11-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/636 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 
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counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/637 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 
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device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/638 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 
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This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/639 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 
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The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa12-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/640 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 
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parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/641 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/642 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/643 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa12-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/644 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/645 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/646 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/647 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa31-0aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/648 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/649 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/650 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/651 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa31-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/652 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/653 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

20-May-22 7.5 
A vulnerability has 

been identified in 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

H-SIE-7KG8-

030622/654 
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Sensitive 

Informatio

n 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

/pdf/ssa-

165073.pdf 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat
20-May-22 6.1 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

H-SIE-7KG8-

030622/655 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa32-0aa0 
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Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/656 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/657 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 
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execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/658 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 
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interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/659 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 
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This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa32-2aa0 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/660 
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SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 
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attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/661 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 
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POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/662 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 
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not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

H-SIE-7KG8-

030622/663 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Vendor: silabs 

Product: sd3502 

N/A 17-May-22 6.5 

Denial of Service 

(DoS) in the Z-Wave 

S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

included but absent 

NodeIDs. 

CVE ID : CVE-2022-

24611 

N/A 
H-SIL-SD35-

030622/664 

Product: sd3503 

N/A 17-May-22 6.5 

Denial of Service 

(DoS) in the Z-Wave 

S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

N/A 
H-SIL-SD35-

030622/665 
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block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

included but absent 

NodeIDs. 

CVE ID : CVE-2022-

24611 

Product: zm5101 

N/A 17-May-22 6.5 

Denial of Service 

(DoS) in the Z-Wave 

S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

included but absent 

NodeIDs. 

CVE ID : CVE-2022-

24611 

N/A 
H-SIL-ZM51-

030622/666 

Product: zm5202 

N/A 17-May-22 6.5 

Denial of Service 

(DoS) in the Z-Wave 

S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

N/A 
H-SIL-ZM52-

030622/667 
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included but absent 

NodeIDs. 

CVE ID : CVE-2022-

24611 

Product: zm5304 

N/A 17-May-22 6.5 

Denial of Service 

(DoS) in the Z-Wave 

S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

included but absent 

NodeIDs. 

CVE ID : CVE-2022-

24611 

N/A 
H-SIL-ZM53-

030622/668 

Vendor: Tenda 

Product: ax12 

Out-of-

bounds 

Write 

18-May-22 7.5 

Tenda AX12 

v22.03.01.21_cn was 

discovered to 

contain a stack 

overflow via the 

lanIp parameter in 

/goform/AdvSetLanI

p. 

CVE ID : CVE-2022-

28917 

N/A 
H-TEN-AX12-

030622/669 

Product: tx9_pro 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

18-May-22 7.5 

Tenda TX9 Pro 

V22.03.02.10 is 

vulnerable to Buffer 

Overflow via the 

functtion 

N/A 
H-TEN-TX9_-

030622/670 
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('Classic 

Buffer 

Overflow') 

setIPv6Status() in 

httpd module. 

CVE ID : CVE-2022-

30033 

Vendor: totolink 

Product: a3100r 

Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a stack 

overflow via the 

comment parameter 

in the function 

setIpQosRules. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

POST request. 

CVE ID : CVE-2022-

29638 

N/A 
H-TOT-A310-

030622/671 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

18-May-22 8.1 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a command 

injection 

vulnerability via the 

magicid parameter 

in the function 

uci_cloudupdate_con

fig. 

CVE ID : CVE-2022-

29639 

N/A 
H-TOT-A310-

030622/672 
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Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a stack 

overflow via the 

comment parameter 

in the function 

setPortForwardRule

s. This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted POST 

request. 

CVE ID : CVE-2022-

29640 

N/A 
H-TOT-A310-

030622/673 

Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a stack 

overflow via the 

startTime and 

endTime parameters 

in the function 

setParentalRules. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted POST 

request. 

CVE ID : CVE-2022-

29641 

N/A 
H-TOT-A310-

030622/674 

Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

N/A 
H-TOT-A310-

030622/675 
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11129 were 

discovered to 

contain a stack 

overflow via the url 

parameter in the 

function 

setUrlFilterRules. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted POST 

request. 

CVE ID : CVE-2022-

29642 

Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a stack 

overflow via the 

macAddress 

parameter in the 

function setMacQos. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted POST 

request. 

CVE ID : CVE-2022-

29643 

N/A 
H-TOT-A310-

030622/676 

Use of 

Hard-

coded 

Credentials 

18-May-22 9.8 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a hard coded 

password for the 

telnet service stored 

N/A 
H-TOT-A310-

030622/677 
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in the component 

/web_cste/cgi-

bin/product.ini. 

CVE ID : CVE-2022-

29644 

Use of 

Hard-

coded 

Credentials 

18-May-22 9.8 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a hard coded 

password for root 

stored in the 

component 

/etc/shadow.sample. 

CVE ID : CVE-2022-

29645 

N/A 
H-TOT-A310-

030622/678 

Exposure 

of 

Resource 

to Wrong 

Sphere 

18-May-22 5.3 

An access control 

issue in TOTOLINK 

A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 allows 

attackers to obtain 

sensitive 

information via a 

crafted web request. 

CVE ID : CVE-2022-

29646 

N/A 
H-TOT-A310-

030622/679 

Operating System 

Vendor: Belkin 

Product: n300_firmware 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

18-May-22 9.8 

In Belkin N300 

Firmware 1.00.08, 

the script located at 

/setting_hidden.asp, 

which is accessible 

before and after 

configuring the 

N/A 
O-BEL-N300-

030622/680 
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Command 

('OS 

Command 

Injection') 

device, exhibits 

multiple remote 

command injection 

vulnerabilities. The 

following 

parameters in the 

[form name] form; 

[list vulnerable 

parameters], are not 

properly sanitized 

after being 

submitted to the web 

interface in a POST 

request. With 

specially crafted 

parameters, it is 

possible to inject a 

an OS command 

which will be 

executed with root 

privileges, as the 

web interface, and 

all processes on the 

device, run as root. 

CVE ID : CVE-2022-

30105 

Vendor: Debian 

Product: debian_linux 

Improper 

Privilege 

Manageme

nt 

17-May-22 7.8 

needrestart 0.8 

through 3.5 before 

3.6 is prone to local 

privilege escalation. 

Regexes to detect the 

Perl, Python, and 

Ruby interpreters 

are not anchored, 

allowing a local user 

to escalate privileges 

when needrestart 

tries to detect if 

interpreters are 

https://github.c

om/liske/needr

estart/commit/

e6e58136e1e3c

92296e2e810cb

8372a5fe0dbd3

0 

O-DEB-DEBI-

030622/681 
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using old source 

files. 

CVE ID : CVE-2022-

30688 

Vendor: Dlink 

Product: dir-816l_firmware 

Improper 

Authentica

tion 

18-May-22 7.5 

An access control 

issue in D-Link 

DIR816L_FW206b01 

allows 

unauthenticated 

attackers to access 

folders 

folder_view.php and 

category_view.php. 

CVE ID : CVE-2022-

28955 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

O-DLI-DIR--

030622/682 

N/A 18-May-22 9.8 

An issue in the 

getcfg.php 

component of D-Link 

DIR816L_FW206b01 

allows attackers to 

access the device via 

a crafted payload. 

CVE ID : CVE-2022-

28956 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

O-DLI-DIR--

030622/683 

N/A 18-May-22 9.8 

D-Link 

DIR816L_FW206b01 

was discovered to 

contain a remote 

code execution 

(RCE) vulnerability 

via the value 

parameter at 

shareport.php. 

CVE ID : CVE-2022-

28958 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

O-DLI-DIR--

030622/684 

Product: dir-825_firmware 

Improper 

Limitation 
17-May-22 6.5 D-LINK DIR-825 

AC1200 R2 is 
N/A 

O-DLI-DIR--

030622/685 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

vulnerable to 

Directory Traversal. 

An attacker could 

use the "../../../../" 

setting of the FTP 

server folder to set 

the router's root 

folder for FTP access. 

This allows you to 

access the entire 

router file system via 

the FTP server. 

CVE ID : CVE-2022-

29332 

Vendor: Fedoraproject 

Product: fedora 

Out-of-

bounds 

Read 

16-May-22 9.1 

An out-of-bounds 

read vulnerability 

was discovered in 

the PCRE2 library in 

the 

compile_xclass_matc

hingpath() function 

of the 

pcre2_jit_compile.c 

file. This involves a 

unicode property 

matching issue in 

JIT-compiled regular 

expressions. The 

issue occurs because 

the character was 

not fully read in 

case-less matching 

within JIT. 

CVE ID : CVE-2022-

1586 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2077976,, 

https://github.c

om/PCRE2Proje

ct/pcre2/comm

it/d4fa336fbcc3

88f89095b184b

a6d99422cfc67

6c 

O-FED-FEDO-

030622/686 

Out-of-

bounds 

Read 

16-May-22 9.1 

An out-of-bounds 

read vulnerability 

was discovered in 

the PCRE2 library in 

the 

https://github.c

om/PCRE2Proje

ct/pcre2/comm

it/03654e751e

7f0700693526b

O-FED-FEDO-

030622/687 
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get_recurse_data_len

gth() function of the 

pcre2_jit_compile.c 

file. This issue affects 

recursions in JIT-

compiled regular 

expressions caused 

by duplicate data 

transfers. 

CVE ID : CVE-2022-

1587 

67dfcadda6b42

c9d0 

Out-of-

bounds 

Write 

17-May-22 7.8 

Heap-based Buffer 

Overflow in GitHub 

repository vim/vim 

prior to 8.2.4968. 

CVE ID : CVE-2022-

1733 

https://huntr.d

ev/bounties/6ff

03b27-472b-

4bef-a2bf-

410fae65ff0a, 

https://github.c

om/vim/vim/c

ommit/60ae0e7

1490c97f2871a

6344aca61cacf2

20f813 

O-FED-FEDO-

030622/688 

Out-of-

bounds 

Read 

17-May-22 7.8 

Buffer Over-read in 

GitHub repository 

vim/vim prior to 

8.2.4974. 

CVE ID : CVE-2022-

1769 

https://huntr.d

ev/bounties/52

2076b2-96cb-

4df6-a504-

e6e2f64c171c, 

https://github.c

om/vim/vim/c

ommit/4748c4

bd64610cf943a

431d215bb1aa

d51f8d0b4 

O-FED-FEDO-

030622/689 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-May-22 5.4 

A flaw was found in 

moodle where ID 

numbers displayed 

when bulk allocating 

markers to 

assignments 

required additional 

sanitizing to prevent 

a stored XSS risk. 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-74204, 

https://moodle.

org/mod/forum

O-FED-FEDO-

030622/690 
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CVE ID : CVE-2022-

30596 

/discuss.php?d=

434578 

N/A 18-May-22 5.3 

A flaw was found in 

moodle where the 

description user field 

was not hidden 

when being set as a 

hidden user field. 

CVE ID : CVE-2022-

30597 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-74318, 

https://moodle.

org/mod/forum

/discuss.php?d=

434579 

O-FED-FEDO-

030622/691 

N/A 18-May-22 4.3 

A flaw was found in 

moodle where global 

search results could 

include author 

information on some 

activities where a 

user may not 

otherwise have 

access to it. 

CVE ID : CVE-2022-

30598 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-71623, 

https://moodle.

org/mod/forum

/discuss.php?d=

434580 

O-FED-FEDO-

030622/692 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

18-May-22 9.8 

A flaw was found in 

moodle where an 

SQL injection risk 

was identified in 

Badges code relating 

to configuring 

criteria. 

CVE ID : CVE-2022-

30599 

https://moodle.

org/mod/forum

/discuss.php?d=

434581, 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-74333 

O-FED-FEDO-

030622/693 

Incorrect 

Calculation 
18-May-22 9.8 

A flaw was found in 

moodle where logic 

used to count failed 

login attempts could 

result in the account 

lockout threshold 

being bypassed. 

CVE ID : CVE-2022-

30600 

https://moodle.

org/mod/forum

/discuss.php?d=

434582, 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

O-FED-FEDO-

030622/694 
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t=commit&s=M

DL-73736 

Vendor: IBM 

Product: aix 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

17-May-22 5.5 

IBM Spectrum 

Protect Operations 

Center 8.1.12 and 

8.1.13 could allow a 

local attacker to 

obtain sensitive 

information, caused 

by plain text user 

account passwords 

potentially being 

stored in the 

browser's 

application 

command history. By 

accessing browser 

history, an attacker 

could exploit this 

vulnerability to 

obtain other user 

accounts' passwords. 

IBM X-Force ID: 

226322. 

CVE ID : CVE-2022-

22484 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/226322, 

https://www.ib

m.com/support

/pages/node/6

586314 

O-IBM-AIX-

030622/695 

Vendor: Konicaminolta 

Product: bizhub_226i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
O-KON-BIZH-

030622/696 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/697 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/698 

Product: bizhub_227_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/699 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
O-KON-BIZH-

030622/700 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/701 

Product: bizhub_246i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/702 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/703 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

O-KON-BIZH-

030622/704 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_287_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/705 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/706 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
O-KON-BIZH-

030622/707 
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CVE ID : CVE-2022-

29588 

Product: bizhub_306i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/708 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/709 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/710 

Product: bizhub_308e_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
O-KON-BIZH-

030622/711 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/712 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/713 

Product: bizhub_308_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
O-KON-BIZH-

030622/714 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/715 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/716 

Product: bizhub_367_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/717 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
O-KON-BIZH-

030622/718 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/719 

Product: bizhub_368e_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/720 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/721 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

O-KON-BIZH-

030622/722 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_368_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/723 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/724 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
O-KON-BIZH-

030622/725 
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CVE ID : CVE-2022-

29588 

Product: bizhub_4052_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/726 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/727 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/728 

Product: bizhub_458e_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
O-KON-BIZH-

030622/729 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/730 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/731 

Product: bizhub_458_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
O-KON-BIZH-

030622/732 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/733 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/734 

Product: bizhub_4752_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/735 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
O-KON-BIZH-

030622/736 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/737 

Product: bizhub_558e_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/738 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/739 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

O-KON-BIZH-

030622/740 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_558_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/741 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/742 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
O-KON-BIZH-

030622/743 
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CVE ID : CVE-2022-

29588 

Product: bizhub_658e_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/744 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/745 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/746 

Product: bizhub_758_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
O-KON-BIZH-

030622/747 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/748 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/749 

Product: bizhub_808_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
O-KON-BIZH-

030622/750 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/751 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/752 

Product: bizhub_958_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/753 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
O-KON-BIZH-

030622/754 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/755 

Product: bizhub_c227_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/756 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/757 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

O-KON-BIZH-

030622/758 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 522 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_c250i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/759 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/760 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
O-KON-BIZH-

030622/761 
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CVE ID : CVE-2022-

29588 

Product: bizhub_c258_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/762 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/763 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/764 

Product: bizhub_c287_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
O-KON-BIZH-

030622/765 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/766 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/767 

Product: bizhub_c300i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
O-KON-BIZH-

030622/768 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/769 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/770 

Product: bizhub_c308_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/771 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
O-KON-BIZH-

030622/772 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/773 

Product: bizhub_c3300i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/774 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/775 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

O-KON-BIZH-

030622/776 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_c3320i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/777 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/778 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
O-KON-BIZH-

030622/779 
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CVE ID : CVE-2022-

29588 

Product: bizhub_c3350i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/780 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/781 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/782 

Product: bizhub_c3351_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
O-KON-BIZH-

030622/783 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/784 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/785 

Product: bizhub_c360i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
O-KON-BIZH-

030622/786 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/787 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/788 

Product: bizhub_c368_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/789 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
O-KON-BIZH-

030622/790 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/791 

Product: bizhub_c3851fs_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/792 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/793 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

O-KON-BIZH-

030622/794 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_c3851_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/795 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/796 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
O-KON-BIZH-

030622/797 
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CVE ID : CVE-2022-

29588 

Product: bizhub_c4000i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/798 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/799 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/800 

Product: bizhub_c4050i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
O-KON-BIZH-

030622/801 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/802 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/803 

Product: bizhub_c450i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
O-KON-BIZH-

030622/804 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/805 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/806 

Product: bizhub_c458_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/807 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
O-KON-BIZH-

030622/808 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/809 

Product: bizhub_c550i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/810 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/811 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

O-KON-BIZH-

030622/812 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Product: bizhub_c558_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/813 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/814 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

N/A 
O-KON-BIZH-

030622/815 
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CVE ID : CVE-2022-

29588 

Product: bizhub_c650i_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/816 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/817 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/818 

Product: bizhub_c658_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

N/A 
O-KON-BIZH-

030622/819 
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Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/820 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/821 

Product: bizhub_c659_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

N/A 
O-KON-BIZH-

030622/822 
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CVE ID : CVE-2022-

29586 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/823 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/824 

Product: bizhub_c759_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/825 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

N/A 
O-KON-BIZH-

030622/826 
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that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

Insufficient

ly 

Protected 

Credentials 

16-May-22 7.5 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

N/A 
O-KON-BIZH-

030622/827 

Product: bizhub_pro958_firmware 

N/A 16-May-22 7.4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

allow a Sandbox 

Escape. An attacker 

must attach a 

keyboard to a USB 

port, press F12, and 

then escape from the 

kiosk mode. 

CVE ID : CVE-2022-

29586 

N/A 
O-KON-BIZH-

030622/828 

Insufficient

ly 

Protected 

Credentials 

16-May-22 4 

Konica Minolta 

bizhub MFP devices 

before 2022-04-14 

have an internal 

Chromium browser 

that executes with 

root (aka superuser) 

access privileges. 

CVE ID : CVE-2022-

29587 

N/A 
O-KON-BIZH-

030622/829 

Insufficient

ly 
16-May-22 7.5 Konica Minolta 

bizhub MFP devices 
N/A 

O-KON-BIZH-

030622/830 
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Protected 

Credentials 

before 2022-04-14 

use cleartext 

password storage for 

the 

/var/log/nginx/html

/ADMINPASS and 

/etc/shadow files. 

CVE ID : CVE-2022-

29588 

Vendor: Linux 

Product: linux_kernel 

Integer 

Overflow 

or 

Wraparoun

d 

17-May-22 7.8 

Integer Overflow or 

Wraparound 

vulnerability in 

io_uring of Linux 

Kernel allows local 

attacker to cause 

memory corruption 

and escalate 

privileges to root. 

This issue affects: 

Linux Kernel 

versions prior to 

5.4.189; version 

5.4.24 and later 

versions. 

CVE ID : CVE-2022-

1116 

https://git.kern

el.org/pub/scm

/linux/kernel/g

it/stable/linux.g

it/commit/fs/io

_uring.c?h=v5.4.

189&id=1a623d

361ffe5cecd424

4a02f44952841

6360038, 

https://kernel.d

ance/#1a623d3

61ffe5cecd4244

a02f449528416

360038 

O-LIN-LINU-

030622/831 

Use After 

Free 
16-May-22 7.8 

A use-after-free flaw 

was found in the 

Linux kernel’s 

Atheros wireless 

adapter driver in the 

way a user forces the 

ath9k_htc_wait_for_t

arget function to fail 

with some input 

messages. This flaw 

allows a local user to 

crash or potentially 

escalate their 

https://lore.ker

nel.org/lkml/87

ilqc7jv9.fsf@ker

nel.org/t/ 

O-LIN-LINU-

030622/832 
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privileges on the 

system. 

CVE ID : CVE-2022-

1679 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

17-May-22 5.5 

IBM Spectrum 

Protect Operations 

Center 8.1.12 and 

8.1.13 could allow a 

local attacker to 

obtain sensitive 

information, caused 

by plain text user 

account passwords 

potentially being 

stored in the 

browser's 

application 

command history. By 

accessing browser 

history, an attacker 

could exploit this 

vulnerability to 

obtain other user 

accounts' passwords. 

IBM X-Force ID: 

226322. 

CVE ID : CVE-2022-

22484 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/226322, 

https://www.ib

m.com/support

/pages/node/6

586314 

O-LIN-LINU-

030622/833 

Out-of-

bounds 

Write 

17-May-22 8.5 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

kernel mode layer, 

where an 

unprivileged regular 

user on the network 

can cause an out-of-

bounds write 

through a specially 

crafted shader, 

which may lead to 

code execution, 

denial of service, 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

O-LIN-LINU-

030622/834 
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escalation of 

privileges, 

information 

disclosure, and data 

tampering. The 

scope of the impact 

may extend to other 

components. 

CVE ID : CVE-2022-

28181 

Use After 

Free 
17-May-22 7.8 

Improper Update of 

Reference Count 

vulnerability in 

net/sched of Linux 

Kernel allows local 

attacker to cause 

privilege escalation 

to root. This issue 

affects: Linux Kernel 

versions prior to 

5.18; version 4.14 

and later versions. 

CVE ID : CVE-2022-

29581 

https://kernel.d

ance/#3db09e7

62dc79584a69c

10d74a6b98f89

a9979f8, 

https://git.kern

el.org/pub/scm

/linux/kernel/g

it/torvalds/linu

x.git/commit/?i

d=3db09e762dc

79584a69c10d

74a6b98f89a99

79f8, 

http://www.op

enwall.com/list

s/oss-

security/2022/

05/18/2 

O-LIN-LINU-

030622/835 

Vendor: Microsoft 

Product: windows 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

17-May-22 5.5 

IBM Spectrum 

Protect Operations 

Center 8.1.12 and 

8.1.13 could allow a 

local attacker to 

obtain sensitive 

information, caused 

by plain text user 

account passwords 

potentially being 

stored in the 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/226322, 

https://www.ib

m.com/support

/pages/node/6

586314 

O-MIC-WIND-

030622/836 
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browser's 

application 

command history. By 

accessing browser 

history, an attacker 

could exploit this 

vulnerability to 

obtain other user 

accounts' passwords. 

IBM X-Force ID: 

226322. 

CVE ID : CVE-2022-

22484 

Out-of-

bounds 

Write 

17-May-22 8.5 

NVIDIA GPU Display 

Driver for Windows 

and Linux contains a 

vulnerability in the 

kernel mode layer, 

where an 

unprivileged regular 

user on the network 

can cause an out-of-

bounds write 

through a specially 

crafted shader, 

which may lead to 

code execution, 

denial of service, 

escalation of 

privileges, 

information 

disclosure, and data 

tampering. The 

scope of the impact 

may extend to other 

components. 

CVE ID : CVE-2022-

28181 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

O-MIC-WIND-

030622/837 

Out-of-

bounds 

Write 

17-May-22 8.5 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

DirectX11 user mode 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

O-MIC-WIND-

030622/838 
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driver 

(nvwgf2um/x.dll), 

where an 

unauthorized 

attacker on the 

network can cause 

an out-of-bounds 

write through a 

specially crafted 

shader, which may 

lead to code 

execution to cause 

denial of service, 

escalation of 

privileges, 

information 

disclosure, and data 

tampering. The 

scope of the impact 

may extend to other 

components. 

CVE ID : CVE-2022-

28182 

Improper 

Input 

Validation 

17-May-22 6.1 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys) 

handler for 

DxgkDdiEscape, 

where the product 

receives input or 

data, but does not 

validate or 

incorrectly validates 

that the input has 

the properties that 

are required to 

process the data 

safely and correctly, 

which may lead to 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

O-MIC-WIND-

030622/839 
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denial of service or 

data tampering. 

CVE ID : CVE-2022-

28186 

Improper 

Input 

Validation 

17-May-22 5.5 

NVIDIA GPU Display 

Driver for Windows 

contains a 

vulnerability in the 

kernel mode layer 

(nvlddmkm.sys) 

handler for 

DxgkDdiEscape, 

where the product 

receives input or 

data, but does not 

validate or 

incorrectly validates 

that the input has 

the properties that 

are required to 

process the data 

safely and correctly, 

which may lead to 

denial of service. 

CVE ID : CVE-2022-

28188 

https://nvidia.c

usthelp.com/ap

p/answers/deta

il/a_id/5353 

O-MIC-WIND-

030622/840 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

16-May-22 9.8 

Prime95 30.7 build 9 

suffers from a Buffer 

Overflow 

vulnerability that 

could lead to Remote 

Code Execution. 

CVE ID : CVE-2022-

30055 

N/A 
O-MIC-WIND-

030622/841 

Vendor: Redhat 

Product: enterprise_linux 

Out-of-

bounds 

Read 

16-May-22 9.1 

An out-of-bounds 

read vulnerability 

was discovered in 

the PCRE2 library in 

the 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2077976,, 

https://github.c

O-RED-ENTE-

030622/842 
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compile_xclass_matc

hingpath() function 

of the 

pcre2_jit_compile.c 

file. This involves a 

unicode property 

matching issue in 

JIT-compiled regular 

expressions. The 

issue occurs because 

the character was 

not fully read in 

case-less matching 

within JIT. 

CVE ID : CVE-2022-

1586 

om/PCRE2Proje

ct/pcre2/comm

it/d4fa336fbcc3

88f89095b184b

a6d99422cfc67

6c 

Out-of-

bounds 

Read 

16-May-22 9.1 

An out-of-bounds 

read vulnerability 

was discovered in 

the PCRE2 library in 

the 

get_recurse_data_len

gth() function of the 

pcre2_jit_compile.c 

file. This issue affects 

recursions in JIT-

compiled regular 

expressions caused 

by duplicate data 

transfers. 

CVE ID : CVE-2022-

1587 

https://github.c

om/PCRE2Proje

ct/pcre2/comm

it/03654e751e

7f0700693526b

67dfcadda6b42

c9d0 

O-RED-ENTE-

030622/843 

Incorrect 

Authorizati

on 

17-May-22 6.5 

A vulnerability was 

found in Ignition 

where ignition 

configs are 

accessible from 

unprivileged 

containers in VMs 

running on VMware 

products. This issue 

is only relevant in 

user environments 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2082274, 

https://github.c

om/coreos/igni

tion/commit/4

b70b44b430ecf

8377a276e89b

O-RED-ENTE-

030622/844 
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where the Ignition 

config contains 

secrets. The highest 

threat from this 

vulnerability is to 

data confidentiality. 

Possible 

workaround is to not 

put secrets in the 

Ignition config. 

CVE ID : CVE-2022-

1706 

5acd3a6957d4e

a 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

18-May-22 5.4 

A flaw was found in 

moodle where ID 

numbers displayed 

when bulk allocating 

markers to 

assignments 

required additional 

sanitizing to prevent 

a stored XSS risk. 

CVE ID : CVE-2022-

30596 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-74204, 

https://moodle.

org/mod/forum

/discuss.php?d=

434578 

O-RED-ENTE-

030622/845 

N/A 18-May-22 5.3 

A flaw was found in 

moodle where the 

description user field 

was not hidden 

when being set as a 

hidden user field. 

CVE ID : CVE-2022-

30597 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-74318, 

https://moodle.

org/mod/forum

/discuss.php?d=

434579 

O-RED-ENTE-

030622/846 

N/A 18-May-22 4.3 

A flaw was found in 

moodle where global 

search results could 

include author 

information on some 

activities where a 

user may not 

otherwise have 

access to it. 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-71623, 

https://moodle.

org/mod/forum

O-RED-ENTE-

030622/847 
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CVE ID : CVE-2022-

30598 

/discuss.php?d=

434580 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

18-May-22 9.8 

A flaw was found in 

moodle where an 

SQL injection risk 

was identified in 

Badges code relating 

to configuring 

criteria. 

CVE ID : CVE-2022-

30599 

https://moodle.

org/mod/forum

/discuss.php?d=

434581, 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-74333 

O-RED-ENTE-

030622/848 

Incorrect 

Calculation 
18-May-22 9.8 

A flaw was found in 

moodle where logic 

used to count failed 

login attempts could 

result in the account 

lockout threshold 

being bypassed. 

CVE ID : CVE-2022-

30600 

https://moodle.

org/mod/forum

/discuss.php?d=

434582, 

http://git.mood

le.org/gw?p=m

oodle.git&a=sea

rch&h=HEAD&s

t=commit&s=M

DL-73736 

O-RED-ENTE-

030622/849 

Vendor: Siemens 

Product: 7kg8500-0aa00-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/850 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/851 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/852 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 556 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/853 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa00-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/854 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/855 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 561 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/856 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Informatio

n 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

O-SIE-7KG8-

030622/857 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

/pdf/ssa-

165073.pdf 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa10-0aa0_firmware 
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Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/858 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/859 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/860 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 573 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/861 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 
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This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa10-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/862 
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SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 
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attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/863 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 
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POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/864 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 
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not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/865 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa30-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/866 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/867 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/868 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/869 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8500-0aa30-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/870 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/871 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/872 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/873 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 599 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa01-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/874 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/875 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/876 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/877 
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Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa01-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

O-SIE-7KG8-

030622/878 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

/pdf/ssa-

165073.pdf 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

O-SIE-7KG8-

030622/879 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 610 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/880 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/881 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa02-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/882 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/883 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/884 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/885 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa02-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/886 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 626 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/887 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/888 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 630 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/889 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa11-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/890 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/891 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/892 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/893 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa11-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/894 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/895 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 643 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/896 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/897 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 647 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa12-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/898 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 649 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/899 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 651 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

20-May-22 7.5 
A vulnerability has 

been identified in 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

O-SIE-7KG8-

030622/900 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Sensitive 

Informatio

n 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

/pdf/ssa-

165073.pdf 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 654 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat
20-May-22 6.1 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

O-SIE-7KG8-

030622/901 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa12-2aa0_firmware 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/902 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/903 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 
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execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/904 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 663 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/905 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 
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This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa31-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/906 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 
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attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/907 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 
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POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/908 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 
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not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/909 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa31-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/910 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/911 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/912 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/913 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa32-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/914 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 682 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/915 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/916 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/917 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8501-0aa32-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/918 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/919 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/920 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/921 
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Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa00-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

O-SIE-7KG8-

030622/922 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

O-SIE-7KG8-

030622/923 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/924 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 
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CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/925 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 
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CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa00-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/926 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 708 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/927 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 
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device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/928 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 
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This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/929 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 
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The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa10-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/930 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 
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parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/931 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/932 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/933 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa10-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/934 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/935 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/936 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/937 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 729 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa30-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/938 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/939 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/940 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/941 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8550-0aa30-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/942 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/943 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 742 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

20-May-22 7.5 
A vulnerability has 

been identified in 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

O-SIE-7KG8-

030622/944 
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Sensitive 

Informatio

n 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

/pdf/ssa-

165073.pdf 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat
20-May-22 6.1 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

O-SIE-7KG8-

030622/945 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa01-0aa0_firmware 
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Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/946 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/947 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 
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execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/948 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 
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interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/949 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 
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This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa01-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/950 
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SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 
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attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/951 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 
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POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/952 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 
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not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/953 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa02-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/954 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/955 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/956 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/957 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa02-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/958 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/959 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/960 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/961 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa11-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/962 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/963 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/964 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/965 
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Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa11-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

O-SIE-7KG8-

030622/966 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

O-SIE-7KG8-

030622/967 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/968 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 
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CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/969 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 
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CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa12-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/970 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 
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counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/971 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 
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device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/972 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 
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This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/973 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 
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The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa12-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/974 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 
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parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/975 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 
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Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/976 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/977 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa31-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/978 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/979 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 815 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/980 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/981 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa31-2aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/982 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/983 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/984 
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versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/985 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 827 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa32-0aa0_firmware 

Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/986 
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SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/987 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 831 of 851 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

20-May-22 7.5 
A vulnerability has 

been identified in 

SICAM P850 (All 

https://cert-

portal.siemens.c

om/productcert

O-SIE-7KG8-

030622/988 
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Sensitive 

Informatio

n 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

/pdf/ssa-

165073.pdf 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 

interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat
20-May-22 6.1 A vulnerability has 

been identified in 

https://cert-

portal.siemens.c

O-SIE-7KG8-

030622/989 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

om/productcert

/pdf/ssa-

165073.pdf 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 

This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Product: 7kg8551-0aa32-2aa0_firmware 
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Improper 

Input 

Validation 

20-May-22 8.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/990 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of POST 

requests. This could 

allow an 

authenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 

execute arbitrary 

code on the device. 
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CVE ID : CVE-2022-

29872 

N/A 20-May-22 9.8 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/991 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly validate 

parameters of 

certain GET and 

POST requests. This 

could allow an 

unauthenticated 

attacker to set the 

device to a denial of 

service state or to 

control the program 

counter and, thus, 
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execute arbitrary 

code on the device. 

CVE ID : CVE-2022-

29873 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

20-May-22 7.5 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P855 (All 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/992 
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versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not encrypt web 

traffic with clients 

but communicate in 

cleartext via HTTP. 

This could allow an 

unauthenticated 

attacker to capture 

the traffic and 
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interfere with the 

functionality of the 

device. 

CVE ID : CVE-2022-

29874 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

20-May-22 6.1 

A vulnerability has 

been identified in 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

SICAM P850 (All 

versions < V3.00), 

https://cert-

portal.siemens.c

om/productcert

/pdf/ssa-

165073.pdf 

O-SIE-7KG8-

030622/993 
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SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00), 

SICAM P855 (All 

versions < V3.00). 

Affected devices do 

not properly handle 

the input of a GET 

request parameter. 

The provided 

argument is directly 

reflected in the web 

server response. 
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This could allow an 

unauthenticated 

attacker to perform 

reflected XSS attacks. 

CVE ID : CVE-2022-

29876 

Vendor: silabs 

Product: sd3502_firmware 

N/A 17-May-22 6.5 

Denial of Service 

(DoS) in the Z-Wave 

S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

included but absent 

NodeIDs. 

CVE ID : CVE-2022-

24611 

N/A 
O-SIL-SD35-

030622/994 

Product: sd3503_firmware 

N/A 17-May-22 6.5 

Denial of Service 

(DoS) in the Z-Wave 

S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

included but absent 

NodeIDs. 

N/A 
O-SIL-SD35-

030622/995 
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CVE ID : CVE-2022-

24611 

Product: zm5101_firmware 

N/A 17-May-22 6.5 

Denial of Service 

(DoS) in the Z-Wave 

S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

included but absent 

NodeIDs. 

CVE ID : CVE-2022-

24611 

N/A 
O-SIL-ZM51-

030622/996 

Product: zm5202_firmware 

N/A 17-May-22 6.5 

Denial of Service 

(DoS) in the Z-Wave 

S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

included but absent 

NodeIDs. 

CVE ID : CVE-2022-

24611 

N/A 
O-SIL-ZM52-

030622/997 

Product: zm5304_firmware 

N/A 17-May-22 6.5 Denial of Service 

(DoS) in the Z-Wave 
N/A 

O-SIL-ZM53-

030622/998 
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S0 NonceGet 

protocol 

specification in 

Silicon Labs Z-Wave 

500 series allows 

local attackers to 

block S0/S2 

protected Z-Wave 

network via crafted 

S0 NonceGet Z-Wave 

packages, utilizing 

included but absent 

NodeIDs. 

CVE ID : CVE-2022-

24611 

Vendor: Tenda 

Product: ax12_firmware 

Out-of-

bounds 

Write 

18-May-22 7.5 

Tenda AX12 

v22.03.01.21_cn was 

discovered to 

contain a stack 

overflow via the 

lanIp parameter in 

/goform/AdvSetLanI

p. 

CVE ID : CVE-2022-

28917 

N/A 
O-TEN-AX12-

030622/999 

Product: tx9_pro_firmware 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

18-May-22 7.5 

Tenda TX9 Pro 

V22.03.02.10 is 

vulnerable to Buffer 

Overflow via the 

functtion 

setIPv6Status() in 

httpd module. 

CVE ID : CVE-2022-

30033 

N/A 
O-TEN-TX9_-

030622/1000 

Vendor: totolink 

Product: a3100r_firmware 
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Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a stack 

overflow via the 

comment parameter 

in the function 

setIpQosRules. This 

vulnerability allows 

attackers to cause a 

Denial of Service 

(DoS) via a crafted 

POST request. 

CVE ID : CVE-2022-

29638 

N/A 
O-TOT-A310-

030622/1001 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

18-May-22 8.1 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a command 

injection 

vulnerability via the 

magicid parameter 

in the function 

uci_cloudupdate_con

fig. 

CVE ID : CVE-2022-

29639 

N/A 
O-TOT-A310-

030622/1002 

Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a stack 

overflow via the 

comment parameter 

in the function 

N/A 
O-TOT-A310-

030622/1003 
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setPortForwardRule

s. This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted POST 

request. 

CVE ID : CVE-2022-

29640 

Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a stack 

overflow via the 

startTime and 

endTime parameters 

in the function 

setParentalRules. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted POST 

request. 

CVE ID : CVE-2022-

29641 

N/A 
O-TOT-A310-

030622/1004 

Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a stack 

overflow via the url 

parameter in the 

function 

setUrlFilterRules. 

This vulnerability 

allows attackers to 

cause a Denial of 

N/A 
O-TOT-A310-

030622/1005 
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Service (DoS) via a 

crafted POST 

request. 

CVE ID : CVE-2022-

29642 

Out-of-

bounds 

Write 

18-May-22 7.5 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a stack 

overflow via the 

macAddress 

parameter in the 

function setMacQos. 

This vulnerability 

allows attackers to 

cause a Denial of 

Service (DoS) via a 

crafted POST 

request. 

CVE ID : CVE-2022-

29643 

N/A 
O-TOT-A310-

030622/1006 

Use of 

Hard-

coded 

Credentials 

18-May-22 9.8 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 were 

discovered to 

contain a hard coded 

password for the 

telnet service stored 

in the component 

/web_cste/cgi-

bin/product.ini. 

CVE ID : CVE-2022-

29644 

N/A 
O-TOT-A310-

030622/1007 

Use of 

Hard-

coded 

Credentials 

18-May-22 9.8 

TOTOLINK A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

N/A 
O-TOT-A310-

030622/1008 
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11129 were 

discovered to 

contain a hard coded 

password for root 

stored in the 

component 

/etc/shadow.sample. 

CVE ID : CVE-2022-

29645 

Exposure 

of 

Resource 

to Wrong 

Sphere 

18-May-22 5.3 

An access control 

issue in TOTOLINK 

A3100R 

V4.1.2cu.5050_B202

00504 and 

V4.1.2cu.5247_B202

11129 allows 

attackers to obtain 

sensitive 

information via a 

crafted web request. 

CVE ID : CVE-2022-

29646 

N/A 
O-TOT-A310-

030622/1009 
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