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/ Patch 

NCIIPC ID 

Application 

Aist Project 
Aist 

Sql 17-02-2018 7.5 SQL Injection exists in the Aist through 2.0 
component for Joomla! via the id 
parameter in a view=showvacancy 
request. CVE ID : CVE-2018-5993 

https://exploit
-
db.com/explo
its/44106 

A-AIS-
AIST-
10318/1 

Albonico 

Simplecalendar 

Sql 17-02-2018 7.5 SQL Injection exists in the SimpleCalendar 
3.1.9 component for Joomla! via the catid 
array parameter. CVE ID : CVE-2018-5974 

https://exploit
-
db.com/explo
its/44126 

A-ALB-
SIMPL-
10318/2 

Alexandriabooklibrary 

Alexandria Book Library 

Sql 22-02-2018 7.5 SQL Injection exists in the Alexandria Book 
Library 3.1.2 component for Joomla! via 
the letter parameter. 
CVE ID : CVE-2018-7312 

https://exploit
-
db.com/explo
its/44162 

A-ALE-
ALEXA-
10318/3 

Alibaba Clone Script Project 

Alibaba Clone Script 

XSS 23-02-2018 3.5 Cross Site Scripting (XSS) exists in PHP 
Scripts Mall Alibaba Clone Script 1.0.2 via 
a profile parameter. 
CVE ID : CVE-2018-6867 

https://exploit
-
db.com/explo
its/44171 

A-ALI-
ALIBA-
10318/4 

Belitsoft 

Checklist 

Sql 22-02-2018 7.5 SQL Injection exists in the CheckList 1.1.1 
component for Joomla! via the title_search, 
tag_search, name_search, 
description_search, or filter_order 
parameter. CVE ID : CVE-2018-7318 

https://exploit
-
db.com/explo
its/44163 

A-BEL-
CHECK-
10318/5 

Ek Rishta Project 

Ek Rishta 

Sql 22-02-2018 7.5 SQL Injection exists in the Ek Rishta 2.9 
component for Joomla! via the gender, 
age1, age2, religion, mothertounge, caste, 
or country parameter. 
CVE ID : CVE-2018-7315 

https://exploit
-
db.com/explo
its/44161 

A-EK -EK 
RI-10318/ 
6 

Fastballproductions 

Fastball 
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Sql 17-02-2018 7.5 SQL Injection exists in the Fastball 2.5 
component for Joomla! via the season 
parameter in a view=player action. 
CVE ID : CVE-2018-6373 

https://exploit
-
db.com/explo
its/44109 

A-FAS-
FASTB-
10318/7 

Groupon Clone Script Project 

Groupon Clone Script 

XSS 23-02-2018 3.5 Cross Site Scripting (XSS) exists in PHP 
Scripts Mall Slickdeals / DealNews / 
Groupon Clone Script 3.0.2 via a User 
Profile Field parameter. 
CVE ID : CVE-2018-6868 

https://exploit
-
db.com/explo
its/44172 

A-GRO-
GROUP-
10318/8 

Learning And Examination Management System Script Project 

Learning And Examination Management System Script 

XSS 23-02-2018 3.5 Cross Site Scripting (XSS) exists in PHP 
Scripts Mall Learning and Examination 
Management System Script 2.3.1 via a 
crafted message. 
CVE ID : CVE-2018-6866 

https://exploit
-
db.com/explo
its/44170 

A-LEA-
LEARN-
10318/9 

Ordasoft 

Advertisement Board 

Sql 17-02-2018 7.5 SQL Injection exists in the Advertisement 
Board 3.1.0 component for Joomla! via a 
task=show_rss_categories&catname= 
request. CVE ID : CVE-2018-5982 

https://exploit
-
db.com/explo
its/44105 

A-ORD-
ADVER-
10318/10 

Medialibrary 

Sql 17-02-2018 7.5 SQL Injection exists in the MediaLibrary 
Free 4.0.12 component for Joomla! via the 
id parameter or the mid array parameter. 
CVE ID : CVE-2018-5971 

https://exploit
-
db.com/explo
its/44122 

A-ORD-
MEDIA-
10318/11 

Os Property Real Estate Project 

Os Property Real Estate 

Sql 22-02-2018 7.5 SQL Injection exists in the OS Property 
Real Estate 3.12.7 component for Joomla! 
via the cooling_system1, heating_system1, 
or laundry parameter. 
CVE ID : CVE-2018-7319 

https://exploit
-
db.com/explo
its/44165 

A-OS -OS 
PR-
10318/12 

Realpin Project 

Realpin 

Sql 17-02-2018 7.5 SQL Injection exists in the Realpin through 
1.5.04 component for Joomla! via the 
pinboard parameter. 
CVE ID : CVE-2018-6005 

https://exploit
-
db.com/explo
its/44125 

A-REA-
REALP-
10318/13 

Saxum2003 

Astro 

Sql 17-02-2018 7.5 SQL Injection exists in the Saxum Astro 
4.0.14 component for Joomla! via the 
publicid parameter. 

https://www.e
xploit-
db.com/explo

A-SAX-
ASTRO-
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CVE ID : CVE-2018-7180 its/44133 10318/14 
Numerology 

Sql 17-02-2018 7.5 SQL Injection exists in the Saxum 
Numerology 3.0.4 component for Joomla! 
via the publicid parameter. 
CVE ID : CVE-2018-7177 

https://www.e
xploit-
db.com/explo
its/44134 

A-SAX-
NUMER-
10318/15 

Saxum Picker 

Sql 17-02-2018 7.5 SQL Injection exists in the Saxum Picker 
3.2.10 component for Joomla! via the 
publicid parameter. 
CVE ID : CVE-2018-7178 

https://www.e
xploit-
db.com/explo
its/44136 

A-SAX-
SAXUM-
10318/16 

Solidres 

Solidres 

Sql 17-02-2018 7.5 SQL Injection exists in the Solidres 2.5.1 
component for Joomla! via the direction 
parameter in a hub.search action. 
CVE ID : CVE-2018-5980 

https://exploit
-
db.com/explo
its/44128 

A-SOL-
SOLID-
10318/17 

Squadmanagement Project 

Squadmanagement 

Sql 17-02-2018 7.5 SQL Injection exists in the 
SquadManagement 1.0.3 component for 
Joomla! via the id parameter. 
CVE ID : CVE-2018-7179 

https://www.e
xploit-
db.com/explo
its/44135 

A-SQU-
SQUAD-
10318/18 

Staff Master Project 

Staff Master 

Sql 17-02-2018 7.5 SQL Injection exists in the Staff Master 
through 1.0 RC 1 component for Joomla! 
via the name parameter in a view=staff 
request. CVE ID : CVE-2018-5992 

https://exploit
-
db.com/explo
its/44129 

A-STA-
STAFF-
10318/19 

Techjoomla 

Invitex 

Sql 17-02-2018 7.5 SQL Injection exists in the InviteX 3.0.5 
component for Joomla! via the invite_type 
parameter in a view=invites action. 
CVE ID : CVE-2018-6394 

https://exploit
-
db.com/explo
its/44114 

A-TEC-
INVIT-
10318/20 

Jgive 

Sql 17-02-2018 7.5 SQL Injection exists in the JGive 2.0.9 
component for Joomla! via the 
filter_org_ind_type or campaign_countries 
parameter. CVE ID : CVE-2018-5970 

https://exploit
-
db.com/explo
its/44116 

A-TEC-
JGIVE-
10318/21 

Techsolsystem 

File Download Tracker 

Sql 17-02-2018 7.5 SQL Injection exists in the File Download 
Tracker 3.0 component for Joomla! via the 
dynfield[phone] or sess parameter. 
CVE ID : CVE-2018-6004 

https://exploit
-
db.com/explo
its/44110 

A-TEC-
FILE -
10318/22 
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Thekrotek 

Smart Shoutbox 

Sql 17-02-2018 7.5 SQL Injection exists in the Smart Shoutbox 
3.0.0 component for Joomla! via the 
shoutauthor parameter to the archive URI. 
CVE ID : CVE-2018-5975 

https://exploit
-
db.com/explo
its/44127 

A-THE-
SMART-
10318/23 

Thethinkery 

Project Log 

Sql 18-02-2018 7.5 SQL Injection exists in the Project Log 
1.5.3 component for Joomla! via the 
search parameter. 
CVE ID : CVE-2018-6024 

NA A-THE-
PROJE-
10318/24 

Web-dorado 

Gallery Wd 

Sql 17-02-2018 7.5 SQL Injection exists in the Gallery WD 
1.3.6 component for Joomla! via the tag_id 
parameter or gallery_id parameter. 
CVE ID : CVE-2018-5981 

https://exploit
-
db.com/explo
its/44112 

A-WEB-
GALLE-
10318/25 

Wireshark 

Wireshark 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-rpcrdma.c 
had an infinite loop that was addressed by 
validating a chunk size. 
CVE ID : CVE-2018-7333 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/26 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-reload.c 
had an infinite loop that was addressed by 
validating a length. 
CVE ID : CVE-2018-7332 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/27 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-ber.c had 
an infinite loop that was addressed by 
validating a length. 
CVE ID : CVE-2018-7331 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/28 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-thread.c 
had an infinite loop that was addressed by 
using a correct integer data type. 
CVE ID : CVE-2018-7330 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/29 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-s7comm.c 
had an infinite loop that was addressed by 
correcting off-by-one errors. 
CVE ID : CVE-2018-7329 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/30 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-usb.c had 
an infinite loop that was addressed by 
rejecting short frame header lengths. 

https://www.
wireshark.org
/security/wnp
a-sec-2018-

A-WIR-
WIRES-
10318/31 
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CVE ID : CVE-2018-7328 06.html 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-
openflow_v6.c had an infinite loop that was 
addressed by validating property lengths. 
CVE ID : CVE-2018-7327 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/32 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-lltd.c had 
an infinite loop that was addressed by 
using a correct integer data type. 
CVE ID : CVE-2018-7326 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/33 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-rpki-rtr.c 
had an infinite loop that was addressed by 
validating a length field. 
CVE ID : CVE-2018-7325 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/34 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-sccp.c had 
an infinite loop that was addressed by 
using a correct integer data type. 
CVE ID : CVE-2018-7324 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/35 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-wccp.c had 
a large loop that was addressed by 
ensuring that a calculated length was 
monotonically increasing. 
CVE ID : CVE-2018-7323 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/36 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-dcm.c had 
an infinite loop that was addressed by 
checking for integer wraparound. 
CVE ID : CVE-2018-7322 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/37 

NA 23-02-2018 5 In Wireshark 2.4.0 to 2.4.4 and 2.2.0 to 
2.2.12, epan/dissectors/packet-thrift.c had 
a large loop that was addressed by not 
proceeding with dissection after 
encountering an unexpected type. 
CVE ID : CVE-2018-7321 

https://www.
wireshark.org
/security/wnp
a-sec-2018-
06.html 

A-WIR-
WIRES-
10318/38 

 


