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Application 

1234n 

minicms 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

In MiniCMS V1.10, stored XSS 
was found in mc-admin/post-
edit.php via the tags box. An 
attacker can use it to get a user's 
cookie. This is different from 
CVE-2018-10296, CVE-2018-
16233, and CVE-2018-20520. 

CVE ID : CVE-2019-13186 

N/A A-123-MINI-
190719/1

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

05-07-2019 3.5 

In MiniCMS V1.10, stored XSS 
was found in mc-admin/page-
edit.php (content box), which 
can be used to get a user's 
cookie. 

CVE ID : CVE-2019-13339 

N/A 
A-123-MINI-
190719/2

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

05-07-2019 3.5 

In MiniCMS V1.10, stored XSS 
was found in mc-admin/post-
edit.php via the content box. An 
attacker can use it to get a user's 
cookie. This is different from 
CVE-2018-10296, CVE-2018-
16233, CVE-2018-20520, and 
CVE-2019-13186. 

CVE ID : CVE-2019-13340 

N/A A-123-MINI-
190719/3

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 

05-07-2019 3.5 

In MiniCMS V1.10, stored XSS 
was found in mc-
admin/conf.php (comment 
box), which can be used to get a 
user's cookie. 

N/A 
A-123-MINI-
190719/4
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('Cross-site 
Scripting') 

CVE ID : CVE-2019-13341 

Acdsee 

acdsee 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ACDSee Free 1.1.21 has a User 
Mode Write AV starting at 
IDE_ACDStd!JPEGTransW+0x00
000000000024ed. 

CVE ID : CVE-2019-13247 

N/A 
A-ACD-
ACDS-
190719/5 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ACDSee Free 1.1.21 has a User 
Mode Write AV starting at 
IDE_ACDStd!JPEGTransW+0x00
00000000002450. 

CVE ID : CVE-2019-13248 

N/A 
A-ACD-
ACDS-
190719/6 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ACDSee Free 1.1.21 has a User 
Mode Write AV starting at 
IDE_ACDStd!IEP_SetColorProfile
+0x00000000000b9e7a. 

CVE ID : CVE-2019-13249 

N/A 
A-ACD-
ACDS-
190719/7 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ACDSee Free 1.1.21 has a User 
Mode Write AV starting at 
IDE_ACDStd!IEP_SetColorProfile
+0x00000000000b9c2f. 

CVE ID : CVE-2019-13250 

N/A 
A-ACD-
ACDS-
190719/8 

Improper 
Restriction 
of 

04-07-2019 6.8 
ACDSee Free 1.1.21 has a User 
Mode Write AV starting at 
IDE_ACDStd!IEP_SetColorProfile

N/A 
A-ACD-
ACDS-
190719/9 
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Operations 
within the 
Bounds of a 
Memory 
Buffer 

+0x00000000000c47ff. 

CVE ID : CVE-2019-13251 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ACDSee Free 1.1.21 has a User 
Mode Write AV starting at 
IDE_ACDStd!IEP_SetColorProfile
+0x00000000001172b0. 

CVE ID : CVE-2019-13252 

N/A 
A-ACD-
ACDS-
190719/10 

alsa-project 

alsa 

Double Free 05-07-2019 6.8 

posix/JackSocket.cpp in libjack 
in JACK2 1.9.1 through 1.9.12 
(as distributed with alsa-plugins 
1.1.7 and later) has a "double 
file descriptor close" issue 
during a failed connection 
attempt when jackd2 is not 
running. Exploitation success 
depends on multithreaded 
timing of that double close, 
which can result in unintended 
information disclosure, crashes, 
or file corruption due to having 
the wrong file associated with 
the file descriptor. 

CVE ID : CVE-2019-13351 

N/A 
A-ALS-ALSA-
190719/11 

Apachefriends 

xampp 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 

09-07-2019 4.3 

iart.php in XAMPP 1.7.0 has XSS, 
a related issue to CVE-2008-
3569. 

CVE ID : CVE-2019-8920 

N/A 
A-APA-
XAMP-
190719/12 
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('Cross-site 
Scripting') 

arox 

school-erp 

Improper 
Access 
Control 

04-07-2019 10 

AROX School-ERP Pro has a 
command execution 
vulnerability. import_stud.php 
and upload_fille.php do not have 
session control. Therefore an 
unauthenticated user can 
execute a command on the 
system. 

CVE ID : CVE-2019-13294 

N/A 
A-ARO-
SCHO-
190719/13 

Artifex 

mupdf 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

Artifex MuPDF 1.15.0 has a 
heap-based buffer overflow in 
fz_append_display_node located 
at fitz/list-device.c, allowing 
remote attackers to execute 
arbitrary code via a crafted PDF 
file. This occurs with a large 
BDC property name that 
overflows the allocated size of a 
display list node. 

CVE ID : CVE-2019-13290 

N/A 
A-ART-
MUPD-
190719/14 

audio_file_library_project 

audio_file_library 

NULL 
Pointer 
Dereference 

01-07-2019 4.3 

In Audio File Library (aka 
audiofile) 0.3.6, there exists one 
NULL pointer dereference bug 
in ulaw2linear_buf in G711.cpp 
in libmodules.a that allows an 
attacker to cause a denial of 
service via a crafted file. 

CVE ID : CVE-2019-13147 

N/A 
A-AUD-
AUDI-
190719/15 

axiosys 
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bento4 

Uncontrolle
d Resource 
Consumptio
n 

04-07-2019 5 

An issue was discovered in 
Bento4 1.5.1.0. A memory 
allocation failure is unhandled 
in Core/Ap4SdpAtom.cpp and 
leads to crashes. When parsing 
input video, the program 
allocates a new buffer to parse 
an atom in the stream. The 
unhandled memory allocation 
failure causes a direct copy to a 
NULL pointer. 

CVE ID : CVE-2019-13238 

N/A 
A-AXI-BENT-
190719/16 

calamares 

calamares 

Concurrent 
Execution 
using 
Shared 
Resource 
with 
Improper 
Synchroniza
tion ('Race 
Condition') 

02-07-2019 6.8 

modules/luksbootkeyfile/main.
py in Calamares versions 3.1 
through 3.2.10 has a race 
condition between the time 
when the LUKS encryption 
keyfile is created and when 
secure permissions are set. 

CVE ID : CVE-2019-13178 

N/A 
A-CAL-
CALA-
190719/17 

Centreon 

centreon 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

01-07-2019 9 

Centreon V19.04 allows the 
attacker to execute arbitrary 
system commands by using the 
value "init_script"-"Monitoring 
Engine Binary" in main.get.php 
to insert a arbitrary command 
into the database, and execute it 
by calling the vulnerable page 
www/include/configuration/co
nfigGenerate/xml/generateFiles
.php (which passes the inserted 
value to the database to 

N/A 
A-CEN-
CENT-
190719/18 
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shell_exec without sanitizing it, 
allowing one to execute system 
arbitrary commands). 

CVE ID : CVE-2019-13024 

Cesanta 

mongoose 

Out-of-
bounds 
Read 

10-07-2019 5 

mq_parse_http in mongoose.c in 
Mongoose 6.15 has a heap-
based buffer over-read. 

CVE ID : CVE-2019-13503 

N/A 
A-CES-
MONG-
190719/19 

Cisco 

jabber 

N/A 04-07-2019 9.3 

A vulnerability in the loading 
mechanism of specific dynamic 
link libraries in Cisco Jabber for 
Windows could allow an 
authenticated, local attacker to 
perform a DLL preloading 
attack. To exploit this 
vulnerability, the attacker 
would need to have valid 
credentials on the Windows 
system. The vulnerability is due 
to insufficient validation of the 
resources loaded by the 
application at run time. An 
attacker could exploit this 
vulnerability by crafting a 
malicious DLL file and placing it 
in a specific location on the 
targeted system. The malicious 
DLL file would execute when 
the Jabber application launches. 
A successful exploit could allow 
the attacker to execute arbitrary 
code on the target machine with 
the privileges of another user's 
account. 

N/A 
A-CIS-JABB-
190719/20 
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CVE ID : CVE-2019-1855 

unified_communications_manager 

Out-of-
bounds 
Write 

05-07-2019 5 

A vulnerability in the Session 
Initiation Protocol (SIP) 
protocol implementation of 
Cisco Unified Communications 
Manager could allow an 
unauthenticated, remote 
attacker to cause a denial of 
service (DoS) condition. The 
vulnerability is due to 
insufficient validation of input 
SIP traffic. An attacker could 
exploit this vulnerability by 
sending a malformed SIP packet 
to an affected Cisco Unified 
Communications Manager. A 
successful exploit could allow 
the attacker to trigger a new 
registration process on all 
connected phones, temporarily 
disrupting service. 

CVE ID : CVE-2019-1887 

N/A 
A-CIS-UNIF-
190719/21 

application_policy_infrastructure_controller 

Improper 
Access 
Control 

04-07-2019 3.3 

A vulnerability in the fabric 
infrastructure VLAN connection 
establishment of the Cisco 
Nexus 9000 Series Application 
Centric Infrastructure (ACI) 
Mode Switch Software could 
allow an unauthenticated, 
adjacent attacker to bypass 
security validations and connect 
an unauthorized server to the 
infrastructure VLAN. The 
vulnerability is due to 
insufficient security 
requirements during the Link 
Layer Discovery Protocol 
(LLDP) setup phase of the 

N/A 
A-CIS-APPL-
190719/22 
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infrastructure VLAN. An 
attacker could exploit this 
vulnerability by sending a 
malicious LLDP packet on the 
adjacent subnet to the Cisco 
Nexus 9000 Series Switch in ACI 
mode. A successful exploit could 
allow the attacker to connect an 
unauthorized server to the 
infrastructure VLAN, which is 
highly privileged. With a 
connection to the infrastructure 
VLAN, the attacker can make 
unauthorized connections to 
Cisco Application Policy 
Infrastructure Controller (APIC) 
services or join other host 
endpoints. 

CVE ID : CVE-2019-1890 

codedoc_project 

codedoc 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

06-07-2019 6.8 

Codedoc v3.2 has a stack-based 
buffer overflow in add_variable 
in codedoc.c, related to 
codedoc_strlcpy. 

CVE ID : CVE-2019-13362 

N/A 
A-COD-
CODE-
190719/23 

Contao 

contao 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 

09-07-2019 7.5 

Contao 4.x allows SQL Injection. 
Fixed in Contao 4.4.39 and 
Contao 4.7.5. 

CVE ID : CVE-2019-11512 

N/A 
A-CON-
CONT-
190719/24 
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Injection') 

crudlab 

wp_like_button 

Improper 
Authenticati
on 

05-07-2019 5 

An authentication bypass 
vulnerability in the CRUDLab 
WP Like Button plugin through 
1.6.0 for WordPress allows 
unauthenticated attackers to 
change settings. The contains() 
function in wp_like_button.php 
did not check if the current 
request is made by an 
authorized user, thus allowing 
any unauthenticated user to 
successfully update settings, as 
demonstrated by the wp-
admin/admin.php?page=facebo
ok-like-button each_page_url or 
code_snippet parameter. 

CVE ID : CVE-2019-13344 

N/A 
A-CRU-
WP_L-
190719/25 

custom4web 

wp_open_graph 

Cross-Site 
Request 
Forgery 
(CSRF) 

05-07-2019 6.8 

Cross-site request forgery 
(CSRF) vulnerability in WP 
Open Graph 1.6.1 and earlier 
allows remote attackers to 
hijack the authentication of 
administrators via unspecified 
vectors. 

CVE ID : CVE-2019-5960 

N/A 
A-CUS-
WP_O-
190719/26 

cyberpanel 

cyberpanel 

Cross-Site 
Request 
Forgery 
(CSRF) 

02-07-2019 6.8 

An issue was discovered in 
CyberPanel through 1.8.4. On 
the user edit page, an attacker 
can edit the administrator's e-
mail and password because of 

N/A 
A-CYB-
CYBE-
190719/27 
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the lack of CSRF protection. 

CVE ID : CVE-2019-13056 

cyberpowersystems 

powerpanel 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

09-07-2019 3.5 

A stored XSS vulnerability in the 
Agent/Center component of 
CyberPower PowerPanel 
Business Edition 3.4.0 allows a 
privileged attacker to embed 
malicious JavaScript in the 
SNMP trap receivers form. Upon 
visiting the 
/agent/action_recipient Event 
Action/Recipient page, the 
embedded code will be executed 
in the browser of the victim. 

CVE ID : CVE-2019-13070 

N/A 
A-CYB-
POWE-
190719/28 

Djangoproject 

django 

Improper 
Input 
Validation 

01-07-2019 5 

An issue was discovered in 
Django 1.11 before 1.11.22, 2.1 
before 2.1.10, and 2.2 before 
2.2.3. An HTTP request is not 
redirected to HTTPS when the 
SECURE_PROXY_SSL_HEADER 
and SECURE_SSL_REDIRECT 
settings are used, and the proxy 
connects to Django via HTTPS. 
In other words, 
django.http.HttpRequest.schem
e has incorrect behavior when a 
client uses HTTP. 

CVE ID : CVE-2019-12781 

https://w
ww.djang
oproject.c
om/webl
og/2019/
jul/01/se
curity-
releases/ 

A-DJA-DJAN-
190719/29 

Dlink 

central_wifimanager 

Improper 
Authenticati

06-07-2019 7.5 /web/Lib/Action/IndexAction.c
lass.php in D-Link Central WiFi 

N/A 
A-DLI-CENT-
190719/30 
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on Manager CWM(100) before 
v1.03R0100_BETA6 allows 
remote attackers to execute 
arbitrary PHP code via a cookie 
because a cookie's username 
field allows eval injection, and 
an empty password bypasses 
authentication. 

CVE ID : CVE-2019-13372 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 
Injection') 

06-07-2019 7.5 

An issue was discovered in the 
D-Link Central WiFi Manager 
CWM(100) before 
v1.03R0100_BETA6. Input does 
not get validated and arbitrary 
SQL statements can be executed 
in the database via the 
/web/Public/Conn.php 
parameter dbSQL. 

CVE ID : CVE-2019-13373 

N/A 
A-DLI-CENT-
190719/31 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

06-07-2019 4.3 

A cross-site scripting (XSS) 
vulnerability in resource view in 
PayAction.class.php in D-Link 
Central WiFi Manager 
CWM(100) before 
v1.03R0100_BETA6 allows 
remote attackers to inject 
arbitrary web script or HTML 
via the 
index.php/Pay/passcodeAuth 
passcode parameter. 

CVE ID : CVE-2019-13374 

N/A 
A-DLI-CENT-
190719/32 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 

06-07-2019 7.5 

A SQL Injection was discovered 
in D-Link Central WiFi Manager 
CWM(100) before 
v1.03R0100_BETA6 in 
PayAction.class.php with the 
index.php/Pay/passcodeAuth 
parameter passcode. The 
vulnerability does not need any 

N/A 
A-DLI-CENT-
190719/33 
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Injection') authentication. 

CVE ID : CVE-2019-13375 

Dosbox 

dosbox 

Improper 
Access 
Control 

02-07-2019 7.5 
DOSBox 0.74-2 has Incorrect 
Access Control. 

CVE ID : CVE-2019-12594 

N/A 
A-DOS-
DOSB-
190719/34 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

03-07-2019 7.5 

A buffer overflow in DOSBox 
0.74-2 allows attackers to 
execute arbitrary code. 

CVE ID : CVE-2019-7165 

https://w
ww.dosb
ox.com 

A-DOS-
DOSB-
190719/35 

Dotnetblogengine 

blogengine.net 

Improper 
Limitation 
of a 
Pathname to 
a Restricted 
Directory 
('Path 
Traversal') 

03-07-2019 5.5 

BlogEngine.NET 3.3.7.0 allows 
/api/filemanager Directory 
Traversal via the path 
parameter. 

CVE ID : CVE-2019-10717 

N/A 
A-DOT-
BLOG-
190719/36 

URL 
Redirection 
to Untrusted 
Site ('Open 
Redirect') 

03-07-2019 5.8 

BlogEngine.NET 3.3.7.0 allows a 
Client Side URL Redirect via the 
ReturnUrl parameter, related to 
BlogEngine/BlogEngine.Core/S
ervices/Security/Security.cs, 
login.aspx, and register.aspx. 

CVE ID : CVE-2019-10721 

N/A 
A-DOT-
BLOG-
190719/37 

draw 

draw.io_diagrams 

Improper 
Neutralizati
on of Input 

01-07-2019 4.3 
An issue was discovered in 
mxGraph through 4.0.0, related 
to the "draw.io Diagrams" 

N/A A-DRA-
DRAW-
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During Web 
Page 
Generation 
('Cross-site 
Scripting') 

plugin before 8.3.14 for 
Confluence and other products. 
Improper input 
validation/sanitization of a 
color field leads to XSS. This is 
associated with 
javascript/examples/graphedit
or/www/js/Dialogs.js. 

CVE ID : CVE-2019-13127 

190719/38 

Dropbox 

dropbox 

Use of a 
Broken or 
Risky 
Cryptograph
ic Algorithm 

08-07-2019 4.3 

Dropbox.exe (and 
QtWebEngineProcess.exe in the 
Web Helper) in the Dropbox 
desktop application 71.4.108.0 
store cleartext credentials in 
memory upon successful login 
or new account creation. These 
are not securely freed in the 
running process. 

CVE ID : CVE-2019-12171 

N/A 
A-DRO-
DROP-
190719/39 

dwbooster 

appointment_hour_booking 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

11-07-2019 4.3 

The Appointment Hour Booking 
plugin 1.1.44 for WordPress 
allows XSS via the E-mail field, 
as demonstrated by email_1. 

CVE ID : CVE-2019-13505 

N/A 
A-DWB-
APPO-
190719/40 

enhancesoft 

osticket 

Improper 
Neutralizati
on of Input 
During Web 
Page 

09-07-2019 4.3 

Unauthenticated Stored XSS in 
osTicket 1.10.1 allows a remote 
attacker to gain admin 
privileges by injecting arbitrary 
web script or HTML via 

N/A A-ENH-OSTI-
190719/41 
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Generation 
('Cross-site 
Scripting') 

arbitrary file extension while 
creating a support ticket. 

CVE ID : CVE-2019-13397 

Exiv2 

exiv2 

Out-of-
bounds 
Read 

10-07-2019 4.3 

There is an out-of-bounds read 
in 
Exiv2::MrwImage::readMetadat
a in mrwimage.cpp in Exiv2 
through 0.27.2. 

CVE ID : CVE-2019-13504 

N/A 
A-EXI-EXIV-
190719/42 

F5 

big-ip_websafe 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/43 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

https://s
upport.f5.
com/csp/
article/K
1950179
5 

A-F5-BIG--
190719/44 

N/A 03-07-2019 3.6 
On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-

https://s
upport.f5.
com/csp/

A-F5-BIG--
190719/45 
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11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

article/K
7352292
7 

big-ip_access_policy_manager 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/46 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/47 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/48 
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is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

https://s
upport.f5.
com/csp/
article/K
7233500
2 

A-F5-BIG--
190719/49 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/50 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/51 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/52 
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This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

https://s
upport.f5.
com/csp/
article/K
1950179
5 

A-F5-BIG--
190719/53 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/54 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/55 
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Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/56 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/57 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/58 

Information 
Exposure 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/59 
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accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/60 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/61 

big-ip_advanced_firewall_manager 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/62 
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Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/63 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/64 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

https://s
upport.f5.
com/csp/
article/K
7233500
2 

A-F5-BIG--
190719/65 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 

https://s
upport.f5.
com/csp/
article/K
0712703

A-F5-BIG--
190719/66 
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may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

2 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/67 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP (AFM, Analytics, 
ASM) 14.1.0-14.1.0.5, 14.0.0-
14.0.0.4, 13.0.0-13.1.1.4, 12.1.0-
12.1.4, and 11.5.1-11.6.3.4, A 
reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI), also known as 
the Configuration utility. 

CVE ID : CVE-2019-6626 

https://s
upport.f5.
com/csp/
article/K
0043239
8 

A-F5-BIG--
190719/68 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/69 

Improper 
Input 

03-07-2019 4.3 
On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 

https://s
upport.f5.
com/csp/

A-F5-BIG--
190719/70 
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Validation interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

article/K
1950179
5 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/71 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/72 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/73 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

23 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/74 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 8.5 

On BIG-IP (AFM, ASM) 14.1.0-
14.1.0.5, 14.0.0-14.0.0.4, 13.0.0-
13.1.1.4, 12.1.0-12.1.4, and 
11.5.1-11.6.4, a stored cross-site 
scripting vulnerability in AFM 
feed list. In the worst case, an 
attacker can store a CSRF which 
results in code execution as the 
admin user. The level of user 
role which can perform this 
attack are resource 
administrator and 
administrator. 

CVE ID : CVE-2019-6636 

https://s
upport.f5.
com/csp/
article/K
6815137
3 

A-F5-BIG--
190719/75 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/76 

Improper 
Neutralizati
on of Input 
During Web 

03-07-2019 3.5 

On BIG-IP (AFM, PEM) 14.1.0-
14.1.0.5, 14.0.0-14.0.0.4, 13.0.0-
13.1.1.4, 12.1.0-12.1.4, 11.6.1-
11.6.3.4, and 11.5.1-11.5.8, an 

https://s
upport.f5.
com/csp/
article/K

A-F5-BIG--
190719/77 
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Page 
Generation 
('Cross-site 
Scripting') 

undisclosed TMUI pages for 
AFM and PEM Subscriber 
management are vulnerable to a 
stored cross-site scripting (XSS) 
issue. This is a control plane 
issue only and is not accessible 
from the data plane. The attack 
requires a malicious resource 
administrator to store the XSS. 

CVE ID : CVE-2019-6639 

6100210
4 

Information 
Exposure 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/78 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/79 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/80 
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scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

big-ip_analytics 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/81 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/82 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/83 
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Injection') administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

https://s
upport.f5.
com/csp/
article/K
7233500
2 

A-F5-BIG--
190719/84 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/85 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/86 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 

03-07-2019 4.3 

On BIG-IP (AFM, Analytics, 
ASM) 14.1.0-14.1.0.5, 14.0.0-
14.0.0.4, 13.0.0-13.1.1.4, 12.1.0-
12.1.4, and 11.5.1-11.6.3.4, A 
reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 

https://s
upport.f5.
com/csp/
article/K
0043239
8 

A-F5-BIG--
190719/87 
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Scripting') Traffic Management User 
Interface (TMUI), also known as 
the Configuration utility. 

CVE ID : CVE-2019-6626 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/88 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

https://s
upport.f5.
com/csp/
article/K
1950179
5 

A-F5-BIG--
190719/89 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/90 
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CVE ID : CVE-2019-6632 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/91 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/92 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/93 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/94 
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CVE ID : CVE-2019-6638 

Information 
Exposure 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/95 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/96 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/97 

big-ip_application_acceleration_manager 
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Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/98 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/99 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/100 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 

https://s
upport.f5.
com/csp/
article/K
7233500

A-F5-BIG--
190719/101 
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Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

2 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/102 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/103 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/104 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 

https://s
upport.f5.
com/csp/
article/K

A-F5-BIG--
190719/105 
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processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

1950179
5 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/106 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/107 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/108 
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user with any role. 

CVE ID : CVE-2019-6634 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/109 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/110 

Information 
Exposure 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/111 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/112 
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users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/113 

big-ip_application_security_manager 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/114 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/115 
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REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/116 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

https://s
upport.f5.
com/csp/
article/K
7233500
2 

A-F5-BIG--
190719/117 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/118 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/119 
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Scripting') Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP (AFM, Analytics, 
ASM) 14.1.0-14.1.0.5, 14.0.0-
14.0.0.4, 13.0.0-13.1.1.4, 12.1.0-
12.1.4, and 11.5.1-11.6.3.4, A 
reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI), also known as 
the Configuration utility. 

CVE ID : CVE-2019-6626 

https://s
upport.f5.
com/csp/
article/K
0043239
8 

A-F5-BIG--
190719/120 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/121 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

https://s
upport.f5.
com/csp/
article/K
1950179
5 

A-F5-BIG--
190719/122 

N/A 03-07-2019 2.1 On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 

https://s
upport.f5.

A-F5-BIG--
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and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

com/csp/
article/K
0141349
6 

190719/123 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/124 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/125 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/126 
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Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 8.5 

On BIG-IP (AFM, ASM) 14.1.0-
14.1.0.5, 14.0.0-14.0.0.4, 13.0.0-
13.1.1.4, 12.1.0-12.1.4, and 
11.5.1-11.6.4, a stored cross-site 
scripting vulnerability in AFM 
feed list. In the worst case, an 
attacker can store a CSRF which 
results in code execution as the 
admin user. The level of user 
role which can perform this 
attack are resource 
administrator and 
administrator. 

CVE ID : CVE-2019-6636 

https://s
upport.f5.
com/csp/
article/K
6815137
3 

A-F5-BIG--
190719/127 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP (ASM) 14.1.0-
14.1.0.5, 14.0.0-14.0.0.4, 13.0.0-
13.1.1.4, and 12.1.0-12.1.4, 
Application logic abuse of ASM 
REST endpoints can lead to 
instability of BIG-IP system. 
Exploitation of this issue causes 
excessive memory consumption 
which results in the Linux 
kernel triggering OOM killer on 
arbitrary processes. The attack 
requires an authenticated user 
with role of "Guest" or greater 
privilege. Note: "No Access" 
cannot login so technically it's a 
role but a user with this access 
role cannot perform the attack. 

CVE ID : CVE-2019-6637 

https://s
upport.f5.
com/csp/
article/K
2914949
4 

A-F5-BIG--
190719/128 

Uncontrolle
d Resource 
Consumptio

03-07-2019 4 
On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 

https://s
upport.f5.
com/csp/

A-F5-BIG--
190719/129 
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n undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

article/K
6782523
8 

Information 
Exposure 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/130 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/131 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/132 
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via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

big-ip_domain_name_system 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/133 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/134 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/135 

Improper 02-07-2019 5 On BIG-IP 14.1.0-14.1.0.5, https://s A-F5-BIG--



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

41 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Input 
Validation 

14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

upport.f5.
com/csp/
article/K
7233500
2 

190719/136 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/137 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/138 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/139 
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Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

https://s
upport.f5.
com/csp/
article/K
1950179
5 

A-F5-BIG--
190719/140 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/141 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/142 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 

https://s
upport.f5.
com/csp/
article/K
6485522

A-F5-BIG--
190719/143 
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restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

0 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/144 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/145 

Information 
Exposure 03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/146 

Improper 
Input 

03-07-2019 4 
On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 

https://s
upport.f5.
com/csp/

A-F5-BIG--
190719/147 
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Validation crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

article/K
2238417
3 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/148 

big-ip_edge_gateway 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/149 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/150 
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('Command 
Injection') 

worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/151 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

https://s
upport.f5.
com/csp/
article/K
7233500
2 

A-F5-BIG--
190719/152 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/153 

Improper 
Neutralizati
on of Input 

03-07-2019 4.3 
On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 

https://s
upport.f5.
com/csp/

A-F5-BIG--
190719/154 
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During Web 
Page 
Generation 
('Cross-site 
Scripting') 

a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

article/K
7990236
0 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/155 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

https://s
upport.f5.
com/csp/
article/K
1950179
5 

A-F5-BIG--
190719/156 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/157 
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prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/158 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/159 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/160 

Uncontrolle
d Resource 
Consumptio

03-07-2019 4 
On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 

https://s
upport.f5.
com/csp/

A-F5-BIG--
190719/161 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

48 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

n undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

article/K
6782523
8 

Information 
Exposure 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/162 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/163 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/164 
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via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

big-ip_fraud_protection_service 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/165 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/166 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/167 

Improper 02-07-2019 5 On BIG-IP 14.1.0-14.1.0.5, https://s A-F5-BIG--
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Input 
Validation 

14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

upport.f5.
com/csp/
article/K
7233500
2 

190719/168 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/169 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/170 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/171 
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user with any role. 

CVE ID : CVE-2019-6634 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/172 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/173 

Information 
Exposure 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/174 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/175 
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users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/176 

big-ip_global_traffic_manager 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/177 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/178 
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REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/179 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

https://s
upport.f5.
com/csp/
article/K
7233500
2 

A-F5-BIG--
190719/180 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/181 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/182 
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Scripting') Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/183 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

https://s
upport.f5.
com/csp/
article/K
1950179
5 

A-F5-BIG--
190719/184 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/185 
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N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/186 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/187 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/188 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/189 
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Information 
Exposure 03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/190 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/191 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/192 

big-ip_link_controller 

Improper 02-07-2019 6.5 On BIG-IP 14.1.0-14.1.0.5, https://s A-F5-BIG--
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Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

upport.f5.
com/csp/
article/K
2044545
7 

190719/193 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/194 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/195 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 

https://s
upport.f5.
com/csp/
article/K
7233500
2 

A-F5-BIG--
190719/196 
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Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/197 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/198 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/199 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 

https://s
upport.f5.
com/csp/
article/K
1950179

A-F5-BIG--
190719/200 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

59 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

5 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/201 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/202 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 
user with any role. 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/203 
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CVE ID : CVE-2019-6634 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/204 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/205 

Information 
Exposure 03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/206 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/207 
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attack. 

CVE ID : CVE-2019-6641 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/208 

big-ip_local_traffic_manager 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/209 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/210 
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implementations. 

CVE ID : CVE-2019-6621 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/211 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

https://s
upport.f5.
com/csp/
article/K
7233500
2 

A-F5-BIG--
190719/212 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/213 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/214 
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Scripting') the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/215 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

https://s
upport.f5.
com/csp/
article/K
1950179
5 

A-F5-BIG--
190719/216 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/217 
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N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/218 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/219 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/220 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/221 
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Information 
Exposure 03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/222 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/223 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/224 

big-ip_policy_enforcement_manager 

Improper 02-07-2019 6.5 On BIG-IP 14.1.0-14.1.0.5, https://s A-F5-BIG--
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Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

upport.f5.
com/csp/
article/K
2044545
7 

190719/225 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/226 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/227 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 
virtual server may cause the 
Traffic Management 

https://s
upport.f5.
com/csp/
article/K
7233500
2 

A-F5-BIG--
190719/228 
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Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/229 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/230 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP PEM 14.1.0-14.1.0.5 
and 14.0.0-14.0.0.4, under 
certain conditions, the TMM 
process may terminate and 
restart while processing BIG-IP 
PEM traffic with the OpenVPN 
classifier. 

CVE ID : CVE-2019-6628 

https://s
upport.f5.
com/csp/
article/K
0473005
1 

A-F5-BIG--
190719/231 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/232 
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plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

Improper 
Input 
Validation 

03-07-2019 4.3 

On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 
interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

https://s
upport.f5.
com/csp/
article/K
1950179
5 

A-F5-BIG--
190719/233 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/234 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/235 

Improper 
Input 

03-07-2019 4 On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 

https://s
upport.f5.

A-F5-BIG--
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Validation and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 
attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

com/csp/
article/K
6485522
0 

190719/236 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/237 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/238 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 3.5 

On BIG-IP (AFM, PEM) 14.1.0-
14.1.0.5, 14.0.0-14.0.0.4, 13.0.0-
13.1.1.4, 12.1.0-12.1.4, 11.6.1-
11.6.3.4, and 11.5.1-11.5.8, an 
undisclosed TMUI pages for 
AFM and PEM Subscriber 
management are vulnerable to a 
stored cross-site scripting (XSS) 
issue. This is a control plane 
issue only and is not accessible 
from the data plane. The attack 
requires a malicious resource 

https://s
upport.f5.
com/csp/
article/K
6100210
4 

A-F5-BIG--
190719/239 
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administrator to store the XSS. 

CVE ID : CVE-2019-6639 

Information 
Exposure 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/240 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 
the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

https://s
upport.f5.
com/csp/
article/K
2238417
3 

A-F5-BIG--
190719/241 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/242 
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big-ip_webaccelerator 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

https://s
upport.f5.
com/csp/
article/K
2044545
7 

A-F5-BIG--
190719/243 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/244 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, an undisclosed iControl 
REST worker is vulnerable to 
command injection by an 
administrator or resource 
administrator user. This attack 
is only exploitable on multi-
bladed systems. 

CVE ID : CVE-2019-6622 

https://s
upport.f5.
com/csp/
article/K
4488553
6 

A-F5-BIG--
190719/245 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, undisclosed 
traffic sent to BIG-IP iSession 

https://s
upport.f5.
com/csp/
article/K

A-F5-BIG--
190719/246 
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virtual server may cause the 
Traffic Management 
Microkernel (TMM) to restart, 
resulting in a Denial-of-Service 
(DoS). 

CVE ID : CVE-2019-6623 

7233500
2 

Improper 
Input 
Validation 

02-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, an 
undisclosed traffic pattern sent 
to a BIG-IP UDP virtual server 
may lead to a denial-of-service 
(DoS). 

CVE ID : CVE-2019-6624 

https://s
upport.f5.
com/csp/
article/K
0712703
2 

A-F5-BIG--
190719/247 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, and 11.5.1-11.6.4, 
a reflected cross-site scripting 
(XSS) vulnerability exists in an 
undisclosed page of the BIG-IP 
Traffic Management User 
Interface (TMUI) also known as 
the BIG-IP Configuration utility. 

CVE ID : CVE-2019-6625 

https://s
upport.f5.
com/csp/
article/K
7990236
0 

A-F5-BIG--
190719/248 

Improper 
Input 
Validation 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
undisclosed SSL traffic to a 
virtual server configured with a 
Client SSL profile may cause 
TMM to fail and restart. The 
Client SSL profile must have 
session tickets enabled and use 
DHE cipher suites to be affected. 
This only impacts the data 
plane, there is no impact to the 
control plane. 

CVE ID : CVE-2019-6629 

https://s
upport.f5.
com/csp/
article/K
9543441
0 

A-F5-BIG--
190719/249 

Improper 
Input 

03-07-2019 4.3 
On BIG-IP 11.5.1-11.6.4, iRules 
performing HTTP header 
manipulation may cause an 

https://s
upport.f5.
com/csp/

A-F5-BIG--
190719/250 
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Validation interruption to service when 
processing traffic handled by a 
Virtual Server with an 
associated HTTP profile, in 
specific circumstances, when 
the requests do not strictly 
conform to RFCs. 

CVE ID : CVE-2019-6631 

article/K
1950179
5 

N/A 03-07-2019 2.1 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, under certain 
circumstances, attackers can 
decrypt configuration items that 
are encrypted because the 
vCMP configuration unit key is 
generated with insufficient 
randomness. The attack 
prerequisite is direct access to 
encrypted configuration and/or 
UCS files. 

CVE ID : CVE-2019-6632 

https://s
upport.f5.
com/csp/
article/K
0141349
6 

A-F5-BIG--
190719/251 

N/A 03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-
11.6.4, when the BIG-IP system 
is licensed with Appliance 
mode, user accounts with 
Administrator and Resource 
Administrator roles can bypass 
Appliance mode restrictions. 

CVE ID : CVE-2019-6633 

https://s
upport.f5.
com/csp/
article/K
7352292
7 

A-F5-BIG--
190719/252 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
and 12.1.0-12.1.4, a high volume 
of malformed analytics report 
requests leads to instability in 
restjavad process. This causes 
issues with both iControl REST 
and some portions of TMUI. The 

https://s
upport.f5.
com/csp/
article/K
6485522
0 

A-F5-BIG--
190719/253 
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attack requires an authenticated 
user with any role. 

CVE ID : CVE-2019-6634 

Improper 
Access 
Control 

03-07-2019 3.6 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, when the 
BIG-IP system is licensed for 
Appliance mode, a user with 
either the Administrator or the 
Resource Administrator role 
can bypass Appliance mode 
restrictions. 

CVE ID : CVE-2019-6635 

https://s
upport.f5.
com/csp/
article/K
1133053
6 

A-F5-BIG--
190719/254 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 4 

On BIG-IP 14.1.0-14.1.0.5 and 
14.0.0-14.0.0.4, Malformed http 
requests made to an 
undisclosed iControl REST 
endpoint can lead to infinite 
loop of the restjavad process. 

CVE ID : CVE-2019-6638 

https://s
upport.f5.
com/csp/
article/K
6782523
8 

A-F5-BIG--
190719/255 

Information 
Exposure 

03-07-2019 5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.4, 13.0.0-13.1.1.4, 
12.1.0-12.1.4, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8, SNMP 
exposes sensitive configuration 
objects over insecure 
transmission channels. This 
issue is exposed when a 
passphrase is inserted into 
various profile types and 
accessed using SNMPv2. 

CVE ID : CVE-2019-6640 

https://s
upport.f5.
com/csp/
article/K
4044330
1 

A-F5-BIG--
190719/256 

Improper 
Input 
Validation 

03-07-2019 4 

On BIG-IP 12.1.0-12.1.4.1, 
undisclosed requests can cause 
iControl REST processes to 
crash. The attack can only come 
from an authenticated user; all 
roles are capable of performing 

https://s
upport.f5.
com/csp/
article/K
2238417

A-F5-BIG--
190719/257 
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the attack. Unauthenticated 
users cannot perform this 
attack. 

CVE ID : CVE-2019-6641 

3 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/258 

enterprise_manager 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-ENTE-
190719/259 

big-iq_centralized_management 

Improper 
Neutralizati
on of Special 

02-07-2019 6.5 
On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, and 11.5.1-

https://s
upport.f5.
com/csp/

A-F5-BIG--
190719/260 
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Elements 
used in a 
Command 
('Command 
Injection') 

11.6.4 and BIG-IQ 6.0.0-6.1.0 
and 5.1.0-5.4.0, an undisclosed 
iControl REST worker 
vulnerable to command 
injection for an Administrator 
user. 

CVE ID : CVE-2019-6620 

article/K
2044545
7 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 6.5 

On BIG-IP 14.1.0-14.1.0.5, 
14.0.0-14.0.0.5, 13.0.0-13.1.1.4, 
12.1.0-12.1.4.1, 11.6.1-11.6.3.4, 
and 11.5.1-11.5.8 and BIG-IQ 
6.0.0-6.1.0 and 5.1.0-5.4.0, an 
undisclosed iControl REST 
worker is vulnerable to 
command injection by an 
admin/resource admin user. 
This issue impacts both iControl 
REST and tmsh 
implementations. 

CVE ID : CVE-2019-6621 

https://s
upport.f5.
com/csp/
article/K
2054189
6 

A-F5-BIG--
190719/261 

N/A 01-07-2019 9 

In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-
6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

https://s
upport.f5.
com/csp/
article/K
4037876
4 

A-F5-BIG--
190719/262 

iworkflow 

N/A 01-07-2019 9 
In BIG-IP 15.0.0, 14.0.0-14.1.0.5, 
13.0.0-13.1.1.5, 12.1.0-12.1.4.2, 
and 11.5.2-11.6.4, BIG-IQ 6.0.0-

https://s
upport.f5.
com/csp/

A-F5-IWOR-
190719/263 
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6.1.0 and 5.1.0-5.4.0, iWorkflow 
2.3.0, and Enterprise Manager 
3.1.1, authenticated users with 
the ability to upload files (via 
scp, for example) can escalate 
their privileges to allow root 
shell access from within the 
TMOS Shell (tmsh) interface. 
The tmsh interface allows users 
to execute a secondary program 
via tools like sftp or scp. 

CVE ID : CVE-2019-6642 

article/K
4037876
4 

Faststone 

image_viewer 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

FastStone Image Viewer 7.0 has 
a User Mode Write AV starting 
at 
image00400000+0x000000000
0002d7d. 

CVE ID : CVE-2019-13244 

N/A 
A-FAS-IMAG-
190719/264 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

FastStone Image Viewer 7.0 has 
a User Mode Write AV starting 
at 
image00400000+0x000000000
01a95b1. 

CVE ID : CVE-2019-13245 

N/A 
A-FAS-IMAG-
190719/265 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

FastStone Image Viewer 7.0 has 
a User Mode Write AV starting 
at 
image00400000+0x000000000
01a9601. 

CVE ID : CVE-2019-13246 

N/A 
A-FAS-IMAG-
190719/266 

Ffmpeg 
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ffmpeg 

Out-of-
bounds 
Read 

04-07-2019 6.8 

block_cmp() in 
libavcodec/zmbvenc.c in 
FFmpeg 4.1.3 has a heap-based 
buffer over-read. 

CVE ID : CVE-2019-13312 

N/A 
A-FFM-
FFMP-
190719/267 

Divide By 
Zero 07-07-2019 4.3 

In FFmpeg 4.1.3, there is a 
division by zero at 
adx_write_trailer in 
libavformat/rawenc.c. This may 
be related to two NULL pointers 
passed as arguments at 
libavcodec/frame_thread_encod
er.c. 

CVE ID : CVE-2019-13390 

N/A 
A-FFM-
FFMP-
190719/268 

flarum 

flarum 

Cross-Site 
Request 
Forgery 
(CSRF) 

07-07-2019 6.8 

Flarum before 0.1.0-beta.9 
allows CSRF against all POST 
endpoints, as demonstrated by 
changing admin settings. 

CVE ID : CVE-2019-13183 

https://gi
thub.com
/flarum/c
ore/secur
ity/advis
ories/GH
SA-3wjh-
93gr-
chh6 

A-FLA-FLAR-
190719/269 

fla-shop 

html5_maps 

Cross-Site 
Request 
Forgery 
(CSRF) 

05-07-2019 6.8 

Cross-site request forgery 
(CSRF) vulnerability in HTML5 
Maps 1.6.5.6 and earlier allows 
remote attackers to hijack the 
authentication of 
administrators via unspecified 
vectors. 

CVE ID : CVE-2019-5983 

N/A 
A-FLA-
HTML-
190719/270 

flightcrew_project 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

79 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

flightcrew 

Improper 
Input 
Validation 

04-07-2019 6.8 

FlightCrew v0.9.2 and older are 
vulnerable to a directory 
traversal, allowing attackers to 
write arbitrary files via a ../ (dot 
dot slash) in a ZIP archive entry 
that is mishandled during 
extraction. 

CVE ID : CVE-2019-13241 

N/A 
A-FLI-FLIG-
190719/271 

fstream_project 

fstream 

Improper 
Input 
Validation 

02-07-2019 6.4 

fstream before 1.0.12 is 
vulnerable to Arbitrary File 
Overwrite. Extracting tarballs 
containing a hardlink to a file 
that already exists in the 
system, and a file that matches 
the hardlink, will overwrite the 
system's file with the contents 
of the extracted file. The 
fstream.DirWriter() function is 
vulnerable. 

CVE ID : CVE-2019-13173 

N/A 
A-FST-FSTR-
190719/272 

gitea 

gitea 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

11-07-2019 4.3 

Gitea 1.7.2, 1.7.3 is affected by: 
Cross Site Scripting (XSS). The 
impact is: execute JavaScript in 
victim's browser, when the 
vulnerable repo page is loaded. 
The component is: repository's 
description. The attack vector 
is: victim must navigate to 
public and affected repo page. 

CVE ID : CVE-2019-1010314 

N/A A-GIT-GITE-
190719/273 

Glpi-project 

glpi 
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Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

04-07-2019 4.3 

inc/user.class.php in GLPI 
before 9.4.3 allows XSS via a 
user picture. 

CVE ID : CVE-2019-13239 

N/A A-GLP-GLPI-
190719/274 

glyphandcog 

xpdfreader 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

In Xpdf 4.01.01, a heap-based 
buffer overflow could be 
triggered in 
DCTStream::decodeImage() in 
Stream.cc when writing to 
frameBuf memory. It can, for 
example, be triggered by 
sending a crafted PDF document 
to the pdftotext tool. It allows an 
attacker to use a crafted pdf file 
to cause Denial of Service, an 
information leak, or possibly 
unspecified other impact. 

CVE ID : CVE-2019-13281 

N/A 
A-GLY-XPDF-
190719/275 

Out-of-
bounds 
Read 

04-07-2019 6.8 

In Xpdf 4.01.01, a heap-based 
buffer over-read could be 
triggered in 
SampledFunction::transform in 
Function.cc when using a large 
index for samples. It can, for 
example, be triggered by 
sending a crafted PDF document 
to the pdftotext tool. It allows an 
attacker to use a crafted pdf file 
to cause Denial of Service or an 
information leak, or possibly 
have unspecified other impact. 

CVE ID : CVE-2019-13282 

N/A A-GLY-XPDF-
190719/276 

Improper 04-07-2019 6.8 In Xpdf 4.01.01, a heap-based N/A A-GLY-XPDF-
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Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

buffer over-read could be 
triggered in strncpy from 
FoFiType1::parse in 
fofi/FoFiType1.cc because it 
does not ensure the source 
string has a valid length before 
making a fixed-length copy. It 
can, for example, be triggered 
by sending a crafted PDF 
document to the pdftotext tool. 
It allows an attacker to use a 
crafted pdf file to cause Denial 
of Service or an information 
leak, or possibly have 
unspecified other impact. 

CVE ID : CVE-2019-13283 

190719/277 

Out-of-
bounds 
Read 

04-07-2019 4.3 

In Xpdf 4.01.01, there is a heap-
based buffer over-read in the 
function 
JBIG2Stream::readTextRegionSe
g() located at JBIG2Stream.cc. It 
can, for example, be triggered 
by sending a crafted PDF 
document to the pdftoppm tool. 
It might allow an attacker to 
cause Information Disclosure. 

CVE ID : CVE-2019-13286 

N/A 
A-GLY-XPDF-
190719/278 

Out-of-
bounds 
Read 

04-07-2019 4.3 

In Xpdf 4.01.01, there is an out-
of-bounds read vulnerability in 
the function 
SplashXPath::strokeAdjust() 
located at 
splash/SplashXPath.cc. It can, 
for example, be triggered by 
sending a crafted PDF document 
to the pdftoppm tool. It might 
allow an attacker to cause 
Information Disclosure. This is 
related to CVE-2018-16368. 

N/A 
A-GLY-XPDF-
190719/279 
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CVE ID : CVE-2019-13287 

Uncontrolle
d Resource 
Consumptio
n 

04-07-2019 4.3 

In Xpdf 4.01.01, the 
Parser::getObj() function in 
Parser.cc may cause infinite 
recursion via a crafted file. A 
remote attacker can leverage 
this for a DoS attack. This is 
similar to CVE-2018-16646. 

CVE ID : CVE-2019-13288 

N/A 
A-GLY-XPDF-
190719/280 

Use After 
Free 

04-07-2019 6.8 

In Xpdf 4.01.01, there is a use-
after-free vulnerability in the 
function JBIG2Stream::close() 
located at JBIG2Stream.cc. It 
can, for example, be triggered 
by sending a crafted PDF 
document to the pdftoppm tool. 

CVE ID : CVE-2019-13289 

N/A 
A-GLY-XPDF-
190719/281 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 4.3 

In Xpdf 4.01.01, there is a heap-
based buffer over-read in the 
function 
DCTStream::readScan() located 
at Stream.cc. It can, for example, 
be triggered by sending a 
crafted PDF document to the 
pdftops tool. It might allow an 
attacker to cause Information 
Disclosure. 

CVE ID : CVE-2019-13291 

N/A A-GLY-XPDF-
190719/282 

hawt 

hawtio 

Server-Side 
Request 
Forgery 
(SSRF) 

03-07-2019 7.5 

Hawt Hawtio through 2.5.0 is 
vulnerable to SSRF, allowing a 
remote attacker to trigger an 
HTTP request from an affected 
server to an arbitrary host via 
the initial /proxy/ substring of a 
URI. 

CVE ID : CVE-2019-9827 

N/A 
A-HAW-
HAWT-
190719/283 
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Haxx 

curl 

Improper 
Control of 
Generation 
of Code 
('Code 
Injection') 

02-07-2019 4.6 

A non-privileged user or 
program can put code and a 
config file in a known non-
privileged path (under 
C:/usr/local/) that will make 
curl <= 7.65.1 automatically run 
the code (as an openssl 
"engine") on invocation. If that 
curl is invoked by a privileged 
user it can do anything it wants. 

CVE ID : CVE-2019-5443 

N/A 
A-HAX-
CURL-
190719/284 

hidea 

az_admin 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 
Injection') 

11-07-2019 7.5 

hidea.com AZ Admin 1.0 has 
news_det.php?cod= SQL 
Injection. 

CVE ID : CVE-2019-13507 

N/A 
A-HID-AZ_A-
190719/285 

hsycms 

hsycms 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 
Injection') 

10-07-2019 7.5 

An issue was discovered in 
Hsycms V1.1. There is a SQL 
injection vulnerability via a 
/news/*.html page. 

CVE ID : CVE-2019-10653 

N/A 
A-HSY-
HSYC-
190719/286 

IBM 

cloud_application_performance_management 
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Improper 
Input 
Validation 

11-07-2019 5 

IBM Application Performance 
Management (IBM Monitoring 
8.1.4) could allow a remote 
attacker to induce the 
application to perform server-
side DNS lookups of arbitrary 
domain names. IBM X-Force ID: 
158270. 

CVE ID : CVE-2019-4131 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
957121 

A-IBM-
CLOU-
190719/287 

spectrum_protect_operations_center 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

02-07-2019 10 

IBM Spectrum Protect Servers 
7.1 and 8.1 and Storage Agents 
are vulnerable to a stack-based 
buffer overflow, caused by 
improper bounds checking by 
servers and storage agents in 
response to specifically crafted 
communication exchanges. By 
sending an overly long request, 
a remote attacker could 
overflow a buffer and execute 
arbitrary code on the system 
with instance id privileges or 
cause the server or storage 
agent to crash. IBM X-Force ID: 
157510. 

CVE ID : CVE-2019-4087 

N/A 
A-IBM-SPEC-
190719/288 

N/A 02-07-2019 7.2 

IBM Spectrum Protect Servers 
7.1 and 8.1 and Storage Agents 
could allow a local attacker to 
gain elevated privileges on the 
system, caused by loading a 
specially crafted library loaded 
by the dsmqsan module. By 
setting up such a library, a local 
attacker could exploit this 
vulnerability to gain root 
privileges on the vulnerable 
system. IBM X-Force ID: 

N/A A-IBM-SPEC-
190719/289 
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157511. 

CVE ID : CVE-2019-4088 

Information 
Exposure 

02-07-2019 5 

IBM Spectrum Protect 
Operations Center 7.1 and 8.1 
could allow a remote attacker to 
obtain sensitive information, 
caused by an error message 
containing a stack trace. By 
creating an error with a stack 
trace, an attacker could exploit 
this vulnerability to potentially 
obtain details on the Operations 
Center architecture. IBM X-
Force ID: 158279. 

CVE ID : CVE-2019-4129 

N/A 
A-IBM-SPEC-
190719/290 

planning_analytics 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

02-07-2019 4.3 

IBM Planning Analytics 2.0 is 
vulnerable to cross-site 
scripting. This vulnerability 
allows users to embed arbitrary 
JavaScript code in the Web UI 
thus altering the intended 
functionality potentially leading 
to credentials disclosure within 
a trusted session. IBM X-Force 
ID: 158281. 

CVE ID : CVE-2019-4134 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
886607 

A-IBM-
PLAN-
190719/291 

spectrum_protect_plus 

N/A 01-07-2019 3.6 

When using IBM Spectrum 
Protect Plus 10.1.0, 10.1.2, and 
10.1.3 to protect Oracle or 
MongoDB databases, a 
redirected restore operation 
may result in an escalation of 
user privileges. IBM X-Force ID: 
162165. 

CVE ID : CVE-2019-4383 

N/A 
A-IBM-SPEC-
190719/292 

multicloud_manager 
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Information 
Exposure 11-07-2019 2.1 

IBM Multicloud Manager 3.1.0, 
3.1.1, and 3.1.2 ibm-mcm-chart 
could allow a local attacker with 
admin privileges to obtain 
highly sensitive information 
upon deployment. IBM X-Force 
ID: 158144. 

CVE ID : CVE-2019-4118 

N/A 
A-IBM-
MULT-
190719/293 

jazz_for_service_management 

Information 
Exposure 

11-07-2019 5 

IBM Jazz for Service 
Management 1.1.3 and 1.1.3.2 
stores sensitive information in 
URL parameters. This may lead 
to information disclosure if 
unauthorized parties have 
access to the URLs via server 
logs, referrer header or browser 
history. IBM X-force ID: 159032. 

CVE ID : CVE-2019-4193 

N/A A-IBM-JAZZ-
190719/294 

daeja_viewone 

Information 
Exposure 

02-07-2019 5 

IBM Daeja ViewONE 
Professional, Standard & Virtual 
5.0 through 5.0.5 could allow an 
unauthorized user to download 
server files resulting in sensitive 
information disclosure. IBM X-
Force ID: 160012. 

CVE ID : CVE-2019-4260 

N/A A-IBM-DAEJ-
190719/295 

security_guardium 

Unrestricted 
Upload of 
File with 
Dangerous 
Type 

02-07-2019 6.5 

IBM Security Guardium 10.5 
could allow a remote attacker to 
upload arbitrary files, which 
could allow the attacker to 
execute arbitrary code on the 
vulnerable web server. IBM X-
Force ID: 160698. 

CVE ID : CVE-2019-4292 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
888279 

A-IBM-SECU-
190719/296 
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db2 

N/A 01-07-2019 7.2 

IBM DB2 for Linux, UNIX and 
Windows (includes DB2 
Connect Server) 9.7, 10.1, 10.5, 
and 11.1 could allow malicious 
user with access to the DB2 
instance account to leverage a 
fenced execution process to 
execute arbitrary code as root. 
IBM X-Force ID: 156567. 

CVE ID : CVE-2019-4057 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
880735 

A-IBM-DB2-
190719/297 

Improper 
Input 
Validation 

01-07-2019 2.1 

IBM DB2 for Linux, UNIX and 
Windows (includes DB2 
Connect Server) 10.1, 10.5, and 
11.1 is vulnerable to a denial of 
service. Users that have both 
EXECUTE on 
PD_GET_DIAG_HIST and access 
to the diagnostic directory on 
the DB2 server can cause the 
instance to crash. IBM X-Force 
ID: 158091. 

CVE ID : CVE-2019-4101 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
880741 

A-IBM-DB2-
190719/298 

Inadequate 
Encryption 
Strength 

01-07-2019 4.3 

IBM DB2 for Linux, UNIX and 
Windows (includes DB2 
Connect Server) 9.7, 10.1, 10.5, 
and 11.0 uses weaker than 
expected cryptographic 
algorithms that could allow an 
attacker to decrypt highly 
sensitive information. IBM X-
Force ID: 158092. 

CVE ID : CVE-2019-4102 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
880743 

A-IBM-DB2-
190719/299 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 

01-07-2019 7.2 

IBM DB2 for Linux, UNIX and 
Windows (includes DB2 
Connect Server) 9.7, 10.1, 10.5, 
and 11.1 is vulnerable to a 
buffer overflow, which could 
allow an authenticated local 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10

A-IBM-DB2-
190719/300 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

88 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

Memory 
Buffer 

attacker to execute arbitrary 
code on the system as root. IBM 
X-Force ID: 158519. 

CVE ID : CVE-2019-4154 

880737 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

01-07-2019 7.2 

IBM DB2 for Linux, UNIX and 
Windows (includes DB2 
Connect Server) 9.7, 10.1, 10.5, 
and 11.1 is vulnerable to a 
buffer overflow, which could 
allow an authenticated local 
attacker to execute arbitrary 
code on the system as root. IBM 
X-Force ID: 161202. 

CVE ID : CVE-2019-4322 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
884444 

A-IBM-DB2-
190719/301 

spectrum_protect 

Improper 
Access 
Control 

02-07-2019 3.6 

IBM Tivoli Storage Manager 
Server (IBM Spectrum Protect 
7.1 and 8.1) could allow a local 
user to replace existing 
databases by restoring old data. 
IBM X-Force ID: 158336. 

CVE ID : CVE-2019-4140 

N/A 
A-IBM-SPEC-
190719/302 

infosphere_information_governance_catalog 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

01-07-2019 3.5 

A Cross-Frame Scripting 
vulnerability in IBM InfoSphere 
Information Server 11.3, 11.5, 
and 11.7 can allow an attacker 
to load the vulnerable 
application inside an HTML 
iframe tag on a malicious page. 
IBM X-Force ID: 159419. 

CVE ID : CVE-2019-4237 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
879825 

A-IBM-INFO-
190719/303 

infosphere_information_server 

Improper 
Neutralizati
on of Input 
During Web 
Page 

01-07-2019 3.5 

A Cross-Frame Scripting 
vulnerability in IBM InfoSphere 
Information Server 11.3, 11.5, 
and 11.7 can allow an attacker 
to load the vulnerable 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u

A-IBM-INFO-
190719/304 
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Generation 
('Cross-site 
Scripting') 

application inside an HTML 
iframe tag on a malicious page. 
IBM X-Force ID: 159419. 

CVE ID : CVE-2019-4237 

id=ibm10
879825 

infosphere_information_server_on_cloud 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

01-07-2019 3.5 

A Cross-Frame Scripting 
vulnerability in IBM InfoSphere 
Information Server 11.3, 11.5, 
and 11.7 can allow an attacker 
to load the vulnerable 
application inside an HTML 
iframe tag on a malicious page. 
IBM X-Force ID: 159419. 

CVE ID : CVE-2019-4237 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
879825 

A-IBM-INFO-
190719/305 

business_automation_workflow 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

01-07-2019 3.5 

IBM Business Automation 
Workflow 18.0.0.0, 18.0.0.1, 
18.0.0.2, and 19.0.0.1 is 
vulnerable to cross-site 
scripting. This vulnerability 
allows users to embed arbitrary 
JavaScript code in the Web UI 
thus altering the intended 
functionality potentially leading 
to credentials disclosure within 
a trusted session. IBM X-Force 
ID: 162657. 

CVE ID : CVE-2019-4410 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
888037 

A-IBM-BUSI-
190719/306 

business_process_manager 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

01-07-2019 3.5 

IBM Business Automation 
Workflow 18.0.0.0, 18.0.0.1, 
18.0.0.2, and 19.0.0.1 is 
vulnerable to cross-site 
scripting. This vulnerability 
allows users to embed arbitrary 
JavaScript code in the Web UI 
thus altering the intended 
functionality potentially leading 

https://w
ww.ibm.c
om/supp
ort/docvi
ew.wss?u
id=ibm10
888037 

A-IBM-BUSI-
190719/307 
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to credentials disclosure within 
a trusted session. IBM X-Force 
ID: 162657. 

CVE ID : CVE-2019-4410 

idoors 

idoors_reader 

Improper 
Authenticati
on 

05-07-2019 5.8 

iDoors Reader 2.10.17 and 
earlier allows an attacker on the 
same network segment to 
bypass authentication to access 
the management console and 
operate the product via 
unspecified vectors. 

CVE ID : CVE-2019-5964 

N/A 
A-IDO-IDOO-
190719/308 

ignitedcms_project 

ignitedcms 

Cross-Site 
Request 
Forgery 
(CSRF) 

06-07-2019 6.8 

index.php/admin/permissions 
in Ignited CMS through 2017-
02-19 allows CSRF to add an 
administrator. 

CVE ID : CVE-2019-13370 

N/A A-IGN-IGNI-
190719/309 

Imagemagick 

imagemagick 

N/A 01-07-2019 4.3 

ImageMagick before 7.0.8-50 
has a memory leak vulnerability 
in the function ReadBMPImage 
in coders/bmp.c. 

CVE ID : CVE-2019-13133 

N/A 
A-IMA-
IMAG-
190719/310 

N/A 01-07-2019 4.3 

ImageMagick before 7.0.8-50 
has a memory leak vulnerability 
in the function ReadVIFFImage 
in coders/viff.c. 

CVE ID : CVE-2019-13134 

N/A 
A-IMA-
IMAG-
190719/311 

Improper 
Input 
Validation 

01-07-2019 6.8 
ImageMagick before 7.0.8-50 
has a "use of uninitialized value" 
vulnerability in the function 

N/A 
A-IMA-
IMAG-
190719/312 
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ReadCUTImage in coders/cut.c. 

CVE ID : CVE-2019-13135 

Integer 
Overflow or 
Wraparoun
d 

01-07-2019 6.8 

ImageMagick before 7.0.8-50 
has an integer overflow 
vulnerability in the function 
TIFFSeekCustomStream in 
coders/tiff.c. 

CVE ID : CVE-2019-13136 

N/A 
A-IMA-
IMAG-
190719/313 

N/A 01-07-2019 4.3 

ImageMagick before 7.0.8-50 
has a memory leak vulnerability 
in the function ReadPSImage in 
coders/ps.c. 

CVE ID : CVE-2019-13137 

N/A 
A-IMA-
IMAG-
190719/314 

Out-of-
bounds 
Read 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
heap-based buffer over-read at 
MagickCore/threshold.c in 
AdaptiveThresholdImage 
because a width of zero is 
mishandled. 

CVE ID : CVE-2019-13295 

N/A 
A-IMA-
IMAG-
190719/315 

N/A 04-07-2019 4.3 

ImageMagick 7.0.8-50 Q16 has 
direct memory leaks in 
AcquireMagickMemory because 
of an error in 
CLIListOperatorImages in 
MagickWand/operation.c for a 
NULL value. 

CVE ID : CVE-2019-13296 

N/A 
A-IMA-
IMAG-
190719/316 

Out-of-
bounds 
Read 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
heap-based buffer over-read at 
MagickCore/threshold.c in 
AdaptiveThresholdImage 
because a height of zero is 
mishandled. 

CVE ID : CVE-2019-13297 

N/A 
A-IMA-
IMAG-
190719/317 

Improper 
Restriction 

04-07-2019 6.8 ImageMagick 7.0.8-50 Q16 has a 
heap-based buffer overflow at 

N/A A-IMA-
IMAG-
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of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

MagickCore/pixel-accessor.h in 
SetPixelViaPixelInfo because of 
a MagickCore/enhance.c error. 

CVE ID : CVE-2019-13298 

190719/318 

Out-of-
bounds 
Read 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
heap-based buffer over-read at 
MagickCore/pixel-accessor.h in 
GetPixelChannel. 

CVE ID : CVE-2019-13299 

N/A 
A-IMA-
IMAG-
190719/319 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
heap-based buffer overflow at 
MagickCore/statistic.c in 
EvaluateImages because of 
mishandling columns. 

CVE ID : CVE-2019-13300 

N/A 
A-IMA-
IMAG-
190719/320 

N/A 04-07-2019 4.3 

ImageMagick 7.0.8-50 Q16 has 
memory leaks in 
AcquireMagickMemory because 
of an AnnotateImage error. 

CVE ID : CVE-2019-13301 

N/A 
A-IMA-
IMAG-
190719/321 

Out-of-
bounds 
Read 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
heap-based buffer over-read in 
MagickCore/fourier.c in 
ComplexImages. 

CVE ID : CVE-2019-13302 

N/A 
A-IMA-
IMAG-
190719/322 

Out-of-
bounds 
Read 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
heap-based buffer over-read in 
MagickCore/composite.c in 
CompositeImage. 

CVE ID : CVE-2019-13303 

N/A 
A-IMA-
IMAG-
190719/323 

Improper 
Restriction 
of 
Operations 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
stack-based buffer overflow at 
coders/pnm.c in 
WritePNMImage because of a 

N/A 
A-IMA-
IMAG-
190719/324 
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within the 
Bounds of a 
Memory 
Buffer 

misplaced assignment. 

CVE ID : CVE-2019-13304 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
stack-based buffer overflow at 
coders/pnm.c in 
WritePNMImage because of a 
misplaced strncpy and an off-
by-one error. 

CVE ID : CVE-2019-13305 

N/A 
A-IMA-
IMAG-
190719/325 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
stack-based buffer overflow at 
coders/pnm.c in 
WritePNMImage because of off-
by-one errors. 

CVE ID : CVE-2019-13306 

N/A 
A-IMA-
IMAG-
190719/326 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
heap-based buffer overflow at 
MagickCore/statistic.c in 
EvaluateImages because of 
mishandling rows. 

CVE ID : CVE-2019-13307 

N/A 
A-IMA-
IMAG-
190719/327 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

ImageMagick 7.0.8-50 Q16 has a 
heap-based buffer overflow in 
MagickCore/fourier.c in 
ComplexImage. 

CVE ID : CVE-2019-13308 

N/A 
A-IMA-
IMAG-
190719/328 

N/A 04-07-2019 4.3 

ImageMagick 7.0.8-50 Q16 has 
memory leaks at 
AcquireMagickMemory because 
of mishandling the 

N/A 
A-IMA-
IMAG-
190719/329 
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NoSuchImage error in 
CLIListOperatorImages in 
MagickWand/operation.c. 

CVE ID : CVE-2019-13309 

N/A 04-07-2019 4.3 

ImageMagick 7.0.8-50 Q16 has 
memory leaks at 
AcquireMagickMemory because 
of an error in 
MagickWand/mogrify.c. 

CVE ID : CVE-2019-13310 

N/A 
A-IMA-
IMAG-
190719/330 

N/A 04-07-2019 4.3 

ImageMagick 7.0.8-50 Q16 has 
memory leaks at 
AcquireMagickMemory because 
of a wand/mogrify.c error. 

CVE ID : CVE-2019-13311 

N/A 
A-IMA-
IMAG-
190719/331 

Out-of-
bounds 
Read 

07-07-2019 6.8 

In ImageMagick 7.0.8-50 Q16, 
ComplexImages in 
MagickCore/fourier.c has a 
heap-based buffer over-read 
because of incorrect calls to 
GetCacheViewVirtualPixels. 

CVE ID : CVE-2019-13391 

N/A 
A-IMA-
IMAG-
190719/332 

Divide By 
Zero 09-07-2019 4.3 

ImageMagick 7.0.8-54 Q16 
allows Division by Zero in 
RemoveDuplicateLayers in 
MagickCore/layer.c. 

CVE ID : CVE-2019-13454 

N/A 
A-IMA-
IMAG-
190719/333 

Info-zip 

unzip 

Uncontrolle
d Resource 
Consumptio
n 

04-07-2019 5 

Info-ZIP UnZip 6.0 mishandles 
the overlapping of files inside a 
ZIP container, leading to denial 
of service (resource 
consumption), aka a "better zip 
bomb" issue. 

CVE ID : CVE-2019-13232 

N/A 
A-INF-UNZI-
190719/334 
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Irfanview 

irfanview 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

IrfanView 4.52 has a User Mode 
Write AV starting at 
image00400000+0x000000000
0013a98. 

CVE ID : CVE-2019-13242 

N/A 
A-IRF-IRFA-
190719/335 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

IrfanView 4.52 has a User Mode 
Write AV starting at 
image00400000+0x000000000
00249c6. 

CVE ID : CVE-2019-13243 

N/A 
A-IRF-IRFA-
190719/336 

Jetbrains 

youtrack_integration 

Improper 
Neutralizati
on of Special 
Elements in 
Output Used 
by a 
Downstrea
m 
Component 
('Injection') 

03-07-2019 7.5 

In JetBrains YouTrack 
Confluence plugin versions 
before 1.8.1.3, it was possible to 
achieve Server Side Template 
Injection. The attacker could 
add an Issue macro to the page 
in Confluence, and use a 
combination of a valid id field 
and specially crafted code in the 
link-text-template field to 
execute code remotely. 

CVE ID : CVE-2019-10100 

N/A A-JET-YOUT-
190719/337 

kotlin 

N/A 03-07-2019 6.8 

JetBrains Kotlin versions before 
1.3.30 were resolving artifacts 
using an http connection during 
the build process, potentially 
allowing an MITM attack. 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet

A-JET-KOTL-
190719/338 
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CVE ID : CVE-2019-10101 brains-
security-
bulletin-
q1-2019/ 

Improper 
Input 
Validation 

03-07-2019 6.8 

JetBrains Ktor framework 
(created using the Kotlin IDE 
template) versions before 1.1.0 
were resolving artifacts using 
an http connection during the 
build process, potentially 
allowing an MITM attack. This 
issue was fixed in Kotlin plugin 
version 1.3.30. 

CVE ID : CVE-2019-10102 

N/A 
A-JET-KOTL-
190719/339 

Improper 
Input 
Validation 

03-07-2019 6.8 

JetBrains IntelliJ IDEA projects 
created using the Kotlin (JS 
Client/JVM Server) IDE 
Template were resolving Gradle 
artifacts using an http 
connection, potentially allowing 
an MITM attack. This issue, 
which was fixed in Kotlin plugin 
version 1.3.30, is similar to CVE-
2019-10101. 

CVE ID : CVE-2019-10103 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-KOTL-
190719/340 

intellij_idea 

N/A 03-07-2019 5 

In several JetBrains IntelliJ IDEA 
versions, creating remote run 
configurations of JavaEE 
application servers leads to 
saving a cleartext record of the 
server credentials in the IDE 
configuration files. The issue 
has been fixed in the following 
versions: 2018.3.5, 2018.2.8, 
2018.1.8. 

CVE ID : CVE-2019-9823 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-INTE-
190719/341 

Improper 
Access 

03-07-2019 7.5 In several JetBrains IntelliJ IDEA 
Ultimate versions, an 

https://bl
og.jetbrai

A-JET-INTE-
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Control Application Server run 
configuration (for Tomcat, Jetty, 
Resin, or CloudBees) with the 
default setting allowed a remote 
attacker to execute code when 
the configuration is running, 
because a JMX server listened 
on all interfaces instead of 
localhost only. The issue has 
been fixed in the following 
versions: 2018.3.4, 2018.2.8, 
2018.1.8, and 2017.3.7. 

CVE ID : CVE-2019-10104 

ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

190719/342 

Improper 
Input 
Validation 

03-07-2019 7.5 

In several JetBrains IntelliJ IDEA 
versions, a Spring Boot run 
configuration with the default 
setting allowed remote 
attackers to execute code when 
the configuration is running, 
because a JMX server listens on 
all interfaces (instead of 
listening on only the localhost 
interface). This issue has been 
fixed in the following versions: 
2019.1, 2018.3.4, 2018.2.8, 
2018.1.8, and 2017.3.7. 

CVE ID : CVE-2019-9186 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-INTE-
190719/343 

N/A 03-07-2019 4.3 

In several versions of JetBrains 
IntelliJ IDEA Ultimate, creating 
run configurations for cloud 
application servers leads to 
saving a cleartext unencrypted 
record of the server credentials 
in the IDE configuration files. If 
the Settings Repository plugin 
was then used and configured to 
synchronize IDE settings using a 
public repository, these 
credentials were published to 
this repository. The issue has 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-INTE-
190719/344 
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been fixed in the following 
versions: 2019.1, 2018.3.5, 
2018.2.8, and 2018.1.8. 

CVE ID : CVE-2019-9872 

N/A 03-07-2019 5 

In several versions of JetBrains 
IntelliJ IDEA Ultimate, creating 
Task Servers configurations 
leads to saving a cleartext 
unencrypted record of the 
server credentials in the IDE 
configuration files. The issue 
has been fixed in the following 
versions: 2019.1, 2018.3.5, 
2018.2.8, and 2018.1.8. 

CVE ID : CVE-2019-9873 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-INTE-
190719/345 

teamcity 

Improper 
Input 
Validation 

03-07-2019 5 

Incorrect handling of user input 
in ZIP extraction was detected 
in JetBrains TeamCity. The issue 
was fixed in TeamCity 2018.2.2. 

CVE ID : CVE-2019-12841 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-
TEAM-
190719/346 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

03-07-2019 4.3 

A reflected XSS on a user page 
was detected on one of the 
JetBrains TeamCity pages. The 
issue was fixed in TeamCity 
2018.2.2. 

CVE ID : CVE-2019-12842 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-
TEAM-
190719/347 

Improper 
Neutralizati
on of Special 
Elements in 
Output Used 

03-07-2019 4.3 

A possible stored JavaScript 
injection requiring a deliberate 
server administrator action was 
detected. The issue was fixed in 
JetBrains TeamCity 2018.2.3. 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet

A-JET-
TEAM-
190719/348 
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by a 
Downstrea
m 
Component 
('Injection') 

CVE ID : CVE-2019-12843 brains-
security-
bulletin-
q1-2019/ 

Improper 
Neutralizati
on of Special 
Elements in 
Output Used 
by a 
Downstrea
m 
Component 
('Injection') 

03-07-2019 4.3 

A possible stored JavaScript 
injection was detected on one of 
the JetBrains TeamCity pages. 
The issue was fixed in TeamCity 
2018.2.3. 

CVE ID : CVE-2019-12844 

N/A 
A-JET-
TEAM-
190719/349 

Improper 
Input 
Validation 

03-07-2019 5 

The generated Kotlin DSL 
settings allowed usage of an 
unencrypted connection for 
resolving artifacts. The issue 
was fixed in JetBrains TeamCity 
2018.2.3. 

CVE ID : CVE-2019-12845 

N/A 
A-JET-
TEAM-
190719/350 

N/A 03-07-2019 4 

A user without the required 
permissions could gain access to 
some JetBrains TeamCity 
settings. The issue was fixed in 
TeamCity 2018.2.2. 

CVE ID : CVE-2019-12846 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-
TEAM-
190719/351 

hub 

N/A 03-07-2019 4 

In JetBrains Hub versions 
earlier than 2018.4.11298, the 
audit events for SMTPSettings 
show a cleartext password to 
the admin user. It is only 
relevant in cases where a 
password has not changed since 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-

A-JET-HUB-
190719/352 
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2017, and if the audit log still 
contains events from before 
that period. 

CVE ID : CVE-2019-12847 

bulletin-
q1-2019/ 

youtrack 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 
Injection') 

03-07-2019 7.5 

A query injection was possible 
in JetBrains YouTrack. The issue 
was fixed in YouTrack 
2018.4.49168. 

CVE ID : CVE-2019-12850 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-YOUT-
190719/353 

Cross-Site 
Request 
Forgery 
(CSRF) 

03-07-2019 6.8 

A CSRF vulnerability was 
detected in one of the admin 
endpoints of JetBrains 
YouTrack. The issue was fixed in 
YouTrack 2018.4.49852. 

CVE ID : CVE-2019-12851 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-YOUT-
190719/354 

Server-Side 
Request 
Forgery 
(SSRF) 

03-07-2019 7.5 

An SSRF attack was possible on 
a JetBrains YouTrack server. 
The issue (1 of 2) was fixed in 
JetBrains YouTrack 
2018.4.49168. 

CVE ID : CVE-2019-12852 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-YOUT-
190719/355 

Improper 
Authorizatio
n 

03-07-2019 7.5 

An Insecure Direct Object 
Reference, with Authorization 
Bypass through a User-
Controlled Key, was possible in 
JetBrains YouTrack. The issue 
was fixed in 2018.4.49168. 

CVE ID : CVE-2019-12866 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-

A-JET-YOUT-
190719/356 
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bulletin-
q1-2019/ 

N/A 03-07-2019 7.5 

Certain actions could cause 
privilege escalation for issue 
attachments in JetBrains 
YouTrack. The issue was fixed in 
2018.4.49168. 

CVE ID : CVE-2019-12867 

https://bl
og.jetbrai
ns.com/bl
og/2019/
06/19/jet
brains-
security-
bulletin-
q1-2019/ 

A-JET-YOUT-
190719/357 

jgraph 

mxgraph 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

01-07-2019 4.3 

An issue was discovered in 
mxGraph through 4.0.0, related 
to the "draw.io Diagrams" 
plugin before 8.3.14 for 
Confluence and other products. 
Improper input 
validation/sanitization of a 
color field leads to XSS. This is 
associated with 
javascript/examples/graphedit
or/www/js/Dialogs.js. 

CVE ID : CVE-2019-13127 

N/A 
A-JGR-
MXGR-
190719/358 

joruri 

joruri_mail 

URL 
Redirection 
to Untrusted 
Site ('Open 
Redirect') 

05-07-2019 5.8 

Open redirect vulnerability in 
Joruri Mail 2.1.4 and earlier 
allows remote attackers to 
redirect users to arbitrary web 
sites and conduct phishing 
attacks via unspecified vectors. 

CVE ID : CVE-2019-5965 

N/A A-JOR-JORU-
190719/359 

Improper 
Authorizatio
n 

05-07-2019 5.8 

Joruri Mail 2.1.4 and earlier 
does not properly manage 
sessions, which allows remote 
attackers to impersonate an 

N/A 
A-JOR-JORU-
190719/360 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

102 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

arbitrary user and 
alter/disclose the information 
via unspecified vectors. 

CVE ID : CVE-2019-5966 

joruri_cms_2017 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

05-07-2019 4.3 

Cross-site scripting 
vulnerability in Joruri CMS 2017 
Release2 and earlier allows 
remote attackers to inject 
arbitrary web script or HTML 
via unspecified vectors. 

CVE ID : CVE-2019-5967 

N/A 
A-JOR-JORU-
190719/361 

keynto 

team_password_manager 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

09-07-2019 4.3 

KEYNTO Team Password 
Manager 1.5.0 allows XSS 
because data saved from 
websites is mishandled in the 
online vault. 

CVE ID : CVE-2019-13380 

N/A 
A-KEY-
TEAM-
190719/362 

libosinfo 

libosinfo 

N/A 05-07-2019 2.1 

libosinfo 1.5.0 allows local users 
to discover credentials by listing 
a process, because credentials 
are passed to osinfo-install-
script via the command line. 

CVE ID : CVE-2019-13313 

N/A 
A-LIB-LIBO-
190719/363 

libsdl 

sdl2_image 

Improper 
Restriction 
of 
Operations 

03-07-2019 6.8 

An exploitable heap-based 
buffer overflow vulnerability 
exists when loading a PCX file in 
SDL2_image, version 2.0.4. A 

N/A A-LIB-SDL2-
190719/364 
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within the 
Bounds of a 
Memory 
Buffer 

missing error handler can lead 
to a buffer overflow and 
potential code execution. An 
attacker can provide a specially 
crafted image file to trigger this 
vulnerability. 

CVE ID : CVE-2019-5051 

Integer 
Overflow or 
Wraparoun
d 

03-07-2019 6.8 

An exploitable integer overflow 
vulnerability exists when 
loading a PCX file in SDL2_image 
2.0.4. A specially crafted file can 
cause an integer overflow, 
resulting in too little memory 
being allocated, which can lead 
to a buffer overflow and 
potential code execution. An 
attacker can provide a specially 
crafted image file to trigger this 
vulnerability. 

CVE ID : CVE-2019-5052 

N/A 
A-LIB-SDL2-
190719/365 

mailvelope 

mailvelope 

Improper 
Input 
Validation 

09-07-2019 4.3 

Mailvelope prior to 3.1.0 is 
vulnerable to a clickjacking 
attack against the settings page. 
As the settings page is intended 
to be accessible from web 
applications, the browser's 
extension isolation mechanisms 
are disabled 
(web_accessible_resources). 
Mailvelope implements 
additional measures to prevent 
web applications from directly 
embedding the settings page, 
but this mechanism can be 
bypassed. 

CVE ID : CVE-2019-9147 

https://gi
thub.com
/mailvelo
pe/mailv
elope/blo
b/master
/Changel
og.md#v3
10 

A-MAI-
MAIL-
190719/366 
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N/A 09-07-2019 4.3 

Mailvelope prior to 3.3.0 
accepts or operates with invalid 
PGP public keys: Mailvelope 
allows importing keys that 
contain users without a valid 
self-certification. Keys that are 
obviously invalid are not 
rejected during import. An 
attacker that is able to get a 
victim to import a manipulated 
key could claim to have signed a 
message that originates from 
another person. 

CVE ID : CVE-2019-9148 

https://gi
thub.com
/mailvelo
pe/mailv
elope/blo
b/master
/Changel
og.md#v3
30 

A-MAI-
MAIL-
190719/367 

N/A 09-07-2019 6.4 

Mailvelope prior to 3.3.0 allows 
private key operations without 
user interaction via its client-
API. By modifying an URL 
parameter in Mailvelope, an 
attacker is able to sign (and 
encrypt) arbitrary messages 
with Mailvelope, assuming the 
private key password is cached. 
A second vulnerability allows an 
attacker to decrypt an arbitrary 
message when the GnuPG 
backend is used in Mailvelope. 

CVE ID : CVE-2019-9149 

https://gi
thub.com
/mailvelo
pe/mailv
elope/blo
b/master
/Changel
og.md#v3
30 

A-MAI-
MAIL-
190719/368 

N/A 09-07-2019 5 

Mailvelope prior to 3.3.0 does 
not require user interaction to 
import public keys shown on 
web page. This functionality can 
be tricked to either hide a key 
import from the user or obscure 
which key was imported. 

CVE ID : CVE-2019-9150 

https://gi
thub.com
/mailvelo
pe/mailv
elope/blo
b/master
/Changel
og.md#v3
30 

A-MAI-
MAIL-
190719/369 

mastodon-tootdon 

tootdon_for_mastodon 
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Improper 
Certificate 
Validation 

05-07-2019 5.8 

The Android App 'Tootdon for 
Mastodon' version 3.4.1 and 
earlier does not verify X.509 
certificates from SSL servers, 
which allows man-in-the-
middle attackers to spoof 
servers and obtain sensitive 
information via a crafted 
certificate. 

CVE ID : CVE-2019-5961 

N/A 
A-MAS-
TOOT-
190719/370 

maxx 

waves_maxx_audio 

N/A 03-07-2019 4.4 

WavesSysSvc in Waves MAXX 
Audio allows privilege 
escalation because the General 
registry key has Full Control 
access for the Users group, 
leading to DLL side loading. This 
affects WavesSysSvc64.exe 
1.9.29.0. 

CVE ID : CVE-2019-13208 

N/A 
A-MAX-
WAVE-
190719/371 

Mcafee 

epolicy_orchestrator 

Information 
Exposure 

03-07-2019 4 

Information Disclosure 
vulnerability in the Agent 
Handler in McAfee ePolicy 
Orchestrator (ePO) 5.9.x and 
5.10.0 prior to 5.10.0 update 4 
allows remote unauthenticated 
attacker to view sensitive 
information in plain text via 
sniffing the traffic between the 
Agent Handler and the SQL 
server. 

CVE ID : CVE-2019-3619 

https://k
c.mcafee.c
om/corpo
rate/inde
x?page=c
ontent&id
=SB1028
6 

A-MCA-
EPOL-
190719/372 

Mediawiki 

mediawiki 
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Cross-Site 
Request 
Forgery 
(CSRF) 

10-07-2019 6.8 
Wikimedia MediaWiki through 
1.32.1 allows CSRF. 

CVE ID : CVE-2019-12466 

N/A 
A-MED-
MEDI-
190719/373 

Information 
Exposure 

10-07-2019 5 

Wikimedia MediaWiki 1.23.0 
through 1.32.1 has an 
information leak. Privileged API 
responses that include whether 
a recent change has been 
patrolled may be cached 
publicly. Fixed in 1.32.2, 1.31.2, 
1.30.2 and 1.27.6. 

CVE ID : CVE-2019-12474 

N/A 
A-MED-
MEDI-
190719/374 

Nlnetlabs 

name_server_daemon 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

03-07-2019 7.5 

nsd-checkzone in NLnet Labs 
NSD 4.2.0 has a Stack-based 
Buffer Overflow in the 
dname_concatenate() function 
in dname.c. 

CVE ID : CVE-2019-13207 

N/A 
A-NLN-
NAME-
190719/375 

oniguruma_project 

oniguruma 

Use After 
Free 10-07-2019 7.5 

A use-after-free in 
onig_new_deluxe() in regext.c in 
Oniguruma 6.9.2 allows 
attackers to potentially cause 
information disclosure, denial of 
service, or possibly code 
execution by providing a crafted 
regular expression. The attacker 
provides a pair of a regex 
pattern and a string, with a 
multi-byte encoding that gets 
handled by onig_new_deluxe(). 
Oniguruma issues often affect 
Ruby, as well as common 

https://gi
thub.com
/kkos/on
iguruma/
commit/0
f7f61ed1
b7b697e
283e37b
d2d731d
0bd57ad
b55 

A-ONI-ONIG-
190719/376 
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optional libraries for PHP and 
Rust. 

CVE ID : CVE-2019-13224 

NULL 
Pointer 
Dereference 

10-07-2019 5 

A NULL Pointer Dereference in 
match_at() in regexec.c in 
Oniguruma 6.9.2 allows 
attackers to potentially cause 
denial of service by providing a 
crafted regular expression. 
Oniguruma issues often affect 
Ruby, as well as common 
optional libraries for PHP and 
Rust. 

CVE ID : CVE-2019-13225 

https://gi
thub.com
/kkos/on
iguruma/
commit/c
509265c5
f6ae7264
f7b8a8aa
e1cfa5fc5
9d108c 

A-ONI-ONIG-
190719/377 

opencats 

opencats 

Improper 
Restriction 
of XML 
External 
Entity 
Reference 
('XXE') 

05-07-2019 4.3 

lib/DocumentToText.php in 
OpenCats before 0.9.4-3 has 
XXE that allows remote users to 
read files on the underlying 
operating system. The attacker 
must upload a file in the docx or 
odt format. 

CVE ID : CVE-2019-13358 

N/A 
A-OPE-
OPEN-
190719/378 

optergy 

enterprise 

Information 
Exposure 

01-07-2019 5 

Optergy Proton/Enterprise 
devices allow Username 
Disclosure. 

CVE ID : CVE-2019-7272 

N/A 
A-OPT-
ENTE-
190719/379 

Cross-Site 
Request 
Forgery 
(CSRF) 

01-07-2019 6.8 

Optergy Proton/Enterprise 
devices allow Cross-Site 
Request Forgery (CSRF). 

CVE ID : CVE-2019-7273 

N/A 
A-OPT-
ENTE-
190719/380 

Unrestricted 
Upload of 
File with 

01-07-2019 10 
Optergy Proton/Enterprise 
devices allow Authenticated File 
Upload with Code Execution as 

N/A A-OPT-
ENTE-
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Dangerous 
Type 

root. 

CVE ID : CVE-2019-7274 

190719/381 

URL 
Redirection 
to Untrusted 
Site ('Open 
Redirect') 

01-07-2019 5.8 
Optergy Proton/Enterprise 
devices allow Open Redirect. 

CVE ID : CVE-2019-7275 

N/A 
A-OPT-
ENTE-
190719/382 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

01-07-2019 10 

Optergy Proton/Enterprise 
devices allow Remote Root Code 
Execution via a Backdoor 
Console. 

CVE ID : CVE-2019-7276 

N/A 
A-OPT-
ENTE-
190719/383 

Information 
Exposure 

01-07-2019 5 

Optergy Proton/Enterprise 
devices allow Unauthenticated 
Internal Network Information 
Disclosure. 

CVE ID : CVE-2019-7277 

N/A 
A-OPT-
ENTE-
190719/384 

N/A 01-07-2019 6.4 

Optergy Proton/Enterprise 
devices have an 
Unauthenticated SMS Sending 
Service. 

CVE ID : CVE-2019-7278 

N/A 
A-OPT-
ENTE-
190719/385 

Use of Hard-
coded 
Credentials 

01-07-2019 7.5 

Optergy Proton/Enterprise 
devices have Hard-coded 
Credentials. 

CVE ID : CVE-2019-7279 

N/A 
A-OPT-
ENTE-
190719/386 

proton 

Information 
Exposure 

01-07-2019 5 

Optergy Proton/Enterprise 
devices allow Username 
Disclosure. 

CVE ID : CVE-2019-7272 

N/A 
A-OPT-
PROT-
190719/387 

Cross-Site 
Request 
Forgery 

01-07-2019 6.8 
Optergy Proton/Enterprise 
devices allow Cross-Site 
Request Forgery (CSRF). 

N/A 
A-OPT-
PROT-
190719/388 
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(CSRF) CVE ID : CVE-2019-7273 

Unrestricted 
Upload of 
File with 
Dangerous 
Type 

01-07-2019 10 

Optergy Proton/Enterprise 
devices allow Authenticated File 
Upload with Code Execution as 
root. 

CVE ID : CVE-2019-7274 

N/A 
A-OPT-
PROT-
190719/389 

URL 
Redirection 
to Untrusted 
Site ('Open 
Redirect') 

01-07-2019 5.8 
Optergy Proton/Enterprise 
devices allow Open Redirect. 

CVE ID : CVE-2019-7275 

N/A 
A-OPT-
PROT-
190719/390 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

01-07-2019 10 

Optergy Proton/Enterprise 
devices allow Remote Root Code 
Execution via a Backdoor 
Console. 

CVE ID : CVE-2019-7276 

N/A 
A-OPT-
PROT-
190719/391 

Information 
Exposure 

01-07-2019 5 

Optergy Proton/Enterprise 
devices allow Unauthenticated 
Internal Network Information 
Disclosure. 

CVE ID : CVE-2019-7277 

N/A 
A-OPT-
PROT-
190719/392 

N/A 01-07-2019 6.4 

Optergy Proton/Enterprise 
devices have an 
Unauthenticated SMS Sending 
Service. 

CVE ID : CVE-2019-7278 

N/A 
A-OPT-
PROT-
190719/393 

Use of Hard-
coded 
Credentials 

01-07-2019 7.5 

Optergy Proton/Enterprise 
devices have Hard-coded 
Credentials. 

CVE ID : CVE-2019-7279 

N/A 
A-OPT-
PROT-
190719/394 

Paloaltonetworks 

traps 

Improper 
Control of 

01-07-2019 6.5 Code injection vulnerability in 
Palo Alto Networks Traps 5.0.5 

https://s
ecurityad

A-PAL-
TRAP-
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Generation 
of Code 
('Code 
Injection') 

and earlier may allow an 
authenticated attacker to inject 
arbitrary JavaScript or HTML. 

CVE ID : CVE-2019-1577 

visories.p
aloaltonet
works.co
m/Home
/Detail/1
52 

190719/395 

minemeld 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

01-07-2019 4.3 

Cross-site scripting 
vulnerability in Palo Alto 
Networks MineMeld version 
0.9.60 and earlier may allow a 
remote attacker able to 
convince an authenticated 
MineMeld admin to type 
malicious input in the MineMeld 
UI could execute arbitrary 
JavaScript code in the admin?s 
browser. 

CVE ID : CVE-2019-1578 

https://s
ecurityad
visories.p
aloaltonet
works.co
m/Home
/Detail/1
53 

A-PAL-
MINE-
190719/396 

Phpwind 

phpwind 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

09-07-2019 4.3 

PHPWind 9.1.0 has XSS 
vulnerabilities in the c and m 
parameters of the index.php file. 

CVE ID : CVE-2019-13472 

N/A 
A-PHP-
PHPW-
190719/397 

Pingidentity 

agentless_integration_kit 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 

11-07-2019 4.3 

XSS exists in Ping Identity 
Agentless Integration Kit before 
1.5. 

CVE ID : CVE-2019-13564 

https://s
upport.pi
ngidentit
y.com/s/
document
-
item?bun

A-PIN-
AGEN-
190719/398 
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Scripting') dleId=int
egrations
&topicId=
Integratio
n_Kits%2
FAgentles
s%2Fage
ntlessIK_c
_changelo
g.html 

primasystems 

flexair 

Insufficient 
Session 
Expiration 

01-07-2019 4 

Prima Systems FlexAir devices 
have an Insufficient Session-ID 
Length. 

CVE ID : CVE-2019-7280 

N/A 
A-PRI-FLEX-
190719/399 

Cross-Site 
Request 
Forgery 
(CSRF) 

01-07-2019 6.8 

Prima Systems FlexAir devices 
allow Cross-Site Request 
Forgery (CSRF). 

CVE ID : CVE-2019-7281 

N/A 
A-PRI-FLEX-
190719/400 

Improper 
Authenticati
on 

01-07-2019 6.5 

Prima Systems FlexAir devices 
allow authentication with MD5 
hashes directly. 

CVE ID : CVE-2019-7666 

N/A A-PRI-FLEX-
190719/401 

Improper 
Authenticati
on 

01-07-2019 6.4 

Prima Systems FlexAir devices 
allow unauthenticated 
download of the database 
configuration backup due to a 
predictable name, resulting in 
authentication bypass (a login 
authenticated with the MD5 
hash of any user found in the 
database). 

CVE ID : CVE-2019-7667 

N/A 
A-PRI-FLEX-
190719/402 

N/A 01-07-2019 5 
Prima Systems FlexAir devices 
have Default Credentials. 

CVE ID : CVE-2019-7668 

N/A 
A-PRI-FLEX-
190719/403 
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Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

01-07-2019 10 

Prima Systems FlexAir devices 
allow Unauthenticated 
Command Injection resulting in 
Root Remote Code Execution. 

CVE ID : CVE-2019-7669 

N/A A-PRI-FLEX-
190719/404 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

01-07-2019 9 

Prima Systems FlexAir devices 
allow Authenticated Command 
Injection resulting in Root 
Remote Code Execution. 

CVE ID : CVE-2019-7670 

N/A A-PRI-FLEX-
190719/405 

pyxtrlock_project 

pyxtrlock 

Improper 
Access 
Control 

11-07-2019 4.6 

pyxtrlock 0.3 and earlier is 
affected by: Incorrect Access 
Control. The impact is: False 
locking impression when run in 
a non-X11 session. The fixed 
version is: 0.4. 

CVE ID : CVE-2019-1010316 

N/A 
A-PYX-PYXT-
190719/406 

Qemu 

qemu 

N/A 03-07-2019 4.6 

qemu-bridge-helper.c in QEMU 
4.0.0 does not ensure that a 
network interface name 
(obtained from bridge.conf or a 
--br=bridge option) is limited to 
the IFNAMSIZ size, which can 
lead to an ACL bypass. 

CVE ID : CVE-2019-13164 

N/A 
A-QEM-
QEMU-
190719/407 

Rapid7 

nexpose 
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Cross-Site 
Request 
Forgery 
(CSRF) 

03-07-2019 6.8 

A Cross-Site Request Forgery 
(CSRF) vulnerability was found 
in Rapid7 Nexpose InsightVM 
Security Console versions 6.5.0 
through 6.5.68. This issue 
allows attackers to exploit CSRF 
vulnerabilities on API endpoints 
using Flash to circumvent a 
cross-domain pre-flight 
OPTIONS request. 

CVE ID : CVE-2019-5630 

https://h
elp.rapid
7.com/ne
xpose/en
-
us/releas
e-
notes#6.5
.69 

A-RAP-
NEXP-
190719/408 

readthedocs 

read_the_docs 

URL 
Redirection 
to Untrusted 
Site ('Open 
Redirect') 

02-07-2019 5.8 

Read the Docs before 3.5.1 has 
an Open Redirect if certain user-
defined redirects are used. This 
affects private instances of Read 
the Docs (in addition to the 
public readthedocs.org web 
sites). 

CVE ID : CVE-2019-13175 

N/A 
A-REA-
READ-
190719/409 

Redhat 

spacewalk 

Improper 
Verification 
of 
Cryptograph
ic Signature 

02-07-2019 4 

It was found that Spacewalk, all 
versions through 2.9, did not 
safely compute client token 
checksums. An attacker with a 
valid, but expired, authenticated 
set of headers could move some 
digits around, artificially 
extending the session validity 
without modifying the 
checksum. 

CVE ID : CVE-2019-10136 

https://b
ugzilla.re
dhat.com
/show_bu
g.cgi?id=C
VE-2019-
10136 

A-RED-
SPAC-
190719/410 

Improper 
Limitation 
of a 
Pathname to 

02-07-2019 7.5 

A path traversal flaw was found 
in spacewalk-proxy, all versions 
through 2.9, in the way the 
proxy processes cached client 

https://b
ugzilla.re
dhat.com
/show_bu

A-RED-
SPAC-
190719/411 
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a Restricted 
Directory 
('Path 
Traversal') 

tokens. A remote, 
unauthenticated attacker could 
use this flaw to test the 
existence of arbitrary files, if 
they have access to the proxy's 
filesystem, or can execute 
arbitrary code in the context of 
the httpd process. 

CVE ID : CVE-2019-10137 

g.cgi?id=C
VE-2019-
10137 

virt-manager 

Information 
Exposure 

03-07-2019 2.1 

Virt-install(1) utility used to 
provision new virtual machines 
has introduced an option '--
unattended' to create VMs 
without user interaction. This 
option accepts guest VM 
password as command line 
arguments, thus leaking them to 
others users on the system via 
process listing. It was 
introduced recently in the virt-
manager v2.2.0 release. 

CVE ID : CVE-2019-10183 

https://b
ugzilla.re
dhat.com
/show_bu
g.cgi?id=C
VE-2019-
10183 

A-RED-VIRT-
190719/412 

virt-bootstrap 

N/A 05-07-2019 2.1 

virt-bootstrap 1.1.0 allows local 
users to discover a root 
password by listing a process, 
because this password may be 
present in the --root-password 
option to virt_bootstrap.py. 

CVE ID : CVE-2019-13314 

N/A 
A-RED-VIRT-
190719/413 

satellite 

Improper 
Verification 
of 
Cryptograph
ic Signature 

02-07-2019 4 

It was found that Spacewalk, all 
versions through 2.9, did not 
safely compute client token 
checksums. An attacker with a 
valid, but expired, authenticated 
set of headers could move some 

https://b
ugzilla.re
dhat.com
/show_bu
g.cgi?id=C
VE-2019-

A-RED-
SATE-
190719/414 
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digits around, artificially 
extending the session validity 
without modifying the 
checksum. 

CVE ID : CVE-2019-10136 

10136 

Improper 
Limitation 
of a 
Pathname to 
a Restricted 
Directory 
('Path 
Traversal') 

02-07-2019 7.5 

A path traversal flaw was found 
in spacewalk-proxy, all versions 
through 2.9, in the way the 
proxy processes cached client 
tokens. A remote, 
unauthenticated attacker could 
use this flaw to test the 
existence of arbitrary files, if 
they have access to the proxy's 
filesystem, or can execute 
arbitrary code in the context of 
the httpd process. 

CVE ID : CVE-2019-10137 

https://b
ugzilla.re
dhat.com
/show_bu
g.cgi?id=C
VE-2019-
10137 

A-RED-
SATE-
190719/415 

SAP 

information_steward 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

10-07-2019 4.3 

SAP Information Steward, 
version 4.2, does not sufficiently 
encode user-controlled inputs, 
resulting in Cross-Site Scripting 
(XSS) vulnerability. 

CVE ID : CVE-2019-0329 

https://w
iki.scn.sa
p.com/wi
ki/pages/
viewpage.
action?pa
geId=523
994575 

A-SAP-INFO-
190719/416 

Sony 

vaio_update 

Improper 
Authorizatio
n 

05-07-2019 6.8 

Improper authorization 
vulnerability in VAIO Update 
7.3.0.03150 and earlier allows 
an attackers to execute 
arbitrary executable file with 
administrative privilege via 
unspecified vectors. 

CVE ID : CVE-2019-5981 

N/A 
A-SON-VAIO-
190719/417 
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Improper 
Access 
Control 

05-07-2019 5.4 

Improper download file 
verification vulnerability in 
VAIO Update 7.3.0.03150 and 
earlier allows remote attackers 
to conduct a man-in-the-middle 
attack via a malicous wireless 
LAN access point. A successful 
exploitation may result in a 
malicious file being 
downloaded/executed. 

CVE ID : CVE-2019-5982 

N/A 
A-SON-VAIO-
190719/418 

Squid-cache 

squid 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

05-07-2019 4.3 

The cachemgr.cgi web module 
of Squid through 4.7 has XSS via 
the user_name or auth 
parameter. 

CVE ID : CVE-2019-13345 

N/A A-SQU-SQUI-
190719/419 

Squirrelmail 

squirrelmail 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

01-07-2019 4.3 

XSS was discovered in 
SquirrelMail through 1.4.22 and 
1.5.x through 1.5.2. Due to 
improper handling of RCDATA 
and RAWTEXT type elements, 
the built-in sanitization 
mechanism can be bypassed. 
Malicious script content from 
HTML e-mail can be executed 
within the application context 
via crafted use of (for example) 
a NOEMBED, NOFRAMES, 
NOSCRIPT, or TEXTAREA 
element. 

CVE ID : CVE-2019-12970 

N/A A-SQU-SQUI-
190719/420 
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strong_password_project 

strong_password 

Improper 
Control of 
Generation 
of Code 
('Code 
Injection') 

08-07-2019 7.5 

The strong_password gem 0.0.7 
for Ruby, as distributed on 
RubyGems.org, included a code-
execution backdoor inserted by 
a third party. The current 
version, without this backdoor, 
is 0.0.6. 

CVE ID : CVE-2019-13354 

N/A 
A-STR-
STRO-
190719/421 

sukimalab 

attendance_manager 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

05-07-2019 4.3 

Cross-site scripting 
vulnerability in Attendance 
Manager 0.5.6 and earlier 
allows remote attackers to 
inject arbitrary web script or 
HTML via unspecified vectors. 

CVE ID : CVE-2019-5970 

N/A 
A-SUK-
ATTE-
190719/422 

Cross-Site 
Request 
Forgery 
(CSRF) 

05-07-2019 6.8 

Cross-site request forgery 
(CSRF) vulnerability in 
Attendance Manager 0.5.6 and 
earlier allows remote attackers 
to hijack the authentication of 
administrators via unspecified 
vectors. 

CVE ID : CVE-2019-5971 

N/A 
A-SUK-
ATTE-
190719/423 

online_lesson_booking 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

05-07-2019 4.3 

Cross-site scripting 
vulnerability in Online Lesson 
Booking 0.8.6 and earlier allows 
remote attackers to inject 
arbitrary web script or HTML 
via unspecified vectors. 

CVE ID : CVE-2019-5972 

N/A A-SUK-ONLI-
190719/424 
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Supermicro 

superdoctor_5 

N/A 01-07-2019 7.5 

Super Micro SuperDoctor 5, 
when restrictions are not 
implemented in agent.cfg, 
allows remote attackers to 
execute arbitrary commands via 
NRPE. 

CVE ID : CVE-2019-13131 

N/A 
A-SUP-SUPE-
190719/425 

Symantec 

endpoint_encryption 

N/A 01-07-2019 4.6 

Symantec Endpoint Encryption, 
prior to SEE 11.3.0, may be 
susceptible to a privilege 
escalation vulnerability, which 
is a type of issue that allows a 
user to gain elevated access to 
resources that are normally 
protected at lower access levels. 

CVE ID : CVE-2019-9702 

https://s
upport.sy
mantec.co
m/us/en/
article.SY
MSA1485
.html 

A-SYM-
ENDP-
190719/426 

N/A 01-07-2019 4.6 

Symantec Endpoint Encryption, 
prior to SEE 11.3.0, may be 
susceptible to a privilege 
escalation vulnerability, which 
is a type of issue that allows a 
user to gain elevated access to 
resources that are normally 
protected at lower access levels. 

CVE ID : CVE-2019-9703 

https://s
upport.sy
mantec.co
m/us/en/
article.SY
MSA1485
.html 

A-SYM-
ENDP-
190719/427 

teclib-edition 

fields 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 

10-07-2019 7.5 

An issue was discovered in the 
Teclib Fields plugin through 
1.9.2 for GLPI. it allows SQL 
Injection via container_id and 
old_order parameters to 
ajax/reorder.php by an 

https://gi
thub.com
/pluginsG
LPI/fields
/releases
/tag/1.10

A-TEC-FIEL-
190719/428 
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Command 
('SQL 
Injection') 

unauthenticated user. 

CVE ID : CVE-2019-12723 

.0 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

10-07-2019 4.3 

An issue was discovered in the 
Teclib News plugin through 
1.5.2 for GLPI. It allows a stored 
XSS attack via the 
$_POST['name'] parameter. 

CVE ID : CVE-2019-12724 

https://gi
thub.com
/pluginsG
LPI/news
/releases
/tag/1.5.
3 

A-TEC-FIEL-
190719/429 

Tenable 

nessus 

Improper 
Neutralizati
on of Special 
Elements in 
Output Used 
by a 
Downstrea
m 
Component 
('Injection') 

01-07-2019 4.3 

Content Injection vulnerability 
in Tenable Nessus prior to 8.5.0 
may allow an authenticated, 
local attacker to exploit this 
vulnerability by convincing 
another targeted Nessus user to 
view a malicious URL and use 
Nessus to send fraudulent 
messages. Successful 
exploitation could allow the 
authenticated adversary to 
inject arbitrary text into the 
feed status, which will remain 
saved post session expiration. 

CVE ID : CVE-2019-3962 

https://w
ww.tenab
le.com/se
curity/tn
s-2019-
04 

A-TEN-
NESS-
190719/430 

Tencent 

habomalhunter 

N/A 01-07-2019 6.8 

HaboMalHunter through 2.0.0.3 
in Tencent Habo allows 
attackers to evade dynamic 
malware analysis via PIE 
compilation. 

CVE ID : CVE-2019-13125 

N/A 
A-TEN-
HABO-
190719/431 

trape_project 
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trape 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

10-07-2019 4.3 

A cross-site scripting (XSS) 
vulnerability in 
static/js/trape.js in Trape 
through 2019-05-08 allows 
remote attackers to inject 
arbitrary web script or HTML 
via the country, query, or refer 
parameter to the /register URI, 
because the jQuery prepend() 
method is used. 

CVE ID : CVE-2019-13488 

N/A 
A-TRA-
TRAP-
190719/432 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 
Injection') 

10-07-2019 7.5 

Trape through 2019-05-08 has 
SQL injection via the data[2] 
variable in core/db.py, as 
demonstrated by the /bs t 
parameter. 

CVE ID : CVE-2019-13489 

N/A 
A-TRA-
TRAP-
190719/433 

Typo3 

typo3 

Deserializati
on of 
Untrusted 
Data 

09-07-2019 7.5 

TYPO3 8.x through 8.7.26 and 
9.x through 9.5.7 allows 
Deserialization of Untrusted 
Data. 

CVE ID : CVE-2019-12747 

https://ty
po3.org/s
ecurity/a
dvisory/t
ypo3-
core-sa-
2019-
020/ 

A-TYP-
TYPO-
190719/434 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

09-07-2019 4.3 
TYPO3 8.3.0 through 8.7.26 and 
9.0.0 through 9.5.7 allows XSS. 

CVE ID : CVE-2019-12748 

https://ty
po3.org/s
ecurity/a
dvisory/t
ypo3-
core-sa-
2019-
015/ 

A-TYP-
TYPO-
190719/435 
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veronalabs 

wp_statistics 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 
Injection') 

04-07-2019 7.5 

An issue was discovered in the 
VeronaLabs wp-statistics plugin 
before 12.6.7 for WordPress. 
The v1/hit endpoint of the API, 
when the non-default "use 
cache plugin" setting is enabled, 
is vulnerable to unauthenticated 
blind SQL Injection. 

CVE ID : CVE-2019-13275 

N/A 
A-VER-
WP_S-
190719/436 

waspthemes 

custom_css_pro 

Cross-Site 
Request 
Forgery 
(CSRF) 

05-07-2019 6.8 

Cross-site request forgery 
(CSRF) vulnerability in Custom 
CSS Pro 1.0.3 and earlier allows 
remote attackers to hijack the 
authentication of 
administrators via unspecified 
vectors. 

CVE ID : CVE-2019-5984 

N/A 
A-WAS-
CUST-
190719/437 

weberp 

weberp 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 
Injection') 

04-07-2019 7.5 

A SQL Injection issue was 
discovered in webERP 4.15. 
Payments.php accepts payment 
data in base64 format. After this 
is decoded, it is deserialized. 
Then, this deserialized data 
goes directly into a SQL query, 
with no sanitizing checks. 

CVE ID : CVE-2019-13292 

N/A 
A-WEB-
WEBE-
190719/438 

weseek 

growi 

Cross-Site 
Request 
Forgery 

05-07-2019 6.8 
Cross-site request forgery 
(CSRF) vulnerability in GROWI 
v3.4.6 and earlier allows remote 

N/A A-WES-
GROW-
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(CSRF) attackers to hijack the 
authentication of 
administrators via updating 
user's 'Basic Info'. 

CVE ID : CVE-2019-5968 

190719/439 

URL 
Redirection 
to Untrusted 
Site ('Open 
Redirect') 

05-07-2019 5.8 

Open redirect vulnerability in 
GROWI v3.4.6 and earlier allows 
remote attackersto redirect 
users to arbitrary web sites and 
conduct phishing attacks via the 
process of login. 

CVE ID : CVE-2019-5969 

N/A 
A-WES-
GROW-
190719/440 

wikindx_project 

wikindx 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

08-07-2019 4.3 

A cross-site scripting (XSS) 
vulnerability in noMenu() and 
noSubMenu() in 
core/navigation/MENU.php in 
WIKINDX prior to version 5.8.1 
allows remote attackers to 
inject arbitrary web script or 
HTML via the method 
parameter. 

CVE ID : CVE-2019-12930 

https://s
ourceforg
e.net/p/
wikindx/
news/20
19/07/wi
kindx-
581-
released/ 

A-WIK-
WIKI-
190719/441 

Xnview 

xnview 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x0000000000385474. 

CVE ID : CVE-2019-13253 

N/A 
A-XNV-XNVI-
190719/442 

Improper 
Restriction 
of 
Operations 

04-07-2019 6.8 
XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x000000000032e808. 

N/A 
A-XNV-XNVI-
190719/443 
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within the 
Bounds of a 
Memory 
Buffer 

CVE ID : CVE-2019-13254 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x0000000000327464. 

CVE ID : CVE-2019-13255 

N/A 
A-XNV-XNVI-
190719/444 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x000000000032e849. 

CVE ID : CVE-2019-13256 

N/A 
A-XNV-XNVI-
190719/445 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x00000000003273aa. 

CVE ID : CVE-2019-13257 

N/A A-XNV-XNVI-
190719/446 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x0000000000328165. 

CVE ID : CVE-2019-13258 

N/A A-XNV-XNVI-
190719/447 

Improper 
Restriction 
of 
Operations 

04-07-2019 6.8 
XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x000000000032e566. 

N/A A-XNV-XNVI-
190719/448 
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within the 
Bounds of a 
Memory 
Buffer 

CVE ID : CVE-2019-13259 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x0000000000327a07. 

CVE ID : CVE-2019-13260 

N/A 
A-XNV-XNVI-
190719/449 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x0000000000328384. 

CVE ID : CVE-2019-13261 

N/A 
A-XNV-XNVI-
190719/450 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

04-07-2019 6.8 

XnView Classic 2.48 has a User 
Mode Write AV starting at 
xnview+0x00000000003283eb. 

CVE ID : CVE-2019-13262 

N/A A-XNV-XNVI-
190719/451 

xpertsol 

server_status_by_hostname/ip 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
SQL 
Command 
('SQL 
Injection') 

03-07-2019 6.5 

A SQL injection vulnerability in 
the Xpert Solution "Server 
Status by Hostname/IP" plugin 
4.6 for WordPress allows an 
authenticated user to execute 
arbitrary SQL commands via 
GET parameters. 

CVE ID : CVE-2019-12570 

N/A 
A-XPE-SERV-
190719/452 
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Yoast 

yoast_seo 

Improper 
Input 
Validation 

09-07-2019 7.5 

The Yoast SEO plugin before 
11.6-RC5 for WordPress does 
not properly restrict unfiltered 
HTML in term descriptions. 

CVE ID : CVE-2019-13478 

N/A 
A-YOA-
YOAS-
190719/453 

Zoho 

salesiq 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

05-07-2019 4.3 

Cross-site scripting 
vulnerability in Zoho SalesIQ 
1.0.8 and earlier allows remote 
attackers to inject arbitrary web 
script or HTML via unspecified 
vectors. 

CVE ID : CVE-2019-5962 

N/A 
A-ZOH-
SALE-
190719/454 

Cross-Site 
Request 
Forgery 
(CSRF) 

05-07-2019 6.8 

Cross-site request forgery 
(CSRF) vulnerability in Zoho 
SalesIQ 1.0.8 and earlier allows 
remote attackers to hijack the 
authentication of 
administrators via unspecified 
vectors. 

CVE ID : CVE-2019-5963 

N/A 
A-ZOH-
SALE-
190719/455 

Zohocorp 

manageengine_servicedesk_plus 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

11-07-2019 4.3 

An issue was discovered in the 
Purchase component of Zoho 
ManageEngine ServiceDesk 
Plus. There is XSS via the 
SearchN.do search field, a 
different vulnerability than 
CVE-2019-12189. 

CVE ID : CVE-2019-12539 

N/A 
A-ZOH-
MANA-
190719/456 

manageengine_assetexplorer 
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Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

11-07-2019 4.3 

An issue was discovered in Zoho 
ManageEngine AssetExplorer. 
There is XSS via the 
RCSettings.do rdsName 
parameter. 

CVE ID : CVE-2019-12595 

N/A 
A-ZOH-
MANA-
190719/457 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

11-07-2019 4.3 

An issue was discovered in Zoho 
ManageEngine AssetExplorer. 
There is XSS via 
SoftwareListView.do with the 
parameter swType or 
swComplianceType. 

CVE ID : CVE-2019-12596 

N/A 
A-ZOH-
MANA-
190719/458 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

11-07-2019 4.3 

An issue was discovered in Zoho 
ManageEngine AssetExplorer. 
There is XSS via 
ResourcesAttachments.jsp with 
the parameter pageName. 

CVE ID : CVE-2019-12597 

N/A 
A-ZOH-
MANA-
190719/459 

Operating System 

Canonical 

ubuntu_linux 

Improper 
Input 
Validation 

01-07-2019 5 

An issue was discovered in 
Django 1.11 before 1.11.22, 2.1 
before 2.1.10, and 2.2 before 
2.2.3. An HTTP request is not 
redirected to HTTPS when the 
SECURE_PROXY_SSL_HEADER 
and SECURE_SSL_REDIRECT 
settings are used, and the proxy 
connects to Django via HTTPS. 
In other words, 
django.http.HttpRequest.schem
e has incorrect behavior when a 

https://w
ww.djang
oproject.c
om/webl
og/2019/
jul/01/se
curity-
releases/ 

O-CAN-
UBUN-
190719/460 
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client uses HTTP. 

CVE ID : CVE-2019-12781 

Debian 

debian_linux 

Cross-Site 
Request 
Forgery 
(CSRF) 

10-07-2019 6.8 
Wikimedia MediaWiki through 
1.32.1 allows CSRF. 

CVE ID : CVE-2019-12466 

N/A 
O-DEB-DEBI-
190719/461 

Information 
Exposure 

10-07-2019 5 

Wikimedia MediaWiki 1.23.0 
through 1.32.1 has an 
information leak. Privileged API 
responses that include whether 
a recent change has been 
patrolled may be cached 
publicly. Fixed in 1.32.2, 1.31.2, 
1.30.2 and 1.27.6. 

CVE ID : CVE-2019-12474 

N/A 
O-DEB-DEBI-
190719/462 

Improper 
Access 
Control 

02-07-2019 7.5 
DOSBox 0.74-2 has Incorrect 
Access Control. 

CVE ID : CVE-2019-12594 

N/A O-DEB-DEBI-
190719/463 

Improper 
Input 
Validation 

01-07-2019 5 

An issue was discovered in 
Django 1.11 before 1.11.22, 2.1 
before 2.1.10, and 2.2 before 
2.2.3. An HTTP request is not 
redirected to HTTPS when the 
SECURE_PROXY_SSL_HEADER 
and SECURE_SSL_REDIRECT 
settings are used, and the proxy 
connects to Django via HTTPS. 
In other words, 
django.http.HttpRequest.schem
e has incorrect behavior when a 
client uses HTTP. 

CVE ID : CVE-2019-12781 

https://w
ww.djang
oproject.c
om/webl
og/2019/
jul/01/se
curity-
releases/ 

O-DEB-DEBI-
190719/464 

Uncontrolle
d Resource 
Consumptio

04-07-2019 5 

Info-ZIP UnZip 6.0 mishandles 
the overlapping of files inside a 
ZIP container, leading to denial 
of service (resource 

N/A 
O-DEB-DEBI-
190719/465 
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n consumption), aka a "better zip 
bomb" issue. 

CVE ID : CVE-2019-13232 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

05-07-2019 4.3 

The cachemgr.cgi web module 
of Squid through 4.7 has XSS via 
the user_name or auth 
parameter. 

CVE ID : CVE-2019-13345 

N/A O-DEB-DEBI-
190719/466 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

03-07-2019 7.5 

A buffer overflow in DOSBox 
0.74-2 allows attackers to 
execute arbitrary code. 

CVE ID : CVE-2019-7165 

https://w
ww.dosb
ox.com 

O-DEB-DEBI-
190719/467 

Dlink 

dir-655_firmware 

N/A 11-07-2019 5 

D-Link DIR-655 C devices 
before 3.02B05 BETA03 allow 
remote attackers to force a 
blank password via the 
apply_sec.cgi setup_wizard 
parameter. 

CVE ID : CVE-2019-13560 

N/A 
O-DLI-DIR--
190719/468 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

11-07-2019 10 

D-Link DIR-655 C devices 
before 3.02B05 BETA03 allow 
remote attackers to execute 
arbitrary commands via shell 
metacharacters in the 
online_firmware_check.cgi 
check_fw_url parameter. 

CVE ID : CVE-2019-13561 

N/A O-DLI-DIR--
190719/469 

Improper 
Neutralizati

11-07-2019 4.3 D-Link DIR-655 C devices 
before 3.02B05 BETA03 allow 

N/A 
O-DLI-DIR--
190719/470 
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on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

XSS, as demonstrated by the 
/www/ping_response.cgi 
ping_ipaddr parameter, the 
/www/ping6_response.cgi 
ping6_ipaddr parameter, and 
the /www/apply_sec.cgi 
html_response_return_page 
parameter. 

CVE ID : CVE-2019-13562 

Cross-Site 
Request 
Forgery 
(CSRF) 

11-07-2019 6.8 

D-Link DIR-655 C devices 
before 3.02B05 BETA03 allow 
CSRF for the entire management 
console. 

CVE ID : CVE-2019-13563 

N/A 
O-DLI-DIR--
190719/471 

dir-818lw_firmware 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

10-07-2019 9 

An issue was discovered on D-
Link DIR-818LW devices with 
firmware 2.06betab01. There is 
a command injection in HNAP1 
(exploitable with 
Authentication) via shell 
metacharacters in the MTU field 
to SetWanSettings. 

CVE ID : CVE-2019-13481 

N/A 
O-DLI-DIR--
190719/472 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

10-07-2019 10 

An issue was discovered on D-
Link DIR-818LW devices with 
firmware 2.06betab01. There is 
a command injection in HNAP1 
(exploitable with 
Authentication) via shell 
metacharacters in the Type field 
to SetWanSettings. 

CVE ID : CVE-2019-13482 

N/A O-DLI-DIR--
190719/473 

dir-823g_firmware 

Improper 
Neutralizati
on of Special 
Elements 

01-07-2019 9 

An issue was discovered on D-
Link DIR-823G devices with 
firmware 1.02B03. There is a 
command injection in HNAP1 

N/A 
O-DLI-DIR--
190719/474 
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used in a 
Command 
('Command 
Injection') 

(exploitable with 
Authentication) via shell 
metacharacters in the 
IPAddress or Gateway field to 
SetStaticRouteSettings. 

CVE ID : CVE-2019-13128 

Fedoraproject 

fedora 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

03-07-2019 7.5 

A buffer overflow in DOSBox 
0.74-2 allows attackers to 
execute arbitrary code. 

CVE ID : CVE-2019-7165 

https://w
ww.dosb
ox.com 

O-FED-
FEDO-
190719/475 

Fortinet 

fcm-mb40_firmware 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

07-07-2019 9 

Dynacolor FCM-MB40 v1.2.0.0 
devices allow remote attackers 
to execute arbitrary commands 
via a crafted parameter to a CGI 
script, as demonstrated by sed 
injection in cgi-
bin/camctrl_save_profile.cgi 
(save parameter) and cgi-
bin/ddns.cgi. 

CVE ID : CVE-2019-13398 

N/A 
O-FOR-FCM-
-
190719/476 

Use of Hard-
coded 
Credentials 

07-07-2019 4.3 

Dynacolor FCM-MB40 v1.2.0.0 
devices have a hard-coded 
SSL/TLS key that is used during 
an administrator's SSL 
conversation. 

CVE ID : CVE-2019-13399 

N/A 
O-FOR-FCM-
-
190719/477 

N/A 07-07-2019 5 

Dynacolor FCM-MB40 v1.2.0.0 
use /etc/appWeb/appweb.pass 
to store administrative web-
interface credentials in 

N/A 
O-FOR-FCM-
-
190719/478 
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cleartext. These credentials can 
be retrieved via cgi-
bin/getuserinfo.cgi?mode=info. 

CVE ID : CVE-2019-13400 

Cross-Site 
Request 
Forgery 
(CSRF) 

07-07-2019 6.8 

Dynacolor FCM-MB40 v1.2.0.0 
devices have CSRF in all scripts 
under cgi-bin/. 

CVE ID : CVE-2019-13401 

N/A 
O-FOR-FCM-
-
190719/479 

N/A 07-07-2019 6.5 

/usr/sbin/default.sh and 
/usr/apache/htdocs/cgi-
bin/admin/hardfactorydefault.c
gi on Dynacolor FCM-MB40 
v1.2.0.0 devices implement an 
incomplete factory-reset 
process. A backdoor can persist 
because neither system 
accounts nor the set of services 
is reset. 

CVE ID : CVE-2019-13402 

N/A 
O-FOR-FCM-
-
190719/480 

fujielectric 

alpha7_pc_loader_firmware 

Out-of-
bounds 
Read 

02-07-2019 3.3 

An out-of-bounds read 
vulnerability has been identified 
in Fuji Electric Alpha7 PC 
Loader Versions 1.1 and prior, 
which may crash the system. 

CVE ID : CVE-2019-10975 

N/A 
O-FUJ-ALPH-
190719/481 

Google 

android 

Information 
Exposure 

08-07-2019 2.1 

In HIDL, safe_union, and other 
C++ structs/unions being sent 
to application processes, there 
are uninitialized fields. This 
could lead to local information 
disclosure with no additional 
execution privileges needed. 
User interaction is not needed 

https://s
ource.and
roid.com/
security/
bulletin/
2019-07-
01 

O-GOO-
ANDR-
190719/482 



CV Scoring Scale 
(CVSS) 

0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

132 

Weakness Publish Date CVSS Description & CVE ID Patch NCIIPC ID 

for exploitation. Product: 
Android. Versions: Android-8.0 
Android-8.1 Android-9. Android 
ID: A-131356202 

CVE ID : CVE-2019-2104 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

08-07-2019 6.8 

In FileInputStream::Read of 
file_input_stream.cc, there is a 
possible memory corruption 
due to uninitialized data. This 
could lead to remote code 
execution in an unprivileged 
process with no additional 
execution privileges needed. 
User interaction is needed for 
exploitation. Product: Android. 
Versions: Android-7.0 Android-
7.1.1 Android-7.1.2 Android-8.0 
Android-8.1 Android-9. Android 
ID: A-116114182. 

CVE ID : CVE-2019-2105 

https://s
ource.and
roid.com/
security/
bulletin/
2019-07-
01 

O-GOO-
ANDR-
190719/483 

Out-of-
bounds 
Write 

08-07-2019 9.3 

In ihevcd_sao_shift_ctb of 
ihevcd_sao.c, there is a possible 
out of bounds write due to a 
missing bounds check. This 
could lead to remote code 
execution with no additional 
execution privileges needed. 
User interaction is needed for 
exploitation. Product: Android. 
Versions: Android-7.0 Android-
7.1.1 Android-7.1.2 Android-8.0 
Android-8.1 Android-9. Android 
ID: A-130023983. 

CVE ID : CVE-2019-2106 

https://s
ource.and
roid.com/
security/
bulletin/
2019-07-
01 

O-GOO-
ANDR-
190719/484 

Out-of-
bounds 
Write 

08-07-2019 9.3 

In ihevcd_parse_pps of 
ihevcd_parse_headers.c, there is 
a possible out of bounds write 
due to a missing bounds check. 
This could lead to remote code 

https://s
ource.and
roid.com/
security/
bulletin/

O-GOO-
ANDR-
190719/485 
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execution with no additional 
execution privileges needed. 
User interaction is needed for 
exploitation. Product: Android. 
Versions: Android-7.0 Android-
7.1.1 Android-7.1.2 Android-8.0 
Android-8.1 Android-9. Android 
ID: A-130024844. 

CVE ID : CVE-2019-2107 

2019-07-
01 

Out-of-
bounds 
Write 

08-07-2019 9.3 

In 
MakeMPEG4VideoCodecSpecific
Data of AVIExtractor.cpp, there 
is a possible out of bounds write 
due to an incorrect bounds 
check. This could lead to remote 
code execution with no 
additional execution privileges 
needed. User interaction is 
needed for exploitation. 
Product: Android. Versions: 
Android-7.0 Android-7.1.1 
Android-7.1.2 Android-8.0 
Android-8.1. Android ID: A-
130651570. 

CVE ID : CVE-2019-2109 

https://s
ource.and
roid.com/
security/
bulletin/
2019-07-
01 

O-GOO-
ANDR-
190719/486 

Use After 
Free 

08-07-2019 7.5 

In loop of DnsTlsSocket.cpp, 
there is a possible heap memory 
corruption due to a use after 
free. This could lead to remote 
code execution in the netd 
server with no additional 
execution privileges needed. 
User interaction is not needed 
for exploitation. Product: 
Android. Versions: Android-9. 
Android ID: A-122856181. 

CVE ID : CVE-2019-2111 

https://s
ource.and
roid.com/
security/
bulletin/
2019-07-
01 

O-GOO-
ANDR-
190719/487 

Use After 
Free 08-07-2019 7.2 In several functions of alarm.cc, 

there is possible memory 
https://s
ource.and

O-GOO-
ANDR-
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corruption due to a use after 
free. This could lead to local 
code execution with no 
additional execution privileges 
needed. User interaction is not 
needed for exploitation. 
Product: Android. Versions: 
Android-8.0 Android-8.1 
Android-9. Android ID: A-
117997080. 

CVE ID : CVE-2019-2112 

roid.com/
security/
bulletin/
2019-07-
01 

190719/488 

N/A 08-07-2019 2.1 

In setup wizard there is a 
bypass of some checks when 
wifi connection is skipped. This 
could lead to factory reset 
protection bypass with no 
additional privileges needed. 
User interaction is not needed 
for exploitation. Product: 
Android. Versions: Android-9. 
Android ID: A-122597079. 

CVE ID : CVE-2019-2113 

https://s
ource.and
roid.com/
security/
bulletin/
2019-07-
01 

O-GOO-
ANDR-
190719/489 

Out-of-
bounds 
Read 

08-07-2019 5 

In save_attr_seq of 
sdp_discovery.cc, there is a 
possible out-of-bound read due 
to a missing bounds check. This 
could lead to remote 
information disclosure with no 
additional execution privileges 
needed. User interaction is not 
needed for exploitation. 
Product: Android. Versions: 
Android-7.0 Android-7.1.1 
Android-7.1.2 Android-8.0 
Android-8.1 Android-9. Android 
ID: A-117105007. 

CVE ID : CVE-2019-2116 

https://s
ource.and
roid.com/
security/
bulletin/
2019-07-
01 

O-GOO-
ANDR-
190719/490 

Information 
Exposure 08-07-2019 2.1 In checkQueryPermission of 

TelephonyProvider.java, there 
https://s
ource.and

O-GOO-
ANDR-
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is a possible disclosure of secure 
data due to a missing 
permission check. This could 
lead to local information 
disclosure about carrier 
systems with no additional 
execution privileges needed. 
User interaction is not needed 
for exploitation. Product: 
Android. Versions: Android-7.0 
Android-7.1.1 Android-7.1.2 
Android-8.0 Android-8.1 
Android-9. Android ID: A-
124107808. 

CVE ID : CVE-2019-2117 

roid.com/
security/
bulletin/
2019-07-
01 

190719/491 

Information 
Exposure 

08-07-2019 2.1 

In various functions of 
Parcel.cpp, there are 
uninitialized or partially 
initialized stack variables. These 
could lead to local information 
disclosure with no additional 
execution privileges needed. 
User interaction is not needed 
for exploitation. Product: 
Android. Versions: Android-8.0 
Android-8.1 Android-9. Android 
ID: A-130161842. 

CVE ID : CVE-2019-2118 

https://s
ource.and
roid.com/
security/
bulletin/
2019-07-
01 

O-GOO-
ANDR-
190719/492 

Information 
Exposure 08-07-2019 2.1 

In multiple functions of 
key_store_service.cpp, there is a 
possible Information Disclosure 
due to improper locking. This 
could lead to local information 
disclosure of protected data 
with no additional execution 
privileges needed. User 
interaction is not needed for 
exploitation. Product: Android. 
Versions: Android-8.0 Android-
8.1 Android-9. Android ID: A-

https://s
ource.and
roid.com/
security/
bulletin/
2019-07-
01 

O-GOO-
ANDR-
190719/493 
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131622568. 

CVE ID : CVE-2019-2119 

Linux 

linux_kernel 

Use After 
Free 04-07-2019 4.4 

In arch/x86/lib/insn-eval.c in 
the Linux kernel before 5.1.9, 
there is a use-after-free for 
access to an LDT entry because 
of a race condition between 
modify_ldt() and a #BR 
exception for an MPX bounds 
violation. 

CVE ID : CVE-2019-13233 

N/A 
O-LIN-LINU-
190719/494 

Mikrotik 

routeros 

Uncontrolle
d Resource 
Consumptio
n 

03-07-2019 7.8 

A vulnerability in the FTP 
daemon on MikroTik routers 
through 6.44.3 could allow 
remote attackers to exhaust all 
available memory, causing the 
device to reboot because of 
uncontrolled resource 
management. 

CVE ID : CVE-2019-13074 

N/A 
O-MIK-
ROUT-
190719/495 

Motorola 

cx2l_mwr04l_firmware 

Uncontrolle
d Resource 
Consumptio
n 

01-07-2019 7.8 

On the Motorola router CX2L 
MWR04L 1.01, there is a stack 
consumption (infinite 
recursion) issue in scopd via 
TCP port 8010 and UDP port 
8080. It is caused by snprintf 
and inappropriate length 
handling. 

CVE ID : CVE-2019-13129 

N/A 
O-MOT-
CX2L-
190719/496 

Netapp 
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clustered_data_ontap 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

01-07-2019 7.5 

NetApp AFF A700s Baseboard 
Management Controller (BMC) 
firmware versions 1.22 and 
higher were shipped with a 
default account enabled that 
could allow unauthorized 
arbitrary command execution. 

CVE ID : CVE-2019-5497 

https://s
ecurity.ne
tapp.com
/advisory
/ntap-
2019062
7-0001/ 

O-NET-
CLUS-
190719/497 

nortekcontrol 

linear_emerge_elite_firmware 

N/A 02-07-2019 5 
Linear eMerge E3-Series devices 
have Default Credentials. 

CVE ID : CVE-2019-7252 

N/A 
O-NOR-
LINE-
190719/498 

Improper 
Limitation 
of a 
Pathname to 
a Restricted 
Directory 
('Path 
Traversal') 

02-07-2019 7.5 
Linear eMerge E3-Series devices 
allow Directory Traversal. 

CVE ID : CVE-2019-7253 

N/A 
O-NOR-
LINE-
190719/499 

N/A 02-07-2019 9 
Linear eMerge E3-Series devices 
allow File Inclusion. 

CVE ID : CVE-2019-7254 

N/A 
O-NOR-
LINE-
190719/500 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

02-07-2019 4.3 
Linear eMerge E3-Series devices 
allow XSS. 

CVE ID : CVE-2019-7255 

N/A 
O-NOR-
LINE-
190719/501 

Improper 
Neutralizati
on of Special 
Elements 
used in a 

02-07-2019 10 
Linear eMerge E3-Series devices 
allow Command Injections. 

CVE ID : CVE-2019-7256 

N/A 
O-NOR-
LINE-
190719/502 
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Command 
('Command 
Injection') 

Unrestricted 
Upload of 
File with 
Dangerous 
Type 

02-07-2019 7.5 
Linear eMerge E3-Series devices 
allow Unrestricted File Upload. 

CVE ID : CVE-2019-7257 

N/A 
O-NOR-
LINE-
190719/503 

N/A 02-07-2019 6.5 
Linear eMerge E3-Series devices 
allow Privilege Escalation. 

CVE ID : CVE-2019-7258 

N/A 
O-NOR-
LINE-
190719/504 

Improper 
Authorizatio
n 

02-07-2019 4 

Linear eMerge E3-Series devices 
allow Authorization Bypass 
with Information Disclosure. 

CVE ID : CVE-2019-7259 

N/A 
O-NOR-
LINE-
190719/505 

N/A 02-07-2019 5 

Linear eMerge E3-Series devices 
have Cleartext Credentials in a 
Database. 

CVE ID : CVE-2019-7260 

N/A 
O-NOR-
LINE-
190719/506 

Use of Hard-
coded 
Credentials 

02-07-2019 10 
Linear eMerge E3-Series devices 
have Hard-coded Credentials. 

CVE ID : CVE-2019-7261 

N/A 
O-NOR-
LINE-
190719/507 

Cross-Site 
Request 
Forgery 
(CSRF) 

02-07-2019 6.8 

Linear eMerge E3-Series devices 
allow Cross-Site Request 
Forgery (CSRF). 

CVE ID : CVE-2019-7262 

N/A 
O-NOR-
LINE-
190719/508 

N/A 02-07-2019 10 
Linear eMerge E3-Series devices 
have a Version Control Failure. 

CVE ID : CVE-2019-7263 

N/A 
O-NOR-
LINE-
190719/509 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 

02-07-2019 7.5 

Linear eMerge E3-Series devices 
allow a Stack-based Buffer 
Overflow on the ARM platform. 

CVE ID : CVE-2019-7264 

N/A 
O-NOR-
LINE-
190719/510 
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Buffer 

Use of Hard-
coded 
Credentials 

02-07-2019 10 

Linear eMerge E3-Series devices 
allow Remote Code Execution 
(root access over SSH). 

CVE ID : CVE-2019-7265 

N/A 
O-NOR-
LINE-
190719/511 

linear_emerge_essential_firmware 

N/A 02-07-2019 5 
Linear eMerge E3-Series devices 
have Default Credentials. 

CVE ID : CVE-2019-7252 

N/A 
O-NOR-
LINE-
190719/512 

Improper 
Limitation 
of a 
Pathname to 
a Restricted 
Directory 
('Path 
Traversal') 

02-07-2019 7.5 
Linear eMerge E3-Series devices 
allow Directory Traversal. 

CVE ID : CVE-2019-7253 

N/A 
O-NOR-
LINE-
190719/513 

N/A 02-07-2019 9 
Linear eMerge E3-Series devices 
allow File Inclusion. 

CVE ID : CVE-2019-7254 

N/A 
O-NOR-
LINE-
190719/514 

Improper 
Neutralizati
on of Input 
During Web 
Page 
Generation 
('Cross-site 
Scripting') 

02-07-2019 4.3 
Linear eMerge E3-Series devices 
allow XSS. 

CVE ID : CVE-2019-7255 

N/A 
O-NOR-
LINE-
190719/515 

Improper 
Neutralizati
on of Special 
Elements 
used in a 
Command 
('Command 
Injection') 

02-07-2019 10 
Linear eMerge E3-Series devices 
allow Command Injections. 

CVE ID : CVE-2019-7256 

N/A 
O-NOR-
LINE-
190719/516 

Unrestricted 
Upload of 

02-07-2019 7.5 Linear eMerge E3-Series devices N/A O-NOR-
LINE-
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File with 
Dangerous 
Type 

allow Unrestricted File Upload. 

CVE ID : CVE-2019-7257 

190719/517 

N/A 02-07-2019 6.5 
Linear eMerge E3-Series devices 
allow Privilege Escalation. 

CVE ID : CVE-2019-7258 

N/A 
O-NOR-
LINE-
190719/518 

Improper 
Authorizatio
n 

02-07-2019 4 

Linear eMerge E3-Series devices 
allow Authorization Bypass 
with Information Disclosure. 

CVE ID : CVE-2019-7259 

N/A 
O-NOR-
LINE-
190719/519 

N/A 02-07-2019 5 

Linear eMerge E3-Series devices 
have Cleartext Credentials in a 
Database. 

CVE ID : CVE-2019-7260 

N/A 
O-NOR-
LINE-
190719/520 

Use of Hard-
coded 
Credentials 

02-07-2019 10 
Linear eMerge E3-Series devices 
have Hard-coded Credentials. 

CVE ID : CVE-2019-7261 

N/A 
O-NOR-
LINE-
190719/521 

Cross-Site 
Request 
Forgery 
(CSRF) 

02-07-2019 6.8 

Linear eMerge E3-Series devices 
allow Cross-Site Request 
Forgery (CSRF). 

CVE ID : CVE-2019-7262 

N/A 
O-NOR-
LINE-
190719/522 

N/A 02-07-2019 10 
Linear eMerge E3-Series devices 
have a Version Control Failure. 

CVE ID : CVE-2019-7263 

N/A 
O-NOR-
LINE-
190719/523 

Improper 
Restriction 
of 
Operations 
within the 
Bounds of a 
Memory 
Buffer 

02-07-2019 7.5 

Linear eMerge E3-Series devices 
allow a Stack-based Buffer 
Overflow on the ARM platform. 

CVE ID : CVE-2019-7264 

N/A 
O-NOR-
LINE-
190719/524 

Use of Hard-
coded 
Credentials 

02-07-2019 10 

Linear eMerge E3-Series devices 
allow Remote Code Execution 
(root access over SSH). 

CVE ID : CVE-2019-7265 

N/A 
O-NOR-
LINE-
190719/525 
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linear_emerge_5000p_firmware 

Improper 
Authenticati
on 

02-07-2019 7.5 

Linear eMerge 50P/5000P 
devices allow Authentication 
Bypass. 

CVE ID : CVE-2019-7266 

N/A 
O-NOR-
LINE-
190719/526 

Improper 
Limitation 
of a 
Pathname to 
a Restricted 
Directory 
('Path 
Traversal') 

02-07-2019 7.5 

Linear eMerge 50P/5000P 
devices allow Cookie Path 
Traversal. 

CVE ID : CVE-2019-7267 

N/A 
O-NOR-
LINE-
190719/527 

Unrestricted 
Upload of 
File with 
Dangerous 
Type 

02-07-2019 10 

Linear eMerge 50P/5000P 
devices allow Unauthenticated 
File Upload. 

CVE ID : CVE-2019-7268 

N/A 
O-NOR-
LINE-
190719/528 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
OS 
Command 
('OS 
Command 
Injection') 

02-07-2019 10 

Linear eMerge 50P/5000P 
devices allow Authenticated 
Command Injection with root 
Code Execution. 

CVE ID : CVE-2019-7269 

N/A 
O-NOR-
LINE-
190719/529 

Cross-Site 
Request 
Forgery 
(CSRF) 

02-07-2019 6.8 

Linear eMerge 50P/5000P 
devices allow Cross-Site 
Request Forgery (CSRF). 

CVE ID : CVE-2019-7270 

N/A 
O-NOR-
LINE-
190719/530 

N/A 01-07-2019 5 

Nortek Linear eMerge 
50P/5000P devices have 
Default Credentials. 

CVE ID : CVE-2019-7271 

N/A 
O-NOR-
LINE-
190719/531 

linear_emerge_50p_firmware 
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Improper 
Authenticati
on 

02-07-2019 7.5 

Linear eMerge 50P/5000P 
devices allow Authentication 
Bypass. 

CVE ID : CVE-2019-7266 

N/A 
O-NOR-
LINE-
190719/532 

Improper 
Limitation 
of a 
Pathname to 
a Restricted 
Directory 
('Path 
Traversal') 

02-07-2019 7.5 

Linear eMerge 50P/5000P 
devices allow Cookie Path 
Traversal. 

CVE ID : CVE-2019-7267 

N/A 
O-NOR-
LINE-
190719/533 

Unrestricted 
Upload of 
File with 
Dangerous 
Type 

02-07-2019 10 

Linear eMerge 50P/5000P 
devices allow Unauthenticated 
File Upload. 

CVE ID : CVE-2019-7268 

N/A 
O-NOR-
LINE-
190719/534 

Improper 
Neutralizati
on of Special 
Elements 
used in an 
OS 
Command 
('OS 
Command 
Injection') 

02-07-2019 10 

Linear eMerge 50P/5000P 
devices allow Authenticated 
Command Injection with root 
Code Execution. 

CVE ID : CVE-2019-7269 

N/A 
O-NOR-
LINE-
190719/535 

Cross-Site 
Request 
Forgery 
(CSRF) 

02-07-2019 6.8 

Linear eMerge 50P/5000P 
devices allow Cross-Site 
Request Forgery (CSRF). 

CVE ID : CVE-2019-7270 

N/A 
O-NOR-
LINE-
190719/536 

N/A 01-07-2019 5 

Nortek Linear eMerge 
50P/5000P devices have 
Default Credentials. 

CVE ID : CVE-2019-7271 

N/A 
O-NOR-
LINE-
190719/537 

Redhat 

enterprise_linux 
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Information 
Exposure 

03-07-2019 2.1 

Virt-install(1) utility used to 
provision new virtual machines 
has introduced an option '--
unattended' to create VMs 
without user interaction. This 
option accepts guest VM 
password as command line 
arguments, thus leaking them to 
others users on the system via 
process listing. It was 
introduced recently in the virt-
manager v2.2.0 release. 

CVE ID : CVE-2019-10183 

https://b
ugzilla.re
dhat.com
/show_bu
g.cgi?id=C
VE-2019-
10183 

O-RED-
ENTE-
190719/538 

 




